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Some thoughts on how to approach Milestone 3
Penetration testing involves experimentation

Basic Penetration Testing Workflow

• Pre-engagement Interactions

• Intelligence Gathering

• Threat Modeling

• Vulnerability Analysis

• Exploitation

• Post Exploitation

• Reporting

Iterative experimentation



Remember nmap?
It can help you determine what services are  
running?

Nmap flag -sV is for service version scanning 

https://nmap.org/book/man.html
https://nmap.org/book/man-version-detection.html


Metasploit Framework
• Let’s see what exploits are available for ftp and ssh

➢ProFTPd 1.3.5



Metasploit Framework
➢ProFTPd 1.3.5





Metasploit Framework

1. Switch to root, i.e.“su” user

2. msfdb init

3. msfconsole















No payload needed!



We obtained a “Jail shell”



Spawning a TTY (“teletype” terminal) shell
• Type: “/bin/sh –i”





• cd /etc

• ls



Which accounts might 
have data in them a 
hacker would be 
interested in?



Next steps

• Checkout command “scp” for moving files from target back to your Kali

• …



Agenda
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