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Funds Control: Moderate Impact (Serious Adverse Effect)

The overall impact rating for the funds control information type’is moderate, meaning a breach
would have a serious adverse effect on organizational assets, operations, and individuals. This is because
while availability has a low impact level, confidentiality and integrity have moderate impact levels.
Confidentiality breaches were assighed a moderate impact because certain funds control information

like budgets and performance outcomes give important insight into operations and unauthorized
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Glossary

Availability: This security objective aims to ensure that critical information and systems remain accessible
and reliable even in the event of a security breach of the financial inforn)stion system.

Adverse effect: The harmful consequences that may arise from a security breach, such as damage to
reputation, legal complications, and financial losses. These outcomes can be categorized as limited, serious, or
catastrophic.

Confidentiality: The security objective of preventing unauthorized entities from viewing confidential or
sensitive information in the case of a breach in the financial information system.

FIPS Publication 199: A guideline that defines the three impact ratings of confidentiality, integrity, and
availability, which are used to categorize information and information systems.

Impact rating: A measure of potential harm that can result from a security breach. It is assigned to specific
information types and security objectives and is classified as low, moderate, and high depending on the
severity of the impact.

Integrity: This security objective is to prevent the unauthorized alteration or destruction of data and ensure the
completeness and accuracy of information if the financial information system experiences a breach.

INIST Special Publication 800-60 Volume II: A guide from the National Institute of Standards and
Technology that classitfies information systems based on the potential impacts of a security breach.
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