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Agenda

• Vulnerabilities and sources of threats

• Physical control inventory baselines

• Perimeter security

• Media protection 

• Media sanitization



Physical and Environmental (PE) Security

…encompasses protection of physical assets from damage, misuse, or theft 

• Physical security addresses 
• …mechanisms used to create secure areas around hardware

• Environmental security addresses 
• …safety of assets from damage from environmental concerns 



Sources of physical security threats…
Materials

• Water – floods, leaks
• Chemicals and particulates - smoke, toxic materials, industrial pollution
• Organism - virus, bacteria, animal, insect
• …

Energy

Humans



Water damage

– Damage from liquids (in general) can occur from many sources including:

• Leaking roofs

• Pipe breakage

• Firefighting efforts

• Spilled drinks

• Flooding

• Tsunamis

– Wet electrical equipment and computers are a lethal hazard

– Preventative and detective controls are necessary to make sure uncontrolled water does not destroy 
expensive assets or disrupt business operations

• Water diversion barriers to prevent water from entering sensitive areas

• Water detection sensors and alarms to detect presence of water and alert personnel in-time to 
prevent damage



First computer “bug”

1947 Grace Hopper recorded 'the first computer 
bug' in the Harvard Mark II computer's log book

“First actual case of bug being found”

The problem was traced to a moth stuck between 
relay contacts in the computer: 

• The engineers who found the moth were the first to 
literally "debug" a machine

Grace Hopper Ph.D. an American computer scientist and United States Navy rear admiral. 
Pioneer of computer programming, was the first to devise the theory of machine-
independent programming languages, this theory was extended to create COBOL, an early 
high-level programming language still in use today



Sources of threats…
Materials

• Water – floods, leaks
• Chemicals and particulates - smoke, toxic materials, industrial pollution
• Organism - virus, bacteria, animal, insect
• …

Energy
• Fire 
• Explosion 
• Electricity, magnetism, radio wave anomalies
• …

Human – vandalism, sabotage, theft, terrorism, war



Human Security Threats: “Tailgating”, “Piggybacking” 
and Social Engineering



Social engineering

Are receptionists good at preventative security?

• No, their job is to help people feel welcome and 
guide them through the organization in an efficient 
way

• But intruders can get past guards 
with social engineering…





What could a hacker do, 
once in a server room?

Physical access to an unlocked, 
running system usually means 
“game over!”









Cybersecurity controls



Media theft

“2020 Cost of a Data Breach Report” by the Ponemon Institute and published by 
IBM Security

Analyzed 524 breaches that occurred between August 2019 and April 
2020, in all sizes of organizations, across 17 industries and 17 geographies

10% of malicious breaches were caused by a physical security 
compromise, at an average cost of $4.36 million.



Key loggers

What’s wrong 
in this photo?



Keyloggers violate federal 
wiretapping laws



Keystroke injector



“Dumpster diving”





Physical Security Control Types

Physical Controls Perimeter security, fences, lighting, facility construction, keys and 
locks, access card and readers, …

Administrative Controls Facility selection, facility construction and
management, personnel identity badges and controls, evacuation 
procedures, system shutdown procedures, fire suppression 
procedures, hardware failure procedures, bomb threat and lock 
down procedures,…

Technical Controls Physical access control and monitoring system, intrusion detection 
and alarm system, fire detection and suppression system, 
uninterrupted power supply, heating / ventilation / air conditioning 
system (HVAC), disk mirroring, data backup,…



Agenda

✓Vulnerabilities and sources of threats

✓Physical control inventory baselines

• Perimeter security

• Media protection 

• Media sanitization



Perimeter Security

Perimeter security controls are 
used to prevent, detect and 
respond to unauthorized access 
to a facility



Fencing – different heights serve different purposes:
• 3 – 4 feet – deter casual trespassers

• 6 – 7 feet – deter general intruders

• 8 feet with barbed wire slanted at a 45o angle – deter more determined 
intruders

PIDAS – Perimeter Intrusion and Detection Assessment System 
– Fencing system with mesh wire and passive cable vibration sensors 

– Detects intruder approaching and damaging the fence (may generate many false alarms)

Bollards – Small round concrete pillars placed around a building 
– Protects from damage by someone running a vehicle into the side of the building or getting too close for car-bomb

Lighting – Streetlights, floodlights or searchlights
– Good deterrents for unauthorized access and personnel safety 

– National Institute of Standards and Technology (NIST) standard requires 
critical areas to be illuminated 8 feet in height with 2-foot candle power

Perimeter Control



Target Hardening

Complements natural access controls by using mechanical and/or operational 
controls: 

• alarms, guards and receptionists

• visitor sign-in/sign-out procedures

• picture identification requirements,…



Restricted and work area security often

 receive additional physical security controls beyond:

• Key card access control systems

• Video surveillance

Physical security controls for secure locations may also include:

– Multi-factor key card entry
• Bi-factor (or tri-factor): Key cards + PIN pad or biometric

– Security guards (and guard dogs)
• At ingress/egress points to prevent unauthorized access, roaming facility alert for unauthorized personnel 

or activities, involved in capture of unauthorized personnel in a facility

– Security wall and fences
• 1 or more to keep authorized personnel away from facilities

– Security cameras and lighting
• Additional lighting to expose and deter would-be intruders

– Security gates, crash gates, and bollards
• Limit the movement of vehicles near a facility to reduce vehicle-borne threats



Physical security controls for secure locations may also include:

Mantrap

• Made of two doors, one for entry, one for exit from 
the booth/ mantrap

– When the first door is open, the second remains locked 
until the first one is closed and the individual inside the 
booth is cleared by a security operator monitoring this 
interlocking system





Agenda

✓Vulnerabilities and sources of threats

✓Physical control inventory baselines

✓Perimeter security

• Media protection 

• Media sanitization



Security Technical Implementation Guides



Security Requirements Guides (SRGs) and Security 
Technical Implemtation Guides (STIGs)



STIG Viewer













Bitlocker

FileVault

LUKS

Media protection



Full disk encryption

Uses disk encryption software or 
hardware to encrypt all data that 
goes on a disk or disk volume







Some disks have 

built-in encryption



Agenda

✓Vulnerabilities and sources of threats

✓Physical control inventory baselines

✓Perimeter security

✓Media protection 

• Media sanitization



Cybersecurity Controls





Paper shredders have different levels of security, above: 
Levels 1, 3, 6

Media sanitization



Agenda

✓Schedule Update

✓Vulnerabilities and sources of threats

✓Physical control inventory baselines

✓Perimeter security

✓Media protection 

✓Media sanitization
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