
MIS 4596
Milestone 4 Guidance



Milestone 4 instructions

Your assignment is to transform your Milestone 3 penetration test and vulnerability 
identification report into a vulnerability identification and security mitigation and 
control (“remediation”) report 

As before, your report is for senior managers of the company who owns and 
depends on information stored on and processed within the server you examined 
in your penetration test

Be sure your report
1. Clearly identifies: 

• The level of concern the managers should have for confidentiality, integrity, and availability of the 
information on the server 

• The potential impact on the business’ assets, operations, and people  should the information and 
information system be compromised through unauthorized access, use, disclosure, disruption, 
modification, or destruction

2. Identifies the vulnerabilities you found during your penetration test
3. Recommend information security controls for mitigating each of the vulnerabilities you 

found



Milestone 4 Grading Rubrics

Section Points

Executive Summary 10.0

1 Project Scope 2.5

2 Target of Assessment 2.5

3 Relevant Findings 15.0

4 Supporting Details 15.0

5 Vulnerability Remediation 50.0

6 Glossary 2.5

7 References 2.5

Total: 100.0



What types of controls can you think of to 
research and include in your report to mitigate the 
vulnerabilities you found… 



Finding Controls to Mitigate Vulnerabilities



Example of Control to Mitigate a Vulnerability…

Read and understand what this control is about, identify the basic information you need for your report



Search NIST SP 800-53 for additional controls 



Research controls, study the details, then identify 
the control and summarize briefly in your report



What other types of controls can you think of to 
research and include in your report to mitigate the 
vulnerabilities you found… 



Research controls, study the details, then identify the 
control and summarize briefly in your report



What other controls are relevant to mitigate 
your findings of vulnerabilities?
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