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The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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• External actors were responsible for 83% of breaches, 
while Internal ones account for 19%. 

• Internal actors are responsible for intentional harm, 
and twice as likely to be responsible for Error actions.

End-users are organization employees mostly involved in breaches caused by:
• Misuse (“internal malicious activity”), and 
• Errors (“accidents”).
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Threat Environment– Breaches by Industry

MIS 5214 Security Architecture 5

The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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ransomware
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What are the implications for 
cybersecurity protections ?
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What are the implications for 
cybersecurity protections?



Is this computer

100% secure?



“How can we make a

computer 100% secure?”
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How can we make a computer 100% secure?

3 Golden Rules to ensure computer security:
1. Do not own a computer

2. Do not power it on

3. Do not use it
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Robert Morris

Cryptographer who helped develop the Unix 
computer operating system, which controls 
many of the world’s computers and touches 
almost every aspect of modern life
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Businesses cannot eliminate risk, but they can  
manage to acceptable level of risk, by

1. Avoidance
2. Acceptance
3. Transfer
4. Mitigation (“Controls”)
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Quantitative definition of risk
Risk = Impact × Probability

• Risk is an “expected value”, which is a quantitative measure of impact a CIA breach 
would have on the organization times the probability that it might happen
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Annualize Loss Expectancy (ALE) = Single Loss Expectancy (SLE) X Annualized Rate of Occurrence (ARO)

ALE = SLE X ARO

Single Loss Expectancy (SLE) = Asset value X Exposure factor 

• Calculations of SLE consider such things as: replacement cost of the asset, opportunity cost of delays because asset 
is no longer available, cost for purchasing credit monitoring for customers, fines and other economic impacts of the 
loss of confidentiality, integrity and availability of the information or information system. 

• Exposure factor is the % damage that a realized threat would have on the asset 

Annual Rate of Occurrence (ARO) is a probability indicating how many times this is expected in one year? 
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It is often difficult to put a monetary value that captures the full extent of 
impacts breaches of confidentiality, integrity or availability have 
businesses and individuals
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This is where qualitative measures of impact come 
in to help…

Risk is often dependent on the business and 
organizational context



FOX

MIS

Qualitative descriptions of elements of risk can be 
expressed in quantitative format…

Risk = Asset × Vulnerability × Threat  
• An asset is a thing that we are trying to protect

• A vulnerability is a weakness or gap in our protection efforts

• A threat is what we’re trying to protect against – 
• a motivated attacker with specific methods and resources
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…and can also be described as causal sequences
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Threat modeling helps us understand vulnerabilities 
and their relative importance to organizations

The most critical 
weaknesses can be 
prioritized for mitigation 

assuring rational risk 
management 
investments to improve 
security
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Threat Modeling
The purpose of threat modeling is to provide defenders with a systematic 
analysis of what mitigations (i.e. controls or defenses) need to be included, 
based on the

• Assets most desired by an attacker 
• Nature of the system
• Probable attacker's profile
• Most likely attack vectors

Threat modeling answers:
• “What are the most relevant threats?”
• “Where am I most vulnerable to attack?”  
• “What do I need to do to safeguard against these threats?”
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https://en.wikipedia.org/wiki/Threat_model
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STRIDE
Threat modeling technique created by Microsoft, based 6 categories of threats:
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• Spoofing – Can an attacker gain access using a false identity?

• Tampering – Can an attacker modify data as it flows through the system?

• Repudiation – If an attacker denies doing something, can we prove he/she did it?

• Information disclosure – Can an attacker gain access to private or potentially 
injurious data?

• Denial of service – Can an attacker crash or reduce the availability of the system?

• Elevation of privilege – Can an attacker assume the identify of a privileged user? 
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STRIDE threats and desired properties they impact
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Modern Cars

…are computer networks on wheels, with most have many computers 
that control various aspects of the car
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Engine

Breaks

Remote unlock
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Steering

Dash

Satellite radio

Diagnostics port
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STRIDE Threat Modeling

A security threat brainstorming activity

• Set aside the UW Security Cards, and use the STRIDE model

• Consider what methods adversaries might use for attacking modern car 
systems
• Either think about one car, or think about the entire car product line

• Rank order the threats from most relevant

• Explain your 3 top choices
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Threat Modeling

• Can be a full-time job for cyber security professionals

• Is now a skill information systems designers, developers and 
architects need to have
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https://www.indeed.com/q-Threat-Modeling-Security-Architect-jobs.html


Security is a mindset
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