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Agenda

•Online privacy

•Privacy and data protection by design

…with data provenance and lineage metadata

2





California Consumer Privacy Act (CCPA, 2018) 

&
California Privacy Rights Act (CPRA, 2020)





State Data Privacy Laws in Effect

• California Consumer Privacy Act (CCPA) – Effective date: 1/1/2020

• California Privacy Rights Act (CPRA) – Effective date: 1/1/2023

• Colorado Privacy Act (CPA) – Effective date: 1/1/2023

• Virginia Consumer Data Protection Act – Effective date: 1/1/2023



https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/




Hilton’s $700,000 fine for 
data breach impacting 

350,000 customers



Under the European Union’s 
General Data Protection 

Regulation (GDPR) the fine 
would have been 4% of 
Hilton’s global revenue 

$420,000,000











GDPR requires data security by design and default…

Data protection capabilities must 
work from beginning to end of data 
processing to enable protection of 
individuals’ personal data by 
default
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Danezis, G. et al. (2014) “Privacy and Data Protection by Design”, 
European Union Agency for Network and Information Security (ENISA) 

D’ Acquisto, G. et al. (2015) “Privacy by design in big data”, 
European Union Agency for Network and Information Security (ENISA) 

Key General Data Protection Regulation (GDPR) requirements:  

1. Collection of personal data is fully avoided or minimized at the 
earliest stage of processing 

2. Data subjects give specific, informed and explicit consent to the 
processing of their data

3. Data subjects have right to access, review and rectify their 
personal data 

4. Data subjects have the right to withdraw given consent with 
effect for the future and 
• Block access

• Constrain processing and use

• Erase their personal data

5. Personal data obtained for one purpose must not be processed 
for other purposes not compatible with the original purpose



Achieving “Privacy by Design” is difficult

Privacy is a complex, multifaceted and contextual notion

Not the primary requirement of an information system

May come into conflict with other requirements

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”, 
European Union Agency for Network and Information Security (ENISA) 
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“…privacy and data protection features are… ignored by traditional 
engineering approaches when implementing desired functionality.

• This ignorance is caused by limitations of awareness and understanding of 
developers and data controllers as well as lacking tools to realize privacy 
by design”



Privacy and Data Protection by Design

“Although the concept has found its way into legislation as the…  European 
General Data Protection Regulation, its concrete implementation remains 
un-clear at the present moment”  
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Danezis, G. et al. (2014) “Privacy and Data Protection by Design”, 
European Union Agency for Network and Information Security (ENISA) 



As a practical matter…
Data within information systems are often stored and organized as 
datasets within files and/or databases…
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Regardless of application, there is reliance on data processing workflows to produce and use information

z



Data processing often transforms existing data into new data, 
which is a double-edged sword…
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➢The resulting database may 
have more information than 
the older version

➢The meaning of the new information, however, is exogenous and not found in the data itself

Input data

Derived data

Mean

Median

Mode

Transformations



Evaluating & judging data’s “fitness for use”

• Is not the responsibility of the producer 

• Is the responsibility of the user …and IT Auditor

Data produced for one purpose is often used to serve 
other purposes 

Data producers should provide information about data that 
permit informed determinations of fitness for use
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Datasets are often exchanged without information needed 
to determine their fitness for use… 
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Provenance
Provenance traces back to 1294 in Old French 
as a derivative of the Latin provenire

• To come from, to be due to, be the result of

In the art domain, provenance entails an 
artifact’s complete ownership history
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Tullis, J.A. et al., 2016, “Geoprocessing, Workflows, and Provenance”, in Remote Sensing Handbook: Remotely Sensed Data Characterization, Classification, and Accuracies, 
edited by P. Thenkabail, Vol. 1., pp. 401-422, Boca Raton, FL: CRC Press.

There is an established research process for obtaining an artifact’s trusted provenance 
• This information is highly valued, particularly to authenticate real versus fraudulent works 

“Provenance” is now increasingly used in a broad range of fields with various degrees of conflation of 
two closely related but distinct concepts of trust and metadata 

Newbury, D. (2017) “Standardizing Museum Provenance for the 
Twenty-First Century”, from talk given at the Yale Center for 
British Art

The Bridge at Villeneuve-la-Garenne
1872

by Alfred Sisley British



Provenance

W3C Provenance Incubator Group’s definition of provenance (in a web 
resource context):

• Provenance is a record that describes entities and processes involved in 
producing and delivering or influencing a resource

• Provenance provides a critical foundation for assessing authenticity, enabling 
trust, and allowing reproducibility

• Provenance assertions are contextual metadata that can become important 
records with their own provenance
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https://www.w3.org/TR/prov-primer/

W3C = World Wide Web Consortium 

https://www.w3.org/




Provenance and data lineage

“Data provenance” and “data lineage” is used 
here interchangeably, overlooking subtle 
differences in their meanings

• Data provenance suggests process history

25

Data lineage metadata can aid understanding and establish trust of data… 

• Data lineage implies a kind of genealogy or data pedigree record relative to 
both:

1. Sources of data 
      +
2. Processing applied to the sources to produce an information product



Early metadata standards for documenting lineage of data 
produced with Geographic Information Systems



Geographic Information System (GIS)
• Provides similar data import, query, manipulation, analysis (e.g. statistics), 

reformat, display/visualization, output  and report capabilities as other 
information systems

• Also organize their data in 
• Data base management systems

• File systems

• With the addition of spatial analysis and cartographic mapping capabilities

27





1st application for tracking the lineage of data throughout 
their processing in information systems 
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How can I program the computer to help me remember 
what I knew about the data I loaded and processed on my 
computer? 

33

LIP = Lineage Information Processor



How do we understand differences among datasets 
created during processing applications? 
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Source Product

Derived• LOTS
• ZONES

• COV1
• COV2
• COV3

• COV4



Data lineage vocabulary helps communicate how data is processed in an 
information system

Source datasets may contain personal data

Derived datasets inherit this personal data from their input
• Using transformations such as: 

• Relational database joins and relates 
• Queries, arithmetic, statistical, spatial processing…

35

and can aid thinking  about how to meet privacy by design requirements



Semantic “parent” & “child” metadata links added to enable 
deductions about relationships among input & output datasets…

36

Input datasets provided with parent links pointing to output 
datasets can answer the question: Who am I the parent of?

Output datasets’ child links connect them back to their input 
datasets can answer the question: Who am I the child of? 
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Descendants (“LOTS”) = (COV1, COV2, COV3, COV4)

Ancestors function traces child links to identify input 
datasets used to create a derived dataset

Descendants function traces parent links to identify all datasets 
derived from a source or other derived input dataset used within 
the application.  

Ancestors (“COV4”) = (LOTS, COV3, ZONES, COV2, COV1, LOTS)



Command properties include details of the transformation

38

Source properties can include: 
• Originating organization 
• Data content (i.e. entity and attribute definitions)
• Timeliness (e.g. when collected, when acquired,…) 
• Accuracy 
• Confidentiality security categorization of attributes

• Privacy sensitivity of attributes
• Integrity categorization of attributes…
• Availability categorization…

Product properties include the product’s 

• intended goal

• Users

• when published

• responsible manager,…



Meet Geo_lineus
 source metadata input
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Command
metadata input…
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Product
Metadata input…
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Querying metadata…
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Querying metadata…
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Querying metadata…
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Adding a graphical user 
interface…
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GUI design by Rupert Essinger



Data source metadata based integrity constraints
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Conclusion: 

Data lineage metadata can help information system 
developers meet key data protection by design 
requirements:
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1. Collection of personal data is fully avoided or minimized at the earliest stage of processing 

2. Data subjects give specific, informed and explicit consent to the processing of their data

3. Data subjects have right to access, review and rectify their personal data 

4. Data subjects have the right to withdraw given consent with effect for the future and 
• Block access

• Constrain processing and use

• Erase their personal data

5. Personal data obtained for one purpose must not be processed for other purposes not 
compatible with the original purpose



Outlook: Commercial database management systems are beginning to 
include lineage metadata capabilities for tracking attribute values 

processed and transformed among relational database tables …
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How do you 
know what to 
protect? Data 

Discovery



How do you 
know at what 
level you need 
to protect it? 
Data Tagging



Each level has its own protections based on 
sensitivity



3 states of data



Agenda

✓Online privacy

✓Privacy and data protection by design

✓ …with data provenance and lineage metadata

55
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