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LEARNING OBJECTIVES

Understand the logical modeling of processes by
studying examples of Data Flow Diagrams (DFD).

Be able to draw DFDs following specific rules and
guidelines that lead to accurate and well-structured
process models.

Use DFDs as a tool to support analysis of information
systems.
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PERFORMING REQUIREMENTS DETERMINATION

Maintenance Analysis Requirements Determination
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analysis phase highlighted
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Introduction

System Development ‘ REQUIREMENTS PROCESS MODELING
Methodologies —
Structured Techniques

Structured System

Process Requi Graphically represent the processes that capture, manipulate,

* Process Modeling store, and distribute data
+ Data Flow

Diagraming * Between a system and its environment
* Decision Modeling

* Among the system’s components
Vulnerability Mapping 9 4 P

* The Misuse Case Examples of process modeling diagrams
* Diagraming
Sensitive Dataflows * Data flow diagrams

+ Data Diagraming
and the Trust
Boundary

* Use case diagrams
* Activity and business process modeling (“swim lane”) diagrams

* Sequence diagrams

SECURITY REQUIREMENTS

The earlier security is considered, the more likely it is to be implemented well

Baseline of security considerations are:

WisuseCases
* Confidentiality

Vulnerabiiy Mapping
 Integrity

- Availability

PanetatonTesting
/ Aftack Surface Reduction
Security requirements may also include: Rt Rocqiramants “
* Data privacy SRR  Final Security Review
- Strct authentication and access control
* Uptime and reliability /’
* Failing safely Secure CodingPractices
Nomeoton Implement Socurty Goals

Operation

Porisdic Securiy Reviow %~ "|IRNGES

andUpdstes

Richardson, T. and Thies, C. (2013) Secure Software
Design

‘SE(URE REQUIREMENTS VERSUS SECURITY REQUIREMENTS

Secure requirements are standard requirements that have security buil info them fo determine the necessary constraints fo
profect the system as @ whole

* Facilitate security across the entire system
- Systematic

Security requirements are separate entities that support an overall security objective
+ Often contributed by security personnel and specialists

+ Assert what is needed within the system to support overall business security objectives
+ Emphasize security in particular places

Richardson, T. and Thies, C. (2013) Secure Software
Design

tems and Infrastructure Lifecyc!




REQUIREMENTS CAN BE IMPROVED BY ANSWERING ADDITIONAL
INFORMATION SECURITY QUESTIONS

What are the exceptions to the normal situation for this requirement?
The normal requirement is generally well thought out and planned
Exception cases to the normal operation are usually not considered or not adequately planned
» Candidates forsocuity winorabiiior

What sensitive information is included in this requirement?

Use an computation of sensitive information needs o be documented as a risk fo be managed

What are the if the diti to this i are violated?
Errors need to be handled 1o fail safely without compromise

Focus for security controls
What happens if this requirement is intentionally violated?
What potential is there for attack on the system via the spedfic requirement

E.g. What would happen if @ malicious string of code were entered for a username to fry fo break the system?

1.

GOOD REQUIREMENTS ALSO INCLUDE OPERATIONAL SECURITY
CONSIDERATIONS, SUCH AS:

Fail case: What will happen if the requirement is not fulfilled during operation?
* This is situation where constraint is violated by exceeding boundaries or computation is not completed or completed incorrectly

2. Consequence of failure: What is the result of the fail case?

3.

- Example of failure would be an incomplete computation and later functional requirements that rely on this requirement wil fail

Associated risks: What sensitive information could be revealed or compromised?

* Security impacts can result in failure of dependent s, or violation of or

EXAMPLE REQUIREMENT WITH SECURITY ELEMENTS

System: A survey system product for collecting and tallying users' input on questions
Requirement: Users will vote only once per question

Fail case: A user is allowed to vote twice for the same question

Consequence of failure: The fotal will be incorrect; confidence in the system will be lost

Associated risk: Violation of product purpose; users may stop using product
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AGENDA

V'Security requirements — brief infroduction

Requi

ments process modeling
Use case modeling with security
Quiz

10

REQUIREMENTS PROCESS MODELING

Graphically represent the processes that capture, manipulate, store, and distribute data
* Between a system and its environment

+ Among the system's components

Examples of process modeling diagrams
Data flow diagrams
Use case diagrams

Activity and business process modeling (“swim lane”) diagrams

Sequence diagrams

11

12

COMMON ELEMENTS

Useful for depicting logical information flows
Structured decomposition of system functions

 Stepwise process of decomposing a system into ifs component part
* Confinves until

it no longer makes sense fo break subprocesses any further down
 Results i

‘modular design" of software components making up an information system

astructure Lifecycle Management
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Introduction

COMMON ELEMENTS

Useful for depicting logical information flows

* Structured d position of system f

* Stepwise process of decomposing a system into its component part

* Continues until it no longer makes sense to break subprocesses any further down
* Results in “modular design” of software components making up an information
system

* Context diagram = Overview of an information system, showing:

*System boundaries

*External entities

*Information flows between the entities and the systems

* Level-0 diagram = Represents systems’ major processes, data flows, and data
stores

* Level-n diagram = Result of n nested decompositions from a process on a Level-0
diagram

13

Introduction

DATA FLOW DIAGRAMS

Context diagram = Overview of an information
system, showing:

“System boundaries

“External entities

“Information flows between the entities and the systems
Level-0 diagram = Represents systems’ major
processes, data flows, and data stores

Level-n diagram = Result of n nested decompositions
from a process on a Level-0 diagram

14

Introduction

‘ DATA FLOW DIAGRAMS — BASIC ELEMENTS

* Process: work or actions

performed on data
(inside the system)

process

* Data store: data at rest

data store (inside the system)

* Source /sink: external

sourcelsink entity that is the origin or

destination of data
-— data flow -— (outside the system)

DeMarco and Yourdon Gane and Sarson

symbols * Data flow: arrows
depicting movement of
data

15
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WHERE IS THE SYSTEM BOUNDARY IN THE CONTEXT
DIAGRAM?

Cap and Gown
Context Diagram

Order —
0 Cap and Gonn
Jtenticn Information
Student — Shipping
Order
Entry

Why would the IT Auditor care about the system
boundary?

16

WHERE IS THE SYSTEM BOUNDARY IN THE LEVEL 0 DIAGRAM?

Cap and Gown
Lev IﬂDlenm

What kinds of threats can

cross the system = — W

boundary?

What could they Vald Ondr vty

target? L—J—‘U—‘
What kinds of impacts
can they have? oy D: oo D

17

REQUIREMENTS DIAGRAMS IN THE REQUIREMENTS

WHY IS IT %PO/?TAIVT TO HAVE VALID FUNCTIONAL
SPECIFICATION OF A SYSTEM?

What is wrong with these Data Flow diagram requirements
soecifications?...

process.

18
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“Context Disgram

ASSIGNMENT PROBLEM 7.32  ——
Identify and explain potential violations of rules | ;Mwew Z&

ce
and guidelines on these diagrams e
List of Courass Systen Possitle Classss.
serwcoes |
i

(1) Different names and numbers are used for apparently the o
same data store on the two diagrams; S D1 of Cinsses
(2) In the level-0 diagram, the data store, Class Roster, does not
Level-0 Disgram

have the data flow, Scheduled Classes, flowinginto it, rather

this data flow connects processes 2 and 3, thus these DFDs . 3

Schease

Cann
are not balanced ' . o o et peceve Enetk L
(3) Process 1 appears to accomplish nothing because its inflow e o
and outflow are identical; such processes are uninteresting P e,
and probably unnecessary l"'““‘ E Fossiie
i. Itis possible that this process will become interesting A et
when it is decomposed, where validation and error A e Fesoke Erg‘:‘;

fixy

handling processes might appear
(4) Process 2 does not appear to need Course Request as input
in order to perform its function, as implied by its name
(5) Does Process 3 have sufficient input sufficient to produce its
output
i. For example, where are prior class registrations kept so
that;Rrocess 3 .can.determine.when a course is full?

19

Dept Secretary Treasurer

Employee

PROBLEM 7A.2‘

Gaer
Receots

Review Form

Complece:
Rembursement Form
T Submits form

- |

Activity diagram for process

involving three swim lanes
Icomec

Correction Made
Conect

74'

e S T
—

e J

States Amount
Send cneck
Tobank
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ACTIVITY/SWIM-LANE DIAGRAMS ARE USEFUL FOR SPECIFYING FUNCTIONAL
REQUIREMENTS FOR WORKFLOW MANAGEMENT SYSTEMS

Example:
Functional requirements for a service request and utility
maintenance management work order information system

* City’s Public Works Department
* 4 Divisions (230 employees)

* Sewer

* Water

¢ Transportation

¢ Operations

21
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functional work process requirements of the Sewer

S Division

‘ A collection of Swim Lane models documenting the




A collection of Swim Lane models documenting the
functional process requirements of the Water Division

25

A collection of Swim Lane models documenting the

|

functional process requirements of the Transportation

Division

:

26

A collection of Swim Lane
models documenting the
functional process
requirements of the

Operations Division

27
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DO THE REQUIREMENTS IDENTIFY THE WORK PROCESS TYPES AND ORGANIZATIONAL
DEPENDENCIES ON THEM?

‘Work Types

Sewer Division

Street & Sewer

|50 System Supervisor

[Laterals and

Maine, Tnsal (City)

[Latersls and Sewer 1

[ e

Mains, Repar

[Naskole, Fepair & Replace

=Y

Sewer Collection [Coh B,

Repar & Replace

Sewer
Division

[Lamphole Repair & Replace

[CCTV & Clearing

cso

R

[Steeet Repair

(cave in)

[iss Dy Stakce Outs

28
DO THE FUNCTIONAL SPECIFICATION INDICATE THE CROSS
ORGANIZATIONAL WORKFLOWS SUPPORTED BY EACH WORK
PROCESS?
i - Sl
29

DO THE REQUIREMENTS IDENTIFY THE WORK PROCESS TYPES AND
ORGANIZATIONAL DEPENDENCIES ON THEM?

Work Types

30
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DO THE REQUIREMENTS IDENTIFY THE WORK PROCESS TYPES AND ORGANIZATIONAL DEPENDENCIES ON THEM?

Tougauion

ey

31

This is a Sequence

PROBLEM 7(9‘ Diagram

o o
T T T
(=] [EEm) =]
Sells Item >
Buys Item

% % - Buys Item
Client m P Sells Item

h Buy ftem ]

This is not a Sequence
Diagram, ...itis a UML
object class diagram

Use Case Diagram
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MODELING FUW(TIONAL LOGIC WITH DECISION TABLES

Functional
Requlrempn!s
i 1| Home fciity |uties Existing u x| x x [ x [ x x x

Joeneric-usen | Home facity | _Home faciiy [uities Existng i [ x x| x [ x X X
g L USER | Home faciity | Home facity existing fectica Only x| x x [ «x
STRUCTURAL-USER | Home faciy |_Home faiity Existing tructural Only x| x X X
VECHANICAL USER | Home facilty | Home faciity Existing x| x X X X
[ARKOUT-USER | Home facity | Home facifty Uity Mork-Out Facies [Exsting and NS iy Mork-Out x| x x

Example requirements specification for of role-based user access to
system functionality

15 ond Infrostructure Lifecycle Management

33
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AGENDA

VIT Auditor's responsibility during SDLC — Requirements

v'Requirements and requirements analysis

VSecurity requirements — brief infroduction
V'Requirements process modeling
Use case modeling with security

Quiz
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USE CASE — FUNCTIONAL REQUIREMENTS MODELING

The first step in moving from a listing of system requirements o an actual deployed system

Translates functional requirements into a visual map of activity

Details the steps of arriving at @ measurable system outcome

35

‘ USE CASE — FUNCTIONAL REQUIREMENTS MODELING

involves 3 primary components:
1. Ador(s) ~ a person, external system, or entity that plays @ role in the performance of the functional fask [
described in the use case ~ depicted with  stick figure

2. Procedurels) = a single step performed fo achieve the outcome of he system specified by the functional
requirement ~ depicted with an oval

3. Associations) - a relationship between an actor and a procedure ~ represented by a directional
arrow specifying the next step in the process of  system (not directional communication)

203 Systems and Infrastructure Lifecycle

36
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USE-CASE EXERCISE

Sewer Outage System’s Functional Requirements

How would you add security requirements to the functional
requirements specification

and Infrastructure Lifecycle Managemen

37

USE CASE EXTENSION FOR MODELING FUNCTIONAL SECURITY
REQUIREMENTS

Additional notation for adding communication info and out of the system as part of the use case diagram fo specify that
information s passing across the association lines:
[G]

location of & potential ttock

Richardson, T. and Thies, C. (2013) Secure Software
Design

38

CAN YOU ORDER THE FOLLOWING BY PRIORITY FOR PROTECTION?

1/C
E/C

Richardson, T. and Thies, C. (2013) Secure Software
Design

39
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CAN YOU DESCRIBE WHAT IS GOING
HERE?

An example use case with notations
for communication and fransfer of

sensifive information across system

boundaries

astructure Lifecycle Management

User Logsinto the System

USer Requests
5 = Page without
"E"V Login
<calls>
S8

SystemRequests
Credentials

<extends> |
‘System Provides
Site Credentials
‘System Delivers
Page

Richardson, T. and Thies, C. (2013) Secure Software
Design

Database

40

HERE?

An example of the Misuse
Management Method identifying
possible attack points for each
activity, and the fail case exist state
for each

CAN YOU DESCRIBE WHAT IS GOING

S 204
A~ N\

UserLogsintothe System
1

System Requests
Credentials

<extencs> |

Incarect Cradanil Eror Givan
Ho Syster Croc o &
No Remating Atampi i

Secuty Operstion

Richardson, T. and Thies, C. (2013) Secure Software
Design

1

41

USE-CASE EXER‘(ISE

Specification

specification

2. Add security requirements fo 1 use case

5203 Systems and Infrastructure Lifecycle A

Review the Sewer Qutage Management System’s Functional Requirements

How would you add security requirements to the functional requirements

42
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AGEN

DA

VIT Auditor's responsibility during SDLC — Requirements
v'Requirements and requirements analysis

VSecurity requirements — brief infroduction
V'Requirements process modeling

v'Use case modeling with security

Quiz
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Quiz

Requirements can be gathered by all except the following

o] Developing @ mock system or profotype

bl Interviewing users, business, and IT teams

Speaking to vendors to understand which software s selling well n last two years

) Getting an understanding on what other companies did in a similar situation
Every i ion of the System D Life Cycle (SDLC) is the same
Q) Te
b)  False

44

Quiz

Which of the following options best describes scope creep?

s the process by whi

5] Itisthe case in which stokeholders are interviewed @ second time fo verify and validate the system that is being developed

) Itis the case where requirements are added after he system has a complete project specification

4l Itis the process by which the system evolves info a developed state

Systems and Infrastructure Lifecyc! ement

requirements are gathered directly from stakeholders

45
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Quiz

Which of the following options is NOT a security consideration for requirements?
) Consequence of failure
b) Associated risks
Known volnerabiliies
) Foil case

46

Quiz

A trust boundary should be placed between the system and any input that comes from outsidle the internal network.
o Te

bl False

Information leakage within @ system represents a threat because it allows an attacker to gain knowledge of the internal
workings of the system.

o e

bl Fabe

47

Quiz

Requirements can be gathered by all except the following
) Developing a mock system or profotype
b) Interviewing users, business, and IT teams
Speaking to vendors to understand

software s selling well n last two years

4] Getling an understanding on what other companies di

a similar situation

Every i ion of the System D Life Cycle (SDLC) is the same
Q) Twe

b)  False

Systems and Infrastructure Lifecyc!

48
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Quiz

Which of the following options best describes scope creep?
It s the process by whi

requirements are gathered directly from stakeholders

It is the case in which stakeholders are interviewed a second fime to verify and validate the system that is being developed
It

the case where requirements are added after the system has a complete project specification
4] Itis the process by which the system evolves info a developed state

49

Quiz

Which of the following options is NOT a security consideration for requirements?
) Consequence of failre
b Associated risks
9 Known valnerabilfies

4 Fail case

50

Quiz

A trust boundary should be placed between the system and any input that comes from outsidle the internal network.
o Te

bl False

Information leakage within a system represents  threat because it allows an attacker to gain knowledge of the internal
workings of the system.

o e
bl False

Systems and Infrastructure Lifecyc!

51
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AGENDA

VIT Auditor's responsibility during SDLC — Requirements
¥ Requirements and requirements analysis

¥ Security requirements — brief introduction

¥ Requirements process modeling

¥ Use case modeling with security

¥ Quiz
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