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In The News

https://community.mis.temple.edu/mis5206sec001fall2021/2021/08/25/week-3-in-the-news/#comments
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What kind of threat was active 
in the case study?

NIST SP 800-30r1 “Guide for Conducting Risk Assessments”

• Environmental ? 
• Structural ?
• Accidental ?
• Adversarial ?
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Breakout Group Questions:

1. What information security reporting or organizational governance relationship 
exists between Information Security Office (ISO) and the organization(s) Ballard and 
Francesco report into? 

2. How does RIT’s Information Classifications (Appendix F) relate to this case study 
scenario?

3. Was Francesco correct in his use of the term “proprietary” Saunders data” ?

4. Who else at RIT would be concerned with this stolen laptop incident?

5. Is the Information Security Office’s (ISO’s) conclusion valid that the Dean’s stolen 
laptop did not contain personally identifiable information on RIT students, faculty, 
or staff?  Why or why not? 
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0.  Which organization does:
1. Dave Ballard report into?

1. Network Administrator

2. Nick Francesco report into?

1. Manager of Technical Services

3. Information Security Office (ISO) reside?

1. What information security reporting or 
organizational governance relationship exists 
between Information Security Office (ISO) and 
where in the organization(s) Ballard and 
Francesco report into? 

Case Study Analysis: “Snowfall and a stolen laptop”
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RIT Information Classifications
A. Private – a classification for information that is confidential which could be used for identity theft 

and has additional requirements associated with its protection. Private information includes:
A. Social Security Numbers (SSNs), Taxpayer Identification Number (TIN), or other national identification number
B. Driver’s license numbers
C. Financial account information (bank account numbers (including checks), credit or debit card numbers, account numbers)

B. Confidential – a classification for information that is restricted on a need to know basis, that, 
because of legal, contractual, ethical, or other constraints, may not be accessed or communicated 
without specific authorization. Confidential information includes:

A. Educational records governed by the Family Educational Rights & Privacy Act (FERPA) that are not defined as directory 
information

B. University Identification Numbers (UIDs)
C. Employee and student health information as defined by Health Insurance Portability and Accountability Act (HIPAA)
D. Alumni and donor information
E. Employee personnel records
F. Employee personal information including: home address and telephone number; personal e-mail addresses, usernames, 

or passwords; and parent’s surname before marriage
G. Management information, including communications or records of the Board of Trustees and senior administrators, 

designated as confidential
H. Faculty research or writing before publication or during the intellectual property protection process.
I. Third party information that RIT has agreed to hold confidential under a contract

C. Internal – a classification for information restricted to RIT faculty, staff, students, alumni, 
contractors, volunteers, and business associates for the conduct of University business. Examples 
include online building floor plans, specific library collections, etc.

D. Public – a classification for information that may be accessed or communicated by anyone 
without restriction.

Francesco continued: ‘Think about this 
carefully, because it has implications much 
bigger than you and me. What proprietary 
Saunders data did you have on that 
laptop?’

The Dean replied, ‘I really didn’t have 
anything too important. It was committee 
notes, faculty salary information, stuff like 
that. It may have been confidential, but not 
really proprietary.’

2. Specifically, how does RIT’s 
Information Classifications 
(Appendix F) relate to this 
case study scenario?

3. Was Francesco correct in his 
use of the term “proprietary” 
Saunders data” ?
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4. Who else at RIT would be concerned with this stolen laptop incident?
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5. Is the Information Security Office’s (ISO’s) conclusion valid 
that the Dean’s stolen laptop did not contain personally 
identifiable information on RIT students, faculty, or staff?  
Why or why not? 
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Recovering deleted data files

“On your computer, accessing "deleted" data can easily be done 
with one of many file undelete and data recovery programs widely 
available on the Internet. These programs are touted as 
conveniences, which in some cases, they are

– But when it comes to security, the way your computer deletes (or 
doesn't delete) your data is a liability

– Someone accessing your computer remotely (i.e. a hacker) could 
very easily "recover" your deleted data

– The same goes for someone who buys your used computer on eBay 
or digs your discarded, failed hard drive out of the dumpster

• This has been an issue for decades. Yet still, there are no built-in 
system operations designed for securely deleting your data. On 
the contrary, Windows tends to do everything it can to keep all 
historical data, in case you want to perform a system 
restore or recover a lost file.”

Francesco asked ‘What student 
records did you have on your 
laptop?’ 
The Dean quickly replied ‘None.’

Francesco clarified: “Until recently 
we used Social Security numbers to 
identify our students. Are you sure 
you didn’t have any old class 
rosters, exams or other records on 
there?”

The Dean took a few seconds to 
deeply consider what he was asked. 
‘No. I am not teaching this semester, 
and I deleted everything from 
previous semesters.’

https://www.r-studio.com/file-recovery-basics.html
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https://www.r-undelete.com/
https://www.r-studio.com/
https://www.drive-image.com/Computer_Recovery_and_System_Restore.shtml
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Case Study epilogue

I. Social security numbers were eliminated as identifiers at the University
– This change required modifications to every IT system used at RIT

II. RIT implemented 2-layered approach to protecting data
1. New software purchased to identify (and report) potential personally 

identifiable information on laptops
• In the case of a theft, RIT was able to identify what personal information may have been at 

risk

2. RIT implemented enterprise full disk encryption technologies on laptops to 
limit financial risks resulting from lost Personally Identifiable Information (PII)

• Solution included ability to report on the state of the data (i.e. report when data is 
decrypted)
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Case Study epilogue and wrap-up

Rochester Institute of Technology (RIT)

Saunders College of Business
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What is data ?

1. Known facts or things used as a basis for inference or reckoning

2. Quantities or characters operated on by a computer etc.
The Concise Oxford Dictionary

https://blogs.microsoft.com/blog/2014/04/15/a-data-culture-for-everyone/

http://researchdata.ox.ac.uk/

What is the nature of data 
stored in the attributes 
comprising the entities within 
the information system’s 
databases
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What is information?
An Entity’s attribute values can be understood in 
terms of “measurement levels”

Stevens, S.S. 1946.  On the theory of scales of measurement.  Science 103:677-680.

Measurements levels describe the inherent nature of information in the 
attribute data that make up entities

• Qualitative information tells what things exist

• Quantitative information orders and measures the magnitude of these things

1. Nominal
2. Ordinal
3. Interval
4. Ratio

Steven’s 4 measurement levels

19



MIS 5206 Protecting Information Assets

Increasing 
information 

content

20

Scale
Nominal
• Defining relations

• Equivalence
• Class A = Class A
• Class A <> Class B

Ordinal
• Defining relations

• Equivalence
• Greater-less than

• A > B
• B < A

Interval
• Equivalence
• Greater-less than
• Addition and subtraction

Ratio
• Equivalence
• Greater-less than
• Addition and subtraction
• Multiplication and division
• Ratio of any two scale values

(assumed true 0 value)
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Entity Attribute Value Measurement Types

Qualitative Quantitative

Nominal X

Ordinal X

Interval X

Ratio X
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How would you use Steven’s measurements 
levels to categorize this information ?
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How do data and information relate to each other ? 

Information is data “put to work” in a decision-making context!

http://www.infogineering.net/data-information-knowledge.htm

http://www.infogineering.net/data-information-knowledge.htm
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What is an information system ?
“An information system (IS) is an organized system for the collection, organization, storage and 

communication of information. … Further, an information system (IS) is a group of components that 

interact to produce information.”  Wikepedia
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Information system (IS) architecture example

N-Tier
Architecture

examples
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Information System Data example
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Concept

Why classify data ?

Classification Grouping of data according to pre-determined types
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Data Classification Processes and Models

Data classification (“categorization”) is essential to 
ensuring that data is appropriately protected, and done so 
in the most cost-effective manner

The goal is to classify data according to risk associated 
with a breach to their confidentiality, integrity, and 
availability 

Enables determining the appropriate cost expenditure of 
security control mitigations required to protect the IT 
assets
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Key Concepts

Classification Grouping of data according to pre-determined 
types

Cost-Effectiveness Appropriateness of the level of risk mitigation 
expenditure

Confidentiality Restriction who may know about and/or have 
access to information

Integrity Confidence that information is complete and 
unaltered

Availability Access to information

29
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Question:

How should we determine the information 
security categorization of an IT asset? 

30
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FIPS 199 Standards

Low: Limited adverse effect 

Moderate: Serious adverse effect

High: Severe or catastrophic adverse effect 31
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FIPS 199 standard: Security objectives and 
impact ratings

Low: Limited adverse effect 

Moderate: Serious adverse effect

High: Severe or catastrophic adverse effect

What kind of Steven’s measurement 
level is used by the FIPS 199 
Information Security categorization 
standard? 
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How would you determine the information security categorization 
of each dataset on the Dean’s computer?

Steps: 
1. Inventory the (possible) types of information that might 

be on the Dean’s laptop
2. Assign information security categorizations to the 

information contained on the Dean’s laptop
3. Provide an overall security categorization for the laptop
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1. Create an inventory of types of datasets possibly stored 
on the Dean’s laptop

?

?

?

?

37
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2. Assign information security categorization impact 
ratings to the datasets on the Dean’s laptop…

38

? ? ?

? ? ?

? ? ?

? ? ?
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How do you determine the 
overall information security 
categorization of the Dean’s 
laptop?

? ? ?

39

For this example, “Medium” = FIPS 199 “Moderate”
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FIPS Pub 199 Standards for Security Categorization

40

Example with multiple information types:

Low: Limited adverse effect 

Medium: Serious adverse effect

High: Severe or catastrophic adverse effect
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Overall impact in each 
of the CIA dimensions 
is based on the 
highest impact 
dataset in each of the 
dimensions

41
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FIPS Pub 199 Standards for Security Categorization

42

Example with multiple information types:

Low: Limited adverse effect 

Medium: Serious adverse effect

High: Severe or catastrophic adverse effect

= MODERATE rating

= LOW rating

= MODERATE rating
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What single overall 
information security 
categorization would you 
give each dataset on the 
Dean’s laptop?

?

?

?

?
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What single overall 
information security 
categorization would you 
give each dataset on the 
Dean’s laptop?

?

?

?

?
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What single information security 
categorization value would you 
give the Dean’s laptop? 

?
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What are the security categorizations of these datasets?

46
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?
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????

????

What are the security categorizations of the 
geodatabases?

47
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What is the overall security categorization of the information system 
containing these datasets?

48
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Protecting Publicly Shared GIS datasets 
Federal Geographic Data Committee’s Risk 
Assessment and Control Guidelines for 
Sharing Geospatial Data are based on the 
RAND framework we covered earlier, which 
helps:

49

• Identify sensitive information contents of 
geospatial datasets that may pose a risk to 
security objectives

• Make information security decisions
• Apply safeguards to sensitive geospatial 

data contents
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Recall RAND’s data categorization framework is focused by 3 “filters”
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https://fas.org/sgp/othergov/fgdc0605.pdf

https://fas.org/sgp/othergov/fgdc0605.pdf
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Decision Tree:  Is it your decision… ? 
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“Sensitivity” of geospatial data is based on usefulness to terrorists

Do the data show “choke points to 
increase effectiveness of an attack ?”

Decision Tree: …risk assessment…
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Do the data “provide relevant current security-
related data” that can help an attacker “find the 
best way to cause catastrophic failure ?”

“Sensitivity” of geospatial data is based on usefulness to terrorists

Decision Tree: …risk assessment…
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Decision Tree: …assess the risk…
Do these data need to be safeguarded?
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Decision Tree: …control/mitigate the risk…
Do these data need to be safeguarded?
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If security risks outweigh benefits of releasing the data to the public, and 

if you have authority to change or restrict the data 

or if the appropriate decision maker gives permission to restrict the data

you can choose to safeguard data by:
• Modifying data 

– Remove or reduce detail in offending data 
elements 

• either in the attributes, spatial 
representations, or both

• Restricting access to data

– If agency lacks authority to change data, or 
believes modifying data will undermine its 
value to the public, then agency can restrict 
access

Decision Tree: …control/mitigate the risk…
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Change the Data to Control or Mitigate Risk

59

through “cartographic generalization”
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Change the Data to Control or Mitigate Risk

60
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FGDC Guidelines’ and FIPS 199 share which security 
objectives ?

61
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The FGDC guidelines potentially affect which FIPS 
199 security objectives?
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Test Taking Tip

64

This contradicts many people’s test taking recommendations… 

…but, it works. Here’s why:

• Quickly alerts you to the type of question to expect

- Read the answers first -

• Focuses your attention in reading the question for meaningful information

• Gives you advanced warning that there may be more than one significant concepts 
(option to answer in the form “Both A & B”)

• Gives you an opportunity to get a sense of the sort of answer the test maker is looking for

• There may be more than one valid answer, but the test maker may be looking for “best 
mitigation for the situation” or “least risk in the situation” 
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Test Taking Tip
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Example:

Which of the following represents the GREATEST potential 
risk in an EDI environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A
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Test Taking Tip
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Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A
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Test Taking Tip

67

Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

75

Quiz



MIS 5206 Protecting Information Assets

Quiz



MIS 5206 Protecting Information Assets

77

Quiz



MIS 5206 Protecting Information Assets

Agenda

✓In the News

✓Case study analysis

✓Data Classification Process and Models

✓Test taking tip

✓Quiz

78


