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Application Security

As applications become more accessible though the web, cloud and 
mobile devices, 

organizations are being forced to abandon their reactive approach to 
security and, instead, 

to take a proactive approach by minimizing risk directly in the software 
they buy, create and use to serve themselves and their customers
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Usual trend

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080
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Perimeter security solutions are often relied on as a solution to 
insecure application development practices
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Application Server(s)

Data Server(s)

File Server(s)

Perimeter security solutions are often relied on as a solution to insecure 
application development practices
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Past and current situation….

• Application developers are not security professionals

– Software vendors skip proper security architecture, design and testing steps as they race to beat competitors to 
market with new features

• Secure application development practices have not historically been taught in computer science and 
other academic departments, and are only recently being considered and adopted by developers 

• Development projects’ scope and budgets focus on functionality, not security

• Security professionals typically not software developers 

– Often lack insight for understanding of software vulnerabilities

• IT customers…

– “Trained” to expect to receive flawed software needing upgrades and patches

– Unable to control flaws in software they purchase, so they rely on perimeter protection  
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Security Architecture

Security strategy needs to be a consideration at each level of the architecture

Tier’s 1 & 2

Tier’s 2 & 3

NIST SP 800-39 Managing Information Security Risk
Organization Mission and Information View
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Best Practice: Build Security In

Security 
Architecture

Creation, use and enforcement of System Architecture standards provides the 
basic building blocks for developing, implementing and maintaining secure 
applications

Software 
Development Life 
Cycle

Attention to security throughout the Software Development Life Cycle (SDLC) is 
the key to creating secure, manageable applications regardless of platform or 
technologies

Procurement 
Standards

Describing the process and detailed criteria that will be used to assess the 
security level of third party software enables companies to make strategic, 
security-sensitive decisions about purchased software purchases
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Software Development Life Cycle
Requirements

– Why the software was created (i.e. goals)

– Who the software was created for

– What the software is intended to do

Design
– Specifications identifying how software and data will be 

formed to accomplish goals and used to meet requirements

Development
– Programming software code implemented and integrated to 

meet specifications

Testing-Validation
– Assuring software and data works as planned to meet the 

goals 

Release-Maintenance
– Deploying software and data, and assuring they are properly 

configured, patched and monitored 
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Software Development Life Cycle (SDLC)

1. Requirements analysis

2. Design

3. Develop (“make”) / Implement (“buy”)

4. Testing/Validation

5. Release/Maintenance
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Software Development Life Cycle (SDLC)

1. Requirements analysis
– Informational, functional, behavioral, and performance specifications…

2. Design
– Data models and data dictionary, work process and status transition models, input/output 

models, data flow models, flow of control models…

3. Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…

4. Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression testing, user 

acceptance testing

5. Release/Maintenance
– Release testing
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Software requirements specifications documents help support:

Validation
– “Did they build the right application?”

• In large complex applications it is easy to lose sight of the main goal

• Does the application/system provide the solution for the intended problem?

• Are security control specifications included?

Verification
– “Did they build the application right?”

• Applications can be built that do not match the original specifications

• Verification determines if the application accurately represents and meets the specifications

• Verification ensures that security control specifications were properly met
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SDLC and Security
1. Requirements analysis

– Informational, functional, behavioral, and performance specifications…
+ CIA risk assessment, + Risk-level acceptance,…

2. Design
– Data models and data dictionary, work process and status transition models, input/output models, data 

flow models, flow of control models…
+ Threat modeling, + Attack surface analysis,…

3. Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…
+ Developer security training, + Static analysis, + Secure code repositories,…

4. Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression testing, user acceptance 

testing
+ Dynamic analysis, + Fuzzing,…

5. Release/Maintenance
– Release testing
+ Separation of duties, +Change management,… 
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Software requirements often specified with…

1. Information model – Type and content of information that 
will be processed and how it will be processed

2. Functional model – Tasks and functions the application needs 
to carry out

3. Behavioral model – States the application will be in and 
transition among
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…
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Verification – Information Model

Did they build the application right?

Does it match the data model?
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Functional model

Validation
Did they build the right application? 

Each bubble represents a functional 
capability (“use case”) of the 
application 
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Functional model

Validation
• Did they build the right application?
• Does it do what the organization needs? 

Additional software requirements for handling a 
security failure in the context of the use case:

Contingency to Normal Operations Outline effects of 
a failure to the system. This includes: 
• Fail Case — what to do when things go wrong 
• Consequences of Failure — the negative business 

affects when a security incident occurs

Security Requirements Outline how the attack 
surfaces are being protected from external attackers 
and how inherent vulnerabilities will be mitigated, 
accepted, or avoided

Secure Requirements How does this use case address 
overall security of the system(s) involved, business 
processes, and individual business units

Security Constraints What constraints does this use 
case put on the security of the system and/or 
processes by limiting capabilities of security software, 
hardware, and/or procedures?

Data Collection & Privacy What are the impacts of 
breaches to Confidentiality, Integrity, and Availability 
of the process, data being collected, and the privacy 
of the overall system?

Associated Risks What are the security specific risks 
that come along with running this use case?
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Behavioral models – “swim lane” model

Validation

“Did they build the right 
application?”

Verification

“Did they build the 
application the way the 
organization functions and 
needs it to work?”
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Behavioral model

3. Behavioral model

Validation

“Did they build the 
right application?”

Verification

“Did they build the 
application right?”
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…
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SDLC Design Security

Microsoft’s Threat Modeling Process

Threat modeling is a systematic approach 
for understanding how different threats 
could be realized and a successful attack 
could take place

…leading to mitigations
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Microsoft’s Threat Modeling Tool

SDLC Design Security

https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling
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SDLC Design Security

Attack surface is what is available to be used by 
an attacker against the application itself

Goal of attack surface analysis is to identify and 
reduce the amount of code and functionality 
accessible to untrusted users

Development team should reduce the attack 
surface as much as possible to remove 
“resources” that can be used as avenues for the 
attacker to use
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An example use case with 
notations for communication 
and transfer of sensitive 
information across system 
boundaries

26

Richardson, T. and Thies, C. (2013) Secure Software Design

E = External access
E/C = External data communication
I/C = Internal Communication
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An example of the “Misuse 
Management Method” 
identifying possible attack 
points for each activity, 
and the “fail” use case 
state for each

27

Richardson, T. and Thies, C. (2013) Secure Software Design

E = External access
E/C = External data communication
I/C = Internal Communication

A = Attack

. = Fail use case
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List of the most widespread and critical weaknesses that can lead to serious vulnerabilities in software. These 
weaknesses are often easy to find and exploit… 

They are dangerous because they allow 
adversaries to completely take over 
execution of software, steal data, or 
prevent the software from working

https://cwe.mitre.org/top25/archive/2021/2021_cwe_top25.html
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https://owasp.org/Top10/

A01 Broken Access Control
A02 Cryptographic Failures
A03 Injection
A04 Insecure Design
A05 Security Misconfiguration
A06 Vulnerable and Outdated Components
A07 Identification and Authentication Failures
A08 Software and Data Integrity Failures
A09 Security Logging and Monitoring Failures
A10 Server-Side Request Forgery (SSRF)

https://owasp.org/Top10/
https://owasp.org/Top10/A01_2021-Broken_Access_Control/
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, input/output models, 

data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…

+ Developer security training, + Secure code repositories + Static analysis, + Software 
Composition(Component) Analysis +,…
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Code Repositories

• Source Code Control System (SCCS) is a version control system designed to track changes in source 

code and other text files during the development of a piece of software

• A Code Repository is a term used by most of the different source control tools to refer to the collection of source 
code

https://en.wikipedia.org/wiki/Comparison_of_source-code-hosting_facilities#:~:text=A%20source%2Dcode%20repository%20is,accessible%20either%20publicly%20or%20privately.&text=Many%20repositories%20provide%20a%20bug,and%20wiki%2Dbased%20project%20documentation.
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Testing/Validation
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System Security Plan (SSP)

Provides a detailed specification of the 
security architecture of an information 
system

• SSP templates provide a framework 
for documenting the system’s 
– Name, purpose, categorization 

– Environment, architecture

– System responsibilities 

– Current status of the baseline controls 
required for the system
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System Security Plan (SSP)
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Software Application Testing
• A test plan is developed during the analysis phase
• During the design phase, unit, system and integration test plans are developed
• The actual testing is done during implementation
• Written test plans provide improved communication among all parties involved 

in testing
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Testing/validation

developer

developerissue finder

issue finder
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Application Security Testing (AST)

Gardner, D., Horvath, M., Zumerle, D. (2022), “Magic Quadrant for Application Security Testing”, Gartner

“Static AST (SAST) technology analyzes an application’s source, 
bytecode or binary code for security vulnerabilities typically at 
the programming and/or testing software life cycle (SLC) 
phases.”

“Software composition analysis (SCA) technology is used to 
identify open-source and third-party components in use in an 
application, and their known security vulnerabilities.”

White-box testing

“…end-user spending reaching $2.6 billion in 2021, a 20% year-
over-year increase. …we expect worldwide AST end-user 
spending to exceed $3.1 billion in 2022 ”
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…

+ Developer security training, + Static analysis, + Secure code repositories,…

Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression 

testing, user acceptance testing

+ Dynamic analysis, + Fuzzing, Infrastructure as Code…
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Application Security Testing (AST)

Gardner, D., Horvath, M., Zumerle, D. (2022), “Magic Quadrant for Application Security Testing”, Gartner

“Static AST (SAST) technology analyzes an application’s source, 
bytecode or binary code for security vulnerabilities typically at 
the programming and/or testing software life cycle (SLC) 
phases.”

“Software composition analysis (SCA) technology is used to 
identify open-source and third-party components in use in an 
application, and their known security vulnerabilities.”

“Dynamic AST (DAST) technology analyzes applications in their 
dynamic, running state during testing or operational phases. 
DAST simulates attacks against an application (typically web-
enabled applications and services), analyzes the application’s 
reactions and, thus, determines whether it is vulnerable.”

White-box testing

Black-box testing
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Application Security 
Testing result reports

• Applications 
should not 
accepted until all 
high and medium 
issues resolved!
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Application Security Testing 
result reports

• Applications should not 
accepted until all high and 
medium issues resolved!
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Automated application security testing tools often 
provide vulnerability reports 

46
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Application Security Assessment and Fix Recommendations

47
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Application Security 
Vulnerability
Assessment Report

48
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IBM AppScan example
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Infrastructure as Code (IaC)

Infrastructure as code (IaC) is the process of managing and 
provisioning computer data centers through machine-readable 
definition files, rather than physical hardware configuration or 
interactive configuration tools
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…
+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…
+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…
+ Developer security training, + Static analysis, + Secure code repositories,…

Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression testing, 

user acceptance testing
+ Dynamic analysis, + Fuzzing, Infrastructure as Code, …

Release/Maintenance
– Release testing
+ Separation of duties, +Change management, +Operational practices… 
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Test Taking Tip

54

Focus on addressing each question individually

• As you take the test, if you don't know an answer, don't obsess over it

• Answer the best way you can or skip over the question and come back to it 
after you've answered other questions
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Quiz

55
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