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Information Systems Security Controls
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Taxonomies of InfoSys Controls

By Function

– Identify

– Protect

– Detect

– Respond

– Recover

By Class

– Management

– Operational

– Technical
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Taxonomies of InfoSys Controls 

By Modality
1. Physical

2. Technical

3. Administrative

http://www.sans.edu/research/security-laboratory/article/security-controls

A modality is the way (or mode) in which something is done
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Taxonomies of InfoSys Controls

By Phase
1. Preventative

2. Detective

3. Corrective

These are sometimes referred to as “phase controls”

http://www.sans.edu/research/security-laboratory/article/security-controls
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Taxonomies of InfoSys Controls

By function

– Preventive

– Detective

– Corrective

– Compensating

By modality

– Physical

– Technical

– Administrative
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Juxtaposing taxonomies to improve 
understanding…

Controls Administrative Technical Physical

Preventive User registration Passwords, Tokens Fences

Detective Report reviews Audit Logs Sensors

Corrective Employee termination Connection 
management

Fire extinguisher

Compensating Supervision Keystroke logging Layered defenses

Modality
Fu

n
ct

io
n
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Question

• What is data ?

• What is information ?

• How do data  and information relate to each other?

• What is an information system?
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What is data ?

1. Known facts or things used as a basis for inference or reckoning

2. Quantities or characters operated on by a computer etc.
The Concise Oxford Dictionary

https://blogs.microsoft.com/blog/2014/04/15/a-data-culture-for-everyone/

http://researchdata.ox.ac.uk/

What is the nature of data 
stored in the attributes 
comprising the entities within 
the information system’s 
databases
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What is information?
An Entity’s attribute values can be understood in 
terms of “measurement levels”

Stevens, S.S. 1946.  On the theory of scales of measurement.  Science 103:677-680.

Measurements levels describe the inherent nature of 
information in the attribute data that make up entities

• Qualitative information tells what things exist

• Quantitative information orders and measures the magnitude of 
these things

1. Nominal
2. Ordinal
3. Interval
4. Ratio

Steven’s 4 measurement levels
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Increasing 
information 

content
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Entity Attribute Value Measurement Types

Qualitative Quantitative

Nominal X

Ordinal X

Interval X

Ratio X
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How would you use Steven’s 
measurements levels to categorize this 
information ?
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What is an information system
“An information system (IS) is an organized system for the collection, 

organization, storage and communication of information. …complementary 

networks that people and organizations use to collect, filter (query), process, 

create and distribute data. Further, an information system (IS) is a group of 

components that interact to produce information.”  Wikepedia
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Information system (IS) architectures
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Information System Data
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Concept

Why classify data ?

Classification Grouping of data according to pre-determined types
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Data Classification Processes and Models

Data classification (“categorization”) is essential to 
ensuring that data is appropriately protected, and 
done so in the most cost-effective manner

The goal is to classify data according to risk associated 
with a breach to their confidentiality, integrity, and 
availability 

Enables determining the appropriate cost expenditure 
of security control mitigations required to protect the 
IT assets
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Key Concepts

Classification Grouping of data according to pre-determined 
types

Cost-Effectiveness Appropriateness of the level of risk mitigation 
expenditure

Confidentiality Restriction who may know about and/or have 
access to information

Integrity Confidence that information is complete and 
unaltered

Availability Access to information
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Question:

How should we determine the information security 
categorization of an IT asset? 
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FIPS 199 Standards: Security objectives and impact ratings

Low: Limited adverse effect 

Moderate: Serious adverse effect

High: Severe or catastrophic adverse effect
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FIPS 199 standard: Security objectives and 
impact ratings

Low: Limited adverse effect 

Moderate: Serious adverse effect

High: Severe or catastrophic adverse effect

What kind of Steven’s measurement level 
is used by the FIPS 199 Information 
Security categorization standard? 
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Question:

How do you determine the information security 
categorization of each dataset on the Dean’s 
computer? 

Exercise: 
1. Inventory the (possible) types of information that 

might be on the Dean’s laptop
2. Assign information security categorizations to the 

information contained on the Dean’s laptop
3. Provide an overall security categorization for the 

laptop
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1. Create an inventory of types of datasets 
possibly stored on the Dean’s laptop

?

?

?

?



MIS 5206 Protecting Information Assets

2. Assign information security categorization 
impact ratings to the data on the Dean’s 
laptop…
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What is the FIPS 199 
information security 
categorization of the 
Dean’s laptop?

? ? ?
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FIPS Pub 199 Standard for determining the security 
categorization of an information system that contains or 
transports multiple information types

31

Example with multiple information types:

Low: Limited adverse effect 
Moderate: Serious adverse effect
High: Severe or catastrophic adverse effect
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Overall impact in each 
of the CIA dimensions 
is based on the 
highest impact 
dataset in each of the 
dimensions
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What single overall 
information security 
categorization would 
you give each dataset 
on the Dean’s laptop?

?

?

?

?
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Single overall 
information 
security impact 
ratings for each 
dataset on the 
Dean’s laptop
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What single value 
would you use to rate 
the information 
security requirements 
of the Dean’s laptop? 

?
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The single overall 
information security 
categorizations for 
each dataset on the 
Dean’s laptop
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How do you define and relate the following 
to each other?

• Policy

• Standard

• Guideline

• Procedure
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Policy, Standard, Guideline and Procedures
• Policy: A formal, brief, and high-level statement or plan that embraces an organization's general beliefs, goals, 

objectives, and acceptable procedures for a specified subject area. Policies always state required actions, and 
may include pointers to standards. Policy attributes include the following:

– Requires compliance (mandatory)

– Failure to comply results in disciplinary action

– Focus on desired results, not on means of implementation

– Further defined by standards and guidelines

• Standard: A mandatory action or rule designed to support and conform to a policy.  

– A standard should make a policy more meaningful and effective.

– A standard must include one or more accepted specifications for hardware, software, or behavior.

• Guideline: General statements, recommendations, or administrative instructions designed to achieve the 
policy's objectives by providing a framework within which to implement procedures.

– A guideline can change frequently based on the environment and should be reviewed more frequently than standards and 
policies.

– A guideline is not mandatory, rather a suggestion of a best practice. Hence "guidelines" and "best practice" are 
interchangeable

• Procedures: Procedures describe the process: who does what, when they do it, and under what criteria. They 
can be text based or outlined in a process map. 

– A series of steps taken to accomplish an end goal.

– Procedures define "how" to protect resources and are the mechanisms to enforce policy.

– Procedures provide a quick reference in times of crisis.

– Procedures help eliminate the problem of a single point of failure.  

– Also known as a SOP (Standard Operating Procedure)
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Policy Example
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There are alternative “code word” classification systems for data

• The need to protect information is different in different sorts of organizations
• A principal distinction exists between government and business
• But, the terms used for CUI overlap in scope and are often intermingled often 

resulting in confusion

Clearance

Highest Top secret Unauthorized disclosure could be expected 
to cause “exceptionally grave damage” to 
national security

2nd highest Secret Unauthorized disclosure would cause 
“serious damage” to national security

Lowest Confidential Unauthorized disclosure would “damage” 
national security

Unclassified Sensitive But Classified Synonym

Unclassified For Official Use Only (FOUO) Synonym

Unclassified Controlled Unclassified 
Information (CUI)

Synonym

Unclassified … …
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Which do you prefer?

Why?

FIPS 199 Standard

New York City Data Classification Policy …or…
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Analyzing datasets based on the need for confidentiality
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Geo-Relational datasets
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Confidentiality categorization example…
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Do the data show choke points” to 
increase effectiveness of an attack ?

Do the data show opportunities for 
competitors to gain an advantage?
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RAND’s 2004 deliverable included an 
audit of  

– 465 programs/offices/initiatives at 30 
agencies and departments identified as 
providing geospatial information to the 
public

• 628 public datasets sampled from websites
•   37 (~6%) found to be useful in helping an 

attacker select a target or plan an attack 
against a site

– None were considered so critical that an 
“attacker could not perform the attack 
without” them

– Conclusions
• Publically available geospatial “information 

needed for identifying and locating potential 
targets is widely accessible”

• “…detailed and up-to-date information 
required for attack planning against a 
particular target is much less readily 
available”

Audit of public geospatial information
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If security risks outweigh benefits of releasing the 
data to the public, agency can choose to safeguard 
data by:

• Modifying data 

– Remove or reduce detail in offending data 
elements 

• either in the attributes, spatial 
representations, or both

• Restricting access to data

– If agency lacks authority to change data, or 
believes modifying data will undermine its 
value to the public, then agency can restrict 
access
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Before… …after

To remove or reduce detail in offending data 
elements apply techniques of Cartographic 
Generalization

1. Selective Omission

2. Simplification

3. Combination

…control/mitigate risk…
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What is the security objective of FGDC’s Guidelines ? 

? ? ?
What FIPS 199 security objectives are at risk by 

implementing the FGDC’s Guidelines ? 
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Metadata enables communicating data 
classification information

2 examples of metadata standards that include security 
categorization information for geographic datasets
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Note: Be wary of metadata with undefined or free text domains

Communicating risk classification and controls…



MIS 5206 Protecting Information Assets

NIST SP 800-122 – Guide to Protecting Confidentiality of PII

• Specifically focused on:

– Identifying PII

– Determining PII confidentiality impact level needed 
to supplement the FIPS 199 confidentiality impact 
level of an information system 
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Personally Identifiable Information (PII)

1. Any information that can be used to 
distinguish (i.e. identify) or trace an 
individual‘s identity, such as:
– Name
– Identifying number
– Address
– Asset identifier
– Telephone number
– Personal characteristics
– Personally owned property identifiers

Any information about an individual maintained by an agency, including: 

2. Any other information that is linked or 
linkable to the identifiers listed in #1: 
• Date of birth
• Place of birth

• Race

• Religion
• Weight

• Geographic indicators

• Medical information
• Educational information

• Financial information

• Employment information
• …



MIS 5206 Protecting Information Assets

Linked information

Faculty Data TableCourse Data Table Course Data TableStudent Data Table
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Linkable information
Property (“Parcel”) Data Table

Owner Tax Data Table

PIN is a common 
identifying number that 
can serve as a “foreign 
key” to link the data tables 
together
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Personally Identifiable Information (PII)

1. Any information that can be used to 
distinguish (i.e. identify) or trace an 
individual‘s identity, such as:
– Name
– Identifying number
– Address
– Asset identifier
– Telephone number
– Personal characteristics
– Personally owned property identifiers

Any information about an individual maintained by an agency, including: 

2. Any other information that is linked or 
linkable to the identifiers listed in #1: 
• Date of birth
• Place of birth
• Race
• Religion
• Weight
• Geographic indicators
• Medical information
• Educational information
• Financial information
• Employment information
• …

Is this PII ? 
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✓Vocabulary

✓Data Classification Process and Models

• Test taking tip

• Quiz
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Test Taking Tip

60

This contradicts many people’s test taking recommendations… 

…but, it works. Here’s why:

• Quickly alerts you to the type of question to expect

- Read the answers first -

• Focuses your attention in reading the question for meaningful information

• Gives you advanced warning that there may be more than one significant concepts 
(option to answer in the form “Both A & B”)

• Gives you an opportunity to get a sense of the sort of answer the test maker is looking for

• There may be more than one valid answer, but the test maker may be looking for “best 
mitigation for the situation” or “least risk in the situation” 



MIS 5206 Protecting Information Assets

Test Taking Tip

61

This contradicts many people’s test taking recommendations… 

…but, it works. Here’s why:

• Quickly alerts you to the type of question to expect

- Read the answers first -

• Focuses your attention in reading the question for meaningful information

• Gives you advanced warning that there may be more than one significant concepts 
(option to answer in the form “Both A & B”)

• Gives you an opportunity to get a sense of the sort of answer the test maker is looking for

• There may be more than one valid answer, but the test maker may be looking for “best 
mitigation for the situation” or “least risk in the situation” 



MIS 5206 Protecting Information Assets

Test Taking Tip

62

Example:

Which of the following represents the GREATEST potential 
risk in an EDI environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

    Answer: A
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Test Taking Tip

63

Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

    Answer: A
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Test Taking Tip

64

Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

    Answer: A
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Agenda

✓Vocabulary

✓Data Classification Process and Models

✓Test taking tip

✓Quiz
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