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Agenda

• In The News

• Risk Evaluation

• Categorizing Information for IT Risk Management

• Using Categorization to Select a Baseline of Security Controls

• Risk Management Techniques, a brief review

• Test taking tip

• Quiz
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In The News

• Section 001

• Section 701
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https://community.mis.temple.edu/mis5206sec001fall2024/2024/09/04/week-4-in-the-news/#comments
https://community.mis.temple.edu/mis5206sec701fall2024/2024/09/04/week-4-in-the-news/#comments
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Risk Evaluation 
Risk evaluation is the process of 
identifying risk scenarios and 
describing their potential 
business impact
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Risk Evaluation - Key Components

Collect 
Data

Identify relevant data to enable 
effective IT-related risk 
identification, analysis and 
reporting

Analyze 
Risk 

Develop useful information to 
support risk decisions that take 
into account the business 
impact of risk factors

Maintain 
Risk 
Profile

Maintain and up-to-date and 
complete inventory of known 
risks and attributes as 
understood in the context of IT 
controls and business 
processes
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Risk Evaluation - Collect Data

Goal: Ensure IT-related risks are identified, analyzed and presented in 
business terms

• Metrics: 
– # of loss events with key characteristics not captured or measured

• Degree to which collected data support visibility & understanding of threat landscape
– Visibility and understanding of the control state

– Analyzing scenarios and reporting trends
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Risk Evaluation - Collect Data
Existence of a documented risk data collection model

–# of data sources

–# of data items with identified risk factors

–Completeness of 

• Risk event data
– Affected assets

– Impact data

– Threats

– Controls

– Measures of the effectiveness of controls

• Historical data on risk factors
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Roles and Responsibilities – RACI Chart
A RACI chart indicates role(s) responsible, accountable, consulted 
and/or informed for each key activity
Definitions for RACI designations:

– Responsible (R) – Those who must ensure the activities are successfully completed

– Accountable (A) – Those who own the required resources and have the authority to approve the 
execution and/or accept the outcome of an activity

– Consulted (C) – Those whose opinions are sought on an activity (2-way communication)

– Informed (I) – Those who are kept up to date on the progress of an activity (1-way 
communication) 
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Risk Evaluation - Collect Data Roles
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Risk Evaluation - Key Components

Collect 
Data

Identify relevant data to enable 
effective IT-related risk 
identification, analysis and 
reporting

Analyze 
Risk 

Develop useful information to 
support risk decisions that take 
into account the business 
impact of risk factors

Maintain 
Risk 
Profile

Maintain and up-to-date and 
complete inventory of known 
risks and attributes as 
understood in the context of IT 
controls and business 
processes
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Analyze Risk Roles

12



MIS 5206 Protecting Information Assets

Who really knows the value of information and impact a breach 
implies for the business?
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Where are the people who really know the value of the 
information and impact a breach implies for the business?
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Maintain Risk Profile

16
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What is the organization’s cybersecurity 
risk management strategy, expectations, 

and policy?

What assets need protection?

What safeguards are available?

What techniques can detect incidents?

What techniques can contain impacts of 
incidents?

What techniques can restore capabilities?

Information Categorization is part of Risk Evaluation

Why is data categorization important?

• It focuses attention on the 
identification and valuation of 
information assets 

• It is the basis for authorizing 
access and other control 
policies and processes
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Where information  and IT asset inventory, categorization & risk 
evaluation fit in information systems security…
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Categorizing Information and Information Systems
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Disaster Management Information System Example 

209/10/2024

NFHL Viewer

https://hazards-fema.maps.arcgis.com/apps/webappviewer/index.html?id=8b0adb51996444d4879338b5529aa9cd
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Disaster Management Information System Example 

21

https://levees.sec.usace.army.mil/

https://levees.sec.usace.army.mil/
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A security categorization guideline for information and information 
systems
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NIST SP 800-60 provides guidance for getting started with security categorizations of data types stored in a wide 
variety of types of information systems
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NIST SP 800-60 provides guidance for getting started with security categorizations of data types stored in a wide 
variety of types of information systems
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Disaster Management Information 
Types

26
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Demonstration

Using NIST SP 800-60 V.2 R1 we can determine the Impact 
Levels for the Disaster Information Types

? ? ?
? ? ?
? ? ?
? ? ?

27

Information System Impact Rating: ? ? ?

?
?
?
?
?

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
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What is the FIPS 199 security categorizations of a disaster 
information system ?

? ? ?
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What is the overall security categorization of 
a disaster information system?

?
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30

Overall Security Categorization of the Disaster 
Information System
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Class exercise

Using the NIST SP 800-60 create a preliminary risk assessment to discuss with managers of a company that 
own and depend on financial information contained in a financial management system 
Financial management involves accounting practices and procedures that allow for accurate and effective handling of a 
business’ revenues, funding, and expenditures. 

According to NIST SP 800-60 a financial management information system supports the following 7 business functions and 
associated datasets:

• Accounting, Funds Control, Payments, Collections and Receivables, Asset and Liability Management, Reporting and 
Information, Cost Accounting/ Performance

Your risk assessment will be based on:

• Security objectives and potential impacts defined in FIPS 199: “Standards for Security Categorization of Federal 
Information and Information Systems”

• Provisional security categorizations for the financial management information types using NIST Special 
Publication 800-60 Volume II 

• Determining an overall security categorization for the financial management information system based on the 
provisional security categorization of the 7 information types

31
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Security Categorization of a 
FinAnswer: ancial Information Management System

32

IMPACT RATINGS

Dataset Informaton Type Confidentiality Integrity Availability
Security 

Categorization
1 Assets and Liability Management Low Low Low Low
2 Reporting and Information Low Moderate Low Moderate
3 Funds Control Moderate Moderate Low Moderate
4 Accounting Low Moderate Low Moderate
5 Payments Low Moderate Low Moderate
6 Collecitons and Receivables Low Moderate Low Moderate
7 Cost Accounting/Performance Measurement Low Moderate Low Moderate

Overall Categorization: Moderate Moderate Low Moderate

Low = Breach of could be expected to have a limited adverse effect on organizational operations, organizational 
assets, or individuals

Moderate = Breach could be expected to have a serious adverse effect on organizational operations, organizational 
assets, or individuals

High = Breach could be expected to have a catastrophic adverse effect on organizational operations, organizational 
assets, or individuals
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Question:

How to use a risk-based approach to prioritize an enterprise’s 
data for protection?

33



MIS 5206 Protecting Information Assets

Let’s set up an information security categorization for an example: 
Health Catalyst’s product line data

34
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Determine the overall information 
security categorization of the 
system’s datasets

Synonyms: impact rating, security categorization, …

Remember the application of FIPS 199 
to derive overall categorization of the 

Dean’s laptop:
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How can we transform the ordinal FIPS 199 impact ratings 
into ratio information to conduct a quantitative risk analysis?

36

NIST SP 800-100 Information Security Handbook: A Guide for Managers (Chapter 10, page 90)
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-100.pdf 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-100.pdf
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Analyze risk to prioritize protection 

37

An authoritative lookup table for transforming ordinal to ratio risk data…

NIST SP 800-100 Information Security Handbook: A Guide for Managers (Chapter 10, page 90)
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-100.pdf 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-100.pdf
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Analyze risk to prioritize protection 

Transforming ordinal risk rankings to interval risk measures

38
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How do you assess the value of 
information to an organization?

39
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Quantitative Risk Assessment

Expected losses can be weighed against the costs of counter-measures and 
provides a basis for trading Information Security (“InfoSec”) costs and 
benefits

– One simple assessment technique calculates the annual loss expectancy (ALE) as a 
product of the cost of a single event (single loss expectancy, SLE) and the annualized 
rate of occurrence (ARO)

𝐴𝑛𝑛𝑢𝑎𝑙 𝐿𝑜𝑠𝑠 𝐸𝑥𝑝𝑒𝑐𝑡𝑎𝑛𝑐𝑦 = Single Loss Expectancy × Annualized Rate of Occurrence

– NOTE: The calculation assumes total loss of an asset. If an asset retains part of its useful 
value, the SLE should be adjusted by an appropriate amount.

40
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Problem

How would you determine the Annual Loss Expectance (ALE) for 
the theft of the Dean’s laptop from the Case Study ‘Snowfall 
and a stolen laptop’ ?

41



MIS 5206 Protecting Information Assets

Annual Loss Expectancy Calculation 
example

Note the assumptions of: 

• 5% probability of annual rate of occurrence 
• Credit monitoring service for 1,000 individuals 

greatly influence the results…

42
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Risk management decision

Decision:

• Mitigate expected loss of 
a dean’s laptop through 
purchase of security 
countermeasures 

• Avoid
• Accept
• Transfer
✓ Mitigate

43

$ 1,110
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Once the security categorization is determine, 
select security control baseline for the 
information system

44
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Selecting cybersecurity risk controls

45
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46

Security categorization is used to select among 3 security control baselines of 
security controls

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
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Security control class designations help clarify controls in 
preparation of system security plans

Management controls focus on management of the information system and management of risk for a system
Operational controls address security methods focusing on mechanisms primarily implemented and executed by people 
(as opposed to systems) with technical expertise and/or management expertise
Technical controls focus on automated security controls that the computer system(s) executes
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Once information risks are categorized, each can be managed by:

1. Avoidance

2. Acceptance

3. Transfer

4. Mitigation (“Controls”)

Review: Risk Mitigation Controls



MIS 5206 Protecting Information Assets

Agenda

✓ In The News

✓ Risk Evaluation

✓ Categorizing Information for IT Risk Management

✓Using Categorization to Select a Baseline of Security Controls

✓ Risk Management Techniques, a brief review

• Test taking tip

• Quiz
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Test Taking Tip

50

Focus on the “highest likelihood” answers for test taking 
efficiency

Here’s why:
• Some of the answers use unfamiliar terms and stand out as unlikely and 

can therefore be discarded immediately 

- Eliminate any “probably wrong” answers first -

• Some answers are clearly wrong and you can recognize them based on 
your familiarity with the subject

• The correct answer may require a careful reading of the wording of the 
question and eliminating the unlikely answers early in the evaluation 
process helps you focus on key concepts for making the choice
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Test Taking Tip

51

Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

    Answer: C
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Test Taking Tip

52

Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

    Answer: C

Nothing seems mandatory about this scenario
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Test Taking Tip

53

Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

    Answer: C

Maybe ….
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

    Answer: C

Nothing about roles other than manager in the question
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

    Answer: C

Distributed is not relevant to the information in the question
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

       Answer: C
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Quiz

57

http://community.mis.temple.edu/mis5206sec001fall2019/files/2019/09/MIS5206-Unit-03-Quiz.pdf
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Quiz

The overall objective of risk management is to:

A. eliminate all vulnerabilities, if possible

B. reduce risk to the lowest possible level

C. manage risk to an acceptable level

D. implement effective counter measures

58
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Quiz

The overall objective of risk management is to:

A. eliminate all vulnerabilities, if possible

B. reduce risk to the lowest possible level

C. manage risk to an acceptable level

D. implement effective counter measures

59
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Quiz

The information security manager should treat regulatory 
compliance as:

A. an organizational mandate

B. a risk management priority

C. a purely operational issue

D. another risk to be managed

60
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Quiz

The information security manager should treat regulatory 
compliance as:

A. an organizational mandate

B. a risk management priority

C. a purely operational issue

D. another risk to be managed
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Quiz

To address changes in risk, an effective risk management 
program should

A. ensure that continuous monitoring processes are in place

B. establish proper security baselines for all information resources

C. implement a complete data classification process

D. change security policies on a timely basis to address changing risk
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Quiz

To address changes in risk, an effective risk management 
program should

A. ensure that continuous monitoring processes are in place

B. establish proper security baselines for all information resources

C. implement a complete data classification process

D. change security policies on a timely basis to address changing risk

63
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Quiz

Information classification is important to properly manage risk 
PRIMARILYbecause:

A. it ensures accountability for information resources as required by 
rolesand responsibilities

B. it is a legal requirement under various regulations

C. it ensures adequate protection of assets commensurate with the 
degree of risk

D. asset protection can then be based on the potential consequences 
ofcompromise

64
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Quiz

Information classification is important to properly manage risk 
PRIMARILYbecause:

A. it ensures accountability for information resources as required by 
rolesand responsibilities

B. it is a legal requirement under various regulations

C. it ensures adequate protection of assets commensurate with the 
degree of risk

D. asset protection can then be based on the potential consequences 
of compromise

65
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Quiz

Data owners are PRIMARILY responsible for creating risk 
mitigation strategies to address which of the following areas?

A. Platform security

B. Entitlement changes

C. Intrusion detection

D. Antivirus controls

66



MIS 5206 Protecting Information Assets

Quiz

Data owners are PRIMARILY responsible for creating risk 
mitigation strategies to address which of the following areas?

A. Platform security

B. Entitlement changes

C. Intrusion detection

D. Antivirus controls

67

An entitlement is a provision made in 
accordance with a legal framework of a 
society. Typically, entitlements are based 
on concepts of principle which are 
themselves based in concepts of social 
equality or enfranchisement. Wikipedia

https://en.wikipedia.org/wiki/Entitlement
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Quiz

A risk analysis should:

A. limit the scope to a benchmark of similar companies

B. assume an equal degree of protection of all assets

C. address the potential size and likelihood of loss

D. give more weight to the likelihood vs. the size of the loss

68
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Quiz

A risk analysis should:

A. limit the scope to a benchmark of similar companies

B. assume an equal degree of protection of all assets

C. address the potential size and likelihood of loss

D. give more weight to the likelihood vs. the size of the loss

69
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Quiz – Bonus question

A year ago when Sam carried out a risk analysis, he determined that 
the company was at too much of a risk when it came to potentially 
loosing trade secrets.  

The countermeasures his team implemented reduced this risk, and 
Sam determined that the annualized loss expectancy of the risk of a 
trade secret being stolen once in a hundred-year period is now $400. 

What is the associated single loss expectancy value in this scenario?
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Agenda

✓ In The News

✓ Risk Evaluation

✓ Categorizing Information for IT Risk Management

✓Using Categorization to Select a Baseline of Security Controls

✓ Risk Management Techniques, a brief review

✓ Test taking tip

✓Quiz

71


	Slide 1:   MIS 5206 Protection of Information Assets - Unit #3 -  Risk Evaluation 
	Slide 2: Agenda
	Slide 3: In The News
	Slide 4: Risk Evaluation 
	Slide 5: Risk Evaluation - Key Components
	Slide 6: Risk Evaluation - Collect Data
	Slide 7: Risk Evaluation - Collect Data
	Slide 8: Roles and Responsibilities – RACI Chart
	Slide 9: Risk Evaluation - Collect Data Roles
	Slide 10: Risk Evaluation - Key Components
	Slide 11
	Slide 12: Analyze Risk Roles
	Slide 13: Who really knows the value of information and impact a breach implies for the business?
	Slide 14
	Slide 15: Where are the people who really know the value of the information and impact a breach implies for the business?
	Slide 16: Maintain Risk Profile
	Slide 17: Information Categorization is part of Risk Evaluation
	Slide 18: Where information  and IT asset inventory, categorization & risk evaluation fit in information systems security…
	Slide 19: Categorizing Information and Information Systems
	Slide 20: Disaster Management Information System Example 
	Slide 21: Disaster Management Information System Example 
	Slide 22: A security categorization guideline for information and information systems
	Slide 23
	Slide 24
	Slide 25
	Slide 26: Disaster Management Information Types
	Slide 27: Demonstration
	Slide 28: What is the FIPS 199 security categorizations of a disaster information system ? 
	Slide 29: What is the overall security categorization of a disaster information system?
	Slide 30: Overall Security Categorization of the Disaster Information System
	Slide 31:  Class exercise
	Slide 32: Security Categorization of a  FinAnswer: ancial Information Management System
	Slide 33: Question:
	Slide 34
	Slide 35: Determine the overall information security categorization of the system’s datasets
	Slide 36: How can we transform the ordinal FIPS 199 impact ratings into ratio information to conduct a quantitative risk analysis?
	Slide 37: Analyze risk to prioritize protection 
	Slide 38: Analyze risk to prioritize protection 
	Slide 39
	Slide 40: Quantitative Risk Assessment
	Slide 41: Problem
	Slide 42: Annual Loss Expectancy Calculation example
	Slide 43: Risk management decision
	Slide 44: Once the security categorization is determine, select security control baseline for the information system
	Slide 45: Selecting cybersecurity risk controls
	Slide 46: Security categorization is used to select among 3 security control baselines of security controls
	Slide 47: Security control class designations help clarify controls in preparation of system security plans
	Slide 48: Review: Risk Mitigation Controls
	Slide 49: Agenda
	Slide 50: Test Taking Tip
	Slide 51: Test Taking Tip
	Slide 52: Test Taking Tip
	Slide 53: Test Taking Tip
	Slide 54: Test Taking Tip
	Slide 55: Test Taking Tip
	Slide 56: Test Taking Tip
	Slide 57: Quiz
	Slide 58: Quiz
	Slide 59: Quiz
	Slide 60: Quiz
	Slide 61: Quiz
	Slide 62: Quiz
	Slide 63: Quiz
	Slide 64: Quiz
	Slide 65: Quiz
	Slide 66: Quiz
	Slide 67: Quiz
	Slide 68: Quiz
	Slide 69: Quiz
	Slide 70: Quiz – Bonus question
	Slide 71: Agenda

