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Cryptography

* Method of transmitting and storing data in a form that only those it is
intended for can read and process

* An effective way of protecting sensitive information as it is transmitted
through untrusted network communication paths or stored on media

 Complements physical and logical access controls

The etymology is Greek and means: “secret writing”



Where do you look for encryption related controls?

CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation, and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU

‘ Technical System and Communications Protection SC




e E INITIAL CONTROL BASELINES
NO. CONTROL NAME S
L Low MOD HIGH
System and Communications Protection
SC-1 System and Communications Protection P1 SC-1 SC-1 SCA1
Policy and Procedures
SC-2 Application Partitioning P1 Not Selected SC-2 SC-2
SC-3 | Security Function Isolation P1 Not Selected Not Selected SC-3
SC-4 Information in Shared Resources P1 Not Selected SC-4 SCc4
SC-5 Denial of Service Protection P1 SC-5 SC-5 SC-5
SC-6 | Resource Availability PO Mot Selected Not Selected Not Selected
SC-7 | Boundary Protection P1 SC-7 SC-7 (3) (4) (5) | SC-7 (3) (4) (5)
(7) (7) (8) (18) (21)
SC-8 Transmission Confidentiality and Integrity P1 Not Selected SC-8(1) SC-8 (1)
SC-9 Withdrawn - -— —- —
SC-10 | Network Disconnect P2 Not Selected SC-10 SC-10
SC-11 | Trusted Path PO Not Selected Not Selected Not Selected
SC-12 | Cryptographic Key Establishment and P1 SC-12 SC-12 SC-12 (1)
Management
SC-13 | Cryptographic Protection P1 SC-13 SC-13 SC-13
SC-14 | Withdrawn — -— —- —-
SC-15 | Collaborative Computing Devices P1 SC-15 SC-15 SC-15
SC-16 | Transmission of Security Attributes PO Mot Selected Not Selected Not Selected
SC-17 | Public Key Infrastructure Certificates P1 Mot Selected SC-17 SC17
SC-18 | Mobile Code p2 Mot Selected SC-18 SC-18
SC-19 | Voice Over Internet Protocol P1 Mot Selected SC-19 SC-19
SC-20 | Secure Name /Address Resolution Service P1 SC-20 SC-20 SC-20
(Authoritative Source)
SC-21 | Secure Name /Address Resolution Service P1 SC-21 SC-21 SC-21
(Recursive or Caching Resolver)
SC-22 | Architecture and Provisioning for P1 SC-22 SC-22 SC-22
MName/Address Resolution Service
SC-23 | Session Authenticity P1 Not Selected SC-23 SC-23
SC-24 | Fail in Known State P1 Not Selected Not Selected SC-24
SC-28 | Protection of Information at Rest P1 Not Selected SC-28 SC-28
SC-39 | Process Isolation P1 SC-39 SC-39 SC-39

SC-13

CRYPTOGRAPHIC PROTECTION

Control:

a. Determine the [Assignment: organization-defined cryptographic uses); and

b. Implement the following types of cryptography required for each specified cryptographic
use: [Assignment: organization-defined types of cryptography for each specified
cryptographic use).

Discussion: Cryptography can be employed to support a variety of security solutions, including
the protection of classified information and controlled unclassified information, the provision
and implementation of digital signatures, and the enforcement of information separation when
authorized individuals have the necessary clearances but lack the necessary formal access
approvals. Cryptography can also be used to support random number and hash generation.
Generally applicable cryptographic standards include FIPS-validated cryptography and NSA-
approved cryptography. For example, organizations that need to protect classified information
may specify the use of NSA-approved cryptography. Organizations that need to provision and
implement digital signatures may specify the use of FIPS-validated cryptography. Cryptography is
implemented in accordance with applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines.

Related Controls: AC-2, AC-3, AC-7, AC-17, AC-18, AC-19, AU-9, AU-10, CM-11, CP-9, |A-3, |A-5,
IA-7, MA-4, MP-2, MP-4, MP-5, 5A-4, 5A-8, 5A-9, SC-8, 5C-12, 5C-20, 5C-23, 5C-28, 5C-40, 51-3, 5I-
7.
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ONTL E INITIAL CONTROL BASELINES
NO. CONTROL NAME S
o LOW MOD HIGH
System and Communications Protection
SC-1 System and Communications Protection P1 SC-1 SC-1 SC-1
Policy and Procedures
SC-2 | Application Partitioning P1 Not Selected SC-2 SC-2
SC-3 | Security Function Isolation P1 Not Selected Not Selected SC-3
SC-4 | Information in Shared Resources P1 Not Selected SC4 SC4
SC-5 | Denial of Service Protection P1 SC-5 SC-5 SC-5
SC-6 | Resource Availability PO Not Selected Not Selected Not Selected
SC-7 | Boundary Protection P1 SC-7 SC-7 (3)(4) (5) | SC-7 (3) (4) (5)
@) (7) (8) (18) (21)
SC-8 | Transmission Confidentiality and Integrity P1 Not Selected SC-8(1) SC-8 (1)
SC-9 | Withdrawn - - - -
SC-10 | Network Disconnect P2 Not Selected SC-10 SC-10
SC-11 | Trusted Path PO Not Selected Not Selected Not Selected
SC-12 | Cryptographic Key Establishment and P1 SC-12 SC-12 SC-12 (1)
Management
SC-13 | Cryptographic Protection P1 SC-13 SC-13 SC-13
SC-14 | Withdrawn - - - —-
SC-15 | Collaborative Computing Devices P1 SC-15 SC-15 SC-15
SC-16 | Transmission of Security Attributes PO Not Selected Not Selected Not Selected
SC-17 | Public Key Infrastructure Certificates P1 Not Selected SC-17 SC-17
SC-18 | Mobile Code P2 Not Selected SC-18 SC-18
SC-19 | Voice Over Internet Protocol P1 Not Selected SC-19 SC-19
SC-20 | Secure Name /Address Resolution Service P1 SC-20 SC-20 SC-20
(Authoritative Source)
SC-21 | Secure Name /Address Resolution Service P1 SC-21 SC-21 Sc-21
(Recursive or Caching Resolver)
SC-22 | Architecture and Provisioning for P1 SC-22 SC-22 SC-22
Name/Address Resolution Service
SC-23 | Session Authenticity P1 Not Selected SC-23 SC-23
SC-24 | Fail in Known State P1 Not Selected Not Selected SC-24
SC-28 | Protection of Information at Rest P1 Not Selected SC-28 SC-28
SC-39 | Process Isolation P1 SC-39 SC-39 SC-39

SC-12 CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT

Control: Establish and manage cryptographic keys when cryptography is employed within the
system in accordance with the following key management requirements: [Assignment:
organization-defined requirements for key generation, distribution, storage, access, and
destruction].

Discussion: Cryptographic key management and establishment can be performed using manual
procedures or automated mechanisms with supporting manual procedures. Organizations define
key management requirements in accordance with applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines and specify appropriate options, parameters, and
levels. Organizations manage trust stores to ensure that only approved trust anchors are part of
such trust stores. This includes certificates with visibility external to organizational systems and
certificates related to the internal operations of systems. [NIST CMVP] and [NIST CAVP] provide
additional information on validated cryptographic modules and algorithms that can be used in
cryptographic key management and establishment.

Related Controls: AC-17, AU-9, AU-10, CM-3, 1A-3, IA-7, SA-4, SA-8, SA-S, SC-8, SC-11, SC-12, SC-
13, 5C-17, SC-20, SC-37, SC-40, 5I-3, SI-7.
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Cryptanalysis

* The study of methods to break cryptosystems
e Often targeted at obtaining a key
e Attacks may be passive or active

» Kerckhoff's Principle
* The only secrecy involved with a cryptosystem should be the key

e Cryptosystem Strength
 How hard is it to determine the secret associated with the system?



Terminology

* Plaintext — is the readable version of a message

* Ciphertext — is the unreadable results after an encryption
process is applied to the plaintext

* Cryptosystem — includes all the necessary components for
encryption and decryption
e Algorithms
* Keys
* Software
* Protocols

LPlaintext HEncryptionHCiphertextHDecryptionH Plaintext ]

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Services of cryptosystems

* Confidentiality — Renders information unintelligible except by
authorized entities

* Integrity — Data has not been altered in an unauthorized manner since
it was created, transmitted, or stored

* Authentication — Verifies the identity of the user or system that
created, requested or provided the information

* Authorization — On proving identity, the individual is provided with the key or
password that will permit access to some resource

* Nonrepudiation — Ensure the sender cannot deny sending the
information

Repudiation — the sender denying he sent the message

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Cipher = encryption algorithm

2 main attributes combined in a cypher

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Cipher = encryption algorithm

2 main attributes combined in a cypher

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Example: Substitution cipher or algorithm

* A mono-alphabetic substitution cipher

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ZYXWVUTSRQPONMLKJIHGFEDCRBA

“SECURITY” <=> “HVXFIRGB”



Cipher Disk

Outer wheel is for the plaintext alphabet
Inner wheel is for ciphertext

When the outer wheel and inner wheel and are both
aligned at the letter “A” (i.e. position zero), there is no

encryption mapping the letters on the outer wheel to
letters on the inner wheel






















Keyspace Is the number of possible keys
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Question: Assuming each key is equally likely (randomly distributed) how
many random guesses would you have to make on average to find the

key to decrypt the plaintext?

»Answer: ~14, (28 -1) =27 and 27/2 = 13.5 which is approximately 14

» Because the average of a uniform distribution is half

» Recall 26 letters in the alphabet + “”” and “-” = 28, but we cannot use “0” as the
key which gives us the original plaintext back the size of the alphabet

o Uniform Distribution

" In a uniform distribution any number
is equally likely, the average is right
in the middle, or half the distribution

] D2

This is important in cryptography
because on average the number of
attempts needed to successfully
guess the key through brute
forcing is half of the key space

This is true of the simple cipher
wheel as well as modern
encryption schemes with very
large key spaces



Linguistic cryptanalysis examples...

* Recognizing the beginning of the word
* Looking for letter pairs
* Looking at vowels

This form of cryptanalysis uses your knowledge of the English language



Linguistic cryptanalysis examples...

One form of linguistic cryptanalysis is frequency analysis of letters used in English

Frequency analysis recognizes that different letters have different probabilities of
frequencies of use in words:

0.14

0.12

Given a sentences written in the English language
e E,T,Aand O are the most common
e Z,Qand X arerare

0.1 -

0.08

 TH, ER, ON, and AN are the most common pairs of letters
(termed bigrams or digraphs) 0.06

 SS, EE, TT, and FF are the most common repeats 0.04

0.02

abcdefghijklImnopgrstuvwxyz



Example:

Substitution cipher or algorithm

o Standard Alphabet:
ABCDEFGHIJKLMNOPQRSTUVWXYZ

o Cryptographic Alphabet:
DEFGHIJKLMNOPQRSTUVWXYZABC

o Plaintext:
LOGICAL SECURITY

o Ciphertext:
ORJLFDO VHFXULWB



Polyalphabetic Cipher

Ciphers can be made stronger, and frequency analysis made more difficult when
more than one cipher alphabet is used

* For example, encrypt the plaintext message “SEND MONEY”

* Use the word “SECURITY” as the key, but repeat its use in the key to make it have as many
letters as the plaintext:

Plaintext: SEND MONEY (10 characters including the space “_”)
Key: SECURITYSE (10 characters)




Polyalphabetic Cipher

Plaintext: SEND MONEY (10 characters including the space “ ")
Key: SECURITYSE (10 characters)

1. Encrypt by rotating the inner wheel so that “S” in the word
“‘SECURITY?” aligns with “A” on the outer wheel
Now “S” in the word “SEND” on the outer wheel maps to the
letter “I” on the inner wheel, so “I” is the ciphertext

2. Next, rotate the inner wheel so that “E” in the word
“‘SECURITY” aligns with “A” on the outer wheel. Now “E”
in the word “SEND” on the outer wheel maps to “I” on the
inner wheel, so “I” is the ciphertext again, even though
the plaintext is different than before

Ciphertext for “SEND MONEY” using the polyalphabetic key
“SECURITY” is: IPXPUEJWA

Polyalphabetic ciphers make frequency analysis more difficult

Polyalphabetic substitution is another building block of cryptography



Random Polyalphabetic Cipher

What if we use a random polyalphabetic key that is as long as the message?

For example, let’s say our plaintext is:
We intend to begin on the first of February unrestricted submarine warfare.

And the polyalphabetic key is a string of random characters as long as the message:
ackwulsjwkblogbzcukn.kqubpnnefjvcebuymaclzvzmzwfbxpmmzgwmm.tejzf

Question: How would an attacker could attempt to crack this message?
Is an attack possible?




Cipher = encryption algorithm

2 main attributes combined in a cypher

1. Confusion: usually carried out through substitution
 Let’s look at another way to do substitution

2. Diffusion: Usually carried out through transposition

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




The translation of what we type into ASCIl, and then into binary is what is sent in data packets across the network to other

ASCI|

computers...

Binary — Decimal

O 00 0 00O O
1 11 1 111 1

8 bits supports 256 numbers
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Decimal

Dec Hex Name Char Ctrl-char |Dec Hex Char |[Dec Hex Char|Dec Hex Char
O 0 0 Nul NUL CTRL-@ |32 20 Space|6% 40 @ |96 60
1 1 Start of heading SO CTRL-A 3 21 | 65 41 A 97 61 a
2 2 Start of text STX CTRL-B N 22 66 92 8 98 62 b
3 3 End of text ETX CTRLLC 33 23 » 67 43 C 99 63 ¢
255 4 = End of xmut EOT CTRL-D 3B 24 3 68 44 D 100 o4 d
s S Enquiry ENQ CTRLE 32125 % 69 45 E 101 65 @
ASCII Character Table
Hame Hex | Dec Hame | Hex | Dec Hame | Hex | Dec Hame | Hex | Dec
. [period) | 2E 045 A, 41 (1] <] L 4 O7e L0 ar sy
] a0 045 B g2 (1] 1] hl 40 avy n o 035
1 a1 049 C 43 osy ] 4E ava Y a4 039
2 a2 050 (] 4 (1] 515] ] 4F ava il a4 (=]
3 ] 051 E 45 (1] s3] P a0 a0
< a4 o5z F 45 oyo ] a1 05
5 K] 053 ] 47 o™ R a7 an:?
B 36 054 H 48 or2 = 53 033
T ar 055 | 49 (] T 54 034
a a0 056 J 4.8 074 ] 55 0as
9 39 o5y K 4B ars b b s 036



https://www.rapidtables.com/convert/number/binary-to-decimal.html?x=11111111

XOR — Exclusive OR

Creating “confusion” through substitution with a binary mathematical
function called “exclusive OR”, abbreviated as XOR

Message stream: 1001010111
Keystream: 0011101010
Ciphertext stream: 1010111101

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




One-Time Pad a perfect encryption scheme

One-Time Pad Requirements

e Made up of truly random values

Used only one time
Securely distributed to its destination
Secured at sender’s and receiver’s sites

At least as long as the message

Q [ XOR0=|

)

1010101001001
001110010101 10
0olartool1ool 1010
oolollooltool 1010
01100101010011001
ool 1010101001011
01010010010010010

0101001 1000101 |
0101001011001 100]
100101100110011010

1010101001001
700l 11001010110
o0l01100110011010
oalarrooiiooliolo

Ol11oorriocoloiolio
10110010101001 1001
0l10l00100110100101

il

Ciphertext One-time pad

C_

1010101001001
200l11o01010110
00l0l 100110011010
00l01100110011010
0l100l01010011001
oorioloroloololl|
010100100/0010010

Hello Mom,

I've dropped out of
school and decided
to travel. Please
send money.

0l1oororolooi 100]
00110101010010111

[ Hello Mom,

I've dropped out of
school and decided
to travel. Please

r

e

— Message

01010010010010010 send money.
l—‘Message“'
| XORO0 = | )
J11100110110100 1010101001001
{01010011000101 | 2001110010101 10

) 010100101 10011001
looiollool 10011010
Qrr1oolitoolololio
10110010101001 1001
0101001001 10100101

5

One-time pad

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

ooioliooriocoilol0
ooIolloaltooll010
01100101010011001
ooliolololoololt|
01010010010010010

|

Ciphertext




One-time pad -- Problems

* Must be perfectly random
* Pad must be as long as the message

* Must be used only once
* Skimp on any of these conditions, it becomes trivial to

break your system
* Any software product claiming to use one-time pad

is snake-oil.
 Computers are bad at generating truly random numbers




Cipher = encryption algorithm

2 main attributes combined in a cypher

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Transposition

* Ancient example: scytale



https://en.wikipedia.org/wiki/Scytale

A profit was

achieved by our
ACT unit



aprofitwas
achievedby
ouractuni t



0123456789

aprofitwas
achievedby
ouractuni t



6025487139

tari fawpos
eahvebdciy
uortci nuat



0123456789

aprofitwas
achievedby
ouractuni t



2 main attributes combined in a cypher

1. Confusion: usually carried
out through substitution

2. Diffusion: Usually carried
out through transposition

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide,

0101010101010101

.

01,0 1 0 3 0 3 6 3 9 4 0 1 0 1

McGraw Hill Education

l l 1 l 1 l l l Yisy sy N l l Y 1
1 60 1 6 6 1 1 1.0 1 0 1
0100100111101001




Examples of dichotomies in cryptography

* Symmetric versus Asymmetric
e Stream versus block
* 1-Way functions versus 2-Way functions



Symmetric versus asymmetric algorithms

* Symmetric cryptography
* Use a copied pair of symmetric (identical) secret keys

* The sender and the receive use the same key for encryption and
decryption functions

* Asymmetric cryptography
* Also know as “public key cryptography”

e Use different (“asymmetric”) keys for encryption and decryption
* One is called the “private key” and the other is the “public key”



Symmetric cryptography

Strengths:

o Much faster (less compurationally intensive) than asymmetric systems.

o Hard to break if using a large key size.

Weaknesses:
o Requires a secure mechanism to deliver keys properly.

o Each pair of users needs a unique key, so as the number of individuals increases,
so does the number of keys, possibly making key management overwhelming.

o Provides confidentiality but not authenticity or nonrepudiation.

Symmetric encryption uses the same keys.
Two types: Stream and Block Ciphers
e Stream Ciphers treat the message a stream of
bits and performs mathematical functions on
each bit individually
* Block Ciphers divide a message into blocks of bits
and transforms the blocks one at a time

Encrypt Decrypt
message message

A 4

Message Message Message




Symmetric Stream Ciphers

Plaintext message

Keystream
generator

* Easyto implement in hardware

* Used in cell phones and Voice Over Internet Protocol

1
¢
1
1 |
0
1
0
0

Ciphertext message

Keystream Keystream
generator
Key generator Key
Keystream Keystream |
Plaintext A Ciphertext % Plaintext

Encrypt Decryp

b

The sender and receiver must have the same key to generate the same keystream.

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Symmetric versus asymmetric algorithms

* Symmetric cryptography
e Use a copied pair of symmetric (identical) secret keys

* The sender and the receive use the same key for encryption and
decryption functions

* Asymmetric cryptography
* Also know as “public key cryptography”

* Use different (“asymmetric”) keys for encryption and decryption
* One is called the “private key” and the other is the “public key”



Asymmetric cryptography

Asymmetric systems use two different keys

] ) for encryption and decrypti S
* Public and Private keys are P decryption purposes.

mathematically related J !
e Public keys are
generated from private .

key 3 <T
* Private keys cannot be \ /
derived from the Public \ ».
associated public key (if key ‘i, s;:/ | Pr‘i(vate
it falls into the wrong 24
Encrypt Decrypt message
hands)

message with different key

* Public key can be known by | Wi |
everyone ' - e

* Private key must be known
and used only by the owner

Asymmetric cryptography is computational
intensive and much slower than symmetric

cryptography

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Asymmetric cryptography

* Do not get confused and think the public key is only for
encryption and private key is only for decryption!

* Each key type can be use used to encrypt and decrypt

* |f data is encrypted with a private key it cannot be decrypted with the
same private key (but it can be decrypted with the related public key)

* If data is encrypted with a public key it cannot be decrypted with the
same public key (but it can be decrypted with the related private key)



Asymmetric cryptography

If the sender (“Jill”) encrypts data with her private key, the receiver (“Bill”) must

have a copy of Jill's public key to decrypt it
* By decrypting the message with Jill’s public key Bill can be sure the message really came
from Jill
* A message can be decrypted with a public key only if the message was encrypted with the
corresponding private key
* This provides authentication because Jill is only the only one who is

supposed to have her private key

If Bill (the receiver) wants to make sure lJill is the only one who can read his reply, he will encrypt
the response with her public key
— Only Jill will be able to decrypt the message, because she is the only one who has the
necessary private key
— This provides confidentiality because only Jill is able to decrypt the message with her private
key



Asymmetric cryptography

Why would Bill (now the sender) choose to encrypt his reply
to Jill with his private key instead of using Jill’s public key?

— Authentication — Bill wants Jill to know that the message came
from him and no one else

— If he encrypted the data with Jill’s public key, it does not provide
authenticity because anyone can get Jill’s public key

— If he uses his private key to encrypt the data, then Jill can be sure
the message came from him and no one else

Note: Symmetric keys do not provide authenticity — because the same key is

used on both ends (using one of the secret keys does not ensure the message
originated from a specific individual



Asymmetric cryptography

* If confidentiality is the most important security service, the sender would encrypt the
file with the receiver’s public key

* Thisis called a “secure message format” because it can only be decrypted by the person with the

corresponding private key

e |f authentication is most important, the sender would encrypt the data with his
private key

This provides assurance to the receiver that the only person who could have encrypted the data is the
individual in possession of the private key

If the sender encrypted the data with receivers public key, authentication is not provided because the
public key is available to anyone

Encrypting data with the senders private key is called an “open message format” because anyone with
a copy of the corresponding public key can decrypt the message

Confidentiality is not assured




Cryptographic algorithms and their
functions

Elliptical curve cryptography (ECC) is a public key encryption technique
(Asymmetric)

Based on elliptic curve theory that can be used to create faster, smaller,
and more efficient cryptographic keys than traditional public key
algorithms
ECC generates keys through the properties of the elliptic curve equation
instead of the traditional method of generation as the product of very
large prime numbers
It is @ modern successor of other public key cryptosystems and
implements all major capabilities of asymmetric cryptosystems

o Achieves the same level of security with considerably smaller keys

than RSA




Hybrid Encryption (a.k.a. “digital envelope”)

Symmetric and asymmetric and algorithms are often used
together

* Public key cryptography’s asymmetric algorithm is used to
create public and private keys for secure automated key
distribution

* Symmetric algorithm is used to create secret keys for rapid
encryption/decryption of bulk data

i ™
Message and key will be sent to receiver,

= Receiver decrpr
and retrieves the
symmetric key,
then uses this
Symmetric key symmetric key to
encrypted with an decrypt the
asymmetric key mess&age.
Message encrypted -
with symmetric key

. J/

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Hybrid Encrypt

Paul reads Bill's
message.

on

Symmetric
key

Decrypts with Paul’s
private key

Symmetric
key

Encrypted with Paul’s
public key

! Message

L

Message

Decrypts with
symmetric key

Encrypted with the
symmetric key

- -

Bill

Symmetric algorithm uses a secret key to encrypt the message and the asymmetric key
encrypts the secret key for transmission (SSL/TLS uses hybrid)

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Public Key Management

Bobs's

Ted ?

PU, | Alice's public

Mike Alice

PR, Alice's private

key key
Transmitted
ciphertext
p -—_>
Plaintext i
;:;ueth Encryption algorithm Decryption algorithm P(l)iltn t::ft
(e.g., RSA) K——”ﬁ/\p—/
Bob (a) Encryption with public key Alice

Alice's

? Joy Ted
Mike Bob
PR, | Bob's private PU, | Bob's public
q X=
Transmitted D[PU,, Y]} :
L ciphertext 7 :
» H
J Y = E[PR,, X] LA,
int intext
Pl;mu(;xt Encryption algorithm Decryption algorithm P(l)z:tnpt ljt
& (e.g., RSA)
Bob (b) Encryption with private key Alice

Figure 9.1 Public-Key Cryptography

Stallings, W. (2014) Cryptography and Network Security

MIS 4596 55



Quick review

1. If a symmetric key is encrypted with a receiver’s
public key, what security service is provided?



Quick review

1. If a symmetric key is encrypted with a receiver’s
public key, what security service is provided?
* Confidentiality: only the receiver’s private key can be used

to decrypt the symmetric key, and only the receiver should
have access to this private key



Quick review

2. If data is encrypted with the sender’s private key,
what security services is provided?



Quick review

2. If data is encrypted with the sender’s private key, what security
services are provided?
* Authenticity of the sender and nonrepudiation. If the receiver can

decrypt the encrypted data with the sender’s public key, then receiver
knows the data was encrypted with the sender’s private key



Quick review

3. Why do we encrypt the message with the
symmetric key rather than the asymmetric key?



Quick review

3. Why do we encrypt the message with the
symmetric key rather than the asymmetric key?

* Because the asymmetric key algorithm is too slow



Session keys
Single-use symmetric keys used to encrypt messages between
two users in]an individual communication session

P
2]
.
« Session key !
Encrypted with
Tanya's public
key
Lance
Tanya 4—5 .

4,

This is how secure web
client applications
communicate with

1) Tanya sends Lance her public key. server-side services
2) Lance generates a random session key and encrypts it using Tanya’s public key.

3) Lance sends the session key, encrypted with Tanya's public key, to Tanya,
4) Tanya decrypts Lance’s message with her private key and now has a copy of the session key.
2} Tanya and Lance use this session key to encrypt and decrypt messages to each other.

Session key

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




One-way Hash

e Assures message integrity

* A function that takes a variable-length
string (i.e. message) and produces a fixed-
length value called a hash value

* Does not use keys

Sender puts message through hashing
function

Message digest generated

Message digest appended to the
message

Sender sends message to receiver
Receiver puts message through hashing
function

Receiver generates message digest
value

Receiver compares the two message
digests values. If they are the same, the
message has not been altered

—

Hashing
Hashing |
algorithm|
5
Message Message
ﬂ:: .
4,
Message |
digest |

' Message P Message
l_dfgést » digest




One-way hash example...

Testing the integrity of a file (e.qg. program) downloaded from the

internet...

@ Secure | https;//www.kali.org/dow

links to download Kali Linux in its lat

Blog Downloads Training Documentation Community AboutUs Q

Kali Linux Downloads

Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page provides the
official release. For a release history, check our Kali Linux Releases page. Please
note: You can find unofficial. untested weekly releases at http://cdimage.kali.orgrkali-weekly/.

Image Name Download Size = Version sha256sum
Kali 64 bit HTTP | Torrent 1.8G 2017.2 4556775bfb981ae64a3cbl9aanbi 3e8dcacbedba524131c4bc14c9137b99725d
Kali 32 bit HTTP | Torrent 2.8G 2017.2 FFo000d3f55469264390a8bb7358Fc22becB7FbldcBas1bE7F26876634e3effC
Kali 64 bit Light HTTP | Torrent 0.8G 2017.2 369a29deff48df ff4f53Fbd7a6@15041d4adaB833a@06e159657d2F223678FED
Kali 32 bit Light HTTP | Torrent 0.3G 2017.2 fEee21b2888501 caceBaad’368e8f424dab5faelal 3nadbde02d45152b6acddd
Kali 64 bit e17 HTTP | Torrent 1.6G 2017.2 28deed1d9891aabdc fe585a68692F98F981b43a14234d18d9edd92373d6edbab
Kali 64 bit Mate HTTP | Torrent 1.3G 2017.2 9c99a2cc52b1d48875681d1 21 fcFEDBDRA3dA4FT cebbl@438b5bealdBd14310
Kali 64 bit Xfce HTTP | Torrent .7G 2017.2 Secfbadiddeleladd4ddBeie3d347efbI1326078c104ec2e78aba56Tc4d2a578
Kali 64 bit LXDE HTTP | Torrent .7G 2017.2 cB32dfeb7a8e7074a5d7F5a50245b840a3dF7 2 fdd4d19a5d1F647beabbd£209
Kali armhf HTTP | Torrent 0.6G 2017.2 a7f3e648ce97845859245c18d84e2273eblf4ec]1biE244a2c6d4465F3744C9198

Follow us on Twitter

C AT TE T 155K followers |

T ) | 128K followers |

f in v O N

Ready for the OSCP?

Join the ever growing group of well trained
and highly skilled Offensive Security
Certified Professionals. Learn hands-on,
real world penetration testing from the
creators of Kali Linux.




One-way hash example...

Testing the integrity of a file (e.qg. program) from the internet...

Image Name Download Size  Version sha256sum
Kali 64 bit HTTF | Torrent 7.80G 2017.2 45567750Fbh981ae6da3ichl9aaBb7 3eBdcachedbas 2431 cdbc14c9137b897 254
4 Downloads - O x
« v P "r » This PC » Downloads v | O Search Downloads 2
S L - A
5 Quick access [0 Mame Date modified Type Size
[ Desktop [ 12| kali-linux-2017.2-amd64 11/9/2017 2:31 PM Disc Image File 2,949 324 KB ]
* Trvnlseis S 1T0ET9TACS FallTy_Brochure_Proof3-WithComments (1) Adobe Acrobat Docu... 213 KB
‘ "L 170919 _ITACS_Fall17_Brechure_Proof3-WithComments Adobe Acrobat Docu... 215 KB
= Documents
=L 170919_ITACS_Fall17_Brechure_Proof3 Adobe Acrobat Docu... 208 KB

3 This PC . '
" 3] Secure Components Risk and Controls Library 11,/8/2017 11:34 AM Microsoft Excel Work... 103 KB

= Dirtiirae
1,370 items 1 itemn selected =

W

Is the Kali | downloaded the same Kali that was published?



One-way hash example...

B Windows PowerShell O
s PowerShe
Copyright (C) 2015 Microsoft Corporation. All rights reserwved.
PS5 C:h\Usersh'tued7168> help Get-FileHash

NAME
Get-FileHash

swnTAx

Get-FileHash [-P ring[]> [-Algorithm ring= {SH SHAZSE SHA3 84 SHAS512 | MACTripleDES | MD5 | RIPEMD1607]
[<CommonParamete

Get-FileHash -LiteralPath <string[]> [-Algorithm <string= {SH! SHA256 | SHA384 | SHAS12 | MACTripleDES | MD5 | RIPEMD160}]
[<CommonParameters:>]

Get-FileHash -InputStream ream= [-Algorithm <= {5H! SHAZSE SHA3 B4 SHAS12 | MACTripleDES | MD5 | RIPEMD1&60}]
[<CommonParameter

AL TASES
None

REMARKS
Get-Help cannot find the Help files for this ondlet on this computer. It 1s displaying only partial help.

-- To download and install Help files for the module that includes this ocmdlet, use Update-Help.
-- To wiew the Help topic fo cmdlet online, tvpe: "Get-Help Get-FileHash -Online" or
go to http .mi Mank,/7LinkId=517145.

PS5 C:3Usersytue87168=

PowerShell




One-way hash example... —_—

https://docs.microsoft.com/en- us/powershelI/module/mlcrosoft powershell.utility/get- fllehash'-’wew-powershell -5.1

B® Microsoft  Technologies Documentation Resources
PowerShell Get Started Features v Gallery Community
wershell / Scripting

PowerShell 5.1 - Get- Fl|eHaSh

Module: Mice

e »  Computes the hash value for a file by using a specified hash algorithm.
Get-EventSubscriber
Ught ~

Get-FileHash In this article
i path] <string(]>
[-Algorithm <String>]
[<CommonParameters>]

Get-Member

Get-PSBreakpoint

Get-PSCallStack

Example 1: Compute the hash value for a PowerShell.exe file

PowerShell [y Copy

PS C:\» Get-FileHash $pshome\powershell.exe | Format-List

Algorithm : SHA256

Hash : BAYBLADCB263238DAB3ER3VFACIESCEFBATFEESDA25D83ACA0864F1BELICIBATS
Path : C:\Windows\System32\WindowsPowershellvl.8\powarshell.exe

This command uses the Get-FileHash cmdlet to compute the hash value for the Powershell.exe file. The hash
algorithm used is the default, SHA256. The output is piped to the Format-List cmdlet to format the cutput as a
list.

Get-Variable

PS C:\> Get-FileHash $pshome\powershell.exe | Format-List
Algorithm : SHA2S6 i

Hash : BA785ADCO263. FAC185C8FB/ A9864F1BE1C1B473
Path 1 C:\Windows\System32\WindowsPowersShell\vl.@\powershell.exe
Get-TraceSource
Get-TypeData 2
This command uses the Get-FileHash cmdlet to compute the hash value for the Powershell.exe file. The hash algorithm used is the default, = -
GerUicuttve SHA256. The output is piped to the Format-List cmdlet to format the output as a fist. - o

Example 2: Compute the hash value for an 15O file

PS C:\> Get-FileHash C:\Users\Andris\Downloads\Contoso8_1_ENT.iso -Algorithm SHA384 | Format-List

Algorithm : SHA384

Hash : 28AB1C2EE10FCOBATCE6E33017D191A24E3CEIDACIIDBTC7B6ACCEI1ES5I144FEAFC6OSCSBESOBE2EBBCADICIOF21FAS

path : C:\Users\Andris\Downloads\Contosos_1_ENT.1s0 =
S

This command uses the Get-FileHash cmdlet and the SHA384 algorithm to compute the hash value for an ISO file that an administrator has

Get-Runspace downloaded from the Internet. The output is piped to the Format-List cmdlet to format the output as a list, Inputs




Y Windows PowerShell

Windows PowerShe
opyright (C) 2015 Microsoft Corporation. All rights reserved.

P5 C:hUsershtueB7le8> dir
Directory: C:yUsers'tued7168

LastWriteTime Length Name

9/27,/2016
8/21,/2016
10/13/2017
11,/5/2017
11,/7 /2017
11,/9/2017
10/13/2017
11,/6,/2017
11/7 /2017
11,/2 /2017
/20,2017
8/10/2016
10/13/2017
11,/2 /2017
11,/9/2017
8/8,/2016
10/13/2017
10/13/2017
11/17/2016
10/13/2017

el =

=
COFCOca P oaca oW ookl CcakaGaca

EEEEEEEEIIE

.oracle_jre_usage
Benefits
Contacts
Desktop
Documents
Downloads
Favarites
Google Drive
Intel

Links

logs

MIS

Music
Onebrive
Pictures
Roaming
Saved Games
searches
Tracing
Videos

PS5 C:hUsershtued7168> cd Downloads
P5s C:hUsershtued71le8Downloads= dir *.1is0

Directory: C:YWUsershtued7168%Downloads

LastWriteTime

8/10,/2017
8/10/2017
6/12,/2017

674803712
674803712
674803712

CSET_8.0 (1).iso
CSET_8.0 (2).1s0
CSET_8.0.1s0

2421987328
2421987328
1469054976
3020619776

9/27 /2017
10,/3 /2017
11/11,/2016
11,/9/2017

en_project_professional_2016_x86_x64_dvd_6962236. 150
en_wvisio_professzional_2016_x86_x64_dvd_6962139. 150
Fedora-Live-Workstation-x86_64-23-10.1s0
kali-Tinux-2017.2-amd64. 150

PS C:\Users'tued7168%Downloads> _




One-way hash example...

Image Name Download Size  Version
Kali 64 bit HTTP | Torrent 2.8G 2017.2 4556775bfb981ae64a3cb19aalb73e8dcacbe4bas

sha256sum

52431c4bcl14c9137b9972

shtued7168% Downloads

WriteTime Length

150

_8.0 Lll

6741 712 5 8. f 150
674803712 C
328

_B.0.1s50
‘4“193 'Ect —_profes
24219

1453&54

3020619776

zi1anal

PM kali-Tinux-2017. 2-amd64. 150

s> Get-FileHash kali-Tinux-2017.2-amd&4. 150 |

Algorithm :

Hazh 'FEQElﬂEE#AECElEAADEFSEEEEAEEE#E‘f‘4Fj1L4EL14C91 FB99725D
shtues71e8Y

wnloadshkali-Tinux-2017. 2-amdéd. 150

shtued7168Downloads> _

_EDlE_:.

wbd _dvd_69622

_dwd_6962139.
Lj 10.1s0

Format-List




One-way hash example...

&Y Windows PowerShell

P5 C:yUsersytued71658\Down loads> dir =.txt

Directory: C:\Usershtued7168%Downloads

Mode LastWriteTime Length Mame

-a---- 11/9/2017 3:04 PM 15 MIS5206-IsGood. txt

P5 C:YUsers'\tued7168%Downloads> type MIS5206-IsGood. txt
MIS5206 15 good
P5 C:YUsers\tued7168%Downloads> Get-FileHash MI55206-IsGood.txt | Format-List

Algorithm : SHAZ256
: EBFO053ADEISS FCOEDC28966229D0B91D4 75 26209D8C9BD4B2A45 A4ACCE39990D
: C:hUsers’\tue87168"Downloads \MIS5206-IsGood. txt

P5 C:ii\Usershtued7168Downloads> type MIS5206-IsGood. txt
MIS5206 15 goop
PS5 C:i\Usersitued7168"Downloads> Get-FileHash MI55206-IsGood.txt | Format-List

Algorithm : SHA256
Hazh r BF7B4ASEASDAODOEFFEDIABDY19ELSAF446FEALT 3E7DEELZDDEE44E5F 993292 8A5
Path : C:\Usershtued7168%Downloads \MIS5206-IsGood. txt

P5 C:ZUsers'\tued7168% Downloads>




Digital Signature

* A hash value encrypted with the sender’s private key

* The act of signing means encrypting the message’s hash value with
the private key

Message

v Creating a digital
signature for a message

m Calculated hash
o value of ABC

Encrypted with
the private key

! F
A 4 .f
Message ABC ‘ 1

/ \ —amga -

— Ay
Encrypted o
message
digest ‘[ Message ABC User reads message.

v 1

Calculates hash value
on received message = s Both the calculated
ABC and sent hash
values are the
]V same, thus the
Decrypts sent hash nr:}eosds?ﬁizv;isﬁ:()[
value with public key = ——» S
ABC transmission.

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Summary: Symmetric Algorithms

56 (56 + 8 parity) Replaced by 3DES
3DES 56, 112, or 168 (+ 8, 16, 24 parity) 64 Replaced by AES
Blowfish 32 to 448 64 Replaced by Twofish
TwoFish 128, 192, or 256 128

Slower than AES.
AES (Rijandel) 128,192, or 256 128 FIPS 197
RC4 8 to 2048-bit key Stream No longer in use
(usually 40 to 256)
RC5 Variable (up to 2048) 32,64, or 128 Very Strong
RC6 128, 192, and 256 bits up to 2040- 128 Based on RC5. (RSA)

bits



Summary: Asymmetric Algorithms
(primarily used for key transport/exchange)

* RSA —is the Public Key Cryptography Standard #1 (PKCS)
e Diffie-Hellman
* El Gamal

* Elliptic Curve Cryptography
* ECDH
* ECDSA



Summary: Hashing Algorithms (Integrity)
i et [romis Jsvenen

SHA-O
SHA-1

SHA-2 (224 or 256)
SHA-2 (384 or 512)
SHA-512/224
SHA-512/256
SHA3-224
SHA3-256
SHA3-384
SHA3-512

160
160

224 or 256
384 or 512
224
256
224
256
384
512

512
512

512

1024
1024
1024
1600
1600
1600
1600

80
80

64
80
80
80
1152
1088
832
576

Weak — Password Files
Weak

Generally not recommended for Federal
Systems — Refer to NIST SP800-131A for
allowable uses.

Acceptable, 256 recommended

All of the following are acceptable.
Refer to NIST SP800-57 Part 1

https://csrc.nist.gov/Projects/Hash-Functions/NIST-Policy-on-Hash-Functions



https://csrc.nist.gov/Projects/Hash-Functions/NIST-Policy-on-Hash-Functions

Reasons to Use Cryptography




Certification
Authority

PKI Components

Private

Digital Certificates Entity
e Contains Public Key identity and verification info

Certificate Authorities (CA)
* Trusted entities that issues certificates

Registration Authorities (RA)
 Verify identity for certificate requests

Certificate Revocation List (CRL)

* A list of digital certificates that have been revoked by the issuing Certificate
Authority (CA) before their scheduled expiration date and should no longer
be trusted

Client




Examples of Cryptanalysis Attacks

 Brute force
* Trying all key values in the keyspace
* Frequency Analysis
* Guess values based on linguistic analysis of frequency of occurrence of letters

 Dictionary Attack
* Find plaintext based on common words

* Replay Attack

* Repeating previous known values

* Known Plaintext
* Format or content of plaintext available



Qu

1 Z

1. The review of router access control lists should be conducted during:
a.

b.
C.
d

1. The review of router access control lists should be conducted during:
a.

b.
C.
d

An environmental review

A network security review

A business continuity review
A data integrity review

An environmental review

A network security review

A business continuity review
A data integrity review



2. During an audit of a telecommunication system, an IS auditor finds that the risk of intercepting data
transmitted to and from remote sites is very high. The MOST effective control for reducing this
exposure is:

a. Encryption

b. Callback modems

c. Message authentication
d. Dedicated Leased lines

2. During an audit of a telecommunication system, an IS auditor finds that the risk of intercepting data
transmitted to and from remote sites is very high. The MOST effective control for reducing this
exposure is:

a. Encryption

b. Callback modems

c. Message authentication
d. Dedicated Leased lines



Qu

1Z

A digital signature contains a message digest to:

d.

b.
C.
d

Show if the message has been altered after transmilssion
Define the encryption algorithm

Confirm the identity of the originator

Enable message transmission in a digital format

A digital signature contains a message digest to:

a.

b.
C.
d

Show if the message has been altered after transmission
Define the encryption algorithm

Confirm the identity of the originator

Enable message transmission in a digital format



QU I Z 4. Digital signatures require the:

d.

Signer to have a public key and the receiver to have a private key

b. Signer to have a private key and the received to have a public key

C.

Signer and receiver to have a public key

d. Signer and receiver to have a private key

4. Digital signatures require the:

d.

b.
C.
d

Signer to have a public key and the receiver to have a private key
Signer to have a private key and the received to have a public key
Signer and receiver to have a public key

Signer and receiver to have a private key



Qu

1Z

When using public key encryption to ensure confidentiality of data being transmitted across a

network:

d.

b.
C.
d

Both the key used to encrypt and decrypt the data are public

The key used to encrypt is private, but the key used to decrypt the data is public
The key used to encrypt is public, but the key used to decrypt the data is private
Both the key used to encrypt and decrypt the data are private

When using public key encryption to ensure confidentiality of data being transmitted across a

network:

d.

b.
C.
d

Both the key used to encrypt and decrypt the data are public

The key used to encrypt is private, but the key used to decrypt the data is public
The key used to encrypt is public, but the key used to decrypt the data is private
Both the key used to encrypt and decrypt the data are private



Qu

1Z

During an audit of an enterprise that is dedicated to e-commerce, the IS manager states that digital
signatures are used when receiving communications from customers. To substantiate this, an IS
auditor must prove that which of the following is used?

d.

b
C.
d

A biometric, digitized and encrypted parameter with the customer’s public key

A hash of the data that is transmitted and encrypted with the customer’s private key
A hash of the data that is transmitted and encrypted with the customer’s public key
The customer’s scanned signature encrypted with the customer’s public key

During an audit of an enterprise that is dedicated to e-commerce, the IS manager states that digital

signatures are used when receiving communications from customers. To substantiate this, an IS
auditor must prove that which of the following is used?

d.

b.
C.
d

A biometric, digitized and encrypted parameter with the customer’s public key

A hash of the data that is transmitted and encrypted with the customer’s private key
A hash of the data that is transmitted and encrypted with the customer’s public key
The customer’s scanned signature encrypted with the customer’s public key



Quiz

7. Email message authenticity and confidentiality is BEST achieved by signing the message using the:
a. Sender’s private key and encrypting the message using the receiver’s public key
b. Sender’s public key and encrypting the message using the receiver’s private key
c. Receiver’s private key and encrypting the message using the sender’s public key
d. Receiver’s public key and encrypting the message using the sender’s private key

7. Email message authenticity and confidentiality is BEST achieved by signing the message using the:
a. Sender’s private key and encrypting the message using the receiver’s public key
b. Sender’s public key and encrypting the message using the receiver’s private key
c. Receiver’s private key and encrypting the message using the sender’s public key
d. Receiver’s public key and encrypting the message using the sender’s private key



Quiz

8. Which of the following effectively verify the originator of a transaction?

d.

b
C.
d

Using a secret password between the originator and the receiver

Encrypting the transaction with the receiver’s public key

Using a portable document format (PDF) to encapsulate transaction content
Digitally signing the transaction with the source’s private key

8. Which of the following effectively verify the originator of a transaction?
a.

b.
C.
d

Using a secret password between the originator and the receiver

Encrypting the transaction with the receiver’s public key

Using a portable document format (PDF) to encapsulate transaction content
Digitally signing the transaction with the source’s private key



Qu

1Z

Which of the following is the MOST effective type of antivirus software to detect an infected

application?

d.

b.
C.
d

Which of the following is the MOST effective type of antivirus software to detect an infected

Scanners

Active monitors

Hash-based integrity checkers
Vaccines

application?

a.

b.
C.
d

Scanners

Active monitors

Hash-based integrity checkers
Vaccines
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