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Course objectives

In this course you will gain an understanding of how information assets are managed, in
terms of logical, physical, and administrative information systems security controls along
with disaster recovery and business continuity

Key subject areas covered in the course are:
— Information Security Risk Identification and Management
— Security Threats and Mitigation Strategies

* First half of the course, leading up to the mid-term exam, will focus on Information
Security Risk Identification and Management

* Second half of the class will cover the details of security threats and the mitigation
strategies used to mange risk
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Protection of Information Assets

MANAGEMENT INFORMATION SYSTEMS

HOMEPAGE INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES CLASS CAPTURE VIDEOS

Welcome!

WILLIAM BAILEY

In this course you will learn key concepts and components necessary for protecting the
confidentiality, integrity and availability (CIA) of information assets. You will gain an understanding of
the importance and key techniques for managing the security of information assets including
logical, physical, and environmental security along with disaster recovery and business continuity.

The first half of the course, leading up to the mid-term exam, will focus on information security risk
identification and management. The second half of the class will cover the details of security threats
and the mitigation strategies that are used to manage risk
Course Objectives

> Gain an overview of the nature of information security vulnerabilities and threats

> Learn how information security risks are identified, classified and prioritized

> Develop an understanding of how information security risks are managed, mitigated and
controlled

> Gain experience working as part of team, developing and delivering a professional

WEEKLY DISCUSSIONS

> Unit 01: Understanding an
Organization's Risk Environment (4)

> Unit 02: Data Classification Process and
Models (5)

> Welcome (1)
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MIS5206 Section 701 Syllabus Page 1
MIS 5206 - Protection of Information Assets (3 Credit Hours)
Fall 2022

Instructor
William Bailey

online via Zoom
Office Hours: by appointment

Email: william.bailey@temple.edu
Course Format: Online, via Zoom.

Class Meetings: Wednesdays 5:30 PM - 8:00 PM
Where: Online, via Zoom. Access Zoom via Canvas

Website: https://community.mis.temple.edu/mis5206sec701fall2022 /category/welcome/

Canvas: https://templeu.instructure.com/courses/116863

Course Description

In this course you will learn key concepts and components necessary for protecting
the confidentiality, integrity and availability (CIA) of information assets. You will
gain an understanding of the importance and key techniques for managing the
security of information assets including logical, physical, and environmental
security along with disaster recovery and business continuity.

The first half of the course, leading up to the mid-term exam, will focus on
Information Security Risk Identification and Management. The second half of the
class will cover the details of security threats and the mitigation strategies used to
manage risk.

Course Objectives

1. Gain an overview of information security vulnerabilities and threats

2. Learn how information security risks are identified, classified and prioritized

3. Develop an understanding of how information security risks are managed,
mitigated and controlled

4. Gain experience working as part of team, developing and delivering a
professional presentation

5. Gain insight into certification exams and improve your test taking skills


https://community.mis.temple.edu/mis5206sec001fall2021/
https://community.mis.temple.edu/mis5206sec001fall2021/files/2021/08/MIS5206-001_Syllabus_Fall-2021_A-1.pdf

Class topics and schedule

MIS 5206 Protecting Information Assets

Unit Assignment Topics Date

1 Introduction to MIS5206 Aug. 24
Understanding an Organization’s Risk Environment '

2 Case Study 1: Snowfall and a stolen laptop Aug. 31
Data Classification Process and Models '

3 Risk Evaluation Sept. 7

4 Case Study 2: Autopsy of a Data Breach: The Target Case Sept. 14

5 Creating a Security Aware Organization Sept. 21

6 Physical and Environmental Security Sept. 28

7 Midterm Exam Oct. 5

8 Case Study 3: A Hospital Catches the “Millennium Bug” Oct. 12

9 Business Continuity and Disaster Recovery Planning Oct. 19

10 Network Security Oct. 26

11 Cryptography, Public Key Encryption and Digital Signatures Nov. 2

12 Identity Management and Access Control Nov.9
Computer Application Security

L Team Project Presentations (if needed) Doyto

14 Teafn Project Presentations Nov. 30
Review

15 Final Exam Dec. 14




Class topics and schedule

Protection of Information Assets

MANAGEMENT INFORMATION SYSTEMS

HOMEPAGE INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES CLASS CAPTURE VIDEOS

First Half of the Semester Unit #1: Understanding
an Organization's Risk

H < WEEKLY DISCUSSIONS
Unit #1: Understal  scotaorme Environment
Organization’s Risl. =~
g T T T T T :::;:lf:::;::il_ > Unit 01: Understanding an

Due before our first class: laptop Organization's Risk Environment (4)
Unit #2: Data . " .

Read the following: Ciseciteationrocassant > Unit 02: Data Classification Process and
Models Models (5)

¢ Vacca Chapter 1 "Information Security in the Modern Enterprise”
. . . Unit #3: Risk Evaluation Welcome (1)
¢ Vacca Chapter 2 “Building a Secure Organization” ’

* NIST Reading 1: “Framework for Improving Critical Infrastructure  unit #4 case #2: Autopsy

¢ ISACA "Risk IT Framework" pp. 1-30 of a Data Breach: The
Target Case
Due before Week (Unit) 2: Unit #5: Creating a

Security Aware

. . . . Organization
¢ Post your answers to the weekly reading/discussion question(s

Unit #2 by the due date according to the Weekly Cycle schedul  ypit #6; physical and
» Post your answers to the case study questions in Canvas by the ~ Environmental Security
the Weekly Cycle schedule in the Syllabus page 7

* Post your comments on your fellow students' posted answers by the due date according

tn tha \X/oalcdhr Cucla erhadiila in tha Qullahiie nana 7
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Textbook and readings

THIRO EOITION
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AND INFORMATION
SECURITY

HANDBOOK

John R.Vacca

Interested in leaming
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more about security’

THE Risk IT
FRAMEWORK

SANS
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InfoS S
‘more-about security’

Making| \\/

. SANS Institute
*J InfoSec Reading Room

Copyright SANS Institute
Author Retains Full Rights

e 1

FIPs PUB 199

‘Standards for Security Categorization of
Federal Information and Information Systems.

Framework for Improving
Critical Infrastructure Cybersecurity
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Disaster Recovery and
Business Continuity Planning:
Testing an Organization's Plans

I Vsl . Musa, CISA, CGA, CSSP

Textbook

Computer ana Information Security Handbook - Third Edition, 2017, John R. Vacca,
Elsevier, Inc. ISBN: 978-0-12-803843-7 Available online at O'Reily for Higher Education

via Temple University Libraries

ISACA

ISACA Reading 1: ISACA Risk IT Framework

ISACA Reading 2: “Disaster Recovery and Business Continuity Planning: Testing an
Organization's Plans”
ISACA Reading 3: “What Every IT Auditor Should Know About Backup and Recovery”,

TAudBasics

What Every IT Auditor Should Know About
Backup and Recovery

SANS

SANS Reading 1: “The Importance of Security Awareness Training”
SANS Reading 2: “Making Security Awareness Work for You"

SANS Reading 3: “Implementing Robust Physical Security”
SANS Reading 4: “An Overview of Cryptographic Hash Functions and Their Uses”

SANS Reading 5: “The Risks Involved With Open and Closed Public Key
Infrastructure”

SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Beaqin”

SANS Reading 7: “Application Development Technology and Tools: Vulnerabilities and

threat management with secure programming practices. a defense in-depth approach”

FIPS

FIPS Reading 1: “Standards for Security Cateqorization of Federal Information and
Information Systems”

NIST

NIST Reading 1: “Framework for Improving Critical Infrastructure Cybersecurity”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally Identifiable
Information (PII)"

Tt can
Snowfall and a stolen laptop

FGDC

FGDC Reading 1: “Guidelines for Providing Appropriate Access to Geospatial Data in
Response to Security Concerns”

Harvard
Business
Publishing
(HBP)

2 case studies and 1 reading are available in the course pack for purchase from HBP:
https://hbsp.harvard.edu/import/853285

Case Study 1: “Snowfall and a Stolen Laptop”

Case Study 2: “Autopsy of a Data Breach: The Target Case”

HBR Reading 1: “The Myth of Secure Computing (HBR OnPoint Enhanced Edition)”

Misc.

Case Study 3: “A Hospital Catches the “Millennium Bug”




Textbook and readings

Textbook

COMPUTER
AND INFORMATION
SECURITY

HANDBOOK
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Computer ana Information Security Handbook - Third Edition, 2017, John R. Vacca,

Elsevier, Inc. ISBN: 978-0-12-803843-7 Available online at O'Reily for Higher Education
via Temple Universitv Libraries




Textbook and readings

THE Risk IT

FRAMEWORK

Principles
Process Details
Management Guidelines

Maturity Models

AT

BASED ON COBIT®

—HSACA
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Disaster Recovery and
Business Continuity Planning: ‘

Testing an Organization’s Plans
By Yusufali F. Musaji, CISA, CGA, CISSP

Textbook

Computer ana Information Security Handbook - Third Edition, 2017, John R. Vacca,

Elsevier, Inc. ISBN: 978-0-12-803843-7 Available online at O'Reily for Higher Education
via Temple University Libraries
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ISACA ISACA Reading 1: ISACA Risk IT Framework
ISACA Reading 2: “Disaster Recovery and Business Continuity Planning: Testing an
Organization’s Plans”
ISACA Reading 3: “What Every IT Auditor Should Know About Backup and Recovery”, _
SANS SANS Reading 1: “The Importance of Security Awareness Training”
| SANS Reading 2: “Making Security Awareness Work for You”
| SANS Reading 3: “Implementing Robust Physical Security”
SANS Reading 4: “An Overview of Cryptographic Hash Functions and Their Uses”
SANS Reading 5: “The Risks Involved With Open and Closed Public Key
| Infrastructure”
SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Begin”
SANS Reading 7: “Application Development Technology and Tools: Vulnerabilities and
I | threat management with secure programming practices, a defense in-depth approach”
FIPS FIPS Reading 1: “Standards for Security Categorization of Federal Information and
I Information Systems”
NIST NIST Reading 1: “Framework for Improving Critical Infrastructure Cybersecurity”
NIST Reading 2: “Guide to Protecting the Confidentiality of Personally |dentifiable
| Information (PII)’
FGDC FGDC Reading 1: “Guidelines for Providing Appropriate Access to Geospatial Data in
| Response to Security Concerns”
Harvard 2 case studies and 1 reading are available in the course pack for purchase from HBP:
Business https://hbsp.harvard.edu/import/744826
Publishing | Case Study 1: “Snowfall and a Stolen Laptop”
(HBP) Case Study 2: “Autopsy of a Data Breach: The Target Case”
I | HBR Reading 1: “The Myth of Secure Computing (HBR OnPoint Enhanced Edition)”
| Misc. Case Study 3: “A Hospital Catches the "Millennium Bug”




Textbook and readings
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This paper
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more about security?

The Importance of Security Awareness Training
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Know your security risks.
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SANS Institute
InfoSec Readlng Room

“This paper s i

Interested in learning
more about security?

Making Security Awareness Efforts Work for You

I

Textbook

ISACA

[ ISACA Readmg 1

[ Computer and Information Security Handbook - Third Edition, 2017, John R. Vacca
Elsevier, Inc. ISBN (378-()-12-803843-7 Available online at O'Reily for Higher |

a Temple Univer

| ISACA Reading 2
Organization’s Pl:
ISACA Reading 3 “What Every IT Aud d Know About Backup and Recovery’

SANS

SANS Reading 1: “The Imgoﬁance of Secuntv Awareness Training”
SANS Reading 2: “Making Security Awareness Work for You"

SANS Reading 3: “Implementing Robust Physical Security”

SANS Reading 4: “An Overview of tographic Hash Functions and Their Uses”

SANS Reading 5: “The Risks Involved With Open and Closed Public Key
Infrastructure”

SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Begin”

SANS Reading 7: “Application Development Technology and Tools: Vulnerabilities and

threat management with secure programming EracncesI a defense in- degth approach”

FIPS

FIPS Reading 1: andards for Security Categoriz

Information Systems
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NIST
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Harvard
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Misc.

[ FGDC Rea('mgﬁ G

Response to Security

NIST Reading 1: “Framewc
NIST Reading 2: “Guide to

Information (PI1)

2 case Stud\es amd 1 reaqu are available in the course pack for purchase from HBP
https://hbsp.har d.edu/import/744826

Case Study 1 SnowfaH and a Stolen Laptop”

Case Study 2: “Autopsy of a Data Breach: The Target Case”

| HBR Reading 1: “The Myth of Secure Computing (HBR OnPomt Enhanced Edition)”

Case Study 3: “A Hospital Catches the “Millennium Bug

.



Textbook and readings

Fia
Guidelines for Providing Appropriate Access to Geospatial Data in Response
to Security Concerns

What s the purpose of the guidelines?
Many public privatc, and non-profit crganizations |
originate and publicly disseminate geospatial data.
Disscmination is essential t0 the missions of many
organizations and the majority of these data are
appropriate for public release. However, a small portion of
these data could pose risks to security and may thercfore:
require safeguarding. Although there is not much publicly

gcosp
‘and others, 2004, page 123), managers of geospatial
format " f

ind crit

The decision sequence is organized using the following
rationale:

L. Do the geospatial data originate in the organization?
1£not, the organization is instructed t0 follow the
instructions related to safeguarding that accompany
the data
Ifthe geospatial data originate in the organization,

need to be safeguarded? This decision is
based on three factors:

©  Risk to security: Are the data uscful for sclecting
onc or more specifi P f

™

gE7Z gEREEY

NIST

National Institute of
Standards and Technology
US. Depariment of Commerce

Special Publication 800-122

Guide to Protecting the
Confidentiality of Personally
Identifiable Information (Pll)

Recommendations of the National Institute
of Standards and Technology

Erika McCallister
Tim Grance
Karen Scarfone

Framework for Improving
Critical Infrastructure Cybersecurity

Version 1.0

National Institute of Standards and Technology
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FIPS PUB 199

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

Textbook | Computer and Information Security Handbook - Third Edition, 2017, John R. Vacca
Elsevier, Inc. ISBN: 978-0-12-803843-7 Available online at O'Reily for Higher Education
via Temple University Libraries |

ISACA ISACA Reading 1: ISACA Risk IT Framework |
ISACA Reading 2: “Disaster Recovery and Business Continuity Planning: Testing an
Organization’s %

ISACA Reading y IT Auditor Should Know About Backup and Recovery”, :

SANS SANS Reading 1 tance of Security Awareness Training” ol
SANS Reading 2: “Making Security Aw |
SANS Reading 3: “Implementing Rc |
SANS Reading 4: A Hash Functions and Their Uses” |
SANS Reading 5: “The Risks In\ /ith Open and Closed Public Key
Infrastructure” |
SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Beqin”

SANS Reading 7: “Application Development Technology and Tools: Vulnerabilities and 1
threat manaagement with secure broarammina practices. a defense in-deoth aboroach”

FIPS FIPS Reading 1: “Standards for Security Cateqgorization of Federal Information and
Information Systems”

NIST NIST Reading 1: “Framework for Improving Critical Infrastructure Cybersecurity”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally Identifiabl
Information (PII)"

FGDC FGDC Reading 1: “Guidelines for Providing Appropriate Access to Geospatial Data in
Response to Security Concerns” |

Harvard 2 case studies and 1 reading are available in the course pack for purchase from HBP:

Business https://hbsp.harvard.edu/import/744826

| Publishing | Case Study 1: “Snowfall and a Stolen Laptop”
(HBP) Case Study 2: “Autopsy of a Data Breach: The Target Case”
| HBR Reading 1: “The Myth of Secure Computing (HBR OnPoint Enhanced Edition)” |
Misc. Case Study 3: “A Hospital Catches the “Millennium Bug”

Computer Security Division
Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8900

Febraary 2004

o o;,%
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%,

Pea o P
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U.S. DEPARTMENT OF COMMERCE
Donald L. Evans, Secretary
TECHNOLOGY ADMINISTRATION

Phillip J. Bond. Under Secretary for Technology
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
Arden L. Bement, Jr. Director
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Textbook

Computer and Information Security Handbook - | hird Edition, 201/, John R. vacca,
Elsevier, Inc. ISBN: 978-0-12-803843-7 Available online at O'Reily for Higher Education
via Temple University Libraries

ISACA

ISACA Reading 1: ISACA Risk IT Framework

ISACA Reading 2: “Disaster Recovery and Business Continuity Planning: Testing an
Organization's Plans”

ISACA Reading 3: “What Every IT Auditor Should Know About Backup and Recovery”,

SANS

SANS Reading 1: “The Importance of Security Awareness Training”

SANS Reading 2: “Making Security Awareness Work for You"

SANS Reading 3: “Implementing Robust Physical Security”

SANS Reading 4: “An Overview of Cryptographic Hash Functions and Their Uses"

SANS Reading 5: “The Risks Involved With Open and Closed Public Key
Infrastructure”

SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Begin”

SANS Reading 7: “Application Development Technology and Tools: Vulnerabilities and
threat management with secure programming practices, a defense in-depth approach”

FIPS

FIPS Reading 1: “Standards for Security Cateqorization of Federal Information and
Information Systems”
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Teaching Case
Snowfall and a stolen laptop
Mark-David J McLaughlin"?, Sean Hansen®, W Alec Cram’, Janis L Gogan'
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Fypsasies INTERNATIONAL Volume 14
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Tera7a1e9124 IN MANAGEMENT March 2016
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Abstract Autopsy of a Data Breach: The Target Case
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Pt by R] ‘A Hospital Catches the “Millennium Bug”
The Discovd By Janis Gogan
Snowfalling]  As is often th
'he vanif gencies. Introduction
Roches]  EREC 'T.".‘QE
might that all seemed Bob Sadlemire completed the minutes of the May 1998 meeting of Fletcher Allen Health Care’s Year 2000
COB. The P Steering Committee. and headed out for a lunch meeting with his boss, Mary Kay Boudewyns. Before walking
< ollege ‘:. H a computer up the hill to the Burlington, Vermont restaurant, he paused to take in the serene sight of Lake Champlain.
COb Dems. cybercriminald st walked on, his thoughts turning to the upcoming June meeting of the Patient Care and Systems
US Rinens | credit cards us Improvement (PCSI) committee of the Board of Trustees, in a few days (Exhibit 1). Sadlemire would have 15
“Their all the softwary ‘minutes to brief the committee on the status of the hospital’s Y2K project. Sadlemire -- an employee of
Rochester n word got out 3 Jennings Consulting, Inc. - had been assigned to Fletcher-Allen as its Y2K Project Coordinator, on a contract
tires retain that ran from July 1, 1997 through July 1. 1999. While much had been accomplished, he was quite concerned
Driving dow| that the project was not proceeding forward as fast as necessary.
to Tl th ©On December| proj P! 'S
snow looked|  website and df How Hospitals Caught a Millennium Bug
gloves alead  pightmare sced
e o Many computers, databases, applications software, and embedded microprocessor controls were coded (as long
Complecd ago as the sixties and as recently as the nineties) with two-digit year fields. This choice would process the year
front of the | Translation from| “2000” as “00,” causing problems. All but the smallest of organizations, in virtually every industry, were
stepsandwal 2 This case was wl affected by this so-called “millennium bug,” and Gartner Group estimated that it would cost $600 billion to fix
“The tlog systems affected by it. The year 2000 problem affected software (operating systems, transaction processing and
decision support applications, vendor packages, user-developed applications, etc.), computing hardware

(desktop, midrange and mainframe systems) and embedded microprocessors that control devices ranging from
everyday equipment such as elevators and thermostats to specialized medical devices such as heart defibrillators
and infusion pumps. Year 2000 compliance projects were comprised of the following steps:

* Inventory: identify hardware and software that might give rise to Y2K problems.

*  Analysis: examine code for date fields, and determine which ones need to be fixed.
«  Remediation (conversion): alter the code for Y2K compliance

©  Testing: ensure that altered code produces correct results.

*  Migration: put the new code into production

Boston attorney Steve Goldberg: stated: “Unrectified, Year 2000 failures could compromise patient care,
disrupt core business functions, and create substantial liability exposure.” He explained that the Y2K bug

“... could scramble chronological patient histories and schedules for lab tests, admissions, surgeries,
and office appointments. New perishable goods could be rejected by automated inventory systems as
being 100 years old. Current accounts could be canceled because receivables were thought to be 100
years overdue. Equipment with computerized maintenance or calibration schedules could be taken
out of service automatically.... Even if a hospital takes care of its own Year 2000 problems, it may
still experience business interruptions if third parties upon which it depends fail to do so. Health care
systems cannot function effectively without reliable support from medical insurance payors, claims
clearinghouses, banks, and suppliers of hundreds or thousands of other goods and services, all of
which are potentially vulnerable to Y2K failures.”

In addition to fixing the Y2K bug in software, hospitals had to ensure that medical instrumentation and facilities
would not be affected. The United States Food and Drug Administration (FDA) sent a June, 1997 letter to
medical device manufacturers, notifying them of their obligation to determine whether their devices were at risk
of failure:. An article in the December, 1997 issue of Health Devices discussed the potential effects of the Y2K
problem on equipment performance and hospital liability issues, and concluded:

'
2 The letter is posted at hitp://www. fda gov/cdrh/yr2000.html.

NIST

NIST Reading 1: “Framework for Improving Critical Infrastructure Cybersecurity”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally |dentifiable
Information (PII)"

FGDC

Harvard
Business
Publishing
(HBP)

FGDC Reading 1: “Guidelines for Providing Appropriate Access to Geospatial Data in
Response to Security Concerns”

2 case studies and 1 reading are available in the course pack for purchase from HBP:
https://hbsp.harvard.edu/import/853285

Case Study 1: “Snowfall and a Stolen Laptop”

Case Study 2: “Autopsy of a Data Breach: The Target Case”

HBR Reading 1: “The Myth of Secure Computing (HBR OnPoint Enhanced Edition)”

Case Study 3: “A Hospital Catches the "Millennium Bug”




Grading

Iltem Weight
Assignments 25%
Participation 25%
Team Project 25%
Exams 25%

100%
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Assignments

1. Readings

Week

Read:

Vacca Chapter 1 “Information Security in the Modern Enterprise”
Vacca Chapter 2 ” Building a Secure Organization”

NIST Reading 1: “Framework for Improving Critical Infrastructure
Cybersecurity”

ISACA Risk IT Framework, pp. 1-42

Case Study 1: “Snowfall and a Stolen Laptop”

Vacca Chapter 24 “Information Security Essentials for IT Managers:
Protecting Mission-Critical Systems”

FIPS Reading 1: “Standards for Security Categorization of Federal
Information and Information Systems”

FGDC Reading 1: “Guidelines for Providing Appropriate Access to
Geospatial Data in Response to Security Concerns”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)”

Week

Readings

1

Vacca Chapter 1 “Information Security in the Modern Enterprise”
Vacca Chapter 2 ” Building a Secure Organization”

NIST Reading 1: “Framework for Improving Critical Infrastructure
Cybersecurity”

ISACA Risk IT Framework, pp. 1-42

Vacca Chapter 25 “Security Management Systems”
Vacca Chapter 34 “Risk Management”
ISACA Reading 1: “Risk IT Framework” pp. 47-96

Case Study 2: “Autopsy of a Data Breach: The Target Case”

Vacca Chapter 27 (online) “Information Technology Security
Management”

Vacca Chapter 33 “Security Education, Training and Awareness”
SANS Reading 1: “The Importance of Security Awareness Training”
SANS Reading 2: “Making Security Awareness Work for You”

HBR Reading 1: “The Myth of Security Computing”
Vacca Chapter 69 “Physical Security Essentials”
SANS Reading 3: “Implementing Robust Physical Security”

Case Study 2: “A Hospital Catches the “Millennium Bug”

Case Study 1: “Snowfall and a Stolen Laptop”

Vacca Chapter 24 “Information Security Essentials for IT Managers:
Protecting Mission-Critical Systems”

FIPS Reading 1: “Standards for Security Categorization of Federal
Information and Information Systems”

FGDC Reading 1: “Guidelines for Providing Appropriate Access to
Geospatial Data in Response to Security Concerns”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)”

Vacca Chapter 61 (online) “SAN Security”Vacca

Chapter 62 “Storage Area Networking Security Devices”

Vacca Chapter 36 “Disaster Recovery”

Vacca Chapter 37 “Disaster Recovery Plans for Small and Medium
businesses”

ISACA Reading 2: “Disaster Recovery and Business Continuity Planning:
Testing an Organization's Plans”

ISACA Reading 3: “What Every IT Auditor Should Know About Backup
and Recovery”

10

Vacca Chapter 8 “Guarding Against Network Intrusions”

Vacca Chapter 13 “Internet Security”

Vacca Chapter 14 “The Botnet Problem”

Vacca Chapter 15 “Intranet Security”

Vacca Chapter 16 (online) “Local Area Network Security”

Vacca Chapter 72 “Intrusion Prevention and Detection Systems”

MIS 5206 Protecting Information Assets

11

Vacca Chapter 46 (online) “Data Encryption”

Vacca Chapter 47 “Satellite Encryption”

Vacca Chapter 48 “Public Key Infrastructure”

Vacca Chapter 51 “Instant-Messaging Security”

SANS Reading 4: “An Overview of Cryptographic Hash Functions and
Their Uses”

SANS Reading 5: “The Risks Involved with Open and Closed Public Key
Infrastructure”

12

Vacca Chapter 71 “Online Identity and User Management Services”
Vacca Chapter 52 “Online Privacy”

Vacca Chapter 53 “Privacy-Enhancing Technologies”

Vacca Chapter 59 “Identity Theft - First Part”

Vacca Chapter 59 “Identity Theft - Second Part”

13

SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Begin”

SANS Reading 7: “Application Development Technology and Tools:
Vulnerabilities and threat management with secure programming
practices, a defense in-depth approach”




Assignments

2. Answer reading questions

Questions are posted on the MIS5206 class
web site questions organized by Unit # for
the readings. You are expected to post your
answers to the questions as you complete
each unit.

* A paragraph or two of thoughtful analysis
is expected for your answer to each
question

» Post your answer to the class assignment
blog

» Come to class prepared to discuss all of
the questions in detail when we meet

MIS 5206 Protecting Information Assets

Unit o1: Understanding an Organization's Risk Environment

All Questions

Question 1

dents represent information security vulnerabilities tq

xplair

Question 2

Question 3

0 N 0 0 T 0O Q& 3
n N y £

Protection of Information Assets

Question 2

s information security a technical problem ¢ busine yroblem? Explain your answ.

Comments

Wenyao Ma says

think Information security is a business problem in the sense that the entire organization
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Assignments

3. Three case studies

You will find discussion questions for
each case study posted on the class
web site).

Answer each question in depth as
part of your individual preparation.

oundofdermtion Tkl ehing Coe Q01131

Teaching Case
Snowfall and a stolen laptop

Mark-David J McLaughiin', Sean Hansen®, W Alec Cram', Janis L Gogan'

Sentey Uy, W U
oo yems, San o, U
oest reti of Tecveiog, Rchae, (64

Cormespomdence:

A

Tob ot w123

Fax 8109 2340,
weramGteyadu

Abstract
Tho E. Philp Saunders Colbge of Business (COB) Dean at Rochaster nstiuto of Techroiogy
(RIT) discovers that his RIT-ssuod laptop has boon stolen from his homo. He notiis Dave
Balard, a mombar of the Collge of Business IT staft. Balard, stl acutaly aware of two racent
incidents in which laptops contaning thausands of Socil Securty numibars
from us, hopes tho Dean's laptop oas not contan parsonat
information. f 5o, the incicent woukineed o bo reportedito the New York Aftomay Genara's
Offico, andt RITwould be required to pay for a credit monitoring for individuals whoso
identty may have bean compromisad. The case provides an opportunty for studants to
raminD procosss tat houkd bo rgad when an nbrmeton soaty nadent oo

that wero used or couid have boen used by GOB T stff 1o track tho lapiop s v

nadent response,
Joumal of rformation Techrology Teaching Cases (2015) 5, 102-112. dok:10.1057/jtc 2015.12
Keywords:  information sccurity incident response; risk management, IT governance

—

Instinte of Tedhnalogy (RIT) Inthe drive’s sct v the £ had e In hs housel He sepped into. the Kichen and
€OB Daan. e sid gobye i bis wie, who worid bourd s hrough o the den vhere he hod planned 1 spend e
US Airmysfight o Bston, where heworked evening answering emaiks and reviewing some materids in
 bome sat on 3 comar b in 3 quid reidenid  preparaion for scveal upeoming mectngs. The nirders

The Dean e trail ked through the den and into the front hall He fek a cold

i vasiet i s & 1 gt b anving sl duy, i boeng rough he o o - hy v 8 open” Then
Driving down Villinova Street, he clicked the remte control  he felt another chill from the sudden reslization that his
rae e e dor nd el i b drvevay The - ptop, ich bkl an the coch 1 e don b kg
snowlooked to be four or five inches dee isjacketand  his wife to the airport, was no longer there. After shutting and

o pcady o and o o apeing W th v asgoaaIocking the oot doce b e rough th hous 1 sty
time asany t et e s so e grabbed ahovd fom  ha the apiop was ot nanates oo, Nothing e scemed
the gage wal and et o vork. It velght, By mow andhe  amis, bt the apcp was defmitdly gme. ks power cord
complete th o n 10 a 15min. He lled sround i the  dmled rom e all.

rantof the hos (acing Coron R to shewe he Foms unders College Dean realized he'd better cal the
e and sl o ot L, s depostngtre hovd  polic - d Dov Bl

A Hospital Catches the “Millennium Bug”™
By Janis Gogan

Introduction

Bob Sadiemire complcted the miutcs of th May 1998 mectng of Flecher Allen Helth Care's Year 2000
Stecing Commits, and beaded out for o unch mectng wih b boss, \Iar\, Kay Boudewyns. Before walking
up the hill o the l)nrlm-'lun Vermont restauran, he paused to take in ene sigh of Lake Champlain
Refreshed, he walked on, his thoughts turning to the upcoming June mncluwul the Patient Care and Systems
Iprovement (PCSI) commitice of the Board of Trustees, n a few days ( Exhibit 1. Sodiemine would have 15
K project. Sadlemire - an employee of
Alln 3 e ¥2K Project Coordinator, on a contract
that ran from July 1, 1997 through July 1, 1999. While much had been accomplished, he was qui
that the project was not proceeding forward as fust as necessary.

concerned

How Hospitals Caught a

lennium Bug

Many computers, databases, applications software, and embedded microprocessor controls were coded (as long
‘and as recently as the nineties) with two-digit year fields. This choice would process the year
0" casing problens. Al but the smalest of organization,inviually everyidusry. were
cted by this so-caled “illnium bug.”and Gartner Group stimated that it would cost 600 bllion o ix
¥ it The year 20 blem aff uonu.\- P essing and
deesion supportapplicat vendor packages, d appl -u ) u\mpull g hardware
(desktop, midrange and ) a uhmbcd«hd ranging from
cveyday Nu.pmmhumuumomml the lized medical de defibrillators
an projects prised of the foll

o Inventory: identify hardware and software that might give rise o Y2K problems.
. for date filds, and ones need to be fixed.
« Remediation (conversion): alte the code for Y2K compliance

Testing: ensure that altered code produces correct results.
Migration: put the new code into production

Boston attomey Steve Goldbergs stated: “Unrectified, Year 2000 failures could compromise patient care,
disrupt core business functions, and create substantial liability exposure.” He explained that the Y2K bug

could seramble chronclogicl patent istories ad schedues for b s, admisios, srgerics
and office inventory sysiems as
being 100 years i Gt oo e anclod b ables were thought to be 100
years overdue. Equipment lhu\mpnhnlc«l mastenancs o calibaton schedules could b uken
ut of service automatically... Even if a hospital takes care of its own Yeay
e experioce business mh:rmphum i ihind ,,mm upor Cdepends Tl v o it cre
syst t function effectively without reliable support from medical insurance payors, claims
Cearinghouses, banks, nd supplice of hundreds or thossands o other goods and sevicc, alof
which are potentially vulnerable to Y2K failures.”

In i o fingthe V2K bog I sceee, osptls b v e thet mdic) ioaresion nd fciiies
would not be affected. The United d and Drug. enta June, 1997 leter to

medical device manufacturers, numymx!lkm ofmuruhh“nunlodnhnmm Whether thesdeviceswere at sk
oflure An atce inthe Decembes, 1997 isue of Heaih Devices discussdth potetil effcts of the Y2K

problem on equipment performance and hospital liabilty issues, and coneluded:

2 The letter s posted at htpdfwww. . govicdehyr2000 html

HECT30
INTERNATIONAL Volume 14
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Autopsy of a Data Breach: The Target Case

Case'-? prepared by Line DUBE®

On December 19, 2013, Target, the second-largest retailer in the United
States, announced a breach involving the theft of data from over 40 million
credit and debit cards used to make purchases i its U.S. stores between
November 27 and Dacember 18.

On January 10, 2014, it reported that the cybercriminals had also stolen
personal data, including the names, telphone mumbers, home addresses and
email addresses of up to 70 million additional customers.

The Discovery

As is often the case in such situations, Target leamed of the data breach from law enforcement
agencies. Indeed. on December 13, 2013, representatives from the US. Department of Justice
notified Target’s management of a large mumber of fraudulent debit and credit card transactions
that all seemed to share a link to transactions made at Target. Following this meeting, Target hired
a computer forensics firm to investigate the breach. The results confired its worst fea

cybercriminals had been hacking into Targets systems and stealing data from 40 million debit and
credit cards used n its ULS. establishments since November 27. Target wasted no time eradicating
all bythe ‘but despi mpany’s eagerness to
‘word got out and reporters started asking questions.

On Deseaber 19under gowing pesure, Targe aunounosd the breach nd theft of e dat. s
‘website and call centre quickly inundated with calls from worried consumers, creat
‘nightmare scenario for its customer service department. To make matters even worse, the bvre'\ch

l 6001 tecas Targee”

* This case ot @

madia 3 s
s Moatal Techaolog

ko Maligan, Targer's Execuve et Financial beors e US.

o the Tuiciary on February 3, 2014 (6e B

bresches-sod-combatns cybercnme)
© HEC Monmrial 016

IS 1911-2599
e ntended 1o be wed az the framewort for an educarional deciccion and dose ot mply am) judgemant on the
x i 3000, cheminde

s Cie S Cahrme Monril Qoo 537 247 Conade

1 At
T eesansress s 4312 617 143980

1. Individual preparation 1s done as homework assignments that will prepare you to contribute in group
discussion meetings. It will prepare you to learn from what others say.

To fully benefit from the interchange of ideas about a case’s problem, however, you must possess a

good understanding of the facts of the case and have your own ideas

Studying the case, doing your homework and answering the questions readies you to react to what
others say. This is how we learn...
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d a stolen lapto
2, Sean Hansen”, W Alec Cram', Janis L Gogan'

Assignments

3. Three case studies (continued...)

1. Group discussions are informal sessions of give and take. Come with your own ideas and leave with better
understanding. By combining your insights with those of the group you advance your own analysis.
Discussions within small groups 1s also helpful for those uncomfortable talking in large classes to express

their views and gain feedback.

111. Class discussion advances learning from the case, but does not necessarily solve the case. Rather it helps
develop your understanding of why you need to gain more knowledge and learn concepts that provide the
basis of your intellectual toolkit you develop in class and apply in practice.
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ssienments

1. Readings
2. Answers to questions
3. Case study analyses

MIS 5206 Protecting Information Assets

COMPUTER
AND INFORMATION
SECURITY

John R Vacca

SANS Institute
InfoSec Reading Room

Copyrignt SANS siute
Autnor Retas Fl Ropes

1O ==

THE Risk IT

FRAMEWORK

| Risk )40 ~+HSACA

‘Standarss or Secury Caegorizaton of
Foortntormasan sna armaton Syo

s

Crital

Framework for Lproving.
Infrastructure Cybersecurity

——
Disaster Recovery and
Continu}

Unit #

Readi;

Vacca Chapter 1 “Information Security in the Modern Enterprise”
Vacca Chapter 2 " Building a Secure Organization”

NIST Reading 1: “Framework for Improving Critical Infrastructure
Cybersecurity”

ISACA Risk IT Framework, pp. 1-42

Case Study 1: “Snowfall and a Stolen Laptop”

Vacca Chapter 24 “Information Security Essentials for IT Managers:
Protecting Mission-Critical Systems”

FIPS Reading 1: “Standards for Security Categorization of Federal
Information and Information Systems”

FGDC Reading 1: “Guidelines for Providing Appropriate Access to
Geospatial Data in Response to Security Concerns”

NIST Reading 2: “Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)"

Vacca Chapter 25 “Security Management Systems”
Vacca Chapter 34 “Risk Management”
ISACA Reading 1: “Risk IT Framework"” pp. 47-96

Case Study 2: “Autopsy of a Data Breach: The Target Case”

Vacca Chapter 27 (online) “Information Technology Security
Management”

Vacca Chapter 33 “Security Education, Training and Awareness”
SANS Reading 1: “The Importance of Security Awareness Training”
SANS Reading 2: “Making Security Awareness Work for You"

Backup and

What Every IT Aucor Should Know About
Recovery

HBR Reading 1: “The Myth of Security Computing”
Vacca Chapter 69 “Physical Security Essentials”
SANS Reading 3: “Implementing Robust Physical Security”

Case Study 2: “4 Hospital Catches the “Millennium Bug”

Vacca Chapter 61 (online) “SAN Security”Vacca

Chapter 62 “Storage Area Networking Security Devices”

Vacca Chapter 36 “Disaster Recovery”

Vacca Chapter 37 “Disaster Recovery Plans for Small and Medium
businesses”

ISACA Reading 2: “Disaster Recovery and B
Testing an Organization’s Plans”

ISACA Reading 3: “What Every IT Auditor Should Know About Backup
and Recovery”

Continuity Pl

ity

10

Vacca Chapter 8 “Guarding Against Network Intrusions”

Vacca Chapter 13 “Internet Security”

Vacca Chapter 14 “The Botnet Problem”

Vacca Chapter 15 “Intranet Security”

Vacca Chapter 16 (online) “Local Area Network Security”

Vacca Chapter 72 “Intrusion Prevention and Detection Systems”

The Myth of Secure Computing

11

e e o 0 00 o0 00 0

Vacca Chapter 46 (online) “Data Encryption”

Vacca Chapter 47 “Satellite Encryption”

Vacca Chapter 48 “Public Key Infrastructure”

Vacca Chapter 51 “Instant-Messaging Security”

SANS Reading 4: “An Overview of Cryptographic Hash Functions and
Their Uses”

SANS Reading 5: “The Risks Involved with Open and Closed Public Key
Infrastructure”

Vacca Chapter 71 “Online Identity and User Management Services”
Vacca Chapter 52 “Online Privacy”

Vacca Chapter 53 “Privacy-Enhancing Technologies”

Vacca Chapter 59 “Identity Theft - First Part”

Vacca Chapter 59 “Identity Theft - Second Part”

SANS Reading 6: “Assessing Vendor Application Security A Practical
Way to Begin”

SANS Reading 7: “Application Development Technology and Tools:
Vulnerabilities and threat management with secure programming
practices, a defense in-depth approach”




Deliverables
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MANAGEMENT INFORMATION SYSTEMS

HOMEPAGE INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES CLASS CAPTURE VIDEOS
I Weekly Deliverables “In the News" Articles
Welcome! WEEKLY DISCUSSIONS
Case Studies Answers to Reading
WILLIAM BAILEY Discussion Questions
Team Project 01: Understanding an

Comments on Reading

S A . . - . . . . Discussion Question and
confidentiality, integrity and availability (CIA) of information assets. You will gain an unde  o4ner students' Answers

In this course you will learn key concepts and components riccessary 1o prutecuny uie ation's Risk Environment (4)

the importance and key techniques for managing the security of information assets incluwi vy . Unit 02 Data Classification Process and
logical, physical, and environmental security along with disaster recovery and business continuity. Models (5)
The first half of the course, leading up to the mid-term exam, will focus on information security risk . Welcome (1)

identification and management. The second half of the class will cover the details of security threats

and the mitigation strategies that are used to manage risk.

Course Objectives
> Gain an overview of the nature of information security vulnerabilities and threats
> Learn how information security risks are identified, classified and prioritized

> Develop an understanding of how information security risks are managed, mitigated and

controlled

> Gain experience working as part of team, developing and delivering a professional

i_4




Participation

1. Comment on weekly discussion
question answers and comments
posted by other students

Read the responses of others to the discussion questions
and contribute at least three (3) substantive posts that
include your thoughtful comments as you participate in
the discussion of the questions with your classmates

MIS 5206 Protecting Information Assets

Comments

Wenyao Ma says

Q

Priyanka Ranu says




Research article you found about a current event

Particl patlo n in the Information Security arena

o » H
2. “In the News” articles Identify, write a summary, post a link to your
I“ . summary, and be prepared to discuss in class

An ideal article would be tied thematically to the
topic of the week. However, any article you find
interesting and would like to share is welcome

= o

InteropDIGITAL
Level Up Your IT Career

https://www.theregister.co.uk/security/

http://www.eweek.com/security

https://www.computerworld.com/category/security/

& DARKTRACE

https://krebsonsecurity.com/ i 4 : N

MIS 5206 Protecting Information Assets




Pa rtiCi pation We will often begin a class with a discussion of your In The
News article or answers to questions about assigned readings

3. During class or the case study

When you are called on, you should summarize the key issues,
opportunities, and challenges in the reading or question

Be prepared to answer all the assigned questions

Another important aspect of in-class participation is
completion of in-class assignments and contribution to group
and team activities

MIS 5206 Protecting Information Assets



Participation

1. Comment & participate in discussions of
questions on blog site

2. Research, summarize and discuss “In the News”
article in class

3. Participate in discussions during class

MIS 5206 Protecting Information Assets

AUGUST 24, 2020 A

Zibai Yang says

Tgo3PM

(Edit)

n my opinion, ITACS Students represent information security vulnerabilities to Temple
University and to each other. The defects of information security vulnerabilities exist in
various levels and links of the information system in different forms. A mobile phone or a
computer a student owned could be the vulnerabilities for the entire school's information

s network all the time. On the

hed, other students' information

security, since student always connect to the univ

important that both side need to increase their cy

and don't open suspicious link. School upgrade their se: em regularly.

make effort, will help a lot and reduce the existence of information security vulner.
Reply

Leave a Reply cancel reply

Logged in as David Lanter. Log out?

Comment

POST COMMENT



Team project

Students will be organized into presentation
development and delivery teams

Each team will be assigned a topic and will work
together to develop a presentation covering the
assigned topic

During Units #13 and #14 each team will have 15

minutes to present their results of working on the

topic, following by a brief session of questions and

answers (Q&A) from the other teams

Teams not presenting are responsible for asking thoughtful and insightful
questions at the end of each presentation
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Exams

There will be two exams, together these exams are weighted 25% of each student’s final
grade

Oct. 5 Midterm

Dec. 14 Final

The exams will consist of multiple-choice, and possibly fill in the blank or short answer questions
The Midterm Exam will occur during Week #7 and the Final Exam will occur during finals week

The final exam will be cumulative, but more focused on the course materials since the beginning of
the midterm exam

Expect important concepts highlighted in class to appear on both exams
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Weekly Cycle

When Actor Task Type
Thursday Instructor | Post reading questions
Monday 11:59 PM Student Post answers to reading questions Assignment
Tuesday 11:59 PM Student Upload answers to case study questions to Canvas | Assignment
Tuesday 11:59 PM Student Post “In the News” article Participation
Wednesday All of Us Class meeting Participation
Friday 11:59 PM Student Post 3 comments to others’ answers Participation
Saturday or Sunday Instructor | Post Wrap-up notes
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Next...

Week Assignment Topics

v/ | Introduction to MIS5206
Understanding an Organization’s Risk Environment

Case St :
N mlmncnad Unit # Readings
1 e Vacca Chapter 1 “Information Security in the Modern Enterprise”
e Vacca Chapter 2 ” Building a Secure Organization”
e NIST Reading 1: “Framework for Improving Critical Infrastructure
Cybersecurity”
e ISACA Risk IT Framework, pp. 1-42

1 ”
® [

i a PAOA

1. Do ITACS students represent information security vulnerabilities to the University, each other, or
both? Explain the nature of the vulnerabilities

2. s information security a technical problem, a business problem that the entire organization must
frame and solve, or both? Explain your answer

3.  What challenges are involved in performing a quantitative information security risk analysis?
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Agenda

AN NI NI N NN

AN NI NN

Course objectives
Instructor
Class topics and schedule
Textbook and readings
Grading
Assignments
v’ Readings
v’ Answering questions
v’ Case studies
Participation
Team project
Exams
quizzes
Next
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Protecting Information Assets
Week #13a



