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Information inventory, categorization and risk evaluation form 
the first step in information systems security…

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf

• A holistic and comprehensive risk 
management process

• Provides a framework for managing 
risk throughout the information system 
development lifecycle
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Information Categorization is part of Risk Evaluation

Why is data categorization important?

• It focuses attention on the 
identification and valuation of 
information assets 

• It is the basis for access and 
other control policies and 
processes
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NIST Cybersecurity Framework

Where information  and IT asset inventory, categorization & risk evaluation fit in 
information systems security…

NIST Risk Management Framework
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Different views of the NIST Risk Management Framework
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A systematic qualitative guide for categorizing information and 
information systems…

8https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
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2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information 
Systems
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Mission-based Information and Information Systems
1. Defense and National Security
2. Homeland Security
3. Intelligence Operations
4. Disaster Management
5. International Affairs and Commerce
6. Natural Resources
7. Energy
8. Environmental Management
9. Economic Development
10. Community and Social Services
11. Transportation
12. Education
13. Workforce Management

14. Health
15. Income Security
16. Law Enforcement
17. Litigation and Judicial Activities
18. Federal Correctional Activities
19. General Sciences and Innovation
20. Knowledge Creation and Management
21. Regulatory Compliance and Enforcement
22. Public Goods Creation and Management
23. Federal Financial Assistance
24. Credit and Insurance
25. Transfers to State/Local Governments
26. Direct Services for Citizens 11
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Disaster Management Information Types

12
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Disaster Management Information System Example 

139/15/22

National Levee 
Database
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2. Select Provisional Impact Levels for 
the identified information system

14
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Disaster Management Information 
Types

15
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
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Disaster Management Information Impact

16



MIS 5206 Protecting Information Assets

• NIST SP 800-60 V.2 R1 is helpful for determining a preliminary 
impact level categorization of Disaster Information Types

17

A spreadsheet is a useful way to organize datasets 
to categorize an information system 
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Disaster Management 
Information Types
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Disaster Management 
Information Types
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• How to determine the Summary Impact Levels for the Disaster 
Information Types

?
?
?
?

20

Can you recall…
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Can you determine the impact level categorization of an 
information system based on categorizations of the types 
of information it contains?

? ? ?
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Can you determine the overall security categorization of a 
Disaster Information System?

?
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Overall security categorization 
of a Disaster Information System
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Once categorized, select security control 
baseline for the information system

24
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Selecting cybersecurity risk controls
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26

FIPS 199 categorization is used to select among 3 security control baselines of 
security controls
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Geographic information, for example, is important
Free flow of geographic information between government and public is 
recognized as essential to the Nation

– Informs public for participation in democratic decision making
– Private businesses reuse the public’s investment in government 

information

Disseminating public 
geospatial data is 
central to the missions 
of many public, 
private and non-profit 
organizations

From ESRI Marketing material
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Geographic data’s role in government
Geographic location is a key element of 80-90% of all 
governmental data

Data produced with Geographic Information Systems (GIS) 
are essential to >50% of  U.S. domestic economic activities
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National Spatial Data Infrastructure
1994 Executive Order instructed Federal Geographic Data 
Committee (FGDC) to create National Spatial Data 
Infrastructure (NSDI), and…

• Address $ billions wasted 
– Redundant collection of undocumented 

hard to find geospatial data stored in 
incompatible formats

• Encourage Agencies to stand-up NSDI 
Clearing House nodes (i.e. websites on 
Internet) 
– Populated with geospatial data and 

their descriptive metadata
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Public GIS data are shared and distributed via the Internet-
based National Spatial Data Infrastructure

31
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National Spatial Data Infrastructure
Provides a searchable metadata-enabled online 
clearinghouse for finding, downloading and 
resusing GIS datasets 
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NSDI: A data source for terrorists?
After attacks on USS Cole in 2000 and the 
9/11/2001 attacks, attention focused again 
on protecting critical infrastructure U.S. 
advisories might seek to attack

…GIS data made available through NSDI 
websites became recognized as at risk of 
being exploited by those seeking to attack 
U.S. major cities and critical infrastructure
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RAND Corporation…

http://www.rand.org/about/history.html
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Risks from public geospatial information
In 2003, Director of U.S. National Imagery and 
Mapping Agency asked  RAND Corporation for a:

Framework to “guide public and private decision 
makers in weighing homeland security implications 
related to release of geospatial information”

Today the National Imagery and Mapping Agency is called the National Geospatial-Intelligence Agency
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RAND’s 2004 deliverable included a survey and analysis of 
– 465 programs/offices/initiatives at 30 agencies and departments 

identified as providing geospatial information to the public
• 628 public datasets sampled from NSDI Clearinghouse websites
• 37 (~6%) found to be useful in helping an attacker select a target or plan an attack 

against a site
– None were considered so critical that an “attacker could not perform the attack without” 

them

– Conclusions
• Publically available geospatial “information needed for identifying and locating 

potential targets is widely accessible”
• “…detailed and up-to-date information required for attack planning against a 

particular target is much less readily available”

Risks from public geospatial information



MIS 5206 Protecting Information Assets

RAND’s assessment of risks posed by GIS data 
shared publically over the Internet is focused 
by 3 “filters”
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“Does knowledge of the location and 
purpose of a feature as described in the 
data, have the potential to significantly 
compromise the security of persons, 
property, or systems?” 

FGDC 2005, based on RAND’s 2004 study

Federal Geographic Data Committee’s risk 
assessment and control guidelines for…

• Identifying sensitive information contents of geospatial 
data that pose a risk to security

• Making information security decisions and applying 
safeguards to sensitive geospatial data contents
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“Sensitivity” of geospatial data is based on usefulness to terrorists

Do the data show “choke points to 
increase effectiveness of an attack ?”

…risk assessment…
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Do the data “provide relevant 
current (real-time, near real-
time, or very recent) security-
related data” that can help an 
attacker “find the best way to 
cause catastrophic failure ?”

…risk assessment…

“Sensitivity” of geospatial data is based on usefulness to terrorists
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Assess the risk…
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…control/mitigate the risk…
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…control/mitigate the confidentiality risk…
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If security risks outweigh benefits of releasing the 
data to the public, agency can choose to safeguard 
data by:

• Modifying data 
– Remove or reduce detail in offending data 

elements 
• either in the attributes, spatial 

representations, or both

• Restricting access to data
– If agency lacks authority to change data, or 

believes modifying data will undermine its 
value to the public, then agency can restrict 
access

…control/mitigate the risk…
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To remove or reduce detail in offending data elements apply 
techniques of Cartographic Generalization

1. Selective Omission
2. Simplification
3. Combination
4. Exaggeration
5. Displacement

…control/mitigate risk…

Before… …after
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FIPS 199’s and FGDC Guidelines’ share a 
mutual security objective…

FGDC Guidelines’ 
security objective

What FIPS 199 security objectives are at risk by 
implementing the FGDC’s Guidelines ? 



MIS 5206 Protecting Information Assets

Metadata enables communicating data 
classification information

2 examples of metadata standards that include security 
categorization information for geographic datasets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets



MIS 5206 Protecting Information Assets

Before… …after

Techniques of 
Cartographic Generalization

1. Selective Omission
2. Simplification
3. Combination
4. Exaggeration
5. Displacement
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Note: Be wary of metadata with undefined or free text domains 
which block use in automated controls… 

Communicating risk classification and controls…
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…security classification for geospatial data…
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ISO19115-1 Geospatial metadata standard
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Department of Defense’ Information Assurance (IA)
…also categorizes information systems and data in terms 
of CIA…

+
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NIST SP 800-122 – Guide to Protecting Confidentiality of PII

• Specifically focused on:
– Identifying PII
– Determining PII confidentiality impact level needed 

to supplement the FIPS 199 confidentiality impact 
level of an information system 
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Personally Identifiable Information (PII)

1. Any information that can be used to 
distinguish (i.e. identify) or trace an 
individual‘s identity, such as:
– Name
– Identifying number
– Address
– Asset identifier
– Telephone number
– Personal characteristics
– Personally owned property identifiers

Any information about an individual maintained by an agency, including: 

2. Any other information that is linked or 
linkable to the identifiers listed in #1: 
• Date of birth
• Place of birth
• Race
• Religion
• Weight
• Geographic indicators
• Medical information
• Educational information
• Financial information
• Employment information
• …
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Linked information

Faculty Data TableCourse Data Table Course Data TableStudent Data Table
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Linkable information
Property (“Parcel”) Data Table

Owner Tax Data Table

PIN (“Property Identity 
Number”) is a common 
identifying attribute that 
can serve as a “foreign 
key” to link the data tables 
together

Is this PII ? 
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Risk Evaluation Risk evaluation is the process of 
identifying risk scenarios and 
describing their potential 
business impact

69
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Risk Evaluation - Key Components
Collect 
Data

Identify relevant data to enable 
effective IT-related risk 
identification, analysis and 
reporting

Analyze 
Risk 

Develop useful information to 
support risk decisions that take 
into account the business 
impact of risk factors

Maintain 
Risk
Profile

Maintain and up-to-date and 
complete inventory of known 
risks and attributes as 
understood in the context of IT 
controls and business 
processes

70
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Risk Evaluation - Collect Data (RE-1)

• Goal: Ensure IT-related risks are identified, analyzed and 
presented in business terms

• Metrics: 
– # of loss events with key characteristics not captured or measured
– Degree to which collected data support 

• Visibility and understanding of the threat landscape
– Analyzing scenarios and reporting trends
– Visibility and understanding of the control state

71
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Risk Evaluation - Collect Data (RE1)
• Existence of a documented risk data collection model
–# of data sources
–# of data items with identified risk factors
–Completeness of 
• Risk event data

– Affected assets
– Impact data
– Threats
– Controls
– Measures of the effectiveness of controls

• Historical data on risk factors
72
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Risk Evaluation - Collect Data: 
Governance Roles

73
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Risk Evaluation - Key Components
Collect 
Data

Identify relevant data to enable 
effective IT-related risk 
identification, analysis and 
reporting

Analyze 
Risk 

Develop useful information to 
support risk decisions that take 
into account the business 
impact of risk factors

Maintain 
Risk
Profile

Maintain and up-to-date and 
complete inventory of known 
risks and attributes as 
understood in the context of IT 
controls and business 
processes
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Question:

How to approach prioritizing an enterprise’s data for protection?

76
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Let’s set up an information security categorization for an example: 
Health Catalyst’s product line data
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Determine the overall information 
security categorization of the 
different datasets

Remember the application of FIPS 199 
to derive overall categorization of the 

Dean’s laptop:

Synonyms: impact rating, security categorization, …
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How can you find a way to transform the ordinal FIPS 199 impact 
ratings to ratio data to conduct a quantitative risk analysis?

79
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Analyze risk to prioritize protection 

NIST SP 800-100 “Information Security Handbook: A Guide for Managers”, page 90
found via SCHEDULE menu item in MIS Community site

80

An authoritative lookup table for transforming ordinal to ratio risk data…
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Analyze risk to prioritize protection 

Transforming ordinal risk rankings to interval risk measures

81
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How do you assess the value of 
information to an organization?

82
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Quantitative Risk Assessment

Expected losses can be weighed against the costs of counter-measures and 
provides a basis for trading Information Security (“InfoSec”) costs and 
benefits

– One simple assessment technique calculates the annual loss expectancy (ALE) as a 
product of the cost of a single event (single loss expectancy, SLE) and the annualized 
rate of occurrence (ARO)

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐴𝐴𝐴𝐴𝐸𝐸𝐸𝐸 = Single Loss Expectancy ×Annualized Rate of Occurrence

– NOTE: The calculation assumes total loss of an asset. If an asset retains part of its useful 
value, the SLE should be adjusted by an appropriate amount.

83
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Problem

How would you determine the Annual Loss Expectance 
(ALE) for the theft of the Dean’s laptop from the Case 
Study ‘Snowfall and a stolen laptop’ ?

84
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Annual Loss Expectancy Calculation 
example

Note the assumptions of: 

• 5% probability of annual rate of occurrence 
• Credit monitoring service for 1,000 individuals 

greatly influence the results…
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Risk management decision

Decision:
• Mitigate expected loss of 

a dean’s laptop through 
purchase of security 
countermeasures 

• Avoid
• Accept
• Transfer
ü Mitigate

86
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Analyze Risk

87
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But…  who really knows the value and 
impact a breach implies for the business?
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Where are the people who really know the value of the 
information and impact a breach implies for the business?

90
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Maintain Risk Profile

91
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Review:Risk Management Techniques

Once threats and risks are identified, each risk can be managed 
by:

1. Avoidance
2. Acceptance
3. Transfer
4. Mitigation (“Controls”)
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Test Taking Tip

94

Focus on the “highest likelihood” answers for test taking 
efficiency

Here’s why:
• Some of the answers use unfamiliar terms and stand out as unlikely and 

can therefore be discarded immediately 

- Eliminate any “probably wrong” answers first -

• Some answers are clearly wrong and you can recognize them based on 
your familiarity with the subject

• The correct answer may require a careful reading of the wording of the 
question and eliminating the unlikely answers early in the evaluation 
process helps you focus on key concepts for making the choice
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C

Nothing seems mandatory about this scenario
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C

Maybe ….
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C

Nothing about roles other than manager in the question



MIS 5206 Protecting Information Assets

Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C

Distributed is not relevant to the information in the question
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Test Taking Tip
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Example:

The promotion manager of Northeast Electronics has been 
made the owner of the department’s printers and other 
resources. The manager can now designate who in the 
department can use the the large format printer. What 
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed

Answer: C
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Quiz

101
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Quiz

The overall objective of risk management is to:
A. eliminate all vulnerabilities, if possible
B. reduce risk to the lowest possible level
C. manage risk to an acceptable level
D. implement effective counter measures

102
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Quiz

The overall objective of risk management is to:
A. eliminate all vulnerabilities, if possible
B. reduce risk to the lowest possible level
C. manage risk to an acceptable level
D. implement effective counter measures
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Quiz

The information security manager should treat regulatory 
compliance as:

A. an organizational mandate
B. a risk management priority
C. a purely operational issue
D. another risk to be managed

104
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Quiz

The information security manager should treat regulatory 
compliance as:

A. an organizational mandate
B. a risk management priority
C. a purely operational issue
D. another risk to be managed
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Quiz

To address changes in risk, an effective risk management 
program should

A. ensure that continuous monitoring processes are in place
B. establish proper security baselines for all information resources
C. implement a complete data classification process
D. change security policies on a timely basis to address changing risk

106
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Quiz

To address changes in risk, an effective risk management 
program should

A. ensure that continuous monitoring processes are in place
B. establish proper security baselines for all information resources
C. implement a complete data classification process
D. change security policies on a timely basis to address changing risk
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Quiz

Information classification is important to properly manage risk 
PRIMARILY because:

A. it ensures accountability for information resources as required by 
rolesand responsibilities

B. it is a legal requirement under various regulations
C. it ensures adequate protection of assets commensurate with the 

degree of risk
D. asset protection can then be based on the potential consequences 

ofcompromise

108
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Quiz

Information classification is important to properly manage risk 
PRIMARILY because:

A. it ensures accountability for information resources as required by 
rolesand responsibilities

B. it is a legal requirement under various regulations
C. it ensures adequate protection of assets commensurate with the 

degree of risk
D. asset protection can then be based on the potential consequences 

of compromise

109
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Quiz

Data owners are PRIMARILY responsible for creating risk 
mitigation strategies to address which of the following areas?

A. Platform security
B. Entitlement changes
C. Intrusion detection
D. Antivirus controls
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Quiz

Data owners are PRIMARILY responsible for creating risk 
mitigation strategies to address which of the following areas?

A. Platform security
B. Entitlement changes
C. Intrusion detection
D. Antivirus controls

111

An entitlement is a provision made in 
accordance with a legal framework of a 
society. Typically, entitlements are based on 
concepts of principle which are themselves 
based in concepts of social equality or 
enfranchisement. Wikipedia
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Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
C. address the potential size and likelihood of loss
D. give more weight to the likelihood vs. the size of the loss
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Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
C. address the potential size and likelihood of loss
D. give more weight to the likelihood vs. the size of the loss
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Quiz – Bonus question

A year ago when Sam carried out a risk analysis, he determined that 
the company was at too much of a risk when it came to potentially 
loosing trade secrets.  

The countermeasures his team implemented reduced this risk, and 
Sam determined that the annualized loss expectancy of the risk of a 
trade secret being stolen once in a hundred-year period is now $400. 

What is the associated single loss expectancy value in this scenario?
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Agenda

ü Categorizing Information for IT Risk Management
ü Revisit Risk & Controls of Publicly Shared Geographic Information
ü More on Confidentiality: Linked & Linkable PII
ü Risk Evaluation
ü Risk Management Techniques, a brief review
ü Test taking tip
ü Quiz
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