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Information inventory, categorization and risk evaluation form
the first step in information systems security...
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A holistic and comprehensive risk
management process

Provides a framework for managing
risk throughout the information system
development lifecycle

Supporting Publications

Federal Information Processing Standards (FIPS)
FIPS 199 - Standards for Security Categorization
FIPS 200 - Minimum Security Requirements
Special Publications (SPs)
* SP 800-18 - Guide for System Security Plan Development
SP 800-30 - Guide for Conducting Risk Assessments
SP 800-34 - Guide for Contingency Plan development
SP B0O-37 - Guide for Applying the Risk Management Framework
SP 800-39 - Managing Information Security Risk
SP 800-53/53A — Security Controls Catalog and Assessment Procedures
SP 800-60 — Mapping Information Types to Security Categories
SP 800-128 -~ Secunty-focused Configuration Management
SP 800-137 — Information Security Continuous Monitoring
Many others for operational and technica! implementations

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf



Information Categorization is part of Risk Evaluation

(mm ==

Why is data categorization important?

I What assets need protection? IDENTIFY
|

\------------

What safequards are

* |t focuses attention on the
identification and valuation of

au = =m

ilable? PROTECT information assets
available?
* |tis the basis for access and
What techniques can identify DETECT other control policies and
incidents? processes

What techniques can contain
impacts of incidents?

RESPOND

What techniques can restore
capabilities? RECOVER
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Where information and IT asset inventory, categorization & risk evaluation fit in
information systems security...

Category
Function Unique Category

Identifier

ID.AM Asset Management

ID.BE Business Environment

%a(\ageme“t Framewo'* \9’ Identify ID.GV Governance
categorize L A ID.RA Risk Assessment -:
‘ ID.RM

Risk Management Strategy

PR.AC Access Control

\ PR.AT Awareness and Training
Monitor Protect PR.DS Data Security
Controls Controls | PR.IP Information Protection Processes and Procedures

Organlzatlonal PR.MA Maintenance
r Prep al‘atl on PR.PT Protective Technology
DE.AE Anomalies and Events
Authorize Implement J Detect DE.CM Security Continuous Monitoring
System Contro' [3 3 v DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications
Respond RS.AN | Analysis

RS.MI Mitigation

RS.IM Improvements

RC.RP Recovery Planning

Recover RC.IM Improvements
RC.CO Communications
NIST Risk Management Framework NIST Cybersecurity Framework



Different views of the NIST Risk Management Framework

-ﬂ_d‘bnz POI_'IN_ \PS 199/ SP 800.g,
{ FIPS 199 {SP loo‘eg‘ ¢ g
SP 800-37 / SP 800-53A ! m—— : FIPS 200 / SP 800-53
CATEGORRZE Categorize
MONITOR Information System SELECT
' Security Controls -l [ Soonitly Lot System
SP 800-37 e e p Monitor
RISK MANAGEMENT SP 800-53 / SP 800-30 Controls
I AUTHORIZE FRAMEWORK SUPPLEMENT l T Organizational
Information System Security Controls
Schrlty Life CVCIQ
Authorize Implement
SP 800-53A SP 800-18 Controls
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A systematic qualitative guide for categorizing information and

information systems...
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http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1rl.pdf
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2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information
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Mission-based Information and Information Systems

1. Defense and National Security
2. Homeland Security

3. Intelligence Operations

6. Natural Resources

/. Energy

8. Environmental Management
9. Economic Development

10. Community and Social Services
11. Transportation

12. Education
13. Workforce Management

14.
15.
16.
17.
5. International Affairs and Commerce18.
19.
20.
21.
22.
23.
24.
25.
26.

Health

Income Security

Law Enforcement

Litigation and Judicial Activities

Federal Correctional Activities

General Sciences and Innovation
Knowledge Creation and Management
Regulatory Compliance and Enforcement
Public Goods Creation and Management
Federal Financial Assistance

Credit and Insurance

Transfers to State/Local Governments

Direct Services for Citizens 1



Disaster Management Information Types

T D.4 Disaster Management

] [)1595ter Monitoring and Prediction

Strategic National & Theater Defense Energy Supply

e mmmeoe| Disaster Preparedness and Planning

o =) Disaster Repair and Restoration

Executive Functions of the Executive Pollution Prevention

Office of the President (EOF) D.9 Economic I} E R
e e et e mergency esponse
Intelligence Collection Financial Sector Ove:
Intelligence Analysis & Production Industry Sector T
lew D.10 Cﬂuﬂy&wm )
Homeownership Promotson
Community and Regional Development
Social Services s
w “\.w - 1S St 4 C o [y —
D1 Tnumdu Substance Control :-'::-u
Ground Transportation Crime Prevention v Gt
Xﬁ;mmm onllfm&u‘kumuu INFORMATION SECURITY
Foregn Aflaurs Space Operations Judicral Hearings
International Development and D.12 Education Legal Defense R TS
Humanitanan Axd Elementary, Secondary, and Vocational  Legal Investigation el
Global Trade Education Legal Prosecution and Litigation e
D.6 Natural Resources Higher Education Resolution Facilitation
Water Resource Management Cultural and Histonic Preservation D.18 Federal Correctional Activities FaaY
Conservation, Manine and Land Cultural and Historic Exhubition Crnminal Incarceration \ /
Management D.13 Workforce Management Criminal Rehabilitation A
Recreatonal Resource Management and  Training and Employment D.19 General Sciences & Innovation
Tournsm Labor Rights Management Scientific and Technological Research ey <k
Agricultural Innovation and Services Worker Safety and Innovation v it e ] D)
Space Exploration and Innovation =op e pae et




Disaster Management Information System Example
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S Disaster Management Information

ler Information and Information
Systems to Security Categories
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15



Disaster Management Information Impact

D.4 Disaster Management

Disaster management involves the activities required to prepare for. mitigate. respond to. and
repair the effects of all physical and humanitarian disasters whether natural or man-made.
Compromise of much mformation associated with any of the missions within the disaster
management mission area may seriously impact the security of a broad range of critical
infrastructures and key national assets.

16



A spreadsheet is a useful way to organize datasets
to categorize an information system

Information Types Confidentiality Integrity Availability

Disaster Monitoring and Prediction

Disaster Preparedness and Planning

Disaster Repair and Restoration

Emergency Response Information Type

 NIST SP 800-60 V.2 R1 is helpful for determining a preliminary
impact level categorization of Disaster Information Types

MIS 5206 Protecting Information Assets
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Disaster Management
Information Types

Identify Information
Systems

identity (U
Information |
Types

MIS 5206 Protecting Information Assets

D.4.1 Disaster Monitoring and Prediction Information Type

Disaster monitoring and prediction involves the actions taken to predict when and where a
disaster may take place and communicate that information to affected parties. [Some disaster
management information occurs in humanitarian aid systems under the International Affairs and
Commerce line of business (e.g.. State Department disaster preparedness and planning).] The
recommended provisional categorization of the disaster monitoring and protection information

type follows:
Security Category = {(confidentiality, Low), (integrity, High), (availability, High)}

D.4.2 Disaster Preparedness and Planning Information Type

Disaster preparedness and planning involves the development of response programs to be used in
case of a disaster. This involves the development of emergency management programs and
activities as well as staffing and equipping regional response centers. The recommended
provisional categorization of the disaster preparedness and planning information type follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)}
D.4.3 Disaster Repair and Restoration Information Type

Disaster repair and restoration involves the cleanup and restoration activities that take place after
a disaster. This involves the cleanup and rebuilding of any homes. buildings. roads.
environmental resources. or infrastructure that may be damaged due to a disaster. The
recommended provisional categorization of the disaster repair and restoration information type
follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)} L



Disaster Management

Information Type S D.4.4 Emergency Response Information Type
identify Information Emergency Response involves the immediate actions taken to respond to a disaster (e.g.. wildfire
Systems management). These actions include providing mobile telecommunications, operational support,
i— power generation, search and rescue, and medical life saving actions. Impacts to emergency

response information and the information systems that process and store emergency response
information could result in negative impacts on cross-jurisdictional coordination within the
critical emergency services infrastructure and the general effectiveness of organizations tasked
with emergency response missions. The recommended provisional categorization of the
emergency response information type follows:

Security Category = {(confidentiality, Low), (integrity, High), (availability, High)}

identity (U
Information |
Types

MIS 5206 Protecting Information Assets
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Can you recall...

* How to determine the Summary Impact Levels for the Disaster

Information Tvpes
Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High ?
Disaster Preparedness and Planning Low Low Low ?
Disaster Repair and Restoration Low Low Low ?
Emergency Response Information Type Low High High ?

MIS 5206 Protecting Information Assets
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Can you determine the impact level categorization of an

information system based on categorizations of the types
of information it contains?

Disaster Management Information Systems

Summary
Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High

Information System Impact Ratings: ? ? ?

MIS 5206 Protecting Information Assets
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Can you determine the overall security categorization of a
Disaster Information System?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High ?

MIS 5206 Protecting Information Assets
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Overall security categorization
of a Disaster Information System

Disaster Management Information Systems

Summary
Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High High

MIS 5206 Protecting Information Assets
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Selecting cybersecurity risk controls

SP 800-53A

SP 800-39"

MIS 5206 Protecting Information Assets

NIST Special Publication 800-53
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FIPS 199 categorization is used to select among 3 security control baselines of
security controls

SP 800-160

SP 800-18

(P 1901 5P B0C40/ CLR Regigg,

SP 800-39

4y 3 3

CNTL g INITIAL CONTROL BASELINES
NO. CONTROL NAME
Low | MOD HIGH
Awareness and Training
AT-1 | Security Awareness and Training Policyand | P1 AT-1 AT-1 AT-1
Procedures
AT-2 | Security Awareness Training P1 AT-2 AT-2(2) AT-2(2)
AT-3 | Role-Based Security Training P1 AT-3 AT-32 AT-2
AT-4 | Security Training Records P3 AT4 AT4 AT4
AT-5 i = = = =
Audit and Accountability
AU-1 | Audit and Accountability Policy and P1 AU-1 AU-1 AU-1
Procedures
AU-2 | Audit Events P1 AU-2 AU-2 (3) AU-2 (3)
AU-3 | Content of Audit Records P1 AU-3 AU-3 (1) AU-3 (1) (2)
AU-4 | Audit Storage Capacity P1 AU-4 AU-4 AU-4
AU-5 Response to Audit F ing Falures P1 AU-5 AU-5 AU-5 (1) (2)
AU-8 | Audit Review, Analysss, and Reporting P1 AU-8 AU-B (1) (3) AUS ((18))(3) 5)
AU-7 | Audit Reduction and Report Generation P2 Not Selected AU-7 (1) AU-7 (1)
AU-8 | Time Stamps P1 AU-3 AU-8 (1) AU-8 (1)
AU-@ | Protection of Audit Information P1 AU-9 AU-Q (4) AU-2(2) (3) (4)
AU-10 | N iati P2 Not Selected Not Selected AU-10
AU-11_| Audit Record Retention P3 AU-11 AU-11 AU-11
AU-12 | Audit Generation P1 AU-12 AU-12 AU-12 (1) (3)
AU-13 | Monitoring for Information Disclosure PO Not Selected Not Selected Not Selected
AU-14 | Session Audit PO Not Selected Not Selected Not Selected
AU-15 | Altemate Audit Capability PO Not Selected Not Selected Not Selected
AU-16 | Cross-O i Auditing PO Not Selected Not Selected Not Selected
Security Assessment and Authorization
CA-1 | Security Assessment and Authorization P1 CA-1 CA-1 CA-1
Policies and Procedures
CA-2 | Security P2 CA-2 CA-2 (1) CA-2(1)(2)
CA-3 | System P1 CA-3 CA-3 (5) CA-3 (5)
CA-4 i — — — —
CA-5 | Plan of Action and P3 CA-5 CA-5 CA-5
CA-8 | Security Authorization P2 CA-8 CA-8 CA-8
ca7 |c jtori P2 CA-7 CA-7 (1) CA-7 (1)
CA-8 | Penetration Testing P2 Not Selected Not Selected CA-8
CA-@ | Intemal System C P2 CA-2 CA-2 CA-2
Configuration Management
CM-1 | Configuration Management Policy and P1 CM-1 CM-1 CM-1
Procedures
CM-2 | Baseline Configuration P1 CM-2 cM-2 (1) (3) @) | cm2 ((17 )) 2)(3)
CM-3 | G ion Change Control P1 Not Selected CM-3(2) CM-3 (1) (2)
cM4 | Security Impact Analysis P2 cM4 CM4 CM-4 (1)
CM-5 | Access ictions for Change P1 | Not Selected CM-5 CM-5 (1) (2) (3)
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Geographic information, for example, is important

Free flow of geographic information between government and public is
recognized as essential to the Nation
— Informs public for participation in democratic decision making

— Private businesses reuse the public’s investment in government

information

How We Reason
How We Abstract About the World

Our World e Patterns
e Data and Data Models °® Processes

® Models e Relationships
° Workflows ® |mplications

e Maps and Globes

® Metadata

A S0

N D TS Int ted
oo |

Digital Geographic
Knowledge

How We Organize
and Communicate

e Collaboration

® Place-Based Approaches
® |ntegrated Teams

a'e

. Shared Geographic

Knowledge

And How We Act

Disseminating public
geospatial data is
central to the missions
of many public,
private and non-profit
organizations

From ESRI Marketing material



Geographic data’s role in government

Geographic location is a key element of 80-90% of all
governmental data

Data produced with Geographic Information Systems (GIS)
are essential to >50% of U.S. domestic economic activities
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National Spatial Data Infrastructure

1994 Executive Order instructed Federal Geographic Data
Committee (FGDC) to create National Spatial Data

Infrastructure (NSDI), and...

e Address S billions wasted

— Redundant collection of undocumented
hard to find geospatial data stored in
incompatible formats

* Encourage Agencies to stand-up NSDI
Clearing House nodes (i.e. websites on

Internet)

— Populated with geospatial data and
their descriptive metadata
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Public GIS data are shared and distributed via the Internet-
based National Spatial Data Infrastructure

‘National Spatial Data Infrastructure
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National Spatial Data Infrastructure

Provides a searchable metadata-enabled online ‘&[22
clearinghouse for finding, downloading and

resusing GIS datasets

Metacits

MIS 5206 Protecting Information Assets
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NSDI: A data source for terrorists?

After attacks on USS Cole in 2000 and the
9/11/2001 attacks, attention focused again
on protecting critical infrastructure U.S.
advisories might seek to attack

...GIS data made available through NSDI

websites became recognized as at risk of
being exploited by those seeking to attack
U.S. major cities and critical infrastructure




RAND Corporation...

The First Satellite
. Design

wngitmering ¥ of the nuts

bolts rwalition of 2 satallite sppacecealt

Artificial
Intelligence

cusvors of
I precursors of po

languages sach as

lsaicket Switching;:
Seed of the Internet

Paul Baran developed a plan for a
communication network that would
withstand a nuclear attack. This
notion of distributed
communications, or packet
switching, eventually became the
foundation of the Internet.

http://www.rand.org/about/history.html
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The tablet was one of the first devices

permitting the mnput of handwritten
toxt and freshand drawings into a
computer, While Bmited in its
capahilities and far too expensive for
commercial use, the RAND Tablet
nonstheless showed the way for
PalmPslots, Tablet PCs, and Pads
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Risks from public geospatial information

In 2003, Director of U.S. National Imagery and . .
Mapping Agency asked RAND Corporation for a: Mapplng fhe RISkS

Assessing the Homeland Securi

Framework to “guide public and private decision Implications of Publicly Available
makers in weighing homeland security implications Geospatial Information
related to release of geospatial information” JOHN C. BAKER, BETH E. LACHMAN, DAVID R. FRELNGER,

KEVIN M. O'CONNELL, ALEXANDER C. HOU, MICHAEL S
TSENG, DAVID ORLETSKY, CHARLES YOST

Prepared for the National Geospatial-Intelligence Agency

Approved for peblic releoss, disribeticn enlimied

m NATIONAL DEFENSE RESEARCH INSTITUTE

Today the National Imagery and Mapping Agency is called the National Geospatial-Intelligence Agency



Risks from public geospatial information

RAND’s 2004 deliverable included a survey and analysis of

— 465 programs/offices/initiatives at 30 agencies and departments
identified as providing geospatial information to the public
* 628 public datasets sampled from NSDI Clearinghouse websites

* 37 (~¥6%) found to be useful in helping an attacker select a target or plan an attack
against a site

— None were considered so critical that an “attacker could not perform the attack without”
them

— Conclusions

* Publically available geospatial “information needed for identifying and locating
potential targets is widely accessible”

» “..detailed and up-to-date information required for attack planning against a
particular target is much less readily available”



RAND’s assessment of risks posed by GIS data
shared publically over the Internet is focused
by 3 “filters”

Framework for Analyzing the Homeland Security Sensitivity of Geospatial
Data and Information Sources

Filter Key Questions for Decisionmakers

Usefulness ¢ |s the information useful for target selection or
location purposes?
* |s the information useful for attack planning
purposes?
Uniqueness * Is the information readily available from other
geospatial information sources?
¢ |s the information available from direct observation or
other nongeospatial information types?
Societal benefits and costs ¢ What are the expected security benefits of restricting
public access to the source?
¢ What are the expected societal costs of restricting
public access to the source?




Federal Geographic Data Committee’s risk
assessment and control guidelines for...

Identifying sensitive information contents of geospatial
data that pose a risk to security

Making information security decisions and applying
safeguards to sensitive geospatial data contents

“Does knowledge of the location and
purpose of a feature as described in the
data, have the potential to significantly
compromise the security of persons,
property, or systems?”

FGDC 2005, based on RAND’s 2004 study

Tied

Tuwe 1005

Guidelines for Providing Appropriate Access to Geospatial Data in Response

to Security Concerns

What is the purpose of the guidelimes”

Mamy public, pnivate, and non-profit organszations
criginate and publicly disseminate peospatial data
Dissemination is essential o the massions of many
orgamzations and the majority of these data are
g'qwure for pblic release However, a small portion of
e data could pose nisks to security and may therefore

requre safequarding Althongh there 3 not nmch publicly
wvailable peospanial mformanon that is sensitive (Baker
and others, 2004, page 123). mamagers of gecspatial

d using dfferent

have safeg
decision procedures and criteria
The guidelines provide standard procedures to

1. Tdensify sensitive information content of geospatial
data that pose a nsk to secunty.

2. Review decisions about sensitive information
countent during reassessments of safeguards on
geospatial data

Addisonally, the gusdelines provide a method foe
balamcmg secunty ngks and the benefits of geospatial data
dis If safeguarding is pustifled. the guidel

help orgrmzations select appropuate nd brased safeguards
that provide access to geospatial data and stil protect
sensiive mformation comtent

The mmdelines do not grant any new mthonty and are to
be camned cut withen exssting suthenties avakible to
orgamzatons. They apply to geospatial data urespective of
the meses of dats access ot delivery method. or the format

How are the guidelines orgamized?

The gidelines provide a procedure consisting of a
sequence of decissons (see Finue 1) that an onpnatmg
orgamzation should make about geospatial data. Each
decision i3 accompanied by related instactons and
discuszion.

The decisicn sequence 15 arganszed using the following
mationale:

[ Dothe geospanal data onginate in the orgamization?
Tf not, the ocganization is mstructed to follow the
mstructions related to safeguarding that accompany
the data

T Tfthe goospatial data omginate in the organization,
o the data need to be safeguarded? This decision is
based on three factors

o Rk to secumty: Are the data useful for selecting
one or mare specific potential targets, andlor for
plamung and executing an attack on a potental
target?

o 1} ] jon If the data contain
information that pose a secunty nisk, s this
sensitve mformation dificult to observe and not
available from open sources?

®  Net benefit of disseminating data: If the
sensitive mfcemmbon poses a nsk to secunty and
15 umaque %0 the peospatial data. do the secunty
costs of dissenunating the data outweagh the
societal benefits of data dissemmnation”

Safeguarding is pstified only for data that contan
sensative information, that aze the umque sousce of
the senmtive information, and for which the secunity
nsk outweaghs the societal benefit of dissenumabon.

T 1f the data need to be safeguarded, what safeguards
are jushfied”? The smdelmes offer two opBons:

e (hange the data Clumge the data to semove or
fy the sencative information and then make
the changed dats avaulable without futher
safeguads. Orgamzations are advised to review
the changed data 10 exsure that the change(s)
dealt effectively with the secunty concem.

FEDERAL GEOGRAZIC DATA COMMITTZE
U5 GEOLOGICAL SURVEY. 490 NATIONAL CENTER
SESTON, VIRGEEA 20252

St e Gpde g

PHUONT: 733-845-1314
FAX. 7036455755
ENAL cpcazpd g




Figure 1. Decision Tree for Providing Appropnate Access to Geospatial Data

w

. Document your use of the decision procedure, I

in Response 1o Secunty Concems
i
iz I 1. D your organization onginate these data? I— No
n T
H
-

l = (Have the senstivity concerns been addressed by the changes to data?) -

4, Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a N
potential target? No

L}
Yes

+
[ 5. 15 the information unique to these data? f- o

T
Yes

L3

6. Do the security costs outweigh the societal benefits of | N°
active dissemination of these data?

\ |

Yes

. +

8. Would the public still be 9. Do you have
served, and the security the authority 10. Change

risk be mitigated, by "Y1 tochange | Y these data.

sy

Secoon It Do these date
need 10 be safe)
A

L

changing these data? these data?
T /

Ne No
v /
11. Do you have the
authority to restrict
these data?
I
No
+
12. Will the appropriate
decason maker give
permission to restrict
these data?

No

\ L

Fiadl Juse 2005
Guidelines for Providing Appropriate Access to Geospatial Data in Response
to Security Concerns

Secton I Whet safeguards
&0 suthozed and justfed?

D Decision or Vaiid endpoint for use
process of the guideines
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Decision Tree for Providing Appropriate Access to Geospatial Data
in Response to Security Concerns

2. Follow
instructions

of originating
organizatio

/"

1. Did your organization originate these data? - No

I
Yes

v

3. Document your use of the decision procedure.

-

Section I: Is it your decision to
apply safeguards to these data?
A



...risk assessment...
v

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

-

“Sensitivity” of geospatial data is based on usefulness to terrorists

Do the data show “choke points to
increase effectiveness of an attack ?”

MIS 5206 Protecting Information Assets



...risk assessment...
_ i

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

“Sensitivity” of geospatial data is based on usefulness to terrorists

Do the data “provide relevant
current (real-time, near real-
time, or very recent) security-
related data” that can help an
attacker “find the best way to
cause catastrophic failure ?”




Assess the risk...

v

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

No

|
Yes

v

7

. Is the information unique to these data?

L No Safeguérding

is not

T
Yes

v

Section II: Do these data
need to be safeguarded?
A

wu

justified.

6. Do the security costs outweigh the societal benefits of
active dissemination of these data?

No

\S |
Yes

v



...control/mitigate the risk...

l fo (Have the sensitivity concerns been addressed by the changes to data?) -

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

I
Yes

¥

5. Is the information unique to these data?
I
Yes

v

6. Do the security costs outweigh the societal benefits of
active dissemination of these data?

Yes
Y
8. Would the public still be 9. Do you have
served, and the security | the authority | 10. Change ||
risk be mitigated, by 5 to change eI these data.

changing these data? these data?




...control/mitigate the confidentiality risk...

v
/ 8. Would the public still be 9. Do you have
served, and the security | the authority | 10. Change
risk be mitigated, by YeS ™ o change Yes o these data.
changing these data? these data?
| /

No No
2 /

11. Do you have the
authority to restrict \
these data? Y.

1
No \
* //

12. Will the appropriate Yes

decision maker give | __—

permission to restrict
these data?

!

No

L :

Section iIl: What safeguards
are authorized and justified?
A

14.
Safeguarding
is not
authorized.




...control/mitigate the risk...

If security risks outweigh benefits of releasing the
data to the public, agency can choose to safeguard

data by:

*  Modifying data

— Remove or reduce detail in offending data
elements

* either in the attributes, spatial
representations, or both

* Restricting access to data

— If agency lacks authority to change data, or
believes modifying data will undermine its
value to the public, then agency can restrict
access

— g

gl | | ‘
[
10. Change
these data.




...control/mitigate risk... O

these data.

To remove or reduce detail in offending data elements apply
techniques of Cartographic Generalization

1. Selective Omission
A~ S oA —~_ 2. Simplification

"‘-\_/-L.’ S SN ~

sgetl 4. Exaggeration
|- lll
A

. 5. Displacement
e 2

Before... ...after

3. Combination

MIS 5206 Protecting Information Assets



FIPS 199’s and FGDC Guidelines’ share a
mutual security objective...

o | | | | § .
{ Confidentiality \ Integrity Availability
Preserving authorized Guarding against improper Ensuring timely and
| restrictions on information]  information modification rell'ab‘le access to and use
| 2ccessand disclosure, Of destruction, and of information.
including means for includes ensuring .
: It . ‘
| protecting personal | (Information non- 5. Would the publc i be T
. - repudiation and riak be mitgated, by | [ tochange  [7e 2 1% fhese deto.
\ privacy a.nd proprietary ] authenticit changing these data? these data?
information. authenticity. o
-_— s - . ﬁ" e
e
gg< these dayu', T Yes _
T e ——
| g
e e ) § 12. Will the appropriate Y restrictions.
FGDC Guidelines R
permission to restrict
° ° - these data?
|
security objective !
\ 1 Sateguarding
authorized.

What FIPS 199 security objectives are at risk by
implementing the FGDC’s Guidelines ?



Metadata enables communicating data
classification information

2 examples of metadata standards that include security
categorization information for geographic datasets

008 TN 9]

EUROPEAN STANDARD EN IS0 191151
NCRME EURCPEENNE
EURCPASCHE NORM

Content Standard for Digital Geospatial Metadata T RO TR DAY KT

Mectadists Ad Ho: Working Group
cderal Googtaghe [hta Corsminee

Fodund Gouprgba Duta Commass ~ —
Tetm S— - o pem— o Do et
Lsary
e o Urtwn leveiopmen ® et of the bert @ S
Enospocssen ® | wonc vtd Pvoaccem Ag
ey Mgt Agem, @ Linany of Congres
Al T o0 © “mwec Ui oy o B poan ‘T——— Y




Decision Tree for Providing Appropriate Access to Geospatial Data
in Response to Security Concerns

2. Follow
instructions
of originating
organizatio

1. Did your organization originate these data? - No
|

Yes
F | | J | | | | | | | | | | |
Il 3. Document your use of the decision procedure. |
- - I I I S IS S S S e e

Section I: Is it your decision to
apply safeguards to these data?

Content Standard for Dignal Geospatial Metadata

Metadets AJ Hox W arlon Group
Fedes Gougractx: s Cemmstoe




GUIDEL DES FOR PROVIEDENG APFROPRIATE ACCESS TO GROSPATIAL DATA
DN RESPONSE 70 SPeUReTY Concrans

Lo
Joog 2003

Appendix 2: Documenting Use of the
Guidelines in Metadata Accompanying

Geospatial Data
Ths appendix identifies data elements in the “Content
Standard for Digital Metadata™ (Federal

Geographic Data Conuuttee, 1998) that are available for

If your organization has a formal classification system you
also can report the clasaification level of the geospatial
data by category under “Secunty Information™
(elememl‘ll)

Geospatial metadata can also be subject to safeguardmg.
To document the details of restnictions on access, use, or
dissemination of the metadata-

doammnglheuseof&guﬂdinesmdumchu
Eofmﬁoumnmsbmﬂdbemodedmmudan:

(l)dr that the geospatial data and metadata were

nes. (2) that

¢ Report restnctions on access to the geospatial
metadata under “Metadata Access Constramts”™
(element 7.8).

=

v
3. Documet)t your use of the decision procedure.

LEGEND

Four types of information should be encoded in metadata:
(1) the fact that the geospatial data and metadata were
reviewed using the guidelines. (2) decisions that were
made, (3) the date of the decisions, and (4) the safeguards
(changes to the geospatial data or restrictions on access,

use, or dissemination of the geospatial data and metadata)

Metadata

=

Field

that were applied.

??fiiiiiié

|

MIS 5206 Protecting Information Assets



Section 7

Metadata Reference Information

Metadata Reference
Information
7.

CSDGM Version 2 - 1998
(FGDC-STD-D01 June 1998)

74 75

A
= Contact | | Standard
[
Contact =
i Information

(see
section 10)

LEGEND

3-D Box
mandatory Indicates
Data Entry Field

MIS 5206 Protecting Information Assets
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GUIDE DES FOR PROVIDENG APPROPRIATE ACCESS TO GROSPATIAL DATA oo
N RESrONSE 70 SECURsTY Conommas oo 2003
Appendix 2: Documenting Use of the gm:“,wm n;‘ m,mm-'ﬁ fmm&n::’;:— ,dw‘
Guidelines in Metadata Accompanying data by category under “Secunty Information”
Geospatial Data (element 1.12)
This appendix identifies data elements in the “Content Geospatial metadata can also be subject to safeguardmg.
Standard for Digital Geospatial Metadata™ (Federal To document the details of restrictions on access, use, or
Geographic Data Conumittee, 1998) that e available for ~ dissemination of the metadata:
documenting the use of the quidelines in the metadata o Report restrictions on access to the geospatial
Four types of information should be encoded m metadata: metadata under “Metadata Access Constramts™
(1) the fact that the geospatial data and metadata were (element 7.8).
.
3. Document your use of the decision procedure. o

Four types of information should be encoded 1n metadata:
(1) the fact that the geospatial data and metadata were
reviewed using the guidelines, (2) decisions that were
made, (3) the date of the decisions, and (4) the safeguards
(changes to the geospatial data or restrictions on access,

use. or dissemination of the geospatial data and metadata)
that were applied.

Mt W P g e
e e

Cortert Sbard ow Dnpiad Cammprainad Mutanlots




Section 1 e CSDGM \ersion 2 - 1098 (FGDC-STD-001 June 1998)
Information
Identification Information .
I
16 1718 191140 111 142 143 114
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e e --m{ —»| 10. Change J

these data.

.. , 1f yonut oo e # Socsd honticston ryviess you
Appeadic 2 Documenting Use of the dm-ml Scatie hevel of Ge ol
Guidelines in Metadata Accompanving ata Ty categery wde Yooy Ldarmenos

CGrospatial Data (elewent 1 1)

Thes syprncx sdevesfins doms v 1 Ghe “Comtens Cumvegarial madars ran aiss he shiary & safnpomeding
Sendind G Digiead Geospanial Metadamy™ (Federsl T dovuaums G Sreah of setinGons cw acoet, <, of
Crogphis Dvts Toumen. 1700 that ae svalabie S04 Lomazrse of e neraler
BOTIETY S T S parae S e ot o Pepent gt o8 ."'
r—»ndu—-nuumu-- m*
(1) S farn e e propanal doms wnd mertadats wne

= e

v
3. Documet)t your use of the decision procedure.

LEGEND

Four types of information should be encoded 1n metadata: Metadata
(1) the fact that the geospatial data and metadata were
reviewed using the guidelines, (2) decisions that were
made, (3) the date of the decisions, and (4) the safeguards
(changes to the geospatial data or restrictions on access,
use, or dissenunation of the geospatial data and metadata)

that were applied.

=

H
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Section 2

CSDOM Version 2 - 1998
(FGDC-STD-001 June 1908)
Data Quality Information 10. Change
S
| ' | | : | these data.
24 2f 23 24 — 2.h -— 286
) &
<
& g Y
Before... ...after

Techniques of
Cartographic Generalization

1. Selective Omission
2. Simplification
o 3. Combination
—ry .- 4. Exaggeration
5. Displacement
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ArcGIS Resources

Home Communities Help

ArcGIS Help 10. L Metagata

¢ What is metadata?

| 1. Did your organization originate these data?
T

Yes
[P S S ey —
3. Document your use of the decision procedure.

esowrce Center

. Essential metadata vocabuiary

Section L I3 It your decision to
apply safeguards o these data?

« | AbOut viewing metadata &
Viewing metadata

o1 Meladata styles and standards

1 ) ™ "~ & o a
i Introduction « Choosing 2 metadata style
Databases 3 metadata tormat

atabases

,  Adminster = PR
I Datatypes L importing and exporting metadala
L4 Introduction &1 Printing metadata
gy Annotations Autamat matadaa nciatar
Ly CaD == J, Edting metadata
lsg - ~  Aquck tour of creating and ediing metacata
& Dimension features e _-_ Upgrading exsting FG metadata from the Description tab
Ly Domains - } metadata
Fealure classes = | About creating thumbnails
, Teature datasets Ly Creating thumbnails
Geometrc networks -_ Creating standard-compilant metadata
_i KML = About valizating metadata
, Vawdabting metacala
Ly Metadata workfions
Network datasets -
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Communicating risk classification and controls...

P — o

(1718 19110 1141 [1.42 143
Yy | Y | h J v
HAccess Point of Data Native |
Constraints Contact Set Set
Contact Credit | | Environr

Information

(see
section 10)

Security
Classification
System

File Type

MIS 5206 Protecting Information Assets

Security
Classification

Security
Handling
Description

Note: Be wary of metadata with undefined or free text domains
which block use in automated controls...

1.7 Access Constrains - restrictions and legal prerequisites for accessing the data set. These include any access
constraines applied to assure the protection of privacy or intellectual properry. and any special restrictions or
Tinitarions on obraining the data set.

Type: text
Domam: "Nons" fiee lex!
Short Name: accconst

1.8 Use Constraints — restrictions and legal prerequisites for using the dara set afrer access is granted. These
include any use constraints applied to assure the protection of privacy or intellectual property. and any special
restrictions or limitations on using the data sct.

‘Type: text
Domain: "None" free text G

Short Name: wseconst

1.12 Secunty Infonmation =~ handling restrictions immposed on the data set because ol national securily, privacy., or
other concerns.
Type: compound
Short Name: secinfo

1.12.1 Secunity Classification System - name of the classification system.
Type: lext
Domair fres text €

Short Name: secsys

1.12.2 Secwrity Classification -- name of the handling vestricrions on the data ser.
Tyype: text
Dowain: "Top secrel” "Secrel” "Confidential” "Reshicled” "Unclassified" "Sensitive” €
free text
Shest Name: secclass

1.12.3 Seaumly Handlimg Descniplion - additional information about the restrictions on bikdling the dala sei1,
I'ype: text
Domniny: free o] G

Short Name: sechandl



...security classification for geospatial data...

CSDOM Verzion 3 - 1908 (FODC-STC-001 June 1008)

1.12 Security Information - handling restrictions imposed on the data set because of national security, privacy, or
other concerns

Type: compound
Short Name: secinfo
I I I IS IS IS S B e B e .
1.12.1 Security Classification System - name of the classification system
Type: text
Domain: free text
Short Name: sccsys

13110 111 192 113

114

b b B B

I 1.12.2 Security Classification - name of the handling restrictions on the data set.

Type: text

Domain: "Top secret” "Secret” "Confidential” "Restricted” "Unclassified” *Sensitive”
I free text

Short Name: secclass

___/

| S SR S S e pe———
1.12.3 Security Handling Description - additional information about the restrictions on handling the data set.
Type: text
Domain: free text
Short Name: sechand!

MIS 5206 Protecting Information Assets



1SO19115-1 Geospatial metadata standard

MIS 5206 Protecting Information Assets

MD_SecurityConstraints

classification: MD_ClassificationCode
userNote: CharacterString [0..1]
classificationSystem: CharacterString [0..1]

R

handlingDescription: CharacterString [0..1]

Wormaton: |
wtan

MO Cnts e
e s LS e 10
WD MnwyrGrapha 8.7

L §
abiny MY Bolemsabdin 011
oy (0.

B it wed il L1}

MD_Releasability

+ addressee: Cl_Responsibility [0..*]

-__\

-_L_

Metadats (s wistee NO Mrudats I \
)

'y

+ statement: CharacterString [0..1]

MDD SocereyConars o

+ disseminationConstraints: MD_RestrictionCode [0..%]

B T PR
+ WerN e DvenerTe g (8 1)

constraints

\

{count (addressee + statement) > 0)

- e i
e —— e R YL N

ide

r'———-
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NIt
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Lo moabie
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|
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|
|
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\'ﬁ' N Pt

’ “Cngeliiie | VD Rty sy
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Department of Defense’ Information Assurance (IA)

...also categorizes information systems and data in terms
of CIA...

Confidentiality Levels

LEVEL

High

DEFINITION

Classified Information

Medium

Sensitive Information, Not
Cleared for Public Release

Basic

Information Cleared for
Public Release

+

Mission Assurance
Categories

= MAC | - vital to operational
readiness or mission effectiveness
of deployed or contingency forces.
Loss of integrity or availability
unacceptable. Requires most
stringent protective measures.

s MAC Il - important to the support
of deployed or contingency forces.
Loss of integrity unacceptable,
unavailability tolerable only for
short time. Require additional
safeguards beyond best practices.

s MAC Illl - necessary to conduct of
day-to-day business. Protection
commensurate with commercial

best practices.

Department of Defense

INSTRUCTION
NUMELR w8 |
by 5, 004
ASDXNLT)
SURMECT  Iafiwmatwn Avsommmce (TA] 0 the Diefosse Acquind e System

Referenien (2) Chanter 25 of Lale 80, Uinsted Swtes Code
) Dod Dwective $5001, "Informaaon Assaranoe,” Ocsber 24, 2000
) DoD Instngscn §500 2" lofrmation Asassns (14) Implemersation.”
Febevary 6, 2003
4) Dol Dwactive 50001, “The Deforse Acquastion Syvstem ”
May 12, 2000
€) thoesigh (V). see enclowre |

b IRROsE
Tha e non

11 leplemants poiaty, g fesponmi el ies, knd prescr Bed procedusct under
Pedererces (AL, (DL end (C) MoCesary 10 miegrate lonmutoe ssserance (LA) s the
Deferse Acqmsian Sy en descrod i seference () and Dol Tosmuxtem $000 2
eference fe))

12 Desrbos roguand and rocomnendnd Iovels of 1A actvitaes rekatng to the
wogarution of sy stesns and servaes

1.3 Describos 3¢ oowmtid dlorsents of 3o Acgatation 1A Samemy, & pplkanin
ad Presorihen W ASQEETIoN |A SIEtcry suben naton A% IOV KW Frovee
0 Y 4 2S00
Thas leotrcisn

3.0 Apphies w the Offioe of v Secretary of Do, e Miditony Depurtmons, the
Clasrman of tw Jowt Chiefs of Seff the Combatant Commands, the Office of the




Agenda

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information

More on Confidentiality: Linked & Linkable PlII
Risk Evaluation

Risk Management Techniques, a brief review
Test taking tip

Quiz

62



NIST SP 800-122 — Guide to Protecting Confidentiality of PlI

 Specifically focused on:
— Identifying PII

— Determining Pll confidentiality impact level needed
to supplement the FIPS 199 confidentiality impact
level of an information system ST —

Scndecch o Techrelogy
LS Dopurtmand of Comvmarce

Guide to Protecting the
Confidentiality of Personally
Identifiable Information (PIl)

Recommendations of the National Institute
of Standards and Technology

Erika McCalister
Tm Grance
Karen Scarfone




Personally Identifiable Information (PlI)

Any information about an individual maintained by an agency, including:

1. Any information that can be usedto 2. Any other information that is linked or

distinguish (i.e. identify) or trace an linkable to the identifiers listed in #1:
individual’s identity, such as: * Date of birth

— Name * Place of birth

— Identifying number * Race

— Address * Religion

— Asset identifier * Weight

— Telephone number * Geographic indicators

— Personal characteristics * Medical information

— Personally owned property identifiers * Educational information

* Financial information
* Employment information



Linked information

Taught-By Relation

C# Fid#
223 9
222 9
302 | 21
302 | 14
542 2

N

MIS 5206 Protecting Information Assets

Enrolled Relation

c# Course Name | Cr | Dept Fid# | Name Position Dept
223 Calculus 5 |Math 9 |[Henry Prof. Math
302 Intro Prog 3 |Cs 2 |Jackson | Assist. Prof | Hist
302 Organic Chem | 3 |Chem 14 | Schuh Assoc. Prof | Chem
542 Asian Hist 2 | Hist 21 | Lemer | Assist. Prof |CS
222 Calculus 5 |Math

Course Data Table Faculty Data Table

Sid# | C#

1 223

4 222

4 302

3 302

5 302

2 542

2 223
Sid# | Name | Year | GPA ce Course Name | Cr | Dept
1 | Smith 3 3.0 223 | Caleulus | 6 |Math
2 | Jones 2 35 302 Intro P 3 |CS
3 Doe 1 12 302 Organic Chem | 3 | Chem
4 |Varda 4 40 542 Asian Hist 2 |Hist
5 |Carey 4 0.5 222 Calculus 5 | Math

Student Data Table

Course Data Table




Linkable information

Property (“Parcel”) Data Table

Shape

o

PIN

Area

Addr Code

| 334-1626-001

7,342

341 Cherry Ct. | SFR

334-1626-002

8,020

343 Cherry C1. | UND

334-1626-003

10,031

345 Cherry Ct. | SFR

334-1626-004

9,254

347 Chemry Ct. | SFR

334-1626-005

| 334-1826-006

8,856
9,975

348 Cherry Ct. | UND
346 Cherry Ct. | SFR

N DB W| N -

334-1826-007

| 334-1626.008

8,230
8,645

344 Cherry Ct. | SFR
342 Cherry Ct. | SFR

PIN (“Property Identity
Number”) is a common
identifying attribute that
can serve as a “foreign
key” to link the data tables
together

Owner Tax Data Table

PIN Owner |Acq.Date Assessed TaxStat

F34-1626-001 G Hal | 189510/20

$11550000( 02

3341626002 | H. L Holmes | 1893/10/06
334-1626-003 | W. Rodgers | 1980/02/24

$24,375.00 01
$175,500.00 02

Is this PII ?

MIS 5206 Protecting Information Assets

3341626004 | J. Williamson | 1974/08/20

$135,750.00 02

334-1626-005 | P.Goodman | 1966/06/06

$30,350.00 02

334-1626006 | K Slawy | 1942/10/24
334-1626-007 | J. Dormandy | 1996/01/27

$120,750.00 02
$110,650.00 01

3341626008 | S Gooley | 2000/05/31

$14575000( 02




Personally Identifiable Information (PlI)

Any information about an individual maintained by an agency, including:

1. Any information that can be used to 2. Any other information that is linked or
distinguish (i.e. identify) or trace an linkable to the identifiers listed in #1.:
individual’s identity, such as: * Date of birth
— Name * Place of birth
— Identifying number * Race
— Address * Religion
— Asset identifier * Weight
— Telephone number * Geographic indicators
— Personal characteristics * Medical information
— Personally owned property identifiers e Educational information

_ Property (‘Parcel”) DataTable * Financial information
F’“" O PR es Aea Sl o Employment information

Owner Tax Data Table

PIN .. Dwner | Acq DMo'Au.M.u-d'Ta-S!MI
1626304 T "L 20| §115 50, 2 |
66002 | M L Hobnes | 10001000 | $24.375.00
K- 1626008 | W Rodges | 19800524 | §175.500 00




Agenda

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v’ More on Confidentiality: Linked & Linkable PII

* Risk Evaluation

* Risk Management Techniques, a brief review

* Test taking tip

* Quiz
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Risk Evaluation

MIS 5206 Protectii

Risk evaluation is the process of

e — identifying risk scenarios and
describing their potential
business impact

Establish and
Maintain a
Common Hisk

Risk-aware
Business
Decisions

Business
Objectives

Risk Response

Ensure that IT-reladed risk ssves,
tpportunitias and events are
addressed in p cost-effective manner |
ad in ine with business pricrites

e e ===
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Risk Evaluation - Key Components

CO//ECt Identify relevant data to enable \I
effective IT-related risk I
Data identification, analysis and 1
reporting l

\---------------------/

Ana/yze Develop useful information to
Collect Maintain . support risk decisions that take
Data Risk Risk into account the business

Profil
el impact of risk factors

RlSk Evaluation Maintain Maintain and up-to-date and
Ensure that IT-related risks and ) complete inventory of known
opportunities are identified, analysed Risk risks and attributes as
and presented in business terms. q dinth text of IT

: understood in the context o
Profile .
controls and business
processes

70



Risk Evaluation - Collect Data (RE-1)

* Goal: Ensure IT-related risks are identified, analyzed and
presented in business terms

e Metrics:

— # of loss events with key characteristics not captured or measured

-

— Degree to which collected data support
« Visibility and understanding of the threat landscape THE Risk IT

FRAMEWORK

— Analyzing scenarios and reporting trends
— Visibility and understanding of the control state

FERAIT  HSACA

-

24
)C

5

C ") Y | g7

4

-

Vo 2
Qi

ol

OC/(
CO1

£



Risk Evaluation - Collect Data (RE1)

* Existence of a documented risk data collection model
—# of data sources
—# of data items with identified risk factors
— Completeness of

* Risk event data

— Affected assets

— Impact data THE Risk IT
FRAMEWORK

— Threats

— Controls

— Measures of the effectiveness of controls
* Historical data on risk factors e

72
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Risk Evaluation - Collect Data:
Governance Roles

RACI Chart Roles &
5/ j & &
$/&/s/8 /S
F/ & & g
3 s i &.
e 6 &
fegeeegf*';@ &
Key Activities s /S S/ /¢ /s /5/&/F/&
RE1.1 Establish and maintain a model for data collection. | | IMNR| C c|cj|cCc|C|C C
RE1.2 Collect data on the operating environment. I IAR| C | | C | | | C
RE1.3 Collect data on risk events. | A|R|C I c | C I
RE1.4 Identify risk factors. A | R | I C|C|R)|C]|C

A RACI chant identifies who is Resporsible, Accountable, Consulted and,/ or Informed.

THe Risk IT

FRAMEWORK

MIS 5206 Protecting Information Assets
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Risk Evaluation - Key Components

CO//ECt Identify relevant data to enable
effective IT-related risk
Data identification, analysis and
reporting
—---------------------‘
Il Analyze Develop useful information to i
Collect Maintain i . support risk decisions that take I
Data PRL?I( I Risk into account the business I
s | impact of risk factors l
\---------------------I
Risk Evaluation Maintgin  Maintain and up-to-date and
Ensure that IT-related risks and . complete inventory of known
opportunities are identified, analysed Risk risks and attributes as
and presented in business terms. p tood in th text of IT
: understood in the context o
Prof/le controls and business
processes
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NYC The City of New York
m' a CITYWIDE INFORMATION SECURITY POLICY
Tolecommunications

Data Classification Policy
The Policy
The Agency head or designee has responsibility for ensuring agency information assets are
mmnmmwmmdwmnmmeu
Background
;omcmmdmmmmmmmdmm the value
the information f--—---c-_-_-_l
Busness omanon s+scty Information Valuation and Categorization :
Scope : 1) Ensure that business information assets receive an appropriate level of protection. I
wilon. st sochoncat The value of the information must be assessed to determine the requirements for ]
e\ security protection. :
:;:n,"m""“'m‘ oo h'mw;: 2) Allinformation assets must be valued and categorized. :
levels
£ e ik 3) Information assets must be evaluated, valued and categorized by the Data Steward on a
g o regular basis. :
inappropriate
+ Private—This 4) To ensure that appropriate protection is provided, the value of information should be 1
Srwivsin g determined before transmission over any communications network. ]

i disch culdbodaod’ylomwﬁ\mm
dangummcsdm or lead 1o loss of e is classified as
Information Valuation and Categorization

1) Ensure that business information assets receive an appropriate level of protection.
The value of the information mus!t be assessed 10 determine the requirements for
security protection.

2) Al information assets must be valued and categorized.

3) Information assets must be evaluated, valued and categorized by the Data Steward on a
reguiar basis.

4) To ensure that appropriate protection is provided, the value of information should be
determined before transmission OVer any Communications network

Updated September 9, 2014 Version 1.5 Data Classification Policy
PUBLIC Use pursuant to City of New York guidelines Page 103




Question:

How to approach prioritizing an enterprise’s data for protection?
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Let’s set up an information security categorization for an example:
Health Catalyst’s product line data

MIS 5206 Protecting Information Assets

77



Determine the overall information
security categorization of the
different datasets

"Overall"

Datasets Confidentiality  Integrity Availability Impact Rating

Financial Management

Accountable Care

Population Health Management
Operational and Workflow Improvement

Patient Injury Prevention

o Impact to
Remember the application of FIPS 199 5
to derive overall categorization of the g g
Dean’s laptop: | Asset g § s
Staff Salary Data | High Low Medium High
Student Data High Low Low High
. ) . o Fundraising Medium Medium High .
Synonyms: impact rating, security categorization, ... Presentations High
MIS 5206 Protecting Information Assets m’fs Personal | Low Low Medium Mediurm




How can you find a way to transform the ordinal FIPS 199 impact
ratings to ratio data to conduct a quantitative risk analysis?

Financial Management High High ?
Accountable Care High Moderate ?
Population Health Management Moderate |Moderate ?
Operational and Workflow Improvement Low Moderate ?
Patient Injury Prevention Low Low ?
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Analyze risk to prioritize protection

An authoritative lookup table for transforming ordinal to ratio risk data...

(. - Impact
Threat Likelihood Low (10) Moderate (50) High (100)
High (1.0) 10x1.0=10 50x 1.0=50 100 x 1.0 =100
Moderate (0.5) 10x05=5 50x 0.5 =25 100 x 0.5 = 50
Low (0.1) 10x01=1 50x0.1=5 100 x0.1 =10

01627
Risk Scale: High (>50 to 100) Moderate (>10 to 50) Low (1to 10) 1heln

NIST SP 800-100 “Information Security Handbook: A Guide for Managers”, page 90
found via SCHEDULE menu item in MIS Community site
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Analyze risk to prioritize protection

P e - Impact
Threat Likelihood Low (10) Moderate (50) High (100)
ngh{tﬂ) 1M0x10=10 50x10=50 100x1.0=100
Moderate (0.5) 10x05=5 50x05=25 100x05=50
Low (0.1) 10x01=1 50x01=5 100x0.1=10

Risk Scale: High (>50 to 100) Moxlerate (>10 to 50)

Low (110 10)

01827a

Transforming ordinal risk rankings to interval risk measures

Financial Management High High ?
Accountable Care High Moderate ?
Population Health Management Moderate |Moderate ?
Operational and Workflow Improvement Low Moderate ?
Patient Injury Prevention Low Low ?
Financial Management 100 1.0 100
Accountable Care 100 0.5 50
Population Health Management 50 0.5 25
Operational and Workflow Improvement 10 0.5 5
Patient Injury Prevention 10 0.1 1
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MIS 5206 Pro

NYE

Intoemation
Tochnotogy &
Tebocomemun atons

The Policy

The City of New York

CITYWIDE INFORMATION SECURITY POLICY

Data Classification Policy

The Aqency head o %229] Information Valuation and Categorization

appropriately
valuation.

Background |

To ensure that business §
of the information must be
Business information

merl‘

Scope

Th-spol\qmwdl
writien, stored edectr

NewYoﬂoeneralbmnul
wmc:-umwol

Aldormumatmocnyl

four levels; publc. sensivITT P " COMMCEFILT™ ™ ™= W M e ——
* Public—This information might not need 10 be dsciosed, but if it is, it shouldnt cause any

damage

* Sensitive—This information requires a greater level of protection 1o prevent loss of
inappropriate disclosure

* Private—This information is for agency use only, and its disclosure would damage the

1)

2)
3)

4)

public trust placed in the agency

+ Confidential-—Ths is the highest level of sensiivity, and disclosure could cause extreme
thw:a&mtombmumulm Datasets

Ained

Ensure that business information assets receive an appropriate level of protection.
The value of the information must be assessed to determine the reauirements for

security protection.

All information assets must be valued and categorized.
Information assets must be evaluated, valued and categorized by the Data Steward on a

regular basis.

To ensure that appropriate protection is provided, the value of information should be
determined before transmission over anv communications network.

ung Ir

danger 10 public safety. awwwumnm»m

Information Valuation and Categorization

1) Ensure that business information assets receive an appropriate level of protection
The value of the information must be assessed to determine the requirements for

security protection

2) Allinformation assets must be valued and categorized
3) Information assets must be evaluated, valued and categorized by the Data Steward on a

regular basis

4) To ensure that appropriate protection is provided, the vakue of information should be
determined before LransmESSIon Over any COMMUNICAtons Network

Updated September 9. 2014 Version 1.5
PUBLIC Use pursuant 10 City of New York gudelines Page10i3

Jre could lead directly to massive financial loss,

Data Classficaton Polcy

How do you assess the value of
information to an organization?
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Quantitative Risk Assessment

Expected losses can be weighed against the costs of counter-measures and
provides a basis for trading Information Security (“InfoSec”) costs and
benefits

— One simple assessment technique calculates the annual loss expectancy (ALE) as a

product of the cost of a single event (single loss expectancy, SLE) and the annualized
rate of occurrence (ARO)

Annual Loss Expectancy = Single Loss Expectancy XAnnualized Rate of Occurrence

annual rate of occurrence (ARO)= how many times is this expected to happen in one year?

— NOTE: The calculation assumes total loss of an asset. If an asset retains part of its useful

value, the SLE should be adjusted by an appropriate amount.
Single loss expectancy (SLE) = Asset value X Exposure factor
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Problem

How would you determine the Annual Loss Expectance
(ALE) for the theft of the Dean’s laptop from the Case
Study ‘Snowfall and a stolen laptop’ ?

84



Annual Loss Expectancy Calculation

example

Note the assumptions of:

* 5% probability of annual rate of occurrence
*  Credit monitoring service for 1,000 individuals

greatly influence the results...

Annual Loss Expectancy Calculation

Credit Monitoring Service (1000 records): $15,000
Dean’s Lost Productivity (assume $300,000 salary):
10 hours restoring data from various sources  $ 3,000
10 hours re-doing lost work $ 3,000
Replacement Device: $ 1,000
IT investigation: $ 200
Single Loss Expectancy: $22,200
Annualized Rate of Occurrence: 0.05
Annual Loss Expectancy: $ 1,100

85



Risk management decision

Decision:

Mitigate expected loss of
a dean’s laptop through
purchase of security
countermeasures

Avoid

Accept
* Transfer
v' Mitigate

Annual Loss Expectancy Calculation

Credit Monitoring Service (1000 records): $15,000
Dean’s Lost Productivity (assume $300,000 salary):
10 hours restoring data from various sources $ 3,000
10 hours re-doing lost work $ 3,000
Replacement Device: $ 1,000
IT investigation: $ 200
Single Loss Expectancy: $22,200
Annualized Rate of Occurrence: 0.05
Annual Loss Expectancy: $ 1,100

Annual Cost of Countermeasures (per device)

Automatic Backups:

Managed Device Service:

Annual Cost of Countermeasures:
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Analyze Risk

MANAGEMENT GUIDELINES—RE?2

RACI Chart Roles

Key Activities 8/8/8/8& &/ &
RE2.1 Define IT risk analysis scope. I R |C I C|A R C C
RE2.2 Estimate IT risk. I'{R|C|[C |1 [AR|R|R C
RE2.3 Identify risk response options. C C C R [A R R |
A/R | | |

RE2.4 Perform a peer review of [T risk analysis.

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

MIS 5206 Protecting Information Assets
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But... who really knows the value and
impact a breach implies for the business?

[

W W

INFORMATION INFORMATION INFORMATION
SYSTEM SYSTEM SYSTEM

Environments of Operation

MIS 5206 Protecting Information Assets




MIS 5206 Protec

[ ) g ™ The City of New York
"""“"“ CITYWIOE INFORMATION SECURITY FOLICY
Trbee s e e
Data Classification Policy
The Policy
The Agency head or designee has for assels are
ApPrOpriately Categ and the 3pprop mmdmuwwmu
valuaton
Background
To ensure that business ink as30ts an appropriate level of protection, the value

.,v-c-yd

NVYC The City of New York
Tiormation CITYWIDE INFORMATION SECURITY POLICY
Telocommdetions

Data Steward

5) The Data Steward is normally someone who is responsible for or dependent on the
business process associated with the information asset, and who is knowledgeable
about how the information is acquired, transmitted, stored, deleted, and otherwise
processed.

6) The Data Steward s responsible for determining the appropriate value and
categorization of the information generated by the owner or the Agency.

7) The Data Steward must communicate the information value and categorization when the

information is released or provided to another entity.

8) The Data Steward is responsible for controlling access to his/her information and must

be consulted when other entities wish to extend access authority,

amything
d o heid ¥ salty
business p

CUStomers.
Information Classification Im

Information

I Technology &
Public—This information might not need 1o be dsclosed, 1 Telecommunications

mmwmammam‘
disciosure

inappropriste I Data Steward
m—mmnmwwmmn
public trust placed in the agency

Confidential-—Thes is the highest leved of sensitivity, anad
wmmwxmwmum
whose &

dmbmﬂ:sdﬁy ofleodbbuollbndnﬂod
it p— I

processed.

Updated September 9. 2014 Version 1.5
PUBLIC Use pursuant 10 Caty of New York gudsines

" mmwmmmmmwl
The value of the information must be d o
sacurity protection

2) AR information assets must be valued and categorzed I 7) The Data Steward must communicate the information value and categorization when the
information is released or provided to another entity.

J) Information assets must be evaludted, valued and
reguiar basis

|
4) To ensure that apgropriate protecsion is provided, Nwil
determined before over any i

DOata Classfication Policy
Page 1013

>

s

The City of New York

CITYWIDE INFORMATION SECURITY POLICY

5) The Data Steward is normally someone who is responsible for or dependent on the
business process associated with the information asset, and who is knowledgeable
about how the information is acquired, transmitted, stored, deleted, and otherwise

6) The Data Steward is responsible for determining the appropriate value and
categorization of the information generated by the owner or the Agency.

8) The Data Steward is responsible for controlling access to his/her information and must
be consulted when other entities wish to extend access authority.

e
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Where are the people who really know the value of the
information and impact a breach implies for the business?

[

MIS 5206 Protecting Information Assets

Environments of Operation




Maintain Risk Profile

RACI Chart Roles &
F§/é/¢ /s
$ P f
g !, é §
g &

> ;;;f ¢

Key Activities S/8&/8/8/8& S/s £/¢ i
RE3.1 Map IT resources to business processes. I R C AR| C |
RE3.2 Determine business criticality of IT resouces. C R C|A R |
RE3.3 Understand IT capabilities. C AR C C |
RE3.4 Update IT risk scenario componenets. C | R | C|C A R C
RE3.5 Maintain the IT risk regjster and IT risk map. I AR I I I IR/C| C |
RE3.6 Develop I risk indicators. A|C c/C|R|C]|C

A RACI chart identifies who is Responsible, Accountable, Consulted and/ or Informed.

MIS 5206 Protecting Information Assets

E NYC The City of New York
Information CITYWIDE INFORMATION SECURITY POLICY

Data Steward

5) The Data Steward is normally someone who is responsible for or dependent on the
business process associated with the information asset, and who is knowledgeable
about how the information is acquired, transmitted, stored, deleted, and otherwise
processed.

6) The Data Steward is responsible for determining the appropriate value and
categorization of the information generated by the owner or the Agency.

7) The Data Steward must communicate the information value and categorization when the
information is released or provided to another entity.

8) The Data Steward is responsible for controlling access to his/her information and must
be consulted when other entities wish to extend access authority.
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Review: Risk Management Techniques

Once threats and risks are identified, each risk can be managed
by:

1. Avoidance

SP800-18

2. Acceptance Categories

IDENTIFY

3. Transfer
4. Mitigation (“Controls”) mms)

=d

L ————
PROTECT

0E-008 dS

=
<
—
8
«©
&

RESPOND

P goo-3*

RECOVER

SP 800-39
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Agenda

v’ Categorizing Information for IT Risk Management
v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v’ More on Confidentiality: Linked & Linkable Pl

v’ Risk Evaluation
v’ Risk Management Techniques, a brief review

* Test taking tip
* Quiz

MIS 5206 Protecting Information Assets
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Test Taking Tip

- Eliminate any “probably wrong” answers first -

Focus on the “highest likelihood” answers for test taking
efficiency

Here’s why:

* Some of the answers use unfamiliar terms and stand out as unlikely and
can therefore be discarded immediately

* Some answers are clearly wrong and you can recognize them based on
your familiarity with the subject

e The correct answer may require a careful reading of the wording of the
question and eliminating the unlikely answers early in the evaluation
process helps you focus on key concepts for making the choice

94



Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A,—M-a.nd-a{e.py Nothing seems mandatory about this scenario
B. Role-Based

C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B. Role-Based Maybe ....
C. Discretionary

D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

L—tlondaters

B— Role-Based Nothing about roles other than manager in the question

C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B.—Role-Based

C. Discretionary
P—Distributed Distributed is not relevant to the information in the question
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B—Role-Based
C. Discretionary

D Dictril I

Answer: C



O
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Quiz

The overall objective of risk management is to:
A.

B.
C.
D

. implement effective counter measures

eliminate all vulnerabilities, if possible
reduce risk to the lowest possible level

manage risk to an acceptable level
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Quiz

The overall objective of risk management is to:
A.

B.
C.
D

. implement effective counter measures

eliminate all vulnerabilities, if possible
reduce risk to the lowest possible level

manage risk to an acceptable level
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Quiz

The information security manager should treat regulatory
compliance as:

A. an organizational mandate
B. arisk management priority
C. apurely operational issue
D

. another risk to be managed

104



Quiz

The information security manager should treat regulatory
compliance as:

A. an organizational mandate
B. arisk management priority
C. apurely operational issue
D

. another risk to be managed
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Quiz

To address changes in risk, an effective risk management
program should

A.
B.
C.
D

. change security policies on a timely basis to address changing risk

ensure that continuous monitoring processes are in place

establish proper security baselines for all information resources

implement a complete data classification process

106



Quiz

To address changes in risk, an effective risk management
program should

A.
B.
C.
D

. change security policies on a timely basis to address changing risk

ensure that continuous monitoring processes are in place

establish proper security baselines for all information resources

implement a complete data classification process
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Quiz

Information classification is important to properly manage risk
PRIMARILY because:

A. it ensures accountability for information resources as required by
rolesand responsibilities

B. itis alegal requirement under various regulations

it ensures adequate protection of assets commensurate with the
degree of risk

D. asset protection can then be based on the potential consequences
ofcompromise
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Quiz

Information classification is important to properly manage risk
PRIMARILY because:

A. it ensures accountability for information resources as required by
rolesand responsibilities

B. itis alegal requirement under various regulations

it ensures adequate protection of assets commensurate with the
degree of risk

D. asset protection can then be based on the potential consequences
of compromise

109



Quiz

Data owners are PRIMARILY responsible for creating risk
mitigation strategies to address which of the following areas?

A. Platform security

B. Entitlement changes
C. Intrusion detection
D

. Antivirus controls
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Quiz

Data owners are PRIMARILY responsible for creating risk
mitigation strategies to address which of the following areas?

A.
B.
C.
D

. Antivirus controls

Platform security
Entitlement changes
Intrusion detection

An entitlement is a provision made in
accordance with a legal framework of a

society. Typically, entitlements are based on
concepts of principle which are themselves
based in concepts of social equality or

enfranchisement. Wikipedia
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Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
C. address the potential size and likelihood of loss
D

. give more weight to the likelihood vs. the size of the loss
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Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
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Quiz — Bonus question

A year ago when Sam carried out a risk analysis, he determined that
the company was at too much of a risk when it came to potentially
loosing trade secrets.

The countermeasures his team implemented reduced this risk, and
Sam determined that the annualized loss expectancy of the risk of a
trade secret being stolen once in a hundred-year period is now $400.

What is the associated single loss expectancy value in this scenario?
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Agenda

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v More on Confidentiality: Linked & Linkable Pl

v’ Risk Evaluation

v’ Risk Management Techniques, a brief review

v’ Test taking tip

v Quiz

115



