MIS 5206

Protection of Information Assets
- Unit #1a -

Case Study: Snowfall and a stolen laptop
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Introductions

Meet in Teams via Zoom Break Out Rooms for
10 minutes and figure out:

— What one question would you like answered
about the ITACS program ?

When we return, each team’s representative
will:

— Tell me your name

— Ask your team’s question



Case Study Analysis — Group Work — Meet in Breakout Rooms

1. IT governance questions:
—  Which organization does Dave Ballard report into?
—  Which organization does Nick Francesco report into?

— Where does the Information Security Office (1SO) reside?

— What information security reporting or organizational governance relationship exists between I1SO and
the organization(s) Ballard and Francesco report into?

2. Is this a problem?

— If so, what kind of problem is it?

3. What evidence is the basis for Information Security Office (ISO) conclusion that the
Dean’s stolen laptop did not contain personally identifiable information on RIT students,
faculty, or staff?

4. Isthe ISO’s conclusion valid? Why or why not?
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Figure C1Partial RIT administrative organization chart.
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Case Study Analysis: “Snowfall and a stolen laptop”

Saundens College

Which organization does:
— Dave Ballard report into?

* Network Administrator
— Nick Francesco report into?

* Manager of Technical Services

— Where does the Information Security Office (ISO) reside?

What information security reporting or organizational
governance relationship exists between ISO and the
organization(s) Ballard and Francesco report into?

Is this a problem?
— What kind of problem is it?



4. What evidence is the basis for Information Security Office
(1SO) conclusion that the Dean’s stolen laptop did not contain

personally identifiable information on RIT students, faculty, or
staff?

5. Is the ISO’s conclusion valid? Why or why not?



Recovering deleted data files

On your computer, accessing "deleted" data may be done in 1 or two
ways:
1. Recover Deleted Files from Recycle Bin

Step 1. Open Recycle Bin and find deleted files

Step 2. Select and right-click deleted files, click "Restore"

Step 3. Find recovered files at the original location

2.  With one of many file undelete and data recovery programs
widely available on the Internet.

These programs are touted as conveniences, which in some cases, they
are
* But when it comes to security, the way your computer deletes (or doesn't
delete) your data is a liability
* Someone accessing your computer remotely (i.e. a hacker) could very easily
"recover" your deleted data

* The same goes for someone who buys your used computer on eBay or digs
your discarded, failed hard drive out of the dumpster

https://www.easeus.com/file-recovery/recover-deleted-files-on-ssd.html?x-clickref=1100ljkxAPpG

https://www.stellarinfo.com/blog/ssd-recover-deleted-files/

Francesco asked ‘What student
records did you have on your
laptop?’

The Dean quickly replied ‘None.’

Francesco clarified: “Until recently
we used Social Security numbers to
identify our students. Are you sure
you didn’t have any old class
rosters, exams or other records on
there?”

The Dean took a few seconds to
deeply consider what he was asked.
‘No. | am not teaching this semester,
and | deleted everything from
previous semesters.’

Case Study Analysis: “Snowfall and a stolen laptop”
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RIT Information Classifications

A.

Private — a classification for information that is confidential which could be used for identity theft
and has additional requirements associated with its protection. Private information includes:

A. Social Security Numbers (SSNs), Taxpayer Identification Number (TIN), or other national identification number

B. Driver’s license numbers

C. Financial account information (bank account numbers (including checks), credit or debit card numbers, account numbers)

Confidential — a classification for information that is restricted on a need to know basis, that,
because of legal, contractual, ethical, or other constraints, may not be accessed or communicated

without specific authorization. Confidential information includes:

A. Ec?cucational records governed by the Family Educational Rights & Privacy Act (FERPA) that are not defined as directory
information

University Identification Numbers (UIDs)

Employee and student health information as defined by Health Insurance Portability and Accountability Act (HIPAA)
Alumni and donor information

Employee personnel records

Employee personal information including: home address and telephone number; personal e-mail addresses, usernames,
or passwords; and parent’s surname before marriage

G. Management information, including communications or records of the Board of Trustees and senior administrators,
designated as confidential

H. Faculty research or writing before publication or during the intellectual property protection process.
I.  Third party information that RIT has agreed to hold confidential under a contract

mmoo w

Internal — a classification for information restricted to RIT faculty, staff, students, alumni,
contractors, volunteers, and business associates for the conduct of University business. Examples
include online building floor plans, specific library collections, etc.

Public — a classification for information that may be accessed or communicated by anyone
without restriction.

Francesco continued: ‘Think about this
carefully, because it has implications much
bigger than you and me. What proprietary
Saunders data did you have on that
laptop?’

The Dean replied, ‘I really didn’t have
anything too important. It was committee
notes, faculty salary information, stuff like
that. It may have been confidential, but not
really proprietary.’

6. Was Francesco correct or
mistaken in his use of the
term “proprietary” Saunders
data” ?

7. Specifically, how does RIT’s
Information Classifications
(Appendix F) relate to this
case study scenario?

Case Study Analysis: “Snowfall and a stolen laptop”



8. What would be the stolen laptop’s additional impact on RIT if the ISO’s
conclusion is not valid ?

— Who else at RIT would be concerned with this stolen laptop incident?

Case Study Analysis: “Snowfall and a stolen laptop”
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9. How should we analyze the threat and attack leading to the Dean’s

lost laptop using this model?
intiates > DS  Vulnerability causing Alr;‘l‘;:a'cste
with

What kind of threat source was
active in the case study?

with Ukollboodol Likelihood of with Severity with Risk
Characteristics SUCCESS as a combination of
(09. Capabidy, inent, and actions, acbviaa& In the context of Impact and Likelihood

Targeting for Adversanal or SCenanos
Thesty) Predisposing ‘
Conditions producing
with

Pervasiveness

ORGANIZATIONAL RISK
Ti 2atonal {
Security Controls oo i R e
Planned / implemented assets indriduals oe\gqugw'm and
e Nation
with

Effectiveness

NIST SP 800-30r1 “Guide for Conducting Risk Assessments”

Case Study Analysis: “Snowfall and a stolen laptop”



Taxonomy of threat sources

1. Adversarial

2. Accidental

3. Structural

4. Environmental

NIST SP 800-30r1 “Guide for Conducting Risk Assessments”

MIS 5206 Protecting Information Assets

ADVERSARIAL Indraduals, groups. organizations, of stales that seek io | Capabilty, Intent, Targebing
- Indvicual explolt the aeganization's dapandence on cyber
= Oulsider resources (1.e., informabon m electromc form, miormabon
Insder and communications technologies, and the
~ Trusted Insder communcabons and informabon-handing capabdibes
- Privilegod Insader provided by those lechnologies).
- GMID
- Adhoc
- Establshed
- Organzation ay
- Compefitor
- Supplier
- Pariner
- Customer
- Naton-State
ACCIDENTAL Erroneous actions taken by ndividuals in the course of Range of effects
- User execuling ther everyday responsibiibes
- Priviloged User/Administrator
STRUCTURAL Fatlures of equipment, environmental controls, o Range of effects
- Information Technology (IT) Equipment saftware dus to aging. resource depletion. or other
- S%orege arcumstances which oxceod expeciod opotating
- Processing parameters.
- Communicalions
- Dispiay
- Sensor
- Controlier
- Emvronmental Controls
- Temperature/Hurmdity Controks
- Power Supply
- Software
- Oporatng System
- General Purpose Application
- Mssion.Spectic Applicaton
ENVIRONMENTAL Natural disasters and failures of enical infrastructures on | Rangs of effecls
- Natural or man-made disaster which the organization depends, but which are outside
- Fire the conlrol of the crganzabon.
- Flood/Tsurami Nole. Natural and man-made disasters can akso be
- Windstorm/Tormado charactanzed in tamms of their saverity and/or duration
- Hurmcane However, because the threal source and the threal event
- Earthquake are slrongly identiod, severty and durabion can be
- Bombing included in the description of the threat event (6.9,

- Unusual Natural Event (e.g.. sunspots)
- Infrastruciuce Fadure/Outage

- Telscommunicabons

- Elecincal Power

Calegory 5 humcane causes oxlensive damage to the
systems unavadable for three weeks),




9. How should we analyze the threat and attack leading to the Dean’s
lost laptop using this model?

A.

C.

Threat source

Capability
Intent
Targeting

Threat event

Attack type

Likelihood of attack initiation

Vulnerability

Weakness type
Likelihood attack succeeds

Impact

Risk

Impact type

Severity of impact
Overall likelihood

Characteristics
(2.9, Capabidy, inlent, and
Targeding for Adversanal
Threats)

Threat
intiates Event

with Ukollhood of

actions, achvbaa
Of SCananos

exploils

with
Likelihood of
Success

Vulnerability

with Severity

In the context of

Predisposing
Conditions

with
Pervasiveness

Security Controls
Planned / Implemented

with
Effectiveness

Adverse
Impact

with Risk
as a combination of
Impact and Likelihood

ORGANIZATIONAL RISK

To crganizational operations (mission
funchons, mage, reputation), ceganzasional
assets, indraduals, ofher organizalions, and

he Naton

Case Study Analysis: “Snowfall and a stolen laptop”



10. How should we organize and present the risks?

Likelihood that a Blek Likelihood harm to an
threat will cause harm asset
Loss Event Probable Loss

to an asset Frequency Magnitude

Threat Event

Frequency SO R o s

h—a —— - —
Control Threat Asset Loss Threat Loss Organizational External Loss
Contact Action
- \% Strength o Capability Factors o Factors s Loss Factors - Factors -

Factor Analysis of Information Risk (FAIR) framework
* Provides guidance on evaluating risks within organizations, broadly across an organization and in
the context of a particular IT asset.
* Helps distinguish between:
* Security incident frequency
* How many laptop thefts per year?
* Impacts on the organization
* How many employee-hours to investigate, resolve, and recover from the incident?
*  How much money spent on credit monitoring for theft victims?

https://www.fairinstitute.org/what-is-fair




10. How should we organize and present the risks?

___ Risk | impact | Frequency

MIS 5206 Protecting Information Assets

High

Frequency

Low
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Case Study Analysis: “Snowfall and a stolen laptop”



Case Study epilogue

l.  Government numbers (Social Security Numbers) were eliminated as
identifiers at the University

— This change required modifications to every IT system used at RIT
Il. RIT implemented 2-layered approach to protecting data

1. New software purchased to identify (and report) potential personally
identifiable information on laptops
. In the case of a theft, RIT was able to identify what personal information may have been at
risk
2. RIT implemented enterprise full disk encryption technologies on laptops to
limit financial risks resulting from lost Personally Identifiable Information (PIl)

. Solution included ability to report on the state of the data (i.e. report when data is
decrypted)



Case Study wrap-up

Janis Gogan -« 3rd
Professor at Bentley U and President at Cases for Action
Bentley University « Harvard University

Greater Boston Area « 274 88

Ashok Rao



Frameworks for Protecting Information Assets...

NIST

bliarrarae by [ owe e ey

Certified

A leading example of information security risk
management

— Created in 2005 and updated in 2013 by
agreement between
* International Organization for
Standardization (ISO)
* International Electro-technical
Commission (IEC)
— Specific requirements for security
management systems and controls

— Firms can apply to be audited and
certified as ISO/IEC 27001 compliant

COMPUTER SECURITY RESOURCE CENTER

NIST Risk Management Framework sus

f v

About the Risk Management Framework [RMF)
A Comprehensive, Flaxibie, Ritk-Based Approach

COBIT

% PROJECT Likws
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Events
Pebdications
Presestations
ADOITIONAL PRGES : Igll
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Ransr i W01

Faaliling Proscesses

INTRODUCING

,. COBIT:01

The leading framework for customizing and right-sizing
enterprise governance of information and technology



NIST Special Pubication 800-30 Managing Information
Security Risk

Organization, Mission, and Information
N lSI- System View
National Institute of

Standards and Technology

U.S. Department of Commerce JOINT TASK FORCE
TRANSFORMATION INTIATIVE

INFORMATION SECURITY

Comgrder Secunty Division

Informaticn Technology Laboratory

Nasonal nastute of Standards and Technology
Gatheestorg, MD 20856-8000

March 2011

U.8. Deparument of Comaserce
[

vy lomde Sevrerwy

National Institute of Standards and Technology
Pk 0. Gallagher. Dvvevine

An Overview of Frameworks
for
Protecting Information Assets

STRATEGIC RISK
ORGANIZATION
(Governance)
[IER 2
MISSION / BUSINESS PROCESS
(Information and Information Flows) TACTICAL RISK

INFORMATION SYSTEM
(Environment of Operation)
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TIER 1 Processes for Governance of Enterprise IT

ORGANIZATION
(Governance) Evaluate, Direct and Monitor
TIER2 oy EDMOZ Ensure EDMO3 Ensure EDMB4 Entuse EQM0S Enaure
MISSION / BUSINESS PROCESS Benefits Delivery Risk Optimisation Optimisation Transparency
(Information and Information Flows)

Monitor, Evaluate
and Assess
AP0O3 Manage
Enterprise
Architecture

COBI'T

Faabiling Processes

Build, Acquire and Implement

COBITon

BAIOT Manage
Programmes and

Projects Defnition Change Changes ance MEAO2 Monilor,

Evaluate and Assess
the System of internal
Control

Knowledge Assets

Deliver, Service and Support
MEAD3 Monitor,
DSS01 Manage 05502 Manage DSS04 Manage DSS05 Manage Evg::m and W
Operations and m Continuity sés'}?gg e External Requirements

MIS 5206 Protecting Information Assets Processes for Management of Enterprise IT




Framework for Improving

Vi 1}
Norscmel lonrroe of Sramderh ot Techmedogy

Aped 16, 2008

MIS 5206 Protecting Information Assets

INFORMATION
SYSTEM

INFORMATION
SYSTEM

INFORMATION
SYSTEM

Environments of Operation
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Starting
Point

RISK
MANAGEMENT
FRAMEWORK




NIST Cybersecurity Framework

Framework for Improving
Critical Infrastructure Cybersecurity

MIS 5206 Protecting Information Assets

Refers to and builds on many principles of ISO/IEC 27001 standard

Goes way beyond IT and physical security environment

...by also including:

Governance and management
Staff policies and procedures
Training

Supply chain management

Functions Categories
P —

IDENTIFY

PROTECT

RESPOND

S —
RECOVER
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Function Function Category Category
Unique Unique
Identifier Identifier

Identify ID.AM Asset Management
ID BE Business Environment
ID.GV Governance
IDRA Risk Assessment
ID.RM Risk Management Strategy
ID.SC Supply Chain Risk Management

Protect PR.AC Identity Management and Access Control
PRAT Awareness and Traimning
PR.DS Data Security
PRIP Information Protection Processes and Procedures
PRMA Maintenance
PRPT Protective Technology

Detect DE AE Anomalies and Events

DE.CM Security Continuous Monitoring
DE.DP Detection Processes

Respond RS RP Response Planning
RS.CO Communications
RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements

Recover RCRP Recovery Planning
RC.IM Improvements
RC.CO Communications

Cybersecurity
Maturity

Levels

Level 5 - Optimizing Advanced / Progressive

Leveld. Reviewed Proactive

level 3.

Level2.

Level 1.

Documented

Performed

Good Cyber Hygiene
Intermediate Cyber Hygiene

Basic Cyber Hygiene
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Function Function Category Category
Unique Unique
Identifier Identifier

ID.AM Asset Management

IDBE Business Environment

IDGV Governance

IDENTIFY O IDRA Risk Assessment

your assets PROTECT

your assets ID.RM Risk Management Strategy

IDSC Supply Chain Risk Management

PRAC Identity Management and Access Control

PRAT Awareness and Tramnmg

THE 5-STEP

RECOVER APPROACH PRDS | Data Secunty

Organized as a Workflow

normal PRIP Information Protection Processes and Procedures

operations

DETECT PRMA Mamtenance

—

incidents PRPT Protective Technology

o

= DEAE Anomalies and Events

DE.CM Secunty Contnuous Monstonng

RESPOND

with a plan DEDP Detection Processes

RS RP Response Planming

RS CO Commumcations

RS AN Analysis
RSMI Miugation

RSIM Improvements

RCRP Recovery Planmng

NJIST CYBERSECURITY FRAMEWORK (CSF)

RC.IM Improvements

RC.CO Commumcations

IDID -



Function Function Category Category
Unique Unique
Idemtifier Identifier

Idennfy ID.AM ‘ Asset Management
IDBE Business Emronment
DGV Governance
IDRA Rusk Assessment
IDRM Risk Management Strategy
IDSC Supply Chasn Resk Management

Protect PRAC Identity Managemsent and Access Control
PRAT Awareness and Traneng
PRDS Data Secunty
PRIP Information Protection Processes and Procedures
PRMA Mamtenance
PRPT Protective Technology

Degect DEAE | Anomulies and Events

DECM Secunty Continnous Montonag
DEDP Detection Processes

Respond RSRP Response Phamng
RSCO Commumecations
RS AN Analyss
RS MI Minganton
RS.IM Improvements

Recover RCRP | Recovery Phmmng
RCIM Improvements
RC.CO Commumecations

Each Category of cybersecurity activities is
further broken down into subcategories

Function

Category

IDENTIFY Asset Management (ID.AMN):
(D) The data, personnel, devices,
systems. and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
organizational objectives and the
organization’s risk strategy.

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CISCSC 1

COBIT 5 BAI09.01. BAI09.02

ISA 62443-2-1:20094234

ISA 62443-3-3:2013SR 7.8

ISO/IEC 27001:2013 A8.1.1.A8.12
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-2: Software platforms and
applications within the organization are
inventoried

CISCsC2

COBIT 5 BAI09.01. BAI09.02. BAI09.05

ISA 62443-2-1:20094234

ISA 62443-3-3:2013SR 7.8

ISO/ZIEC 27001:2013 A81.1. A812 A1251
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-3: Organizational communication
and data flows are mapped

CIS CSC 12

COBIT 5 DSS05.02

ISA 62443-2-1:20094234

ISO/MIEC 27001:2013 A/132.1. A 1322

NIST SP 800-53 Rev. 4 AC-4, CA-3. CA-9.PL-8

ID.AM-4: External information systems
are catalogued

CIS CSC 12

COBIT 5 AP002.02. APO10.04. DSS01.02
ISO/IEC 27001:2013 A'11.26

NIST SP 800-53 Rev. 4 AC-20. SA-9

ID.AM-5: Resources (e.g.. hardware,
devices, data. time, personnel. and
software) are prioritized based on their
classification, criticality. and business
value

CISCSC 13,14

COBIT 5 AP0O03.03. APO03.04. APO12.01.
BAI04.02, BAI09.02

ISA 62443-2-1:2009423.6

ISO/EC 27001:2013 A82.1

NIST SP 800-53 Rev. 4 CP-2. RA-2. SA-14. SC-6

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and

third-party stakeholders (e.g.. suppliers,
customers. partners) are established

CISCSC17.19

COBIT 5 APO01.02, APO07.06. APO13.01,
DSS06.03

ISA 62443-2-1:200943233

ISO/IEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2. PS-7. PM-11

The NIST SP 800 information references pertain to specific information security controls




Function Function Category Category

Unique Unique Function Category Subcategory Informative References
Idemtifier Identifier

Idennfy ID.AM Asset Management IDENTIFY Asset Management (ID.AM): D.AM-1: Physical devices and systems CISCSC 1
YT ey r—— (D) The data, personnel, devices. within the organization are mnventoried COBIT 5 BAI09.01. BAI09.02
systems. and facilities that enable ISA 62443-2-1:2000423 4
DGV Governance the organization to achieve e < .
IDRA | Rusk Assessment business purposes are identified ;:8 gé-?if(;gll(’);i:l: ;f asin
- and managed consistent with their ! £/001:2815 A.8.0.1, A.8.1.2
IDRM Rusk _\'(.uu:mxnl 51:-"“‘ relative importance to L NIST SP 800-53 Rev. 4 CM-8. PM-5 4
— IDSC__ | Supply Chaun Rusk Management organizational objectives and the | 1D _AN-2: Software platforms and CIS CSC 2
Protect PRAC Identiry Managemsent and Access Control organization’s risk strategy. applications within the organization are COBIT 5 BAIO9 01. BAI09.02. BAI09.05
Awareness and Traneng inventoried “ a ﬁ’iii_’_] 7992 133'4
L . . ] e o 78
|| ID.AM-1: Physical devices and systems CISCSC 1 h 811 A812 A1251
1 1 - 1 1 a1 - 5 4 CM-8. PM-5
|| within the organization are inventoried COBIT 5 BAI09.01. BAI09.02
Detect A A . P
=L ISA 62443-2-1:2009 4234 Vi
u ISA 62443-3-3:2013 SR 7.8 132141322
Respond 4 AC-4, CA-3.CA-9,PL-8
m ISO/IEC 27001:2013 A8.1.1, A8.1.2
| APO10.04. DSS01.02
NIST SP 800-53 Rev. 4 CM-8, PM-5 pPo100
RS.IM Improvements l ST STTsreew ¢ AC-20, SA9
v St ID.AM-5: Resources (e.g.. hardware, CISCSC 13,14
Recover "
RCRD | Rocovery Phome devices, data, time, personnel. and COBIT 5 APO03.03, APO03.04, APO12.01,
RCDM | lmprovements software) are prioritized based on their BAI04.02. BAI09.02
RC.CO Commnnications classification. criticality. and business ISA 62443-2-1:2000423 6
value ISO/IEC 27001:2013 A 82 1
o o . NIST SP 800-53 Rev. 4 CP-2. RA-2, SA-14. SC-6
EaCh Schateg ory or aCt’Vlty Is ID.AM-6: Cybersecurity roles and CISCSC 17.19
H responsibilities for the entire workforce and . 5 2
associated or cross-referenced to > COBIT £ APOOL02, APO7.06, APOL3.01,
s s third-party stakeholders (e.g.. suppliers, ISA 62443-2-1:200943.233
’nformat’on I‘eferences customers, partners) are established ISO/IEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2. PS-7, PM-11

NIST SP 800 information references pertain to specific information security controls
COBIT references pertain to Governance and Management processes



BANII Manage Assets
Process Description

compiance Wit Boence ayeements.

Arex Managomont
Domain: Bulid, Acquire and Implement

Marage IT assets Brough heir e cycle lo make sure thal their use delivers value at opimal cost, they remain operational (1t for purpose), they are
accounted for and physically profected, and those assets Shal are critical 1o support service capabiity are rellable and avallable. Manage software
Boences 1 ensure that the optimal number are a0quived, retainad and depioyed In retaion 10 required business usads, and T sofware Instalied s In

Process Purpose Statement
Account for all IT assets and optimise the value provided by these assats.

IT-rekated Goal

06 Transparency of IT COSIS, benees and risk

© Pescent of Investment business cases With clearty defined and approved
expectnd IT-retated costs and benefits

* Pesoent of IT services wilh ciearty 0efined and apgroved operadonal
cosis and expecied benefits

* Satisfaction survey of key stakeholders regarding e level of
Yansparency, understanding and acouracy of IT financial information

Inputs Outputs
BAIOG.01 Identity and record current assets. From Description Description To
Maintain an up-1o-date and accurate record of al
" s w 10 Gl 4 and BAIOG.04 Updates 10 assel Inventory | Assel register APODG.01
agnment with configuration management and financial BAI0.03
management BAI0.02 Configuration reposftory | Results of physical BAI10.03
Inventory checks BA0.04
0S505.03
Resulls of M-lor-purpase | AP002.02
reviews
Acthities

1. Kenty 3l owned assets In an assal register that records current status. Maintain alignment wilh the change management and configuration
management processes, the configuration managament systam, and the financial accounting records.

11 Optianisalion of IT assets, resources and capabiites

* Frequancy of capabiity mahurify and cost optimisation nts

2. Wentity legal, reguiatory or contractual requirements that need 1o be A00ressed when managing the asset.

* Trend of assessment results
* Salistaction levets of business and [T execulives with IT-retated costs
and capabiities

3. Verity e exstence of all owned assets by performing reguiar physical and logical Inventory chocks and reconciliation Incluging the use of software
disoovery tooks.

4. Verity hat the assets are it for purposa (1.2, In 3 usaful Conamion).

5. Delermine on a regular basts whether each assel conlinues 10 provide value and, If 50, estimale the expecled useful le for delivering value.

Process Goals and Metrics
Process Goal Refated Metrics
1. Licences are compitant and Aligned with business need © Peroent of usad licences against pakd-for icences
2. Assets are maintained at optimal kevels * Number of assets not utised
* Benctmank costs
* Number of cbsolets assets

Chied Esecation O%0nr

Chief Firuncial Oficer

Chiet Opora g Offcer
Owners
Cenitten

Sewing

Project Marag mv 2 0%0e

e Mwagement Office

it Rtk Offcer

Management Practice !

BAID9 RACI Chart

Criet Ity rraion Secur vy Otficer
Aechitectr e Boand
Enterprise Risk Commition
e ad Kaman Resources
Hoad Achioct
Heao [T Operions
Head [TAS retnxn
Service Manager

Secudty Manager
Sumness Continuty Marager
Pricy Officer

6. Ensure accounting for all assets.
|
Management Practice Inputs Outputs
BAI09.02 Manage critical assets, From Description Description To
Identity assets that are Critical iIn Providing service
Communication of plannad | AP008.04
capabiity and take steps to madmiss their rekabiity
and avaltabiity 10 SUppOrt DUSINGSS Needs. ST G
Maintenance agreements | Infernal
Activities

1. Kentify assels thal are critical In providing service capability by referencing requirements In servica definitions, SUAs and the configuration
management system.

2. Monitor performance of critical assats by examining Incident trends and, where necessary, take action to repalr of repkace.

3. 0n a reguiar basts, consider the risk of Tallure or need Tor replacement of each critical asset.

4. Maintain the resiience of ontical assets by applying reguiar preventive maintenance, Monitoning paronmance, and, If required, providing altemative
and/or adaitional assets 10 minimise the lkeinood of fallure.

Mentity and record current c c

()
(]
>
=
o

ID.AM-1: Physical devices and systems
within the orgamzaton are mventoned

CISCSC |
COBIT 5 BAIOS.01, BAI09.02 h
TSA 62443.2.1:2009 42 3.4
ISA 62443.3.3:2013 SR 7.8
ISO/IEC 27001:2013 A8 1.1 A8 12
NIST SP 800 53 Rev. 4 CM-§

5. Estabiish a preventve maintenance plan for all haroware, considering cost-baneit analysis, vendor recommendations, risk of outage, qualified
personne! and other relevant factors.

6. Establish maintenance agreements invoiving third-party access to organisational IT faciiities for on-site and off-site activities (e.g., outsourcing).
Establish formal service condracts containing or redering to all necessary security conditions, Including acoess authorisation procecures, to ensure
compiiance with the organisational security palicies and standards.

7. Communicate 10 affected customers and users the expected impad (2.g., performance restrictions) of maintenance acivities.

8. Ensure that remote accass Sarvices and user profies (or other means usad for maintenance o dlagnosis) are active only when required.

. PM-§

9. Incorporate planned cowntime In an overall production schedule, and schedulé the maintenance activities 1o minimise the adverse Impact on
DUSINEss procasses,




Function Function Category Category

Unique Unique Function Category Subcategory Informative References
Idemtifier Identifier

Idennfy ID.AM Asset Management IDENTIFY Asset Management (ID.AM): D.AM-1: Physical devices and systems CISCSC 1
YT ey r—— (D) The data, personnel, devices. within the organization are mnventoried COBIT 5 BAI09.01. BAI09.02
systems. and facilities that enable ISA 62443-2-1:2000423 4
DGV Governance the organization to achieve e < .
IDRA | Rusk Assessment business purposes are identified ;:8 gé-?if(;gll(’);i:l: ;f asin
- and managed consistent with their ! £/001:2815 A.8.0.1, A.8.1.2
IDRM Rusk _\'(.uu:mxnl 51:-"“‘ relative importance to L NIST SP 800-53 Rev. 4 CM-8. PM-5 4
— IDSC__ | Supply Chaun Rusk Management organizational objectives and the | 1D _AN-2: Software platforms and CIS CSC 2
Protect PRAC Identiry Managemsent and Access Control organization’s risk strategy. applications within the organization are COBIT 5 BAIO9 01. BAI09.02. BAI09.05
Awareness and Traneng inventoried “ a ﬁ’iii_’_] 7992 133'4
L . . ] e o 78
|| ID.AM-1: Physical devices and systems CISCSC 1 h 811 A812 A1251
1 1 - 1 1 a1 - 5 4 CM-8. PM-5
|| within the organization are inventoried COBIT 5 BAI09.01. BAI09.02
Detect A A . P
=L ISA 62443-2-1:2009 4234 Vi
u ISA 62443-3-3:2013 SR 7.8 132141322
Respond 4 AC-4, CA-3.CA-9,PL-8
m ISO/IEC 27001:2013 A8.1.1, A8.1.2
| APO10.04. DSS01.02
mm) NIST SP 800-53 Rev. 4 CM-8. PM-5 pPo100
RS.IM Improvements l ST STTsreew ¢ AC-20, SA9
v St ID.AM-5: Resources (e.g.. hardware, CISCSC 13,14
Recover "
RCRD | Rocovery Phome devices, data, time, personnel. and COBIT 5 APO03.03, APO03.04, APO12.01,
RCDM | lmprovements software) are prioritized based on their BAI04.02. BAI09.02
RC.CO Commnnications classification. criticality. and business ISA 62443-2-1:2000423 6
value ISO/IEC 27001:2013 A 82 1
o o . NIST SP 800-53 Rev. 4 CP-2. RA-2, SA-14. SC-6
EaCh Schateg ory or aCt’Vlty Is ID.AM-6: Cybersecurity roles and CISCSC 17.19
H responsibilities for the entire workforce and . 5 2
associated or cross-referenced to > COBIT £ APOOL02, APO7.06, APOL3.01,
s s third-party stakeholders (e.g.. suppliers, ISA 62443-2-1:200943.233
’nformat’on I‘eferences customers, partners) are established ISO/IEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2. PS-7, PM-11

COBIT references pertain to Governance and Management processes
NIST SP 800 information references pertain to specific information security controls
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ID.AM-1: Physical devices and sysiems CISCSC 1
within the orgaanzation are mventoried COBIT 2 BAI0S.01. BAI09.02
ISA 62443-2-1:2009 423 4
ISA 62443.3.32013 SR 7.8 2.2 CONTROLSTRUCTURE AND ORGANIZATION
ISOVIEC 270012013 AS.LLLLASL2 X X . . . . . X . .
NIST SP 800-53 Rev. 4 CM-5, PM-5 Security and privacy controls described in this publication have a well-defined organization and

structure. For ease of use in the security and privacy control selection and specification process,
controls are organized into 20 families.?* Each family contains controls that are related to the
specific topic of the family. A two-character identifier uniquely identifies each control family

s (e.g., PS for Personnel Security). Security and privacy controls may involve aspects of policy,
oversight, supervision, manual processes, and automated mechanisms that are implemented by
Security and Privacy Controls for systems or actions by individuals. Table 1 lists the security and privacy control families and their
Information Systems and Organizations associated family identifiers.

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

JOINT TASK POSCE

®,
Tarn o

Incident Response System and Communications Protection

Maintenance
Dinee isttnte of Stnashark anTarknstens Media Protection Supply Chain Risk Management

T mm———— _

System and Information Integrity

V.S, Departmert of Commerce
Wilher £ R, b Sovrenory

ID FAMILY ID FAMILY
AC Access Control PE Physical and Environmental Protection
ey AT Awareness and Training PL Planning
AU Audit and Accountability PM Program Management
e srs g g3 S E e ber 202¢ CA Assessment, Authorization, and Monitoring PS Personnel Security
T™m Configuration Management PT PIl Processing and Transparency
’,;*"""\_ cP Contingency Planning RA Risk Assessment
3| [ ; 1A Identification and Authentication SA System and Services Acquisition
‘ R s¢
MA st
mp SR
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ID.AM-1: Physical devices and systems

within the organization are inventoried

CISCSC 1

COBIT 5 BAI09.01. BAI09.02

ISA 62443-2-1:2009 4234

ISA 62443-3-3:2013 SR 7.8

ISO/TEC 27001:2013 A8.1.1, A8.1.2
NIST SP 800-53 Rev. 4 CM-8. PM-5

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

[+] FAMILY (2] FAMILY

AC Access Control PE Physical and Environmental Protection

AT | Awareness and Training PL | Planning
| AU | Audit and Accountability PM | Program Management

CA Assessment, Authorization, and Monitoring Ps Personnel Security

o Configuration Management PT Pll Processing and Transparency
| CP | Contingency Planning RA | Risk Assessment

1A Identification and Authentication SA System and Services Acquisition

R Incident Response § System and Communications Protection
| _MA | Maintenance SI System and Information Integrity
—m Media Protection S_B Supply Chain Risk Management

CM-8 SYSTEM COMPONENT INVENTORY

Control:

a. Develop and document an inventory of system components that:

1. Accurately reflects the system;

2. Includes all components within the system;

3. Does not include duplicate accounting of components or components assigned to any

other system;

4. Is at the level of granularity deemed necessary for tracking and reporting; and

5. Includes the following information to achieve system component accountability:

[Assignment: organization-defined information deemed necessary to achieve effective
system component accountability]; and

b. Review and update the system component inventory [Assignment: organization-defined
frequency].
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ID.AM-1: Physical devices and systems CISCSC ]
within the orgamzation are mventoned COBIT 5 BAINS.01. BAI9.02

ISA 62443.2.1:2009 423 4

ISA 62443.3.3:2013SR 7.8
ISO/IEC 27001:2013 A8 LI AR 12
NIST SP 800-53 Rev. 4 OM-8, PM-5

cm-8

INFORMATION SYSTEM COMPONENT INVENTORY

MIS5 5206 Protecting Information Assets

ASSESSMENT OBJECTIVE:
Determine if the organization:

cM-8(a) | cM-Bla)1) | develops and documents an inventory of information system
components that accurately reflects the current information system;

CM-B(a)2) | develops and documents an inventory of information system
components that includes all components within the authorization
boundary of the information system

cm-8(a)3) | develops and documents an inventory of information system
componenis that is at the level of granularity deemed necessary for
tracking and reporting:

CMm-8(a)4) | cm-B(aj4)[1) | defines the information deemed necessary 1o achieve
effective information system component
accountability;

CM-8(aN4)[2) | develops and documents an inventory of information
system components that includes organization-
defined information deemed necessary to achieve
effective infor jon system component
accountability;

CM-8(b) | CM-8(b){1] | defines the frequency to review and update the information system
component inventory; and

CM-8(bN2] | reviews and updates the information system component inventory
with the organization-defined frequency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS!

Examine: [sececT rrom: Configuration management policy: procedures addressing information system
component inventory; configuration r g t plan; security plan: information system
inventory records; mv‘nhoty reviews and update records; other relevant documents or
records).

Interview: [SELECT FROM: Organizational personnel with responsibilities for information system
compaonent inventory, organizational personnel with ind 1 securily responsibilities;
system/network administrators)

Test: [s&LecT FrROM: Organizational processes for developing and documenting an inventory of

Information system components; automated mechanisms supporting and/or implementing the
Information system component inventory).




Which Asset Management Subcategories of activities relate to a Risk Assessment (RA) of impacts resulting
from a breach in data confidentiality, integrity and/or availability?

Function Function Category
Unique Unique
Idemtifier Identifier

Idennfy ID.AM

Category

‘ Asset Management

IDBE

Business Emvironment

DGV

Governance

IDRA

Ruck Assessment

ID.RM

Rusk Mazmagement Strategy

IDSC

| Supply Chan Resk Management

Protect

Function Category
IDENTIFY Asset Management (ID.AM):
(ID) The data. personnel, devices.
systems. and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to
organizational objectives and the

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CISCsC1

COBIT 5 BAI09.01. BAI09.02

ISA 62443-2-1:2009423 4

ISA 62443-3-3:2013SR 7.8

ISO/ZIEC 27001:2013 A8.1.1,A812
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-2: Software platforms and

value

ID.AM-5: Resources (e.g.. hardware,
devices, data. time, personnel. and
software) are prioritized based on their
classification, criticality. and business

CISCSC 13. 14

BAI04.02. BAI09.02
ISA 62443-2-1:2009 4.2.3
ISO/IEC 27001:2013 A8

COBIT 5 APO03.03. APO03.04. APO12.01,

NIST SP 800-53 Rev. 4 CP-

.6
2

1
2.@5A-14. SC-6

Analyss

Minganon

Imaprovements

Recovery Planmng

Improvements

Commumecations

S—

CISCSC2

COBIT 5 BAI09.01. BAI09.02. BAI09.05

ISA 62443-2-1:20094234

ISA 62443-3-3:2013SR 7.8

ISO/IEC 27001:2013 A81.1.A812 A 1251
NIST SP 800-53 Rev. 4 CM-8. PM-5

CIS CSC 12

COBIT 5 DSS05.02

ISA 62443-2-1:20094234

ISO/ZIEC 27001:2013 A'13.2.1, A13.22

NIST SP 800-53 Rev. 4 AC-4, CA-3. CA-9.PL-8

CIS CSC 12

COBIT 5 AP002.02, APO10.04. DSS01.02
ISO/IEC 27001:2013 A'11.2.6

NIST SP 800-53 Rev. 4 AC-20. SA-9

ﬁD.A)I-S: Resources (e.g.. hardware.
devices. data. time. personnel. and
software) are prioritized based on their
classification, criticality, and business
value

\.

CIS CSC 13, 14 N
COBIT 5 AP003.03, APO03.04. APO12.01,
BAI04.02. BAI09.02

ISA 62443-2-1:2009 42.3.6

ISO/IEC 27001:2013 A.8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and

third-party stakeholders (e.g.. suppliers,
customers, partners) are established

CISCSC 17,19

COBIT 5 APO01.02. APO07.06. APO13.01.
DSS06.03

ISA 62443-2-1:200943233

ISO/IEC 27001:2013 A6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7. PM-11
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the system and the information it processes, stores, and transmits are categorized;

RA-02b. the security categorization results, including supporting rationale, are documented
in the security plan for the system;
RA-02c. the authorizing official or authorizing official designated representative reviews and

approves the security categorization decision.

RA-02-Examine [SELECT FROM: Risk assessment policy; security planning policy and procedures;
procedures addressing security categorization of organizational information and
systems; security categorization documentation; system security plan; privacy plan;
other relevant documents or records).

RA-02-Interview [SELECT FROM: Organizational personnel with security categorization and risk

assessment responsibilities; organizational personnel with security and privacy
responsibilities).

MIS 5206 Protecting Information Assets

[SELECT FROM: Organizational processes for security categorization).




Function Function Category Category

Unique Unique
Identifier Identifier
Identify ID.AM Asset Management
IDBE Business Environment

IDGV Govemance
IDRA Risk Assessment

ID.RM Risk Management Strategy
IDSC Supply Chain Risk Management

Protect PRAC Identity Management and Access Control

PRAT Awareness and Tramnmg

PRDS Data Secunty

PRIP Information Protection Processes and Procedures . .
YT [T Each function of the NIST Cybersecurity Framework’s workflow
PRPT | Protective Technology is associated with a set of categories of cybersecurity
Detect DEAE | Anomalies and Events “activities”. These are
DE.CM Secunty Continuous Monstonng / . . .
g T — 7 * Sorted alphabetically by their Category Unique
Respond RS RP Response Planning Ident’f’er
RSCO | Commumcations * Not organized as an ordered hierarchy or sequence of
RS AN Analysis activ'-t’-es
RSMI Miugation

RS IM Improvements
Recover RC.RP Recovery Planmng /
RC.IM Improvements

RC.CO Commumcations




Framework’s alphabetical ordering of activities is problematic...

’ Category
Idennty ID.AM Asset Management cgon
IDBE Bu E t
- Risk Assessment (ID.RA): The
IDGV Governance organization understands the
IDRA Rask Assessment cybersecunty risk to
a a s " orzanizational operations
IDRM Risk Maagement Stsesy (mclnding mission, functions
IDSC Supply Chamn Risk Management unage, or repuiation),
PR Protect PRAC Ideatity Masagement and Access Control organizational assets, and
individuals.
PRAT Awareness and Tramang
PRDS Data Secunty
PRIP Iaformation Protection Processes and Procedures
PRMA Mamntenance
PRPT Protective Technology
DE Detect DE AE Anonulies and Events
DECM Secunty Continuous Momitonng
DEDP Detection Processes
Respond RSRP | Response Planning
- X Pl 2.
CNTL CONTROL NAME &
NO. Control Enhancement Name B
Recovy =
RA-1 Risk Assessment Policy and Procedures
RA-2 Security Categorization
RA-3 Risk Assessment
RA-4 Risk Assessment Update X
RA-5 Vulnerability Scanning

Subcategory

ID.RA-1: Asset vulnerabilities are
idennfied and documented

ID.RA-2: Cyber threat intelhgence 1s
received from information sharing forumns
and sources

Informative References

CISCSC A

COBIT 5 APO12.01. APOI12.02. APO12.03.
APO12.04, DSS05.01, DSS05.02

ISA 62443-2-1:2009 425, 4.23.7. 4239,
42312

ISO/MIEC 27001:2013 A 12.6.1. A 18.2.3

NIST SP 800 583 Rev. 4 CA-2, CA.7, CA8, RA-
3. RA-5. SA-5, SA-11. SI-2, SI-4, SI-5
CISCSCH

COBIT 5 BAIOS 01

ISA 62443-2-1:2009 4.2.3, 4239, 42312
ISO/IEC 27001:2013 A6.1.4

NIST SP 800.53 Rev. 4 SI-5, PM-15. PM-16

-
3

ID.RA-3: Threats, both mtemal and
external. are identified and docwmented

CISCSC 4

COBIT S APOI12.01. APO1202, APO12.03
APOI12.04

ISA 62443-2-1:2009423,4239.423.12
ISO/TEC 27001:2013 Clanse 6.1.2

NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-
16

ID.RA-4: Potential business impacts and
likelihoods are identified

ID.RA-5: Threats, vulnerabilities
likelihoods, and impacts are used to
determine risk

ID.RA-6: Risk responses are identified and
prionitized

CISCSC 4

COBIT 5 DSS04.02

ISA 62443-2-1:2009 423, 42539, 42312
ISO/IEC 27001:2013 A 16.1.6, Clause 6.1.2
NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14. PM-
9. PM-11

CISCSC 4

COBIT 5 APOI12.02

ISO/TEC 27001:2013 A 1261

NIST SP 800 53 Rev. 4 RA-2, RA-3, PM-16
CIS CSC 4

COBIT 5 APOI12.05, APO132.02

ISO/IEC 27001:2013 Clause 6.1.3

NIST SP 800-53 Rev. 4 P-4, PMO




NIST Risk Assessment Controls

TABLE 3-16: RISK ASSESSMENT FAMILY

E SECURITY CONTROL
NIST Spacial Publication $00.538 ﬁ%’:"r:g; CONTROL NAME § % BASELINES
CONTROL ENHANCEMENT NAME § s
. £ | ww | moo | mieH
Control Baselines for Information
Systems and Organizations RA-1 Policy and Procedures x x X X
RA-2 Security Categorization X X X
RA-2(1) IMPACT-LEVEL PRIORITIZATION
JONUY TASK FORCE RA-3 Risk Assessment X X X X
RA-3(1) SUPPLY CHAIN RISK ASSESSMENT X X X
RA-3(2) USE OF ALL-SOURCE INTELLIGENCE
RA-3(3) DYNAMIC THREAT AWARENESS
T e RA-3(4) PREDICTIVE CYBER ANALYTICS
RA-5 Vulnerability Monitoring and Scanning | X | X I X
Dxctober Y020
RA-5(2) UPDATE VULNERABILITIES TO BE SCANNED X X X
RA-5(3) BREADTH AND DEPTH OF COVERAGE
RA-5(4) DISCOVERABLE INFORMATION X
RA-5(5) PRIVILEGED ACCESS X X
RA-5(6) AUTOMATED TREND ANALYSES
L e . secwy
PeSorsl nttate ol Sascian s Taclmokony RA-5(8) REVIEW HISTORIC AUDIT LOGS | | |
Woler Copon, NST Dbecsor ond Under Secetury of Commerce for Standord ond Technabagy
RA-5(10) CORRELATE SCANNING INFORMATION
RA-5(11) PUBLIC DISCLOSURE PROGRAM X X X
RA-6 Technical Surveillance Countermeasures Survey
RA-7 Risk Response X X X X
RA-8 Privacy Impact Assessments X
RA-9 Criticality Analysis X X
RA-10 Threat Hunting




A better way than alphabetical

organization for thinking about

information security control families...

NIST Special Publicoasion $30.1%
Revisim |

NIST

Natienal lnisinse of
$23ndords ore Technelogy
Yok rdogy Adeveabcton
U3 Deporrment of Convrence

Guide for Developing Security
Plans for Federal Information

Systems

Marianne Swanson
Joan Hash
Paulioe Bowea

INFORMATION SECURITY

3. Dxpartescat of Comemcroe
N

Nateesd iwrnee of Seancacén and Tochaoicgy
SARR—

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

) FAMILY 1D FAMILY

A Access Control PE Physical and Enviconmental Protection

AT Awareness and Training .5 Planning

AU Audit and Accountability MM Progrom Management

| CA | Assessment, Authorization, and Monitoring s Personnel Security
oM | coafig Manag PT | Pil Processing and Transparency
| @ | contingency Planning RA | Risk Assessment

1A | Identification and Authentication SA | System and Services Acquistion

L3 Incdent Response < System and Communications Protection

MA | Mantenance s System and Information Integrity

zMP Media Protection 5_5 Supply Chain Risk Management

CLASS FAMILY IDENTIFIER

Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation, and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC

Table 2: Security Control Class, Family, and Identifier




Overlapping, complementary IT security frameworks

Framework for Improving
Cnitical Infrastructure Cybersecunity

NIST Cybersecurity Framework
provides a workflow of
activities used to identity gaps
and measure maturity of an
organization’s information
security

COBIT

An ISACA’ Framework

e
ik

COBIT provides guidance for
enterprise IT governance and
management

NIST SP 800-53 outlines
baselines of cybersecurity
controls for information
systems and checklists for
auditing the controls



Test Taking Tip - Read the answers first -

This contradicts many people’s test taking recommendations...

...but, it works. Here’s why:

e Quickly alerts you to the type of question to expect
* Focuses your attention in reading the question for meaningful information

* Gives you advanced warning that there may be more than one significant concepts
(option to answer in the form “Both A & B”)

* Gives you an opportunity to get a sense of the sort of answer the test maker is looking for

 There may be more than one valid answer, but the test maker may be looking for “best
mitigation for the situation” or “least risk in the situation”

41



Test Taking Tip

Example:

Transaction authorization

Loss or duplication of EDI transmissions
Transmission delay

Deletion or manipulation of transactions prior to or
after establishment of application controls

0w

MIS 5206 Protecting Information Assets
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Test Taking Tip

Example:

Which of the following represents the GREATEST potential
risk in an Electronic Data Interchange (EDI) environment?

Transaction authorization

Loss or duplication of EDI transmissions
Transmission delay

Deletion or manipulation of transactions prior to or
after establishment of application controls

0N wp
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Test Taking Tip

Example:

Which of the following represents the GREATEST potential
risk in an Electronic Data Interchange (EDI) environment?

Transaction authorization

Loss or duplication of EDI transmissions
Transmission delay

Deletion or manipulation of transactions prior to or
after establishment of application controls

0N wp

Answer: A



Quiz

1. Which of the choices below is the most often used criteria to determine the
classification of a business object?

Value

Useful life

Age

Personal association

ST

MIS 5206 Protecting Information Assets



Quiz — Unit #2

1. Which of the choices below is the most often used criteria to determine the
classification of a business object?

a. Value

b. Useful life

c. Age

d. Personal association



Quiz

2. Which of the below definitions is the best description of a vulnerability?

A weakness in a system that could be exploited

A company resource that is lost due to an incident
The minimum loss associated with an incident

A potential incident that could cause harm

R A
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Quiz

2. Which of the below definitions is the best description of a vulnerability?

a. A weakness in a system that could be exploited

b. A company resource that is lost due to an incident
¢. The minimum loss associated with an incident

d. A potential incident that could cause harm

MIS 5206 Protecting Information Assets



Quiz

3. Which statement below best describes the purpose of risk analysis?

To develop a clear cost-to-value ratio for implementing security controls
To influence the system design process

To influence site selection decisions

To quantify the impact of potential threats

0 o
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Quiz

3. Which statement below best describes the purpose of risk analysis?

a. Todevelop a clear cost-to-value ration for implementing security controls

b. To influence the system design process
¢. Toinfluence site selection decisions
d. To quantify the impact of potential threats

MIS 5206 Protecting Information Assets



Quiz

4. What is an ARO?

A dollar figure assigned to a single event
The annual expected financial loss to an organization from a threat
A number that represents the estimated frequency of an expected event

The percentage of loss that would be realized for a specific asset if a threat
occurred

a0 op

MIS 5206 Protecting Information Assets



Quiz

4. What is an ARO?

A dollar figure assigned to a single event
The annual expected financial loss to an organization from a threat
A number that represents the estimated frequency of an expected event

The percentage of loss that would be realized for a specific asset if a threat
occurred

an o
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Q

Uiz

5. Which group represents the most likely source of an asset loss through in
appropriate computer use?

a. Crackers
b. Hackers
c. Employees
d. Saboteurs

MIS 5206 Protecting Information Assets



Quiz

5. Which group represents the most likely source of an asset loss through in
appropriate computer use?

a. Crackers
b. Hackers
c. Employees
d. Saboteurs

MIS 5206 Protecting Information Assets



Agenda

v'Daily class schedule — and schedule of breaks
v'Introductions

v'Case study analysis

v’ Frameworks for Protecting Information Assets

v Test taking tip

v Quiz



