
MIS 5206 Protecting Information Assets

MIS 5206
Protection of Information Assets

- Unit #1a -

Case Study: Snowfall and a stolen laptop



MIS 5206 Protecting Information Assets

Agenda

• Daily class schedule and - schedule of breaks
• Introductions
• Case study analysis
• Frameworks for Protecting Information Assets

• Test taking tip
• Quiz
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Introductions
Meet in Teams via Zoom Break Out Rooms for 
10 minutes and figure out:

– What one question would you like answered 
about the ITACS program ?

When we return, each team’s representative 
will:
– Tell me your name
– Ask your team’s question



MIS 5206 Protecting Information Assets

Case Study Analysis – Group Work – Meet in Breakout Rooms

1. IT governance questions: 
– Which organization does Dave Ballard report into?
– Which organization does Nick Francesco report into?
– Where does the Information Security Office (ISO) reside?
– What information security reporting or organizational governance relationship exists between ISO and 

the organization(s) Ballard and Francesco report into?

2. Is this a problem?  
– If so, what kind of problem is it?

3. What evidence is the basis for Information Security Office (IS0) conclusion that the 
Dean’s stolen laptop did not contain personally identifiable information on RIT students, 
faculty, or staff? 

4. Is the ISO’s conclusion valid?  Why or why not? 
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1. Which organization does:
– Dave Ballard report into?

• Network Administrator

– Nick Francesco report into?
• Manager of Technical Services

– Where does the Information Security Office (ISO) reside?

2. What information security reporting or organizational 
governance relationship exists between ISO and the 
organization(s) Ballard and Francesco report into? 

3. Is this a problem?
– What kind of problem is it?

Case Study Analysis: “Snowfall and a stolen laptop”
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4. What evidence is the basis for Information Security Office 
(IS0) conclusion that the Dean’s stolen laptop did not contain 
personally identifiable information on RIT students, faculty, or 
staff? 

5. Is the ISO’s conclusion valid?  Why or why not? 
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Recovering deleted data files
On your computer, accessing "deleted" data may be done in 1 or two 
ways: 
1. Recover Deleted Files from Recycle Bin

Step 1. Open Recycle Bin and find deleted files
Step 2. Select and right-click deleted files, click "Restore"
Step 3. Find recovered files at the original location

2. With one of many file undelete and data recovery programs 
widely available on the Internet. 

These programs are touted as conveniences, which in some cases, they 
are

• But when it comes to security, the way your computer deletes (or doesn't 
delete) your data is a liability

• Someone accessing your computer remotely (i.e. a hacker) could very easily 
"recover" your deleted data

• The same goes for someone who buys your used computer on eBay or digs 
your discarded, failed hard drive out of the dumpster

Francesco asked ‘What student 
records did you have on your 
laptop?’ 
The Dean quickly replied ‘None.’

Francesco clarified: “Until recently 
we used Social Security numbers to 
identify our students. Are you sure 
you didn’t have any old class 
rosters, exams or other records on 
there?”

The Dean took a few seconds to 
deeply consider what he was asked. 
‘No. I am not teaching this semester, 
and I deleted everything from 
previous semesters.’

Case Study Analysis: “Snowfall and a stolen laptop”
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https://www.easeus.com/file-recovery/recover-deleted-files-on-ssd.html?x-clickref=1100ljkxAPpG

https://www.stellarinfo.com/blog/ssd-recover-deleted-files/
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RIT Information Classifications
A. Private – a classification for information that is confidential which could be used for identity theft 

and has additional requirements associated with its protection. Private information includes:
A. Social Security Numbers (SSNs), Taxpayer Identification Number (TIN), or other national identification number
B. Driver’s license numbers
C. Financial account information (bank account numbers (including checks), credit or debit card numbers, account numbers)

B. Confidential – a classification for information that is restricted on a need to know basis, that, 
because of legal, contractual, ethical, or other constraints, may not be accessed or communicated 
without specific authorization. Confidential information includes:

A. Educational records governed by the Family Educational Rights & Privacy Act (FERPA) that are not defined as directory 
information

B. University Identification Numbers (UIDs)
C. Employee and student health information as defined by Health Insurance Portability and Accountability Act (HIPAA)
D. Alumni and donor information
E. Employee personnel records
F. Employee personal information including: home address and telephone number; personal e-mail addresses, usernames, 

or passwords; and parent’s surname before marriage
G. Management information, including communications or records of the Board of Trustees and senior administrators, 

designated as confidential
H. Faculty research or writing before publication or during the intellectual property protection process.
I. Third party information that RIT has agreed to hold confidential under a contract

C. Internal – a classification for information restricted to RIT faculty, staff, students, alumni, 
contractors, volunteers, and business associates for the conduct of University business. Examples 
include online building floor plans, specific library collections, etc.

D. Public – a classification for information that may be accessed or communicated by anyone 
without restriction.

Francesco continued: ‘Think about this 
carefully, because it has implications much 
bigger than you and me. What proprietary 
Saunders data did you have on that 
laptop?’

The Dean replied, ‘I really didn’t have 
anything too important. It was committee 
notes, faculty salary information, stuff like 
that. It may have been confidential, but not 
really proprietary.’

6. Was Francesco correct or 
mistaken in his use of the 
term “proprietary” Saunders 
data” ?

7. Specifically, how does RIT’s 
Information Classifications 
(Appendix F) relate to this 
case study scenario?

Case Study Analysis: “Snowfall and a stolen laptop”
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8. What would be the stolen laptop’s additional impact on RIT if the ISO’s 
conclusion is not valid ?
– Who else at RIT would be concerned with this stolen laptop incident?

Case Study Analysis: “Snowfall and a stolen laptop”
9
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9. How should we analyze the threat and attack leading to the Dean’s 
lost laptop using this model?

What kind of threat source was 
active in the case study?

Case Study Analysis: “Snowfall and a stolen laptop”

NIST SP 800-30r1 “Guide for Conducting Risk Assessments”
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Taxonomy of threat sources

1. Adversarial
2. Accidental
3. Structural
4. Environmental

NIST SP 800-30r1 “Guide for Conducting Risk Assessments”
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9. How should we analyze the threat and attack leading to the Dean’s 
lost laptop using this model?

A. Threat source 
i. Capability
ii. Intent
iii. Targeting

B. Threat event
i. Attack type
ii. Likelihood of attack initiation

C. Vulnerability
i. Weakness type
ii. Likelihood attack succeeds

D. Impact
i. Impact type
ii. Severity of impact
iii. Overall likelihood

E. Risk

Case Study Analysis: “Snowfall and a stolen laptop”
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10. How should we organize and present the risks?

Factor Analysis of Information Risk (FAIR) framework 
• Provides guidance on evaluating risks within organizations, broadly across an organization and in 

the context of a particular IT asset. 
• Helps distinguish between: 

• Security incident frequency 
• How many laptop thefts per year?

• Impacts on the organization 
• How many employee-hours to investigate, resolve, and recover from the incident?
• How much money spent on credit monitoring for theft victims? 

https://www.fairinstitute.org/what-is-fair

Likelihood that a 
threat will cause harm 
to an asset

Likelihood harm to an 
asset
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10. How should we organize and present the risks?

Risk Impact Frequency

Case Study Analysis: “Snowfall and a stolen laptop”
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Case Study epilogue

I. Government numbers (Social Security Numbers) were eliminated as 
identifiers at the University
– This change required modifications to every IT system used at RIT

II. RIT implemented 2-layered approach to protecting data
1. New software purchased to identify (and report) potential personally 

identifiable information on laptops
• In the case of a theft, RIT was able to identify what personal information may have been at 

risk
2. RIT implemented enterprise full disk encryption technologies on laptops to 

limit financial risks resulting from lost Personally Identifiable Information (PII)
• Solution included ability to report on the state of the data (i.e. report when data is 

decrypted)



MIS 5206 Protecting Information Assets

Case Study wrap-up

Rochester Institute of Technology (RIT)

Saunders College of Business
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Frameworks for  Protecting Information Assets…

A leading example of information security risk 
management

– Created in 2005 and updated in 2013 by 
agreement between 
• International Organization for 

Standardization (ISO)
• International Electro-technical 

Commission (IEC)
– Specific requirements for security 

management systems and controls
– Firms can apply to be audited and 

certified as ISO/IEC 27001 compliant
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An Overview of Frameworks 
for 

Protecting Information Assets 
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NIST Cybersecurity Framework 
Refers to and builds on many principles of ISO/IEC 27001 standard

Goes way beyond IT and physical security environment

…by also including:
• Governance and management
• Staff policies and procedures
• Training
• Supply chain management

22



MIS 5206 Protecting Information Assets

23

Cybersecurity 
Maturity 

Levels
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Organized as a Workflow 
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Each Category of cybersecurity activities is 
further broken down into subcategories

The NIST SP 800 information references pertain to specific information security controls 
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Each subcategory or activity is 
associated or cross-referenced to 
information references

NIST SP 800 information references pertain to specific information security controls
COBIT references pertain to Governance and Management processes
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Each subcategory or activity is 
associated or cross-referenced to 
information references

COBIT references pertain to Governance and Management processes
NIST SP 800 information references pertain to specific information security controls
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https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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https://csrc.nist.gov/publications/detail/sp/800-53a/rev-5/final
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https://csrc.nist.gov/publications/detail/sp/800-53a/rev-4/final
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Which Asset Management Subcategories of activities relate to a Risk Assessment (RA) of impacts resulting 
from a breach in data confidentiality, integrity and/or availability?
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Each function of the NIST Cybersecurity Framework’s workflow 
is associated with a set of  categories of cybersecurity 
“activities”.  These are

• Sorted alphabetically by their Category Unique 
Identifier

• Not organized as an ordered hierarchy or sequence of 
activities
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SP 800-53

Framework’s alphabetical ordering of activities is problematic…
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NIST Risk Assessment Controls
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A better way than alphabetical 
organization for thinking about 
information security control families…
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Overlapping, complementary IT security frameworks 

NIST Cybersecurity Framework 
provides a workflow of 
activities used to identity gaps 
and measure maturity of an  
organization’s information 
security

NIST SP 800-53 outlines 
baselines of cybersecurity 
controls for information 
systems and checklists for 
auditing the controls

COBIT provides guidance for 
enterprise IT  governance and 
management 
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Test Taking Tip

41

This contradicts many people’s test taking recommendations… 

…but, it works. Here’s why:

• Quickly alerts you to the type of question to expect

- Read the answers first -

• Focuses your attention in reading the question for meaningful information

• Gives you advanced warning that there may be more than one significant concepts 
(option to answer in the form “Both A & B”)

• Gives you an opportunity to get a sense of the sort of answer the test maker is looking for

• There may be more than one valid answer, but the test maker may be looking for “best 
mitigation for the situation” or “least risk in the situation” 
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Test Taking Tip

42

Example:

Which of the following represents the GREATEST potential 
risk in an EDI environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A
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Test Taking Tip

43

Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A
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Test Taking Tip

44

Example:

Which of the following represents the GREATEST potential 
risk in an Electronic Data Interchange (EDI) environment?

A. Transaction authorization
B. Loss or duplication of EDI transmissions
C. Transmission delay
D. Deletion or manipulation of transactions prior to or 

after establishment of application controls

Answer: A
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Quiz
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Quiz – Unit #2
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Quiz
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Agenda

üDaily class schedule – and schedule of breaks
üIntroductions
üCase study analysis
ü Frameworks for Protecting Information Assets

üTest taking tip
üQuiz


