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The GREATEST benefit of having well-defined data categorization

policies and procedures is:

A decreased cost of controls

A more accurate inventory of

information assets

An improved regulatory
compliance

A reduced risk of inappropriate

system access

8 respondents

o I

1 respondent 9%

1 respondent 9%

1 respondent 9% .

While auditing an e-commerce architecture, an IS auditor notes that
customer master data are stored on the web server for six months after
the transaction date and then purged due to inactivity. Which of the
following should be the PRIMARY concern for the IS auditor?

System storage performance
Availability of customer data
Integrity of customer data

Confidentiality of customer data

o* |
2 respondents 18 % -
6 respondents 55 % _
3 respondents 277 % - v

Who are responsible for ensuring that the information security policies

and procedures have been adhered to?

Executive management 1 respondent

Security officers 3 respondents

Information owners 5 respondents

Information systems auditors 2 respondents

The information security manager should treat regulatory compliance

as:

An organizational mandate 2 respondents

A purely operational issue

A risk management priority 2 respondents

Another risk to be managed 7 respondents

o

o% |

o
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One of the primary steps in a quantitative risk analysis is to determine
the annualized loss expectancy (ALE). How is the ALE calculated?

Asset value + (Single loss

1 respondent
expectancy / Frequency per year)

Asset value X 2.8

Single loss expectancy X

8 respondents
Frequency per year

Single loss expectancy /

2 respondents
Frequency per year

2 |

o* |

o
o



When auditing security for a data center, an IS auditor should look for

the presence of a voltage regulator to ensure that the:
When helping an organization understand the business context of

information resources that support critical functions and the cyber e o cled A sa et .
. . . 8 respondents 73 % _\/
security risks they face, the team should first create a list of power surges.
information assets. What should happen next? integrity is maintained if the main . et 9%
responden
power is interrupted. P

hardware is protected against

Determine the risks facing the % %
3 1 respondent 9
asset 2 respondents e - long-term power fluctuations. ?
Identify threats facing each asset 3 respondents 27)% - immedia‘fe ROWC] YViH be available 1 respondent 9%
. . if the main power is lost.
Identify vulnerabilities in each 0% I
asset . . . . .
i i Vi i i
n Which of the following environmental controls is appropriate to
Develop a value for each asset 6 respondents 55 % _ v . . . . .
protect computer equipment against short-term reductions in electrical
power?
An IS auditor is reviewing the physical security controls of a data Interruptible power supplies 0% I
center and notices several areas for concern. Which of the following B 0% I
. . 5 .
areas is the MOST important Power line conditioners 8 respondents 73 % _ Vv
Alternative power supplies 3 respondents 277 % -

The emergency exit door is o
blocked.

e Gy Teuer o b When developing a risk management program, what is the FIRST

1 respondent 9%

cover is missing. activity to be performed?

There are no security cameras

L 1 respondent 9% . 5

inside the data center. Classification of data 2 respondents 18 % -
5 Inventory of assets 8 respondents 73 % _ v

suppression system was not 2 respondents 18 % -

e Criticality analysis 1 respondent 9 % .

%
IVII> 52Ub Frotecting Information Assets Threat assessment 0
Incorrect Answer

Scheduled maintenance of the fire




What is a risk associated with attempting to control physical access to Which of the following is the BEST criterion for evaluating the

sensitive areas such as computer rooms using card keys or locks? adequacy of an organization's security awareness program?
Unauthorized individuals wait for No actual incidents have occurred
controlled doors to open and 7 respondents 64 % _ v that have caused a loss or a public 1 respondent 9% .
walk in behind those authorized. embarrassment.
Removing access for those who Senior management is aware of
are no longer authorized is 0% I critical information assets and %
complex. demonstrates an adequate 4 respondents £ _
The contingency plan for the concern for their protection
organization cannot effectively 0% I Job descriptions contain clear
test controlled access practices. statements of accountability for 6 respondents 55 % _ v
Access cards, keys and pads can information security.
be easily duplicated allowing easy 4 respondents 36% - In accordance with the degree of
compromise of the control. risk and business impact, their is 0% I

adequate funding for security
. . . . . . 0 . eﬁorts.
An IS auditor is reviewing an organization's security operation center

SOC). Which of the following choices is of test ? Th
( ) ich ot the Tollowing cholces [s of greatest concern euse Which of the following would be BEST prevented by a raised floor in

of: i
the computer machine room?

a rented rack space in the SOC. 2 respondents 18 % - . .

A power failure from static 0%
a carbon dioxide-based fire o .-~ ) I
suppression system. .

Water flood damage 9 respondents 82 % _
a wet pipe-based fire suppression % 5
system. 1 respondent 9 - Shocks from earthquakes 0% I
an uninterrupted power supply o% Damage to wires around %

3 2 respondents 18 * v/
§f==tobients 36 _ computers and servers P -

with 5 minutes of backup power.
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A Hospital Catches the “Millennium Bug”

FLETCHER ALLEN TO UVM
MEDICAL CENTER

The University of Vermont Medical Center changed its name from
Fletcher Allen Health Care in November 2014 to more accurately
reflect the quality of care and cutting-edge research we provide.

Millennium bug
actnow!

N
ar2K

Compliant



Case Team Exercise: In your project teams, develop a Powerpoint
presentation that covers the following 4 questions:

1. Describe the IT threat caused by the Year 2000 bug

2. From an information security perspective, how would you characterize
the millennium (“Y2k”) bug and assess the risk from it that Fletcher-

Allen Health Care faced in May 1998 ?

3. How would you assess the hospital’s readiness to control the risk ?
Be sure to provide details to support your approach to the assessment

4. How is the Year 2038 problem similar to and different from the Year
2000 bug ?



1. Describe the IT threat caused by the Year 2000 bug



“Millennium” or “Y2K” Bug

A useful case study for learning about enterprise organizational IT risk management given
proactive knowledge of a known pervasive threat

Last century, software and firmware developers used two-digit year fields, instead of four-digit
year fields in their code to reduce memory usage requirements

Examples of years captured in a 2 digit data field

“99” used in year portion of date fields for “1999”
* 99+ 1=00ratherthan 1999 + 1 = 2000

“98” used in year fields for “1998” ...
— “00” in year fields as either “1900” or zero or “2000”

1999 1999+1=1900

1 "% 1999 1999+1
1900 o 4qp  =1900

1999+1=1900 T 1999+1=1900
1900

» Affected software included...
— Microsoft Excel

COBOL, C, JavaScript,... programming Languages
— Unix Source Code Control System

Search: 78630819




2. From an information security perspective, how would you characterize the
millennium (“Y2k”) bug and assess the risk from it that Fletcher-Allen Health Care
faced in May 1998 ?

POTENTIAL IMPACT
Security Objective LOW MODERATE HIGH
Confidentiality The unauthorized The unauthorized The unauthorized

Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 US.C., SEC. 3542]

disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 US.C., SEC. 3542]

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.S.C.. SEC. 3542]

The disruption of access to
or usc of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adversc cffect on
organizational operations,
organizational assets, or
individuals.

Information
Security

Confidentiality



Fletcher-Allen Health Care

May 1998...

— Millennium bug or “Y2K problem” affected availability of administrative
and clinical software and other devices and systems containing embedded
microprocessors




Y2K Problem Risk Management Plan...

v w e

Inventory  —Identify hardware & software with Y2K problem
Analysis — Examine code for date fields, determine which to fix
Remediation — Alter the code for Y2K compliance

Testing — Ensure that altered code produces correct results

Migration  — Put new code into production



3. How would you assess the hospital’s readiness to control the
risk ?

Be sure to provide details to support your assessment



Asset Inventory

Applications Supported by Fletcher-Allen Information Services —

Bonss e oosoets

System Name Y2K OK? Plans for Compliance e —

Applications Supported by Fletcher-Allen Information Services
oK oKe

Systom Name Plans for Compliance

o Encoder - 135S REC s BT Trimown
o1 Encoger - 50 Recors Excoder I Repiace —SU Enocer DX REgas

Ve g

IBM Encoder — Medical Records Encoder Unknown . Vo s g

IBM Encoder — Medical Records Encoder MF
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Ao

o
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Retire
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Vendor ndicates compliance
Retire/Obsokte

Retirs - by the Year 2000
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Asset Inventory

Disposition: Y2K ok?
Retire or Retire/Obsolete
Replace

Unknown (not decided)
Vendor indicates compliance
Vendor upgrade planned
Totals

Y2K status of 73 applications = questionable (“?")

Decisions needed:
* 26 to retire — may not need to analyze these systems

* 31toreplace — with new software (i.e. Meditech, IDX, Peoplesoft, ORSOS,
ANSAS or other projects)

» 7 applications are undecided — (e.g. IBM Medical Records Encoder) Solution
may be to do in-house analysis and remediation or replacement

8 need to be assessed for vendor compliance
1 needs to be assessed for vendor upgrade




What is the risk of replacement p

rojects?

[ First Coast -Wedical Records
[ First Coast - Orger Commurications
First Coast- Patient Accounting

Y2K ok?

‘Giobal — General Leager

Disposition:

Replace

Retire or Retire/Obsolete

Unknown (not decided)

‘Giobal — Global Link (D1
‘Global - Global View Report Writer
‘Global - Materais Management

HiS - Charge Envy Sysem

HiS - Compater Biling (COMU
IS - Department Pabent Notes

Vendor indicates compliance

Vendor upgrade planned

6

Totals

15

IS - Nurse Appoiiment Scheguing

ing Notes
HIS - Office (Polkies Procedures, Word Processing]

HiS - Operating Room Actiy
HiS - Order Communications (USng]

Risks: Large replacement projects often fall behind schedule

— What impacts would falling behind scheduled cause?

— Would it be prudent to plan to remediate the 32 applications?

— Would it also be prudent to plan to remediate the 18 systems which the

vendors plan to upgrade ?

Supported by Fletcher-Allen ervic
System Name ¥2K OK? _| Plans for Gompliance
TBM Encoger - a3kl Recorss Encoder 3 Unknown
161 Encoder — WegKal Records Encoder WE' 7 Replace - 3W Encoger DX Inegrated
ANSOS 2
‘Appiix 2 Vendor Paates complance
‘Cnical Fancial Informason System (CFIS)
Cinical Data Egaor
Clovenealic! Intertace Engine
Dt Repostory - Oacs
Das Warehouss — Cognos Vendor ingicates compliance
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'Dats Wiarehouse — Metaphor Retre
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Dictaphone -Digit Dictation Enterprise Voice endor ingicates compliance.
Dicispnone - Enterprse Tex. 2 Vendor naates compince.

Retre/Oosokt

Refite - by the Vear 2000

First Coast - Materas Management

Refirs - by the Year 2000

First Coast ~ Surgery Managem:

First Coast— Wonzieliness, Wak

‘Giobal - Accounts Payoe

Vendor Upgrace - Sute 2000, Svaiatie 91558

‘Global - Fazed Assets

Vendor Upgrace - Sute 2000, avaiatie 31911958

Vendor Upgrace — Sute 2000, avaiable ¥31938

Upgrade 1 Verson 5.10 - curtenty avaioe

Vendor Upgrace - Sute 2000, avaiade 351938

Vendor Upgrace - Sute 2000, avaiatie 31911958

IS - Accounts Receivabke

Refire by the year 20000

HiS - Aadress Label System

‘Replace - Under Analysis

[[ris -Asmzng Replaces - DX
s - Colnar 7 Unioown
S Census Funcions e D s Uniown

HiS - Common £t (CEDS]

Replace - Dats Repostory

? Replaced - DX
= Repiace — under anaiyss
Replace - Peoplesol

Relire by 2000, when HISS goes away

Refire by 2000, when HISS goes away
Replace -

[T

icesk
Retire by 2000 when HISS goes away

HiS - Notebook

IS - Nursing Caredex

HiS - Nursi

IS - Patient Appomiment Scheduing

HIS - Patent Biling

HIS - Patient Lit Print Programs — Nursing

HIS - Payrol

HIS - Pharmacy

HIS - Physician Patient List — Nursing Meditech

HIS - Probl eplace — under analyss

HIS— etre by 2000, when HISS goes away
HIS - Radiology eplace - IDX Radiology, Mid-1998

HIS - Remiances

etre by

HIS Report Wriers

etre by 2000, when HISS goes away

HIS - Seourty/Program Inv

HIS Surgical Preference Card

tre by 2000, when HISS goes away
eloce~ ORSOS. m 1995
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HIS - Part of Payroll) lacs — 7
HIS - Tumor Regst eplace CANSURFAC

TDX—ADM (Upgrade Tool). V.8

1DX —Biling Accounts Receivable, V.
IDX

1DX —Chart Tracking, V.7

TDXCorrespondence Log

IDX—DBMSReport Wrter/AES V.7

DX=EDIV.

1DX - Encounter Form Generator (EFG). VT

1DX— EPMIS (Sched. To ADT/HPA Link)
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eplace - email package




Applications Supported by Fietcher-Allen Information Services
System Name V2K OK? | Plans for Gompliance
7] - T £

What information is not in the table that ——
we would like to see? e

* Completion dates for each application to help in planning S

* Relative size of each application (i.e. level of effort) e

* Departmental applications not supported by the central Information System EE ==
organization

* Facilities controls with embedded microprocessors not included in the
inventory (e.g. elevators, HVAC, power systemes,...)

7
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All missing from this exhibit are...

Patient Care Risks Administrative Risks
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4. How is the Year 2038 problem similar to and different
from the Year 2000 bug?

A signed 4-byte integer has a maximum value of 2,147,483,647,
and this is where the Year 2038 problem comes from

— The maximum value of time before it rolls over to a negative (and
invalid) value is 2,147,483,647, which translates into January 19, 2038

— On this date, any programs written in the ‘C’ programming language
which use a standard time library will have problems with date
calculations



How is the Year 2038 problem similar and different?

Most web-based systems and services that run over the Internet are based on Linux!

Linux and many programs are written are written in C programming language and suffer from the Year
2038 problem

— Most C programs use a library of routines called standard time library

— This library uses a standard 4-byte or 32 bit format to store time values, and provides functions for

converting, di5p|aying and Ca|cu|ating time values 32[31[30[29]28[27| 26| 25| 24|23 22| 21[ 20[ 19] 18] 17| 16[ 15[ 14] 13 12] 11] 10] 9] 8| 7| 6] 5] 4] 3] 2[ 1
1l 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]1]1[1[1]2]11|11

0] 0| 0| O] O] O] O] O] O] O] O] O] O] O] O] O] O] O] O] O] O] O] 0|0O|0O|O|O|0O|0O|0O|0O|O

[y

— The standard time library assumes the beginning of time is January 1, 1970, at 12:00:00 a.m. This
value is 0

— Any time/date value is expressed as the number of seconds following that zero value. So the time
value is that many seconds past 12:00:00 a.m. on January 1, 1970
* This is convenient because if you subtract any two values, you get the time difference between
them in seconds

e Other functions in the library are used to determine how many
minutes/hours/days/months/years have passed between two times



Other questions for class discussion if there is time...



Y2K exposed Fletcher-Allen to significant business and
medical risks

Bob Sadlemire’s boss Alan Wyman, tells him:

“You need to assure (the Board) that we have a solid process in
place to deal with (the year 2000 problem).”

What do you think of these instructions?



Y2K exposed Fletcher-Allen to significant business

and medical risks

Bob Sadlemire’s boss Alan Wyman, tells him:

“You need to assure (the Board) that we have a solid process in
place to deal with (the year 2000 problem).”

If you were Sadlemire, can you state that the process is “solid”? Why/why not?

— i sar————

Task Area Exposures

1. Application Systems Overall — will be in good shape

2. Technical Systems None; manageable situation

3. Clinical Equipment Not many issues identified or expected
4. Facilities Few issues expected

5. Telecommunications Procurement; local exchanges

6. Suppliers Yet to determine; potentially significant
7. Payors Staff and cash flow implications

Does the summary of
Exhibit 1 “Agenda for
upcoming Board’s Patient
Care and Systems
Improvement committee
meeting” seem
misleading?



Y2K exposed Fletcher-Allen to significant business and
medical risks

How likely is it that Bob Sadlemire can guide the organization to achieve Y2K compliance in their critical
medical and business processes?



Success of an enterprise-wide IT initiative is based on
what?

...Is not merely a technical problem to be “solved” by IT
professionals

Implementation of new or altered enterprise systems will have a
large impact on every business process

Therefore extensive participation and active oversight by
influential senior managers is necessary!
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