
Protecting Information Assets
- Unit# 11 -

Cryptography, Public Key Encryption and Digital 
Signatures



Agenda

• Cryptography and Cryptanalysis
• Terminology
• Symmetric Cryptography
• Asymmetric Cryptography
• Hashing and Digital Signature
• Public Key Infrastructure
• Cryptanalysis Attacks
• Quiz



Cryptography
• Method of transmitting and storing data in a form that only those it is 

intended for can read and process
• An effective way of protecting sensitive information as it is transmitted 

through untrusted network communication paths or stored on media

• Complements physical and logical access controls

The etymology is Greek and means: “secret writing”



Where do you look for encryption related controls?
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Cryptanalysis

• Kerckhoffʼs Principle
• The only secrecy involved with a cryptosystem should be the key

• Cryptosystem Strength
• How hard is it to determine the secret associated with the system?

7

• The study of methods to break cryptosystems
• Often targeted at obtaining a key
• Attacks may be passive or active



Terminology
• Plaintext – is the readable version of a message
• Ciphertext – is the unreadable results after an encryption 

process is applied to the plaintext
• Cryptosystem – includes all the necessary components for 

encryption and decryption 
• Algorithms
• Keys
• Software
• Protocols

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Services of cryptosystems
• Confidentiality – Renders information unintelligible except by 

authorized entities 
• Integrity – Data has not been altered in an unauthorized manner since 

it was created, transmitted, or stored
• Authentication – Verifies the identity of the user or system that 

created, requested or provided the information
• Authorization – On proving identity, the individual is provided with the key or 

password that will permit access to some resource

• Nonrepudiation – Ensure the sender cannot deny sending the 
information 

Repudiation – the sender denying he sent the message 

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Cipher = encryption algorithm
2 main attributes combined in a cypher

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition



Cipher = encryption algorithm
2 main attributes combined in a cypher

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition



Example: Substitution cipher or algorithm
• A mono-alphabetic substitution cipher

“SECURITY” <=> “HVXFIRGB”



Cipher Disk
Outer wheel is for the plaintext alphabet 
Inner wheel is for ciphertext

When the outer wheel and inner wheel and are both 
aligned at the letter “A” (i.e. position zero), there is no 
encryption mapping the letters on the outer wheel to 
letters on the inner wheel
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Keyspace is the number of possible keys

28



Question: Assuming each key is equally likely (randomly distributed) how 
many random guesses would you have to make on average to find the 
key to decrypt the plaintext? 
ØAnswer: ~14, (28 -1) = 27 and 27/2 = 13.5 which is approximately 14

ØBecause the average of a uniform distribution is half
ØRecall 26 letters in the alphabet + “.” and “-”  = 28, but we cannot use “0” as the 

key which gives us the original plaintext back the size of the alphabet

Uniform Distribution

In a uniform distribution any number 
is equally likely, the average is right 
in the middle, or half the distribution

• This is important in cryptography 
because on average the number of 
attempts needed to successfully 
guess the key through brute 
forcing is half of the key space

• This is true of the simple cipher 
wheel as well as modern 
encryption schemes with very 
large key spaces



Linguistic cryptanalysis examples…
• Recognizing the beginning of the word
• Looking for letter pairs
• Looking at vowels

This form of cryptanalysis uses your knowledge of the English language



Linguistic cryptanalysis examples…
One form of linguistic cryptanalysis is frequency analysis of letters used in English 
Frequency analysis recognizes that different letters have different probabilities of 
frequencies of use in words:

Given a sentences written in the English language 
• E, T, A and O are the most common
• Z, Q and X are rare 

• TH, ER, ON, and AN are the most common pairs of letters 
(termed bigrams or digraphs)

• SS, EE, TT, and FF are the most common repeats



Example: Substitution cipher or algorithm



Polyalphabetic Cipher
Ciphers can be made stronger, and frequency analysis made more difficult when 
more than one cipher alphabet is used
• For example, encrypt the plaintext message “SEND MONEY”

• Use the word “SECURITY” as the key, but repeat its use in the key to make it have as many 
letters as the plaintext:

Plaintext: SEND MONEY (10 characters including the space “_”)
Key: SECURITYSE (10 characters)



Polyalphabetic Cipher
Plaintext: SEND MONEY (10 characters including the space “_”)

Key: SECURITYSE (10 characters)
1. Encrypt by rotating the inner wheel so that “S” in the word 

“SECURITY” aligns with “A” on the outer wheel 
Now “S” in the word “SEND” on the outer wheel maps to the 
letter “I” on the inner wheel, so “I” is the ciphertext

2. Next, rotate the inner wheel so that “E” in the word 
“SECURITY” aligns with “A” on the outer wheel. Now “E” 
in the word “SEND” on the outer wheel maps to “I” on the 
inner wheel, so “I” is the ciphertext again, even though 
the plaintext is different than before

Ciphertext for “SEND MONEY” using the polyalphabetic key 
“SECURITY” is: IIPXPUFJWA

Polyalphabetic ciphers make frequency analysis more difficult

Polyalphabetic substitution is another building block of cryptography



Random Polyalphabetic Cipher
What if we use a random polyalphabetic key that is as long as the message? 

For example, let’s say our plaintext is:
We intend to begin on the first of February unrestricted submarine warfare.

And the polyalphabetic key is a string of random characters as long as the message:
ackwulsjwkblogbzcukn.kqubpnnefjvcebuymaclzvzmzwfbxpmmzqwmm.tejzf

Question: How would an attacker could attempt to crack this message? 
Is an attack possible?



Cipher = encryption algorithm
2 main attributes combined in a cypher

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

1. Confusion: usually carried out through substitution
• Let’s look at another way to do substitution

2. Diffusion: Usually carried out through transposition



Binary – Decimal

8 bits supports 256 numbers

ASCII - Decimal

1 1 1 1 1 1 1 1 = 255
0 0 0 0 0 0 0 0 = 0

The translation of what we type into ASCII, and then into binary is what is sent in data packets across the network to other 
computers…

https://www.rapidtables.com/convert/number/binary-to-decimal.html?x=11111111


XOR – Exclusive OR
Creating “confusion” through substitution with a binary mathematical 
function called “exclusive OR”, abbreviated as XOR

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



One-Time Pad  a perfect encryption scheme

One-Time Pad Requirements

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



One-time pad -- Problems

• Must be perfectly random
• Pad must be as long as the message
• Must be used only once

• Skimp on any of these conditions, it becomes trivial to 
break your system

• Any software product claiming to use one-time pad 
is snake-oil.
• Computers are bad at generating truly random numbers



Cipher = encryption algorithm
2 main attributes combined in a cypher

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

1. Confusion: usually carried out through substitution

2. Diffusion: Usually carried out through transposition



Transposition

• Ancient example: scytale

https://en.wikipedia.org/wiki/Scytale


A profit was 
achieved by 
our ACT unit
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2 main attributes combined in a cypher

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, 
McGraw Hill Education

1. Confusion: usually carried 
out through substitution

2. Diffusion: Usually carried 
out through transposition

0101010101010101

0100100111101001



Examples of dichotomies in cryptography

• Symmetric versus Asymmetric
• Stream versus block
• 1-Way functions versus 2-Way functions



Symmetric versus asymmetric algorithms
• Symmetric cryptography

• Use a copied pair of symmetric (identical) secret keys
• The sender and the receive use the same key for encryption and 

decryption functions

• Asymmetric cryptography
• Also know as “public key cryptography”
• Use different (“asymmetric”) keys for encryption and decryption
• One is called the “private key” and the other is the “public key”



Symmetric cryptography

Two types: Stream and Block Ciphers
• Stream Ciphers treat the message a stream of 

bits and performs mathematical functions on 
each bit individually

• Block Ciphers divide a message into blocks of bits 
and transforms the blocks one at a time



Symmetric Stream Ciphers

• Easy to implement in hardware
• Used in cell phones and Voice Over Internet Protocol

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Symmetric versus asymmetric algorithms
• Symmetric cryptography

• Use a copied pair of symmetric (identical) secret keys
• The sender and the receive use the same key for encryption and 

decryption functions

• Asymmetric cryptography
• Also know as “public key cryptography”
• Use different (“asymmetric”) keys for encryption and decryption
• One is called the “private key” and the other is the “public key”



Asymmetric cryptography

• Public and Private keys are 
mathematically related
• Public keys are 

generated from private 
key

• Private keys cannot be 
derived from the 
associated public key (if 
it falls into the wrong 
hands)

• Public key can be known by 
everyone

• Private key must be known 
and used only by the owner

Asymmetric cryptography is computational 
intensive and much slower than symmetric 
cryptography

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Asymmetric cryptography

• Do not get confused and think the public key is only for 
encryption and private key is only for decryption!

• Each key type can be use used to encrypt and decrypt
• If data is encrypted with a private key it cannot be decrypted with the 

same private key (but it can be decrypted with the related public key)
• If data is encrypted with a public key it cannot be decrypted with the 

same public key (but it can be decrypted with the related private key)



Asymmetric cryptography
If the sender (“Jill”) encrypts data with her private key, the receiver (“Bill”) must 
have a copy of Jill’s public key to decrypt it

• By decrypting the message with Jill’s public key Bill can be sure the message really came 
from Jill

• A message can be decrypted with a public key only if the message was encrypted with the 
corresponding private key 
• This provides authentication because Jill is only the only one who is 

supposed to have her private key

If Bill (the receiver) wants to make sure Jill is the only one who can read his reply, he will encrypt 
the response with her public key

– Only Jill will be able to decrypt the message, because she is the only one who has the 
necessary private key 

– This provides confidentiality because only Jill is able to decrypt the message with her private 
key



Asymmetric cryptography
Why would Bill (now the sender) choose to encrypt his reply 
to Jill with his private key instead of using Jill’s public key?

– Authentication – Bill wants Jill to know that the message came 
from him and no one else

– If he encrypted the data with Jill’s public key, it does not provide 
authenticity because anyone can get Jill’s public key

– If he uses his private key to encrypt the data, then Jill can be sure 
the message came from him and no one else

Note: Symmetric keys do not provide authenticity – because the same key is 
used on both ends (using one of the secret keys does not ensure the message 
originated from a specific individual



Asymmetric cryptography
• If confidentiality is the most important security service, the sender would encrypt the 

file with the receiver’s public key
• This is called a “secure message format” because it can only be decrypted by the person with the 

corresponding private key

• If authentication is most important, the sender would encrypt the data with his 
private key
– This provides assurance to the receiver that the only person who could have encrypted the data is the 

individual in possession of the private key
– If the sender encrypted the data with receivers public key, authentication is not provided because the 

public key is available to anyone
– Encrypting data with the senders private key is called an “open message format” because anyone with 

a copy of the corresponding public key can decrypt the message
– Confidentiality is not assured



Cryptographic algorithms and their 
functions

Elliptical curve cryptography (ECC) is a public key encryption technique 
(Asymmetric) 
• Based on elliptic curve theory that can be used to create faster, smaller, 

and more efficient cryptographic keys
• ECC generates keys through the properties of the elliptic curve equation 

instead of the traditional method of generation as the product of very 
large prime numbers



Hybrid Encryption (a.k.a. “digital envelope”)

Symmetric and asymmetric and algorithms are often used 
together

• Public key cryptography’s asymmetric algorithm is  used to 
create public and private keys for secure automated key 
distribution

• Symmetric algorithm is used to create secret keys for rapid 
encryption/decryption of bulk data

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Public Key Management

MIS 4596 53

Stallings, W. (2014) Cryptography and Network Security



Hybrid Encryption

1

2
3

4

Symmetric algorithm uses a secret key to encrypt the message and the asymmetric key 
encrypts the secret key for transmission  (SSL/TLS uses hybrid)

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Quick review
1. If a symmetric key is encrypted with a receiver’s 

public key, what security service is provided?



Quick review
1. If a symmetric key is encrypted with a receiver’s 

public key, what security service is provided?
• Confidentiality: only the receiver’s private key can be used 

to decrypt the symmetric key, and only the receiver should 
have access to this private key



Quick review
2. If data is encrypted with the sender’s private key, 

what security services is provided?



Quick review
2. If data is encrypted with the sender’s private key, what security 

services are provided?
• Authenticity of the sender and nonrepudiation.  If the receiver can 

decrypt the encrypted data with the sender’s public key, then receiver 
knows the data was encrypted with the sender’s private key



Quick review
3. Why do we encrypt the message with the 

symmetric key rather than the asymmetric key?



Quick review
3. Why do we encrypt the message with the 

symmetric key rather than the asymmetric key?
• Because the asymmetric key algorithm is too slow



Session keys

This is how secure web 
client applications 
communicate with 
server-side services 

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education

Single-use symmetric keys used to encrypt messages between 
two users in an individual communication session



One-way Hash
• Assures message integrity
• A function that takes a variable-length 

string (i.e. message) and produces a fixed-
length value called a hash value

• Does not use keys

1. Sender puts message through hashing 
function

2. Message digest generated
3. Message digest appended to the 

message
4. Sender sends message to receiver
5. Receiver puts message through hashing 

function
6. Receiver generates message digest 

value
7. Receiver compares the two message 

digests values. If they are the same, the 
message has not been altered



One-way hash example…
Testing the integrity of a file (e.g. program) downloaded from the 
internet…



One-way hash example…
Testing the integrity of a file (e.g. program) from the internet…

Is the Kali I downloaded the same Kali that was published? 



One-way hash example…



One-way hash example…
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-5.1





One-way hash example…



One-way hash example…

Notice the amount of confusion and diffusion
resulting from a 1 character change!



Digital Signature
• A hash value encrypted with the sender’s private key
• The act of signing means encrypting the message’s hash value with 

the private key

Creating a digital 
signature for a message

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education



Symmetric Algorithms

Name Key Length (bits) Block Size (bits) Notes

DES 56 (56 + 8 parity) 64 3DES

3DES 56, 112, or 168 (+ 8, 16, 24 parity) 64 AES

Blowfish 32 to 448 64 Both are Public Domain.
Slower than AES.TwoFish 128, 192, or 256 128

AES (Rijandel) 128, 192, or 256 128 FIPS 197

RC4 8 to 2048-bit key
(usually 40 to 256)

Stream

RC5 Variable (up to 2048) 32, 64, or 128 Very Strong

RC6 128, 192, and 256 bits up to 2040-
bits

128 Based on RC5. (RSA)



Asymmetric Algorithms 
(Key Transport/Exchange)
• RSA (PKCS#1)
• Diffie-Hellman – replaced by El Gamal
• El Gamal
• Elliptic Curve Cryptography

• ECDH
• ECDSA



Hashing Algorithms (Integrity)
Hash Size (bits) Block Size (bits) Rounds Strength

MD5 128 512 64 Weak – Password Files

SHA-0 160 512 80 Weak

SHA-1 160 512 80 Generally not recommended for Federal 
Systems – Refer to NIST SP800-131A for 
allowable uses.

SHA-2 (224 or 256) 224 or 256 512 64 Acceptable, 256 recommended

SHA-2 (384 or 512) 384 or 512 1024 80 All of the following are acceptable.
Refer to NIST SP800-57 Part 1SHA-512/224 224 1024 80

SHA-512/256 256 1024 80

SHA3-224 224 1600 1152

SHA3-256 256 1600 1088

SHA3-384 384 1600 832

SHA3-512 512 1600 576

https://csrc.nist.gov/Projects/Hash-
Functions/NIST-Policy-on-Hash-
Functions

https://csrc.nist.gov/Projects/Hash-Functions/NIST-Policy-on-Hash-Functions


Reasons to Use Cryptography

74

Reason How achieved

Confidentiality The message can be encrypted

Integrity The message can be hashed and/or digitally signed

Authentication The message can be digitally signed

Nonrepudiation The message can be digitally signed



PKI Components

Digital Certificates
• Contains Public Key identity and verification info

Certificate Authorities (CA)
• Trusted entity that issues certificates

Registration Authorities (RA)
• Verifies identity for certificate requests

Certificate Revocation List (CRL)
• A list of digital certificates that have been revoked by the issuing Certificate 

Authority (CA) before their scheduled expiration date and should no longer 
be trusted

75



Examples of Cryptanalysis Attacks
• Brute force

• Trying all key values in the keyspace
• Frequency Analysis

• Guess values based on linguistic analysis of frequency of occurrence of letters
• Dictionary Attack

• Find plaintext based on common words
• Replay Attack

• Repeating previous known values
• Known Plaintext

• Format or content of plaintext available
• Man-in-the-Middle attack

• Hacker intercepts traffic grabs two others’ public keys and replaces them with his/her 
own public key and uses his/her own private key to decrypt and monitors the traffic 
between the others

76
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