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In the news Week 2

Temple University

CPPA publishes new draft regulations addressing Al, risk assessments, cyber audits |
Consumer Finance Monitor

I was expecting to keep up with technology being in this program and working in the tech
field, but this article goes to show how much you really do need to stay up to date. The
California Privacy Protection Agency (CPPA) has drafted two new sets of draft regulations
addressing a range of data protection issues. The two foundations responsible for moving
this forward are the draft cybersecurity audit regulations and draft risk assessment
regulations. This discussion will be brought up in the September 8th mesting. These
proposed regulations are” proposed definition of Al that differentiates the technology from
automated decision-making and transparency obligations for companies that train Al to be

used by consumers or other businesses.

The Draft Cybersecurity Audit regulations also have a high level of modification and actions
to other CCPA regulations. Some of those regulations are: Propose new definitions for Al
and Al decision making technologies, identify specific processing activities that present a
significant risk of harm to customers, and request a risk assessment. Some of those
activities include selling or sharing personal info, processing personal information of

consumers in publicly accessible places, proposing standards for stakeholders etc.

As you can see it is important to stay up to date on both sides of the AUDIT and Cyber
worlds. It also makes me think who in the program could possibly be on one of these

boards one day.

https://www.consumerfinancemonitor.com/2023/09/07/cppa-publishes-new-draft-regulations-addressing-ai-risk-assessments-cyber-audits/
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Cyber Security Risk Management

Terminology:

* Risk Capacity = “objective magnitude or amount of loss than an enterprise can tolerate without risking

its continued existence”

* Risk Appetite “generally reflects a management decision regarding how much risk is desirable”
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Diagram show a relatively sustainable
situation
— Risk appetite is lower than risk capacity

— Actual risk exceeds risk appetite, but
remains'below risk' capacity

Diagram show an unsustainable situation
— Risk appetite is defined by management as a level beyond
risk capacity (i.e. management is OK to accept risk and
absorb loss)
— Actual risk routinely exceeds risk capacity, despite remaining
below risk appetite level most of the time



NIST Cybersecurity Framework

Function Function

Unique
Identifier

Category

Unigque

Identifier

Category

Asset Management

IDBE Business Environment
ID.GV Governance
IDERA Rask Assessment
ID.EM Risk Management Strategy
IDSC Supply Chaun Fask Management
PR AC Identiry Management and Access Control
PRAT Awareness and Trammg
PR DS Data Security
PRIP Information Protection Processes and Procedures
PRMA Mamtenance
PRPT Protective Technology
DEAE Anomalies and Events
DE.CM Secunty Contingois Momtorng
DEDP Detection Processes
Respond RS RP Response Planmng
RS.CO Commumcations
RS AN Amnalysis
RS.MI Mitgation
R5.IM Improvements
Recover RCEP Recovery Planning
RC.IM Improvenents
RC.CO Commumcatons

Cybersecurity Maturity Model Certification (CMMC) levels

LEVEL 5
LEVEL 4 OPTIMIZING
LEVEL 3 REVIEWED  —
LEVEL 2 MANAGED —TUEEEE
LEVEL 1 DOCUMENTED S © PROCESSES  Each practice is

documented, including

PERFORMED B 3 PROCESSES ' Each practice is : " I
ower levels.

documented, including

o RO v Each practice is " s
ower levels. .
documented, including v A policy exists that
0 PROCESSES +" Each practice is ) I - e ek b
ower levels. N covers all activities
documented, including v A policy exists that

v Select practices are 4 . : " .
sl 1 e ) ) covers all activities. ar o "
documented where Livt L praschcas. v A policy exists that v A plan exists that

T . . covers all activities. I includes all activities.
required. " A policy exists that v A plan exists that
- oc 3 ivities ncludes all activities. . a s
includes all activities o A plan exists i - v Activities are reviewed
maintained, and B . and measured for
Himed, an ) v Activities are reviewed e
resourced that includes effectiveness.

o and measured for
all activities. "
effectiveness.

(results of the review
are shared with higher

evel management)

v There is a standardized,
documented approach
across all applicable

organizational units

Is used to assess an organization’s cybersecurity
capability maturity level, and recommend steps for
iImprovement



Information inventory, categorization and risk evaluation form
the first step in information systems security...

* A holistic and comprehensive risk
management process

* Provides a framework for managing
risk throughout the information system
development lifecycle

Supporting Publications
Controls !

«\PS 199/ SP 800.,

Organizational Federal Information Processing Standards (FIPS)
r Preparatlon * FIPS 199 — Standards for Security Categorization
* FIPS 200 — Minimum Security Requirements
Authorize Implement : ' Special Publications (SPs)
Controls S o ‘ * SP 800-18 — Guide for System Security Plan Development

SP 800-30 — Guide for Conducting Risk Assessments

SP 800-34 — Guide for Contingency Plan development

SP 800-37 — Guide for Applying the Risk Management Framework

SP 800-39 — Managing Information Security Risk

SP 800-53/53A — Security Controls Catalog and Assessment Procedures
SP 800-60 — Mapping Information Types to Security Categories

SP 800-128 — Security-focused Configuration Management

SP 800-137 — Information Security Continuous Monitoring

Many others for operational and technical implementations

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf



Information Categorization is part of Risk Evaluation

(mmm e

} Why is data categorization important?

I What assets need protection? IDENTIFY
] * It focuses attention on the

identification and valuation of
What safeguards are

asilahie? PROTECT information assets
vai :
* |tisthe basis for access and
What techniques can identify DETECT other control policies and
incidents? processes

What techniques can contain
impacts of incidents?

RESPOND

————————————
What techniques can restore

capabilities? RECOVER

MIS 5206 Protecting Information Assets



Where information and IT asset inventory, categorization & risk evaluation fit in
information systems security...

Category
Function Unigue Category

Identifier

Q\PS 199 | SP 800-60 ID.AM Asset Management

ID.BE Business Environment

gement Frame‘VOf* Identify ID.GV Governance

2™

ID.RA Risk Assessment

a_

e
ID.EM Risk Management Strategy

N , 5, S
Ry . Categorize __
y System '
y / \ \ PR.AC Access Control
y ‘ | PR.AT Awareness and Training

Monitor ‘ PRDS | Data Sccurity

Controls Control ' Protect

ontrois Y PR.IP Information Protection Processes and Procedures

Organlzaﬂona' PR.MA Maintenance

/(\ Preparat'on PR.PT Protective Technology

DE.AE Anomalies and Events
Authorize |mplement Detect DE.CM Secunty Continuous Monitoring
CO"trO'S - e DE.DP Detection Processes
. RS.RP Response Planning
R3.CO Commumications
Respond RS.AN | Analysis

RS.MI Mitigation
RS.IM Improvements

RC.RP Recovery Planning

Recover RC.IM Improvements
RC.CO Commumnications
NIST Risk Management Framework NIST Cybersecurity Framework



Different views of the NIST Risk Management Framework

Starting Point <\PS 199/ SP 800-6

{ “FIPS 199 ‘_SP:oz'" y
SP 800-37 / SP 800-53A | FIPS 200 / SP 800-53 .
Il carecorze |l A=Y N : %
MONITOR -| Information System |- SELECT £
(3 ; Y
SP 800-37 Do S Monitor
RISK MANAGEMENT $P 80053/ 5P 800-30 | Controls
AUTHORIZE F RAM Ewo R K SUPPLEMENT | ’{\ Organlzatlonal
R Security Life Cycle ey S Rnada:
Authorize Implement
SP 800-53A SP 800-18 , Controls
SP 800-70
ASSESS DOCUMENT
ity Controls i

10



A systematic qualitative guide for categorizing information and
information systems...

Q\ps 199/ SP 800-6,

!

o Categorize

- System
> § Monitor
‘ Controls

Organizational
Preparation

Authorize
System

éent Frame’

Controls

Implement

Controls
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Process Inputs

Identify Information
Systems

! 1
! 1
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cersty O soect & || Review Fnsize | | | System
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Figure 2: SP 8(0-60 Security Categorization Process Execution
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2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information
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Mission-based Information and Information Systems

1. Defense and National Security
2. Homeland Security

3. Intelligence Operations

6. Natural Resources

/. Energy

8. Environmental Management
9. Economic Development

10. Community and Social Services
11. Transportation

12. Education
13. Workforce Management

14.
15.
16.
17.
5. International Affairs and Commerce13.
19.
20.
21.
22.
23.
24.
25.
26.

Health

Income Security

Law Enforcement

Litigation and Judicial Activities

Federal Correctional Activities

General Sciences and Innovation
Knowledge Creation and Management
Regulatory Compliance and Enforcement
Public Goods Creation and Management
Federal Financial Assistance

Credit and Insurance

Transfers to State/Local Governments

Direct Services for Citizens "



Disaster Management Information Types

Table 4: Mission-Based Information

Mission Areas and Information

D.1 Defense & MNational Security
Strategic Mational & Theater Defense
Operational Defense
Tactical Defense

D.2 Homeland Security
Border and Transportation Security
Key Asset and Critical Infrastructure

Protection
Catastrophic Defense
Executive Functions of the Executive

Office af the President (EOP)

D.3 Intelligence Operations
Intelligence Planning
Intelligence Collection
Intelligence Analysis & Production
Intelligence Dissemination

D.4 Disaster nn:gtmen‘l
Disaster Monitoring and Prediction

Disaster Preparedness and Planning
Disaster Repar and Restoration

Commerce
Foreign Affairs
International Development and
Humanitarian Aid
Global Trade
.6 Natural Resources
Water Resource Management
Conservation, Marine and Land
Management
Recreational Resource Management and
Tourism
Agricultural Innovation and Services

Energy Supply
Energy Conservation g
Energy Resource Mang
Energy Production
D.8 Environment
Environmental Monito
Forecasting
Environmental Remed
Pollution Prevention a
D.9 Economic I
Business and Industry
Intellectual Property
Financial Sector Overy
Industry Sector Incomeé s
D10 Community & bnvr:]:ll Strvjnrs
Homeownership Promation
Community and Regional Development
Social Services
Postal Services
D.11 Transportation
Ground Transportation
Water Transportation
Adr Transportation
Space Operations
D.12 Education
Elementary, Secondary, and Vocational
Education
Higher Education
Cultural and Historic Preservation
Cultural and Historic Exhibition
.13 Workforce Management
Training and Employment
Labor Rights Management
Worker Safety

D.4 Disaster Management

Criminal Applehnrmon
Criminal Investigation and Surveillance
Citizen Protection
Leadership Protection
Property Protection
Substance Control
Crime Prevention
Trade Law Enforcement
D.17 Litigation & Judicial Activities
Judicial Hearings
Legal Defense
Legal Investigation
Legal Prosecution and Litigation
Resolution Facilitation
D.18 Federal Correctional Activities
Criminal Incarceration
Criminal Rehabilitation
.19 General Sciences & Innovation
Scientific and Technological Research
and Innovation
Space Exploration and Innovation

==} Disaster Monitoring and Prediction s

Direct Loans
Loan (iuarantees

Disaster Preparedness and Planning |&ie
Disaster Repair and Restoration
Emeroency Response

Formula Grants

Earmarked Grants
State Loans

Military Operations
Civilian Operations

D.24 Credit and Insurance

D.25 Transfers to State/ Local
GGovernments

Project/Competitive Grants

D.26 Dvirect Services for Citizens

National Institute of
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Systems to Security Categories
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U.S. Deporiment of Commerce Rich Kissel

William C. Barker
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James ML Tormer, Dvputy Divecior
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Disaster Management Information System Example

Geography
Spatial Context: Filter to levees that fall within predefined
geographical boundaries

The Nation

E- Layer Controls

Click on a state below or on the map to zoom in. You can
select other territory types from the drop-down menu.

States and Counties -

Q

Alabama

Alaska

American Samoa
Arizona
Arkansas
California
Colorado

Commonwealth of the Northern Mariana
Islands

Levees of The Nation e

7,026 Levee Systems * 24,731 Miles of Levees . 43,985 Levee Structures X 57 years Average Levee Age

Q BROWSE THESE LEVEES

Guarse | LEGEND  ~

Levenzance FSIBhS

Connecticut
Delaware

District of Columbia

Florida -

Lo
( fij @ EllerEry

MBI

National Levee
Database

16
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NIST Special Publication 800-60 Volume 11

Revision 1 Volume II: Appendices to

ver s | 20 Select Provisional Impact Levels for

National Institute of
Standards and Technology

LS. Depariment of Commerce Kevin Stine
Rich Kissel

the identified information system

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

Process Inputs

AN Identify Information
T tems
gi‘?,EFPARTHENTDFCOHHERCE l I_______________{_Ej__________________l
M, Guiierrez, Secreiary .
NATIONAL INSTITUTE OF STANDARDS AND 1 ¥ 1 M
= dentify Select @ Review ::’EL:Z[; : 5‘11.5?:*3:1
Information Provisional Provisional o N :
Types Impact Levels | |Impact Levels e : Secity
y : Impact Levels| | Category
: i
Process | !
____________________________________ 1
Process Outputs FIPS 200/ SP 800-53 s A _
Security Control ~ #—— ecurity
Selection Categorization

Figure 2: 5P 8300-60 Security Categorization Process Execution
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et v 1o Disaster Management Information

NISI- Information and Information
Systems to Security Categories
National Institute of

Standards and Technology Lo

U.S. Depariment of Commerce Kevin Stine

Rich Kissel
William C. Barker

Annabelle Lee
Jim Fahlsing
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— INFORMATION AND INFORMATION SYSTEMS.....cccvvvreniesmsrensssmsssnsssessssssassssenas 102
e e 1K1 Defense anil Nalinnal BECITILY -.-.-ia-ama-saacasasaasasmasaaammamansasansananazsasanmmnan:nsazanasancananaaansana— 107
D.2 Homeland Securify . iismerensssssassssssssmmsmesisisssssassssmsasasssssssssssssssemsasssasassnnns 108
D.2.1 Border and Transportation Security Information TYPE ...ooovvviviiiiiiiniiiiies e 108
D.2.2 Key Asset and Critical Infrastructure Protection Information Type.....ccocveviivniiiiinen, 110
D.2.3 Catastrophic Defense Information Type .......oooeeeee. e 111

118, D ARTMENT OF CoumRcs D.2.4 Executive Functions of the Executive Dfﬂce of ‘rhe F'1 E':-ldEl'lT {EDP} Infm‘nm‘rmﬂ
o 0 L ST 112
— D.3 Intelligence OPerations. . iimserersssmnasmsssmssmsesisisssasassssmsassssssssssasamsasasasasmn 113

‘ e P L I B e 115

D.4.1 Disaster Monitoring and Prediction Information Type.....ccoovoiiiiiiiiiiiniiiiiieciiceeen. 116
D.4.2 Disaster Preparedness and Planning Information Type ...oooovviviiiiiiiniiicnics e 117
D.4.3 Disaster Repair and Restoration Information Type ....cooocviiiiiiiiiiiiiiiiicciieciieeeee 118
D.4.4 Emergency Response Information TyPe....ooovvviiiicccie e sseieee s cnaeesinnnnen 1 19

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2rl.pdf
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf

Disaster Management Information Impact

D.4 Disaster Management

Disaster management involves the activities required to prepare for. mitigate. respond to. and
repair the effects of all physical and humanitarian disasters whether natural or man-made.
Compromise of much information associated with any of the missions within the disaster

management mission area may seriously impact the security of a broad range of critical
infrastructures and key national assets.

19



A spreadsheet is a useful way to organize datasets
to categorize an information system

Information Types Confidentiality Integrity Availability
Disaster Monitoring and Prediction

Disaster Preparedness and Planning
Disaster Repair and Restoration
Emergency Response Information Type

 NIST SP 800-60 V.2 R1 is helpful for determining a preliminary
impact level categorization of Disaster Information Types

MIS 5206 Protecting Information Assets
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https://community.mis.temple.edu/mis5214sec001sp2017/files/2017/02/nistspecialpublication800-60v2r1.pdf

Disaster Ma nageme Nt D.4.1 Disaster Monitoring and Prediction Information Type
Information Types Disaster monitoring and prediction involves the actions taken to predict when and where a

disaster may take place and communicate that information to affected parties. [Some disaster
dontifv kg " management mformation occurs m humanitarian aid systems under the International Affairs and
entify information Commerce line of business (e.g., State Department disaster preparedness and planning).] The
Systems = . Lo S :
recommended provisional categorization of the disaster monitoring and protection information

~—— i_ ¢ emm o emm . e+ « type follows:

@ @ Security Category = {(confidentiality, Low), (integrity, High), (availability, High)}
Identify Select . . .
Information | Provisional D.4.2 Disaster Preparedness and Planning Information Type
Types Impact Levels _ L .
Disaster preparedness and planning involves the development of response programs to be used in

case of a disaster. This involves the development of emergency management programs and
activities as well as staffing and equipping regional response centers. The recommended
provisional categorization of the disaster preparedness and planning information type follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)}

D.4.3 Disaster Repair and Restoration Information Type

Disaster repair and restoration involves the cleanup and restoration activities that take place after
a disaster. This involves the cleanup and rebuilding of any homes. buildings. roads.
environmental resources. or infrastructure that may be damaged due to a disaster. The
recommended provisional categorization of the disaster repair and restoration information type
follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)} 21



Disaster Management

Information Types D.4.4 Emergency Response Informartion Tvpe

Emergency Response involves the immediate actions taken to respond to a disaster (e g, wildfire

management). These actions include providing mobile telecommunications, operational support,
power generation, search and rescue, and medical life saving actions. Impacts to emergency

e M M response information and the information systems that process and store emergency response
information could result in negative impacts on cross-jurisdictional coordination within the

Identify Information
Systems

denti () Select @ crifical emergency services infrastructure and the general effectiveness of organizations tasked
Inf 'ftiyon | Pro:sional with emergency response nussions. The recommended provisional categorization of the
Types Impact Levels emergency response information tvpe follows:

Security Category = {(confidentiality, Low). (integrity, High). (availability, High)}

22



Can you recall...

 How to determine the Summary Impact Levels for the Disaster

Information Tvpes
Disaster Management Information Systems

Summary

Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High ?
Disaster Preparedness and Planning Low Low Low ?
Disaster Repair and Restoration Low Low Low ?
Emergency Response Information Type Low High High ?

MIS 5206 Protecting Information Assets
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Can you determine the impact level categorization of an
information system based on categorizations of the types
of information it contains?

Disaster Management Information Systems

Summary

Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High

Information System Impact Ratings: ? ? ?

MIS 5206 Protecting Information Assets
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Can you determine the overall security categorization of a
Disaster Information System?

Disaster Management Information Systems

Summary
Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High ?

MIS 5206 Protecting Information Assets
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Overall security categorization
of a Disaster Information System

Disaster Management Information Systems

Information Types

Confidentiality Integrity Availability

Summary

Impact
Level

Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High

Information System Impact Ratings: Low High High High

MIS 5206 Protecting Information Assets




NIST Special Publication 800-60 Volume | Volume I

WEe o EeedEE Once categorized, select security control

Jessica Gulick

baseline for the information system

INFORMATION SECURITY

el Process Inputs
— Identify Information
. Systems
e —_ = .
.7 T T T
i 1
i @ : I :
L oo dentity O select @ | | Review Sl : ;f:t'eg;
Tecmaiogy Information | Provisional Provisional * |nformation —> Security
|
Types Impact Levels i Impact Levels T ! Category
1 : l
Process ! |
Process Outputs FIPS 200/ SP 800-53

Security Control ~ €—— _ Security
Selection Categorization

Figure 1: SP 300-60 Security Categorization Process Execution
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Selecting cybersecurity risk controls

/7

' A
Monitor 1
Controls R
~
/’\

Prepare*

Authorize =y
System \:,

‘u’) )

Assess
Controls

SP 800-53A

SP 800-39"

MIS 5206 Protecting Information Assets
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Revision 5

Security and Privacy Controls for
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September 2020
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FIPS 199 categorization is used to select among 3 security control baselines of
security controls I 3 3

SP 800 o E INITIAL CONTROL BASELINES
e CONTROL NAME 7
£ Low ‘ MoD HIGH
<\PS 199/ SP 800-60/ CUI Regisf,y Awareness and Training
an e g B AT-1 | Security Awareness and Training Policyand | P1 AT AT-1 AT
Low mon HIGH Procedures
o BT e e e ) | AT-2 | Security Awarsness Traming P1 AT2 AT:2(2) AT-2(2)
: e e
Froedionof ot i et P | Norseeoes | sczs oz AT-3 | RoleBased Security Training P1 AT-3 AT-3 AT-2
Tl I
| commounae e e Eeees AT4 | Security Training Records P3 AT4 AT4 AT4
= [ = (=
Devipe ER e sy cag || Soecet g ot Seeced AT-5 | Withdrawn — - — —
T i e o e : ——
o w o e : INTIAL CONTROL BASELY osckcs B e et Y e | ot sceces Al Audit and Accountability Policy and P AlU-1 AlU-1 AL-1
© © * U T o e e farncelieS
— T p21 et s e e = : : :
o] el e | o e == AU-2 | Audit Events F1 Au-2 AL-2 (3) AU-2 (3)
S 8 Tl eee e e e e e o] [ AU | Contentof Audit Records P1 AL-3 AL-3 (1) AU-3 (1) (2)
= = e
2 g — A e 5 e e e AU-4 | Audit Storage Capacity 1 AL-4 AU-4 A4
oy CONTROL NAME ¢ 6 - . .
N S\ ! ! t | _ :Z _ :,,m ,:j.; I::,: == 1 EX AlU-5 Respense to Audit Processing Failures P1 AL-5 AU-5 AU-5 (1) (2}
mpiemen o2 =g £L | Mot TN R = e e e AU-8 | Audit Review. Analysis, and Reporting P1 AU-8 AU-B (1) (3) | AU-E(1)(3)i5)
c°nmls & e o e P me w5 [EET) e sca j;;};;“m (8)
v 1R%_| Inoident Reporing 2 RS R (1) RE (1) sc4 sc4 =
S o AT e SR I AU7 | Audit Reduction and Report Generation P2 | Mot Selected AUT (1) AUT (1)
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Agenda

v In The News

v’ Categorizing Information for IT Risk Management

e Revisit Risk & Controls of Publicly Shared Geographic Information
* More on Confidentiality: Linked & Linkable PII

* Risk Evaluation

e Risk Management Techniques, a brief review

e Test taking tip

* Quiz
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Geographic information, for example, is important

Free flow of geographic information between government and public is
recognized as essential to the Nation

— Informs public for participation in democratic decision making
— Private businesses reuse the public’s investment in government

information

How Ve Reason
How We Abstract About the World

Our World e Patterns
e Data and Data Models ® Processes

e Models ® Relationships
° Workflows ® |Implications
® Maps and Globes

e Metadata

Integrated
Thinking

Digital Geographic
Knowledge

How We Organize

and Communicate

e Collaboration

® Place-Based Approaches
e Integrated Teams

. Shared Geographic

And How We Act

Disseminating public
geospatial data is
central to the missions
of many pubilic,
private and non-profit
organizations

From ESRI Marketing material



Geographic data’s role in government

Geographic location is a key element of 80-90% of all
governmental data

Data produced with Geographic Information Systems (GlS)
are essential to >50% of U.S. domestic economic activities
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National Spatial Data Infrastructure

1994 Executive Order instructed Federal Geographic Data
Committee (FGDC) to create National Spatial Data

Infrastructure (NSDI), and...

 Address S billions wasted

— Redundant collection of undocumented
hard to find geospatial data stored in
incompatible formats

* Encourage Agencies to stand-up NSDI
Clearing House nodes (i.e. websites on
Internet)

— Populated with geospatial data and
their descriptive metadata

Tillie: Focrnzadivg ey 1 2008 Cowerlinaating Corsomaplo: Mrate Acoree
Jontkor: Las Whits House
Pk Age1 17,190
TIE WIIITE TIOUST
Office of the Press Seeretary
For lgoedione Koo
Apel 1117

EXECUTIVE ORDER 12906

COORDINATING GEOGRAFPHIC DATA ACQLUISITION AND ACCESS: THE NATIONAL SPATIAL DATA
INFRASTRUCTUREL

Sectiom 1. Definitions.

| ) \.r.x:\..\l Sp.mlL?m Lm_A*r:'r LUhEr l_em"h tecknoloay. polocies, stancarcs, aad busiag resorrces 2acessary to 2TUIre, process,
L distriliakiz el in wlisatinn sequatial slet

15} -o oml dama” msacs wfors umr::wrﬁc e gcs_.nnc lozanioa aod characeeristics of namural or coastrzcsed faareres azd
Bovancericos i the szarf, This inliendecn v b ilis e g o fene rimmone smeing wgeene sl aeviying Lomalogiiee
seyistic Jldaa...a be includad in Hic deditctio r'h dl (mlon £ the ccllecting agency.

1) The: "Natineal Cuesegeatind Theia Clizarivgland slistrilugesd o % ol pecegetind e prodiams murape, il o linkad
eJec’_\:n.i:-)ll;.'_




Public GIS data are shared and distributed via the Internet-
based National Spatial Data Infrastructure

Site Map

grap

Accessibility Conta

DataC fgdc |Search Site 2, Searc

[~ only In current secti

Membership calendar |  cContact us

“log in
you are here: home

The Federal Geographic Data Committee -

The Federal Geographic Data Committee (FGDC) is an interagency committee that promotes the coordinated
development, use, sharing, and dissemination of geospatial data on a national basis. This nationwide data publishing
effort is known as the National Spatial Data Infrastructure (NSDI). The NSDI is a physical, organizational, and virtual
network designed to enable the development and sharing of this nation's digital geographic information resources. FGDC
activities are administered through the FGDC Secretariat, hosted by the U.S. Geological Survey.

The Office of Management and Budget (OMB) established the FGDC in 1990 and rechartered the committee in its August
2002 revision of Circular A-16, "Coordination of Geographic Information and Related Spatial Data Activities.” The FGDC is
a 32 member interagency committee composed of representatives from the Executive Office of the President, and Cabinet
level and independent Federal agencies. The Secretary of the Department of the Interior chairs the FGDC, with the
Deputy Director for Management, Office of Management and Budget (OMB) as Vice-Chair. Numerous stakeholder
organizations participate in FGDC activities representing the interests of state and local government, industry, and
professional organizations. Learn more about the organization of the FGDC.

= National Geospatial Data Asset Management Plan ww /
DGEOFI.ATFORM.W = NSDI Strategic Plan for 2014 - 2016

= 2013 and 2014 NSDI CAP cancelled

= 2013 FGDC Annual Report
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[Z3 FGDC 2014 Annual
Report now available
Apr 17, 20

(53 North Carolina 201

GIS Conference -

“Mobile and Global"
Jan 30, 201

[Z3 Public review of
draft revised Digital
orthoimagery standar.
closes March 24

Jan 15, 2015

[Z3 FGDC endorses th:
Real Property Asset
Data Standard
(RPADS), FGDC-STD-
019-2014

Oct 17, 2014

National Spatial Data Infrastructure
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National Spatial Data Infrastructure

Provides a searchable metadata-enabled online
oading and

clearinghouse for finding, down
resusing GIS datasets

Metadata

3

Identification Fl:le:adata

Information eference
Information

(&Y overer

Enter location.

¥ >
AMERICA o=
"

Map data CC-BY-SA by OpenStreetMap
Tiles by MapQuest

U.S. Department Of ... (5:

Nesdis (61434)
Doc/Noaa/Nesdis/Nce. . (51191)

National Centers Fo... (51189)

Formats C
HTML (69744)

Originator Data For  (28544)
XML (27814)

ZIP (15015)

] ceopLATFORM.gov

Data | Communities/Agencies | Resources | Marketplace

Filter By Location Clear

Dataset Type Clear Al

Tags Clear A

Noaa (53698)

SN i« S
Sign In | Help

Dataset Catalog

Note inat enly dstassts marked as “Federal’ are subjest 12 the LS. Federsl Govemment and Deta.govs Data Foley. Nen-federal paniopanis (2.9,

unerstiss, &nd trbal, state, and

maintsin their own data policies. It is Mpantant that users understand the data
polisies of pariispating entites in order to best utiize these datssets. A desciption of this catslog and information sbout the datasets presented and

associsted metros is available here
Search datasets.

Orderby: Popular

121,521 datasets found
Dataset Type:

U.S. Hourly Precipitation Data

National Oceanic and Atmospheric Administration, Depariment of Commerce -Hourly Precipitation Data Q“
(HPD) is digital data set DSI-3240, archived at the National Climatic Data Center (NCDC). The
primary source of data for this file.

USGS National Elevation Dataset (NED)
State of North Dakota -The National Elevation Dataset (NED) is a seamless raster product primarity %
derived from USGS 10- and 30-meter Digital Elevation Models (DEMs). NED data are...

i v | was ] Esninest)

National Flood Hazard Layer (NFHL)
Department of Homeland Security -The National Flood Hazard Layer (NFHL) is a compilation of GIS.
data that comprises a nationwide digital Flood Insurance Rate Map. The GIS data and services.

‘nihi status page | nfhl interactive map {fema geopiatiorm} | fact sheet: national flood hazard layer (nfhi)
get flood maps and data from fema || downioad seamiess nat LTSN L@ 1 more in dataset

1 Meter Digital Elevation Models (DEMs) - USGS National Map
U.S. Geological Survey, Department of the Interior -This is a tiled collection of the National Elevation

Dataset (NED) and is one meter resolution. Data in this layer represent a bare earth surface. The
National

£3 £ £ £ £

National Park Boundaries

Earth Data Analysis Genter, University of New Mexico -National Park Service unit boundaries
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NSDI: A data source for terrorists?

After attacks on USS Cole in 2000 and the
9/11/2001 attacks, attention focused again
on protecting critical infrastructure U.S.
advisories might seek to attack

...GIS data made available through NSDI

websites became recognized as at risk of
being exploited by those seeking to attack
U.S. major cities and critical infrastructure




RAND Corporation...

i . N 1946 1948 1954
= . , Selection and U
—EXPERIMENTAL M The First Satellite The JOHNNIAC of Strategic Al
WORLD-CIRCLING SPACESHIP Desien - - g
A g When the need for solutions to e .o Bases

complex analytic studies outstripped
the computing power of the time,
RAND decided to build its own
computer. Named after
mathematician John von Neumann,
the JOHNNIAC was one of the first
mainframe computers with stored
memory.

The report by a team led by Albert
Wohlstetter shook the foundation of
nuclear deterrence policy by shifting
the United States from a first-strike
to a second-strike posture. It
suggested placing air bases closer to
the United States and relying on

" long-range bombers and aerial
refueling aircraft, eventually saving

the Air Force billions of dollars.

engineering study of the nuts-and-
bolts realities of a satellite spacecraft.

1 .
i ‘ More than 11 years before Sputnik,
l 4 RAND released its first report while
! b still at Douglas Aireraft, Preliminary
| 4 y Design of an Experimental World-
! Cireling Spaceship. At the time, it
: was the most comprehensive

| | Artificial
.| Intelligence
"I"he first successtul Artificial

Intelligence program that used

19

7 1061

The RAND Tablet

9 The tablet was one of the first devices
= permitting the input of handwritten
text and freehand drawings into a

(3]

Information Processing Languages
(IPLs) was developed in RAND's
Systems Research Laboratory. IPLs
were the precursors of popular

computer. While limited in its
capabilities and far too expensive for
commercial use, the RAND Tablet
nonetheless showed the way for
PalmPilots, Tablet PCs, and iPads.

contemporary languages such as
LISP.

1974

o

1962 Improving
Packet Switching: Computer Security
SEEd Of the Internet "1 PRSI R AND's expertise in defense-related

“lcomputer security issues was
extended to the private sector during
the 1970s. Willis Ware chaired a
government committee that studied
Bthe problems arising from the
application of computer technology
to record keeping about people. This
work guided the DoD computer
configurations and eventually
became the foundation of the
Federal Privacy Act of 1974.

Paul Baran developed a plan for a
communication network that would
withstand a nuclear attack. This
notion of distributed
communications, or packet
switching, eventually became the
foundation of the Internet.

http://www.rand.org/about/history.html




Risks from public geospatial information

In 2003, Director of U.S. National Imagery and . .
Mapping Agency asked RAND Corporation for a: MOpplng fhe RIS|(S

Assessing the Homeland Security

Framework to “guide public and private decision Implications of Publicly Available
makers in weighing homeland security implications Geospatial Information
related to release Of QEOS,UGUG/ information” JOHN C. BAKER, BETH E. LACHMAN, DAVID R. FRELINGER,

KEVIN M. O"CONNELL, ALEXANDER C. HOU, MICHAEL 5.
TSENG, DAVID ORLETSKY, CHARLES YOST

Prepared for the Mational Geospatial-Intelligence Agency

-'-p:-'ovad fer peic relaoa, diztribeticn enhmzed

.-‘I.
RT&.ND NATIOMAL DEFENSE RESEARCH IMAT|TUTE

Today the National Imagery and Mapping Agency is called the National Geospatial-Intelligence Agency



Risks from public geospatial information

RAND’s 2004 deliverable included a survey and analysis of

— 465 programs/offices/initiatives at 30 agencies and departments
identified as providing geospatial information to the public

* 628 public datasets sampled from NSDI Clearinghouse websites

37 (~6%) found to be useful in helping an attacker select a target or plan an attack

against a site
— None were considered so critical that an “attacker could not perform the attack without”
them

— Conclusions
* Publically available geospatial “information needed for identifying and locating
potential targets is widely accessible”

» “ ..detailed and up-to-date information required for attack planning against a
particular target is much less readily available”



RAND’s assessment of risks posed by GIS data
shared publically over the Internet is focused
by 3 “filters”

Framework for Analyzing the Homeland Security Sensitivity of Geospatial
Data and Information Sources

Filter Key Questions for Decisionmakers

Usefulness * |s the information useful for target selection or
location purposes?
+ |5 the information useful for attack planning
purposes?
Unigueness * |5 the information readily available from other

geospatial information sources?
# |5 the information available from direct observation or

other nongeospatial information types?
Societal benefits and costs = What are the expected security benefits of restricting
public access to the source?
* What are the expected societal costs of restricting
public access to the source?




Federal Geographic Data Committee’s risk assessment
and control guidelines for...

* Identifying sensitive information contents of geospatial
data that pose a risk to security

* Making information security decisions and applying
Twd Jowe 100
safeguards to sensitive geospatial data contents Guidelines for Providing Appropriate Access to Geospatial Data in Response

to Security Concerns

What is the pmrpose of the guidelines” The decnice sequence i orzamzed using the following
Maxny public, pnvate, and non-profit orgamzations wwtiomale:

criginate and publicly chisseminate peospatial data [ Dothe seospanal data cngnate zation?
Dissemumation is essenfial to the messions of many Tf not, the ocganization is xmmmnd 1o follow the
orgamizations and the majority of these data are mstructions related fo safeguarding that accongpany

“Does knowledge of the location and T cod o Tk sy oy Gt 1 o R

1f the goospatial data on ¥
veqaize safe guiing, Althongh there & not mmch publicly do the dasa need to be safegusrded? This decision is

purpose of a feature as described in the —|SRifESaiiiinl’™  teimes

data, have the potential to significantly | s e mmmmmwmmm

target?

compromise the security of persons, | Ui (| st T i o

nformstion that pose a sacunty ntk, 5 this
Review decisions about sansitive informstion semsinve mfmﬁ;m difficult to ohserve sod not

property, or systems?” S S e o g e o e e

o Net benefit of dissesunating data- If the
Addimonally, the susdelnes provade a method foe [ S it ety
) baln.m secunty sisks and the benefits of peospatial data :ﬁ:nt&r::lnﬂd:::‘;ih: gc.;.]:nd
FGDC 2005, based on RAND’s 2004 study If safeguarding is justfled, the guudelines coms of dissenunating the data outweigh the

help cegamuzations select appropaste nk based safeuard:

>

L 2 3
thst provide access to geospatial data and still protect soqetal of data

senutve monmnion coutent Safemuarding is astified only for darn that comtan
The mudelnes do not grant any new mxthonty and are to sensafive information. thunwthcm{qt:smx:eof

the senmtive information. and for which the secumity
be caned out withen exssting suthonties avadable to risk outweighs the societal benefit of diss ten.
am.nmﬂz\w\bmﬁpaualbhmpemvof =
the meeses of data access ot delivery method. of the format. T ¥ the data need to be safeguarded, what safeguards
) are pustified”? The mmdelines offer two optons:

How are the guidelines crganized? o Chaugethe dats: Clumge the dita to yemove or

The paidelines provide a procedure consisting of a modufy the seneative informstion and then make
sequence of decxmmlseefxmeh.hnmmm the chonged dats avaulable withou Suthe
orpamization should make about geospatial data. Each safeguamds. Orgamzations are advised to review
decision 13 accompamad by related msmacsons and the changed dats 1o ensure that the changeds)
discussion dealt effectively with the secumty concem
PEDERAL GEOGRAPMIC DATA COMMITTEE FHUINT: 2038389004

AL STRVEY. 150 NATIONAL CENTER FAX 9)-643-5738
EESTON, VIRCDEA Jtis2 =3 wwy o g ENAL tpscuaipd g




Figure 1. Decision Tree for Providing Appropnate Access to Geospatial Data

in Response 10 Secunty Concems
o
2
: T
! [ 1. DM your organization onginate these data? ]— No
n T
Yes
- [ 3. Document your use of the decision procedure, I
=
g g ) = (Have the senstivity concerns been addressed by the changes to data?)
( 4, Are these data useful for selecting specfic target(s),
and/for for planning and executing an attack on a h
s s potential target? No
1
' Yes
2 g 4
f 8< I 5. Is the information unique to these data? }- No
2 Yoo
3 +

6. Do the security costs outweigh the societal benefits of | N°
active dissemination of these data?

\S T

Yes

P 4

[[ 8. Would the pubc still be 9. Do you have

served, and the security the authority | 10. Change )
risk be mitigated, by Y5 to change " these data,

changing these data? these data?
1 /
No No
v A-'/
11. Do you have the

authority to restrct
< these data?

T
No

-

12. Will the appropnate
decsion maker give
permission to restrict
these data?

|

No

\ |

Fisal Juse 2005
Guidelines for Providing Appropriate Access to Geospatial Data in Response
to Security Concerns

Secoon I Whet sefeguards

a0 suthoized and jstfed?

D Decision o Vali endpoint for use
process
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Decision Tree for Providing Appropriate Access to Geospatial Data
iIn Response to Security Concerns

2. Follow

. . .
instructions

. T A ? —
1. Did yourlorgamzatlon originate these data: No = ¢ originating
oo organizatio
v

3. Document your use of the decision procedure.

-

Section I: Is it your decision to
apply safegquards to these data?
A



...risk assessment...
i

/

4. Are these data useful for selecting specific target(s),

and/or for planning and executing an attack on a
potential target?

“Sensitivity” of geospatial data is based on usefulness to terrorists

=30
J

L
mﬁ‘
o U

s
s ii
i

._.}_‘,'.3 N

P

Do the data show “choke points to
increase effectiveness of an attack ?”

. W

R Y

P

L J-“

o o
wtwy St w5 0

Ll
—ra

P
. J"p
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...risk assessment...
_ ¢

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

“Sensitivity” of geospatial data is based on usefulness to terrorists

Do the data “provide relevant
current (real-time, near real-
time, or very recent) security-
related data” that can help an
attacker “find the best way to
cause catastrophic failure ?”




Assess the risk...

v

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

No

I
Yes

v

7

. Is the information unique to these data?

Safeguérding

— No iS not

[
Yes

v

Section II: Do these data
need to be safequarded?
AN

o

6. Do the security costs outweigh the societal benefits of
active dissemination of these data?

\S |
Yes

v

justified.

No



...control/mitigate the risk...

l I (Have the sensitivity concerns been addressed by the changes to data?) —

4. Are these data useful for selecting specific target(s),
and/or for planning and executing an attack on a
potential target?

|
Yes

v

5. Is the information unique to these data?

|
Yes

v

active dissemination of these data?

6. Do the security costs outweigh the societal benefits of

Yes

v

8. Would the public still be 9. Do you have
served, and the security the authority
risk be mitigated, by to change
changing these data? these data?

— Yes —»

— Yes —»

10. Change
these data.




...control/mitigate the confidentiality risk...

v
[8. Would the public still be 9. Do you have
served, and the security the authority | ves —»| 10: Change
risk be mitigated, by to change these data.
changing these data? these data?

— Yes —»

| /

N No No
B 3 v o
@ :
35 11. Do you have the
¥ 2 authority to restrict \
=5 these data? Ves
S% ' \ 13. Decide
=5 No the extent
80 12. Will the appropriate - restrictions.
o O . e .
n & decision maker give /

permission to restrict
these data?

No

\ |

14.
Safeguarding
is not
authorized.

k J



...control/mitigate the risk...

If security risks outweigh benefits of releasing the
data to the public, agency can choose to safeguard
data by:

Modifying data [ = =
— Remove or reduce detail in offending data 1{ 10. Change H

elements these data.

e either in the attributes, spatial e
representations, or both

Restricting access to data

13. Decide
the extent
of
restrictions.

— If agency lacks authority to change data, or
believes modifying data will undermine its
value to the public, then agency can restrict
access

'--.__hl
—




...control/mitigate risk...

1u Change
these data.

To remove or reduce detail in offending data elements apply
techniques of Cartographic Generalization

1. Selective Omission

| P epe .
A JL/”/;H PR 2. Simplification
3. Combination

- —— 4. Exaggeration
Tﬂ [
&

5. Displacement

Before... ...after

MIS 5206 Protecting Information Assets



FIPS 199’s and FGDC Guidelines’ share a
mutual security objective...

’ | | | || | | ~
( Confidentiality \ Integrity Availability
Preserving authorized Guarding against improper Ensuring timely and
I restrictions on infmmatifnnl information modification reliable EEE'-E:SS to and use
I acceess and diﬁtlﬁsum, I or destruction, and of information.
in¢luding means for :.l"L:lUdE'H- EhsUNng .
I protecting persﬂna] I information non- 8. Would the public still be 3. Do you have
. . re Udjﬂ.ljﬂﬂ i:“'l.d. sgrved, apq the security L Vo -] the authority | ves -»| 10. Change
\ privacy and proprietary ] . t:h nticit Changing these data? these data? ese e
information, Hine - No No
— e e ;% 11. Do r\l/oq have the
8% < these datar | T
3 e T Rl
=0 Of
° ° ) %E 12. Will the appropriate Yes/ restrictions,
FGDC Guidelines || L
permission to restrict
these data?

security objective \ . .

What FIPS 199 security objectives are at risk by
implementing the FGDC’s Guidelines ?



Metadata enables communicating data
classification information

2 examples of metadata standards that include security
categorization information for geographic datasets

FGDC-STD-001-1998

N
RS
N\

>

COTEN

s

Content Standard for Digital Geospatial Metadata

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

Federal G Data C.
Department of Agriculture ® Department of Commerce ® Department of Defense ® Department of
Energy

Department of Housing and Urban Development ® Department of the Interior ® Department of State
Department of Transportation ® Environmental Protection Agency
Federal Emergency Management Agency ® Library of Congress
National A and Space A ion ® National Archives and Records Administration
Tennessee Valley Authority

EUROPEAN STANDARD
NORME EUROPEENNE
EURCPAISCHE NORM April 2014

ENISO 19115-1

ICS 35.240.70 Supersedes EN 1S0 12115:2005

English Versian

Geographic information —
Metadata —
Part 1: Fundamentals
(IS0 19115-1:2014)

Informasion geopraphiue — Gaainsarmaticn —
Métadornéas — Metadatan —

artis ipes de bese Tl 1. Grundadtzs

IS0 18115-1:2014) (180 19115-1:2014)

This European Standard was approved by CEN an 23 February 2014

OB ks s ool o coredy w81 CEWCENEEC e Re{afoma i LS tol e com s ot B s ELiopean
Slandard me s16ius of & BLanCard willvaut By Glaration. Up-to-daie lists and bikographicel retarances conceming such national
standards may be e umlmum o the CEN-CENELEC Management Cantre o ta any CEN member.

This Eurapean Standard exists in three cficial versicns (Englsh, French, German). A version in any other language made by translation
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Decision Tree for Providing Appropriate Access to Geospatial Data

iIn Response to Security Concerns

/-""

[
Yes

F__J___________

1. Did your organization originate these data? — No

Il 3. Document your use of the decision procedure. [

2. Follow
instructions
of originating
organizatio

Section I: Is it your decision to
apply safeguards to these data?
A

e

W

Nationa! Gpatial Data Infrastructurs

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

Content Standard for Digital Geospatial Metadata

FGDC-STD-001-1998




CUIDE DES FOR PROVESD APFROPRIATE ACCESS TO GROPATIAL DATA
¢ Resrosier 70 SEcumery Conomas

o
oo 2008

Appendix 2: Documenting Use of the
Guidelines in Metadata Accompanying
Geospatial Data
This appendix identifies data elements in the “Content
Standard for Dagital Geospatial Metadata™ (Federal

ic Data Conmuttee, 1998) that are available for
documenting the use of the mudelines i the metadata

Four ty
(1) the fact that the geospatial data and metadata were
' : es. (2) decigons that

v

of information should be encoded m metadata:

If your crgamization has a formal classification system you
also can report the clasaification level of the geospatial
data by category under “Secunty Information™

(element 1.12)

Geospatial metadata can also be subject to safeguardmg.
To document the details of restnctions on access, use, or
dissemunation of the metadata:

¢ Report restmctions on access to the geospatal
metadata under “Metadata Access Constramts”™
(element 7.8).

3. Document your use of the decision procedure.

l

Four types of information should be encoded 1n metadata:
(1) the fact that the geospatial data and metadata were

reviewed using the guidelines, (2) decisions that were

Metadata

1 Identification
- Information

made, (3) the date of the decisions, and (4) the safeguards

(changes to the geospatial data or restrictions on access,
use. or dissemunation of the geospatial data and metadata)

that were allplied.

MIS 5206 Protecting Information Assets

LEGEND

3-D Box
Indicates
Data
Entry
Field

-I—?,—b Reference

Information

aam EEm -



i = CSDGM ‘version 2 - 1998
Section 7 “E‘Tfﬁ:r“m“;:;““ (FGOC-STD-001 June 1998)
Metadata Reference Information L
74 75 7.6 7.7 7.8 7.9 7.10 7.11

hetadata hetadata hetadata
Contact Standard Standard
Contact am N
Information

secoron 10)

LEGEND
Classification
3-D Box
mandatory Indicates
Data Entry Field

MIS 5206 Protecting Information Assets



GUIDE DES FOR PROVESND APFROPRIATE ACCESS TO GRompaTiAz DATA
8 Resrosier 70 SEcumeTy Conomas
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Appendix 2: Documenting Use of the
Guidelines in Metadata Accompanying
Geospatial Data
This appendix identifies data elements in the “Content
Standard for Digital Geospatial Metadata™ (Federal

ic Data Comuuttee, 1998) that are available for
documenting the use of the guidelines 1 the metadata

Four types of information should be encoded m metadata:

If your orgaruzation has a formal classification system yor-
also can report the classification level of the geospatial
data by category under “Secunty Information™

(element 1.12)

Geospatial metadata can also be subject to safeguardmg.
To document the details of restnctions on access, use, or

dissemunation of the metadata-

¢ Report resmctions on access to the geospatial
metadata under “Metadata Access Constramts”™

F__

«I1.—y

Identification l

Information

—2.

(1) the fact that the geospatial data and metadata were (element 7.8).
' : . (2) deg that v Lazs
v
3. Document your use of the decision procedure. Mstaduta

l

Four types of information should be encoded 1n metadata:
(1) the fact that the geospatial data and metadata were
reviewed using the guidelines. (2) decisions that were
made, (3) the date of the decisions, and (4) the safeguards

(changes to the geospatial data or restrictions on access,
use. or dissemination of the geospatial data and metadata)

that were applied.

MIS 5206 Protecting Information Assets

Metadata
Reference
Information

13. Decide
the e>f<tent

(o)
restrictions.

W

LEGEND

mandat;

3-D Box
Indicates
Data
Entry
Field




Section 1 Tedion CSDGM Version 2 - 1998 (FGDC-STD-001 June 1998)
Irfor rvation
Identification Information L
I
1112 13 14 15 18 1718 19140 111 142 143 114
v | Y | ¥ ¥ 13. Decide
Citation || Time Period of Spatial Domain Keyw —| the extent
Citation Content — of
o Tere Pariod (restrictions.
{ree Inf ormmiation .
section &) ﬁﬂ;;ﬂﬂbﬂ

MIS 5206 Protecting Information Assets



GUIDE DES FOR PROVIDENG APFROPRIATE ACCRSS 70 GROPATIAL DATA
¢ RESPONSE 70 SECLRITY Comomms
a . If your organization has a formal classification system you

.{p!)en('ilx 2,' Documenting Use of ""' also can report the classification level of the geospazul
Guidelines in Metadata Accompanying data by category under “Secunity Information”
Geospatial Data (element 1.12)
This dix 1dentifies data el in the “Content Geospatial metadata can also be subject to safeguardmg.
Smhdfqhmﬂ&mﬂ\mu (Fedenal Todocmmthedemkofrzsmcnousmaeces&&.or
Geographic Data Comunittee, 1998) that are available for d of the

8 fhe we of the ne . Rtpmmcumonxmstodng
Fouwr ng should be ded m under “Metadata
(1) the \hnmegcospmddmmdmudnlum (element 7.8)

3. Document your use of the decision procedure.

|

Four types of information should be encoded 1n metadata:
(1) the fact that the geospatial data and metadata were
reviewed using the guidelines. (2) decisions that were
made, (3) the date of the decisions, and (4) the safeguards
(changes to the geospatial data or restrictions on access,
use, or dissenunation of the geospatial data and metadata)

that were applied.

MIS 5206 Protecting Information Assets

Metadata

10. Change

these data.

J

—1.—»

Identification
Information

Metadata
Reference
Information

LEGEND

mandatory

3-D Box
Indicates
Data
Entry
Field




Section 2

Data Quality Infermation

CID0hA version 2 - 1993
(FODC-ST0-001 June 1908)

2.6

Sgarca Tima Pened of
Coniarg

Tirree Period Informaticn
fswe seation §)

LEGEMD

MIS 5206 Protecting Information Assets

= 10. Change J
these data.

e

Before... ...after

Techniques of
Cartographic Generalization

1. Selective Omission
2. Simplification
3. Combination
4. Exaggeration
5. Displacement



ArcGIS Resources

2. Follow
instructions

Home Communities Help

2%
§3
29
g€ || 1. pid your organization originate th ? 5 ructior
§‘F— d you Io ganization originate these data No of originating
58 R
ArcGIS Help 10f* "5 ¢ o8 Yes genzate
. by ) =g
re € p = What is metadata? a3 —
R N ) s I 3. Document your use of the decision procedure.
R < | Essential metadata vocabulary g 3
— =)
b I ‘ O o
Welkome 1o the AreGIS Help Library = Aboutviewing metadata wg
Whal's New _ Viewing metadata
4 Deskiop | Wetadata styles and standards
& Geodata 1 Choosi tadata styl
b Introduction = oosing a metadala STYE'.‘
Databases S metadata format
lij Gecdatanases | Editing metadata =
Adminslening gensdalabases ] - 3 i tadat
mporting and exporting metadata
[/ Data types — P g P g
L Introduction = | Printing metadata
, Anmatations LAutoumatic metadats yndotec
—ds
Ly CAD |, Editing metadata
L=k 'L':-‘n'E"Eng‘E — = A quick fowr of creatng and ediing medadata
Dimension feabures i =4 JI:';'-E'IJII'I; Emst ng F=DZ metadata from the Descrplion lab
Comains - Eaiing metadala
Fealure chasses = About creabing thumbnmails

Fealure dataseis Crealing thumbnails

Geometnc nebworks = Creaong standard-compliant metadata
I cAric networks =

KMIL = #About valizating metadata

LAS dataset o vaidating medacala

Metadata workliows

Metwork datasets i

MIS 5206 Protecting Information Assets



Communicating risk classification and controls...

PEEE———
GEEEY: 19110 111 |14 142
¥ | ¥ | ¥ ¥
Pocess Pairt of Data Hative |
Constraints Contact et Sat
Contact Credit [ | Environr

Informmation

Ssee
section 1)

1r 1r r
Lse Browse Securty
Constraints Graphic Infarmation
\ / {cam be Security
repeated Classification
""""HH ;-d] Sy stem

Browse
Graphic
File Name

Browse
Graphic

File Type

Secunty
Classification

Security
Handling
Descrption

Note: Be wary of metadata with undefined or free text domains
which block use in automated controls...

1.7 Access Constralnis — restrictions and lepal preroguisites for acccssing the data ser. These include any acecss
constraine: applied wo assure the prorection of privacy or intellectual properry, and any special restrictions of
Twvidtanons on ohradning the data set.

Twpe: r1exi
Drommain: "Tong" lise lexl  @Cem—
Short Mame: accoonst

1.8 Use Constraints — restrictions and legal prerequisties fior nsing the dara set after access is granted. These
include any vse consiraints applied to assure the protection of privacy or imtelleciual property. and any special
restrictions or limitations o using the data set.

Type: rext
Domain: "Mone” free text - Gum—

ShiorT Mg seconst

112 Secqumty Idonuaiion = handling resirictions inposed on Qe data s becavse ol nalional securily, privacy. or
other concerns.
Twpe: compound
sho Mame: secinfo

1.12.1 Secimry Classification Sysrem - name of the classifcation sysiem.
Type: lexl

Domnainr fres texi €€

Short Mame: seczys

1.12.2 secwrity Classification -- name of the handling restrictions on the data sa.
Type: texr
Do "Top seerel™ "Secret” "Conlidenbial" "Resincled” "Tnclassilsd" "Sensive" €
free ret
Shoee Mame: secclass

1123 Secumily Taelling Descrapiion = sddiicmal tuonusiion aboud e resinciions o bimedlong the dala s=21,

Iype: fext
—

Do fres rex
Short Mame: zechandl



...security classification for geospatial data...

wiilimited dites

Syziem | Short Name: secclass

D S ———
'"'1:::"“ 1.12.3 Security Handling Description -- additional information about the restrictions on handling the data set.
section 8) Type: text
Domain: free text
Short Name: sechandl

— CS0GM Version 2 - 1998 (FGDC-$TD-001 June 1998)
Irformation
1.
T 1.12 Security Information -- handling restrictions imposed on the data set because of national security, privacy, or
15 1718 19140 141 142 143 1.4 other concerns.
— Y Y | ¥ | Yy | v i
| Keywords | Aocess I Pomt of | [cata )" Native Cata Type: compound
Theme Constraints ontact R .
] o — o Brvionment Short Name: secinfo
]mimz nformation y I Il I I S IS S S S S e .
me ywaol " . . . _ . .
) mﬁ:n ) 1.12.1 Security Classification System -- name of the classification system. \
e Type: .texl
n {can be ;,e:z_uhrd I Domain: free text
— wrlimited dimes,
= Short Name: secsys
f
o I 1.12.2 Security Classification -- name of the handling restrictions on the data set. I
Place Keyword .
Thesaurus Use Browse Type_ Ite}d ) ) ) . .
e Ty Constraints mt Domain: "Top secret" "Secret" "Confidential" "Restricted" "Unclassified" "Sensitive"
| an be repeate Classification free text
|

Stratum Keyword
Thesaurus
Stratum Keyword

fcar be mpeated
wilinibed die s,

Temporal Keyword
Thesaurus

Temporal Keyword
foar be mpeated
wilimited Hies




1SO19115-1 Geospatial metadata standard

Lineage information:LI_Lineage

tresaurcelineage

From 150 19157

D) _Data quality:
D)_DataQuality

+dataQuality Info
A I

«CodeList»
MD_RestrictionCode

+ 4+ + + + + + + + + + + + + + + +

copyright

patent

patentPending
trademark

licence
intellectualPropertyRights
restricted
otherRestrictions
unrestricted
licenceUnrestricted
licenceEndUser
licenceDistributor
private

statutory

confidential
sensitiveButUnclassified
in-confidence

nance information:MD_Maintenance Information

+ licenceUnrestricted
+ licenceEndUser

+ licenceDistributor
+ private

unclassified
restricted
confidential

MD_SecurityConstraints
waCodeLists + classification: MD_ClassificationCode
i i + : € 3t . [
]'h'ID_Claﬁc;aunnEnde userI*Ilr,-ite I(,haracterbtrmg [0..1] . ~y,
+ classificationSystem: CharacterString [0..1] |
- + handlingDescription: CharacterString [0..1 Metadata Information:Mb Metadata \
+ unclassified g P g [0.1] \
+ restricted formations
" System
+ c u“fidentlal T resoureeCanetraini 0% +metadataConstraints, e
+ secret MD_Constraints
+ uselimitation: CharacterString [0.*]
+ topSecret — e e e 1011
. . . m |nmrmano:_1:: + graphic: M]’_],nmwmcraphu [0.%]
+ sensitiveButUnclassified  |onmomome I * refeence: CLCluadon 0.1
+ 5 v _Releasability [0..1]
A bility [0.*
+ forOfficialUseOnly I T !
eleasabili
+ protected - 4
+ limitedDistribution + addressee: Cl_Responsibility [0..%] _— e -
+ statement: CharacterString [0..1] MP.SecurityConsraints
+ disseminationConstraints: MD_RestrictionCode [0..%] e st ing o Cete
=y N + classificationSystem: CharacterString [0..1]
0. . . t handlingDescription: CharacterString [0.1]
_ constraints I s .
I {count (addressee + statement) > 0}
- - - r I I S -
videntificationinfo™, 1. I l «CodeLists MD_Releasability
MD_RestrictionCode
wabstracts + addressee: Cl_Responsibility [0..*]
Identification information:MD_ldentification * copyright I I * statement: CharacterString [0.1] y . .
+ patent + disseminationConstraints: MD_RestrictionCode [0..%]
+ patentPending
responsibilities I + trademark constraints
Cautien should be taken with regard to the use of multiple instances of + licence {count {addressee + statement) > 0}
MD_ldentification. See Annex D. + mtcll_o(:u:lll"ropcrtyR\ghts I _
+ restricted
+ otherRestrictions «CodeLists
dataMaintenance 0.1 + unrestricted MD_ClassificationCode

Metadata schema classes

\

I
I
I
~

+ statutory

+ confidential

+ sensitiveButUnclassified
+ in-confidence

L~
[

¥
+

+

+ secret

+ topSecret
+

¥

+

+

sensitiveButUnclassified
for0fficialllsenly

protected

limitedDistribution

\________

\



Department of Defense’ Information Assurance (lA)

...also categorizes information systems and data in terms
of CIA...

Confidentiality Levels

LEVEL DEFINITION
High Classified Information
. Sensitive Information, Not
Medium Cleared for Public Release
. Information Cleared for
Basic Public Release

<+

Mission Assurance

Categories

m MAC | — vital to operational

readiness or mission effectiveness
of deployed or contingency forces.
Loss of integrity or availability

unacceptable. ﬁequires most
stringent protective measures.

MAC Il — important to the support
of deployed or contingency forces.
Loss of integrity unacceptable,
unawalilalbiliﬂar tolerable only for

short time. Require additional

safeguards beyond best practices.

MAC lll — necessary to conduct of
day-to-day business. Protection
commensurate with commercial

best practices.

Department of Defense

INSTRUCTION

NUMBER 8580.1
July 9, 2004

ASD(NII)
SUBJECT: Information Assurance (IA) in the Defense Acquisition System

References: (a) Chapter 25 of title 40, United States Code
(b) DoD Directive 8500.1, "Information Assurance,” October 24, 2002
(c¢) DoD Instruction 8500.2, "Information Assurance (IA) Implementation,”
February 6, 2003
(d) DoD Directive 5000.1, "The Defense Acquisition System,"
May 12, 2003
(e) through (k), see enclosure 1

1. PURPOSE
This Instruction:

1.1. Implements policy, assigns responsibilities, and prescribes procedures under
references (a), (b), and (c) necessary to integrate information assurance ([A) into the
Defense Acquisition System described in reference (d) and DoD Instruction 5000.2

(reference (e)).

1.2. Describes required and recommended levels of LA activities relative to the
acquisition of systems and services.

1.3. Describes the essential elements of an Acquisition 1A Strategy, its applicability,
and prescribes an Acquisition [A Strategy submission and review process

2. APPLICABILITY AND SCOPE

This Instruction:

2.1. Applies to the Office of the Secretary of Defense, the Military Departments, the
Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the




Agenda

v In The News

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information

* More on Confidentiality: Linked & Linkable PII

Risk Evaluation

Risk Management Techniques, a brief review
Test taking tip

Quiz
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NIST SP 800-122 — Guide to Protecting Confidentiality of PlI

* Specifically focused on:
— Identifying PII

— Determining PIl confidentiality impact level needed
to supplement the FIPS 199 confidentiality impact
level of an information system | ner S

Naotional Institute of

Guide to Protecting the
Confidentiality of Personally
Identifiable Information (PII)

Recommendations of the National Institute
of Standards and Technology

Enka McCallister
Tim Grance
Karen Scarfone




Personally Identifiable Information (PIl)

Any information about an individual maintained by an agency, including:

1. Anyinformation that can be usedto 2. Any other information that is linked or

distinguish (i.e. identify) or trace an linkable to the identifiers listed in #1.:
individual’s identity, such as: * Date of birth

— Name * Place of birth

— Identifying number * Race

— Address e Religion

— Asset identifier ¢ Weight

— Telephone number * Geographicindicators

— Personal characteristics * Medical information

— Personally owned property identifiers * Educational information

* Financial information
* Employment information



Linked information

Enrolled Relation

Taught-By Relation Sidg ([ C#
1 223
C# | Fid#
4 222
223 9 4 | 302
222 9 3 | 302
302 21 5 302
302 14 2 542
542 2 2 223
c# | Course Name | Cr | Dept [Fid# [Name | Position | Dept
223 Calculus 5 | Math 9 |Henry Prof, Math Sid# | Name | Year | GPA c# Course Name | Cr | Dept
302 Intro Prog 3 |CS 2 | Jackson | Assist. Prof | Hist 1 Smith 3 3.0 223 Calculus 5 | Math
302 Organic Chem | 3 |Chem 14 | Schuh Assoc. Prof | Chem 2 | Jones 2 35 302 Intro Prog 3 |CS
542 Asian Hist 2 |Hist 21 | Lemer Assist. Prof |CS 3 |Doe 1 1.2 302 Organic Chem | 3 | Chem
222 Calculus 5 | Math 4 |Varda 4 4.0 542 Asian Hist 2 |Hist
5 |Carey 4 05 222 Calculus 5 | Math

Course Data Table Faculty Data Table Student Data Table Course Data Table



Linkable information

Property (“Parcel”) Data Table

Shape | ID  PIN | Area Addr  |Code Number”) is a common
1 |334-1626-001 | 7,342 | 341 Cherry Ct. | SFR identifying attribute that
2 |334-1626-002 | 8,020 | 343 Chermry Ct. | UND can serve as a “foreign
3 | 334-1626-002 | 10,031| 345 Ghermry Gt. | SFR . )
2 (3341625000 | 5,254 | 347 Chemy Gt | SFR 4= key” to link the data tables
5 3341626005 | 8856 | 348 Cherry GL | UND together
6 |338-1826-008 | 9,975 | 346 Chemy C1. | SFR
7 | 334-1626-007 | 8,230 | 344 Ghermry Ct. | SFR
8 |334-1626-008 | 8645 | 342 Chemry Ct. | SFR
Owner Tax Data Table
PIN Chwner A-:q.Datehﬁsessed TaxStat
F4-1626001 | G Hall | 199510v20 [$11550000 02
334-1626-002 | H. L Holmes | 1993/10/06 | 2437500 [ 04
334-1626-003 | W, Rodgers | 1080/09v24 |$17550000 02
3341626004 | J. Willlarnson | 1974/00v20 |$135 75000 02
334-1626-005 | P Goodman | 1066/06/08 | $20,35000 [ 02
IS th| S P“ ) 334-1626-006 | K. Slakey | 1942/10/24 |$120,75000| 02
. 334-1626-007 | J. Dormendy | 1996/01/27 |$11065000 01
394-1626-008 | 3. Gooley [2000/05:31 [$145750.00 02

MIS 5206 Protecting Information Assets
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Personally Identifiable Information (PIl)

Any information about an individual maintained by an agency, including:

1.  Any information that can be used to 2. Any other information that is linked or
distinguish (i.e. identify) or trace an linkable to the identifiers listed in #1:
individual‘s identity, such as:  Date of birth

—  Name * Place of birth

— Identifying number * Race

— Address * Religion

— Asset identifier * Weight

— Telephone number * Geographicindicators

— Personal characteristics e Medical information

— Personally owned property identifiers e Educational information
Property (“Parcel”) Data Table * Financial information

Shape | ID PIN | Area| Addr |Code ° Employment information

334-1626001 | 7,342 | 341 Chemy Ct | SFR
|2 T234-1626:002 | 8,020 | 343 Cherry Ct. | UND .
|3 T334-1626-003 | | 345 Chemry C1. | SFR
"4 | 3321626 | 347 Chermy Ct. | SFR e
5 | 334.1626 5| 348 Cherry Ct. | UND
6 334-1626 975 | 346 Cherry Ct SFR
|77 Ta34-1626:007 | 8,230 | 344 Chemry Ct. | SFR
8 3341626008 | 8645| 342Cherry Ct. | SFR

Owner Tax Data Table
PIN | Owner |Acq.Date Assessed TaxStat

334-1626-001 G, Hal 1695/10/20 | $115,500.00 02
334-1626-002 | H. L Holmes | 1993/10/06 | §24,375.00
334-1626-003 | W. Redgers | 1980/09/24 |$175,500.00 02

26004 | J. Williamson | 1874/02/20 | $1




Agenda

v In The News

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v’ More on Confidentiality: Linked & Linkable PII

* Risk Evaluation

e Risk Management Techniques, a brief review

* Test taking tip

* Quiz
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Risk Evaluation

Risk evaluation is the process of

Nk Eoveranco identifying risk scenarios and

Ensure that IT risk management

practices are embedded in the

o describing their potential
g business impact

With
ERM

Establishand [ o l:(/!ake
Maintain a RK-aware

Common Risk \  Business
View Decisions

I
I
I
I
I
-

Business
Objectives

Maintain
Risk
Profile

Articulate React to
Risk Events

Risk Response Risk Evaluation
Ensure that IT-related risk issues, Ensure that IT-related risks and
MIS 5206 Protecti opportunities and events are opportunities are identified, analysed

addressed in a cost-effective manner and presented in business terms
and in line with business priorities.

72



Risk Evaluation - Key Components

Collect Identify relevant data to enable \I
effective IT-related risk [
Data identification, analysis and I
reporting I

\---------------------I

Analyze Develop useful information to
Maintain support risk decisions that take

Collect . .
Data P’?"‘;’.’" Risk into account the business
s impact of risk factors

Risk Evaluation Maintain Maintain a.md up-to-date and
Ensure that IT-related risks and ] complete inventory of known
opportunities are identified, analysed Risk risks and attributes as
and presented in business terms. derstood in th text of [T

. understood in the context o
Profile .
controls and business
processes

73



Risk Evaluation - Collect Data (RE-1)

* Goal: Ensure IT-related risks are identified, analyzed and
presented in business terms

e Metrics:

— # of loss events with key characteristics not captured or measured

— Degree to which collected data support "Jbvv‘,
4 e

 Visibility and understanding of the threat landscape THE Risk I'T ald
_ , , FRAMEWORK Fr
— Analyzing scenarios and reporting trends B

e ep - . “\ '\y

— Visibility and understanding of the control state nﬁ \\x‘

N

s oL

Wi 28

— QNAS

“TwJ

IT —HSACA “1Sacy




Risk Evaluation - Collect Data (RE1)

e Existence of a documented risk data collection model

—H# of data sources

—# of data items with identified risk factors

— Completeness of
* Risk event data

— Affected assets

— Impact data

— Threats

— Controls

— Measures of the effectiveness of controls

e Historical data on risk factors

THE Risk I'T

FRAMEWORK

Matury Models
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Risk Evaluation - Collect Data:
Governance Roles

RACI Chart Roles

Key Activities

RE1.1 Establish and maintain @ model for data collection.

RE1.2 Collect data on the operating environment.

RE1.3 Collect data om risk events.

RE1.4 ldentify risk factors.

A RACI chan identifies who is Resporsible, Accountable, Consulted and,/ or Informed.

THE Risk IT
FRAMEWORK

mmmmm
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Risk Evaluation - Key Components

Maintain
Collect Risk

Data Profile

Risk Evaluation

Ensure that [T-related risks and
opportunities are identified, analysed
and presented in business terms.

Collect
Data
¢
1 Analyze
: Risk
|

Identify relevant data to enable
effective IT-related risk
identification, analysis and
reporting

Develop useful information to
support risk decisions that take
into account the business
impact of risk factors

--/

\---------------------I

Maintain
Risk
Profile

Maintain and up-to-date and
complete inventory of known
risks and attributes as
understood in the context of IT
controls and business
processes
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The City of New York

Information CITYWIDE INFORMATION SECURITY POLICY

Telecommunications
Data Classification Policy
The Policy

The Agency head or designee has responsibility for ensuring agency information assets are
appropriately categorized and the appropriate degree of protection is applied based on its
valuation.

Background

To ensure that business information assets receive an appropriate level of protection, the value
of the information must be assessed to determine the requirements for security protection.

Business information assets are those that affect and are integral to the City’s ability to provide
business services with integrity,

N & 6 Seckogiont o 1) Ensure that business information assets receive an appropriate level of protection.
eusiomes: i The value of the information must be assessed to determine the requirements for

Scope j Information Valuation and Categorization
This policy applies to all informatio

New York general business, infoml

infomstion Cleeication security protection.

All information at the City of New
four levels; public, sensitive, privat

+ Public—This information rmgl
damage.

. Sensitive—This information 3) Information assets must be evaluated, valued and categorized by the Data Steward on a

inappropriate disclosure.
* Private—This information is :’
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Information Valuation and Categorization

1) Ensure that business information assets receive an appropriate level of protection.
The value of the information must be assessed to determine the requirements for
security protection.

2) All information assets must be valued and categorized.

3) Information assets must be evaluated, valued and categorized by the Data Steward on a
regular basis.

4) To ensure that appropriate protection is provided, the value of information should be
determined before transmission over any communications network.
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2) Allinformation assets must be valued and categorized.

4) To ensure that appropriate protection is provided, the value of information should be
containing information whose determined before transmission over any communications network.
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Question:

How to approach prioritizing an enterprise’s data for protection?
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Let’s set up an information security categorization for an example:
Health Catalyst’s product line data

MIS 5206 Protecting Information Assets
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Determine the overall information
security categorization of the
different datasets

"Overall"
Impact Rating

Confidentiality  Integrity FATETIET Y

Financial Management

Accountable Care

Population Health Management
Operational and Workflow Improvement

Patient Injury Prevention

. . Impact to
Remember the application of FIPS 199 z S
©
to derive overall categorization of the 5 = & E
Z 5
’/ . | Asset € 5 =
Dean’s laptop: 8 g E g
Staff Salary Data High Low Medium High
Student Data High Low Low High
) ) ) o Fundraising Medium Medium High )
Synonyms: impact rating, security categorization, ... Presentations High
MIS 5206 Protecting Information Assets g:?an‘s Personal Low Low Medium Medium




How can you find a way to transform the ordinal FIPS 199 impact
ratings to ratio data to conduct a quantitative risk analysis?

Financial Management High High ?
Accountable Care High Moderate ?
Population Health Management Moderate  [Moderate ?
Operational and Workflow Improvement Low Moderate ?
Patient Injury Prevention Low Low ?
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Analyze risk to prioritize protection

An authoritative lookup table for transforming ordinal to ratio risk data...

Threat

- (o, - Impact
Threat Likelihood Low (10) Moderate (50) High (100)
High (1.0) 10x1.0=10 50 x 1.0 =50 100 x 1.0 =100
Moderate (0.5) 10x05=5 50x05=25 100 x 0.5 =50
Low (0.1) 10x0.1=1 50 x0.1=5 100 x 0.1 = 10

01527
Risk Scale: High (>50 to 100) Moderate (>10 to 50) Low (1to 10) PR

NIST SP 800-100 “Information Security Handbook: A Guide for Managers”, page 90
found via SCHEDULE menu item in MIS Community site
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https://community.mis.temple.edu/mis5206sec701fall2021/week-4-enterprise-architecture/

Analyze risk to prioritize protection

S - E

vareraobey Impact
Threat Likelihood Low (10) Moderate (50) High (100)
High (1.0) 10x1.0=10 50x1.0=50 100 x 1.0 = 100
Moderate (0.5) 10x05=5 50 x 0.5 =25 100 x 0.5 =50
Low (0.1) 10x0.1=1 50x0.1=5 100 x 0.1 =10

Risk Scale: High (>50 to 100) Moderate (>10 to 50)

Low (1to 10)

016272

Transforming ordinal risk rankings to interval risk measures

Financial Management High High ?
Accountable Care High Moderate ?
Population Health Management Moderate |Moderate ?
Operational and Workflow Improvement Low Moderate ?
Patient Injury Prevention Low Low ?
Financial Management 100 1.0 100
Accountable Care 100 0.5 50
Population Health Management 50 0.5 25
Operational and Workflow Improvement 10 0.5 5
Patient Injury Prevention 10 0.1
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Data Classification Policy
The Policy
The Agency head or desig| i = o -
Scostaly categoﬁzed! Information Valuation and Categorization
valuation.

Background I

To ensure that business i

of the information must be security protection.
Business information as

business seniceswithin'gg 2)  All information assets must be valued and categorized.
Sc
Th::,"cy applies to al i,,l 3) Information assets must be evaluated, valued and categorized by the Data Steward on a

written, stored electronical
New York general businesl
customers.

regular basis.

Information CIasslﬁcatiol
All information at the City

1) Ensure that business information assets receive an appropriate level of protection.
The value of the information must be assessed to determine the reauirements for

4) To ensure that appropriate protection is provided, the value of information should be
determined before transmission over anv communications network.

fourlevels:public.sensitivﬂ'im.vcmm--------------------------------

» Public—This information might not need to be disclosed, but if it is, it shouldn't cause any
damage.

« Sensitive—This information requires a greater level of protection to prevent loss of
inappropriate disclosure.

+ Private—This information is for agency use only, and its disclosure would damage the
public trust placed in the agency.

» Confidential—This is the highest level of sensitivity, and disclosure could cause extreme
damage to the agency'’s ability to perform its primary business function. Datasets
containing information whose disclosure could lead directly to massive financial loss,
danger to public safety, or lead to loss of life is classified as confidential.

Information Valuation and Categorization

1) Ensure that business information assets receive an appropriate level of protection.
The value of the information must be assessed to determine the requirements for
security protection.

2) Allinformation assets must be valued and categorized.

3) Information assets must be evaluated, valued and categorized by the Data Steward on a
regular basis.

4) To ensure that appropriate protection is provided, the value of information should be
determined before transmission over any communications network.

Updated September 9, 2014 Version 1.5 Data Classification Policy
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How do you assess the value of
information to an organization?
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Quantitative Risk Assessment

Expected losses can be weighed against the costs of counter-measures and
provides a basis for trading Information Security (“InfoSec”) costs and
benefits

— One simple assessment technique calculates the annual loss expectancy (ALE) as a

product of the cost of a single event (single loss expectancy, SLE) and the annualized
rate of occurrence (ARO)

Annual Loss Expectancy = Single Loss Expectancy X Annualized Rate of Occurrence

annual rate of occurrence (ARO)= how many times is this expected to happen in one year?

— NOTE: The calculation assumes total loss of an asset. If an asset retains part of its useful

value, the SLE should be adjusted by an appropriate amount.
Single loss expectancy (SLE) = Asset value X Exposure factor
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Problem

How would you determine the Annual Loss Expectance
(ALE) for the theft of the Dean’s laptop from the Case
Study ‘Snowfall and a stolen laptop’ ?
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Annual Loss Expectancy Calculation

example

Note the assumptions of:
*  Credit monitoring service for 1,000 individuals
* 5% probability of annual rate of occurrence

greatly influence the results...

Annual Loss Expectancy Calculation

Credit Monitoring Service (1000 records): $15,000
Dean’s Lost Productivity (assume $300,000 salary):
10 hours restoring data from various sources $ 3,000
10 hours re-doing lost work $ 3,000
Replacement Device: $ 1,000
IT investigation: $ 200
Single Loss Expectancy: $22,200
Annualized Rate of Occurrence: 0.05
Annual Loss Expectancy: $ 1,100
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Risk management decision

Decision:

Mitigate expected loss of
a dean’s laptop through
purchase of security
countermeasures

 Avoid

* Accept

e Transfer
v' Mitigate

Annual Loss Expectancy Calculation

Credit Monitoring Service (1000 records): $15,000
Dean’s Lost Productivity (assume $300,000 salary):
10 hours restoring data from various sources $ 3,000
10 hours re-doing lost work $ 3,000
Replacement Device: $ 1,000
IT investigation: $ 200
Single Loss Expectancy: $22,200
Annualized Rate of Occurrence: 0.05
Annual Loss Expectancy: $1,110

Annual Cost of Countermeasures (per device)

Automatic Backups:

Managed Device Service:

Annual Cost of Countermeasures:
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Analyze Risk

MANAGEMENT GUIDELINES—RE?2

RACI Chart Roles i W
$/8/8/s/8 @;

Key Activities
REZ.1 Define IT risk analysis scope. I R | C C | A C
RE2.2 Estimate [T risk. I R |C | | AR R
REZ2.3 Identify nsk response options. c C R [ A R R | I
REZ.4 Perfiomn a peer review of [T risk analysis. ASR I I I

A RACI chart identifies who iz Responsible, Accountable, Consultted and/or Informed.



But... who really knows the value and
impact a breach implies for the business?

TIER1

ORGANIZATION
(Governance)

TIER2

MISSION / BUSINESS PROCESS
(Information and Information Flows)

ORGANIZATION
r RISK MANAGEMENT STRATEGY -3

INFORMATION INFORMATION INFORMATION
SYSTEM SYSTEM SYSTEM

Environments of Operation




The City of New York : The City of New York

Y )
CITYWIDE INFORMATION SECURITY POLICY L .
Information CITYWIDE INFORMATION SECURITY POLICY

Technology &
Telecommunications

Data Classification Policy
Data Steward

The Policy

5) The Data Steward is normally someone who is responsible for or dependent on the

ATIS (RS VIR O [IGRUNIS tHRh ERGRI SNy OE SMLENID AJSNICY JIE-ARON GRORLS G068 business process associated with the information asset, and who is knowledgeable

appropriately categorized and the appropriate degree of protection is applied based on its

valuation. about how the information is acquired, transmitted, stored, deleted, and otherwise
processed.
Background . ) - .
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0 ensure tha' Siness Information assets receive an appropriate level of protection, vaiue i i i i
of the information must be assessed to determine the requirements for security protection. categorization of the information generated by the owner or the Agency.
Business information assets are those that affect and are integral to the City’s ability to provide 7) The Data Steward must communicate the information value and categorization when the
business services with integrity, comply with laws and regulations, and meet public trust. information is released or provided to another entity.
Scope 8) The Data Steward is responsible for controlling access to his/her information and must
This policy applies to all information. Information is defined as anything spoken, overheard, be consulted when other entities wish to extend access authority.
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Where are the people who really know the value of the
information and impact a breach implies for the business?

TIER1

ORGANIZATION
(Governance)

TIER2

MISSION / BUSINESS PROCESS
(Information and Information Flows)

ORGANIZATION
g RISKMANAGEMENT STRATEGY g

E INFORMS
g INFORMS INFORMS a
INFORMATION INFORMATION INFORMATION

SYSTEM SYSTEM SYSTEM

Environments of Operation 9 3




Maintain Risk Profile

RACI Chart Roles f ;
$18/5/8)
g/é/é J
4 f ; f
Key Activities $/8/8/s/8/8/3/8/ &/
RE3.1 Map IT resources 1o business progesses. I R C |AR| C I
RE3.2 Detemine business crticality of [T resowces. LK C A R I
RE3.3 Understand IT capabilities. C |A/R C C I
RE3.4 Update IT risk scenario componenets. C R I C c | A R c
RE3.5 Maintain the [T risk register and IT risk map. I A | R I I | JR/C| C I
RE3.6 Develop [T risk indicators. A | C C | C R|C]|]C

A RACI chart ientifies who is Responsible, Accountable, Consutiad and,or Infomed.

'NVYEG The City of New York

I Information CITYWIDE INFORMATION SECURITY POLICY

| Technology &
I Telecommunications

|
I pata Steward

processed.

information is released or provided to another entity.

L-—-—-—-—-—-——————-—-—-—-—-—-—-—-—-—-——————-

5) The Data Steward is normally someone who is responsible for or dependent on the
business process associated with the information asset, and who is knowledgeable
about how the information is acquired, transmitted, stored, deleted, and otherwise

6) The Data Steward is responsible for determining the appropriate value and
categorization of the information generated by the owner or the Agency.

7) The Data Steward must communicate the information value and categorization when the

8) The Data Steward is responsible for controlling access to his/her information and must
be consulted when other entities wish to extend access authority.
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Review: Risk Management Techniques

Once threats and risks are identified, each risk can be managed
by:

1. Avoidance

SP 800-18

2. ACCE pta nce Categories

IDENTIFY

3. Transfer
4. Mitigation (“Controls”) mmp

—

PROTECT

w
©
o0
o
o
w
o

RESPOND

SP 800.57>
RECOVER 800-5%

SP 800-39

MIS 5206 Protecting Information Assets



Agenda

v In The News

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v More on Confidentiality: Linked & Linkable PII

v’ Risk Evaluation

v’ Risk Management Techniques, a brief review

* Test taking tip

* Quiz

MIS 5206 Protecting Information Assets
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Test Taking Tip

- Eliminate any “probably wrong” answers first -

Focus on the “highest likelihood” answers for test taking
efficiency

Here’s why:
* Some of the answers use unfamiliar terms and stand out as unlikely and
can therefore be discarded immediately

* Some answers are clearly wrong and you can recognize them based on
your familiarity with the subject

* The correct answer may require a careful reading of the wording of the
question and eliminating the unlikely answers early in the evaluation
process helps you focus on key concepts for making the choice

97



Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A. Mandatory
B. Role-Based
C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

Le—Plomdatary Nothing seems mandatory about this scenario
B. Role-Based

C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B. Role-Based Maybe ....

C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

B—Role-Based Nothing about roles other than manager in the question

C. Discretionary
D. Distributed
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B—Reole-Based

C. Discretionary
PD—Distributed Distributed is not relevant to the information in the question
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Test Taking Tip

Example:

The promotion manager of Northeast Electronics has been
made the owner of the department’s printers and other
resources. The manager can now designate who in the
department can use the the large format printer. What
term is used to describe this type of access control?

A—Mandatory
B—Reole-Based

C. Discretionary

Answer: C
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Quiz

The overall objective of risk management is to:
A.

B.
C.
D

. implement effective counter measures

eliminate all vulnerabilities, if possible
reduce risk to the lowest possible level
manage risk to an acceptable level
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Quiz

The overall objective of risk management is to:
A.

B.
C.
D

. implement effective counter measures

eliminate all vulnerabilities, if possible
reduce risk to the lowest possible level
manage risk to an acceptable level
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Quiz

The information security manager should treat regulatory
compliance as:

A. an organizational mandate
B. arisk management priority
C. apurely operational issue
D. another risk to be managed
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Quiz

The information security manager should treat regulatory
compliance as:

A. an organizational mandate
B. arisk management priority
C. apurely operational issue
D. another risk to be managed
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Quiz

To address changes in risk, an effective risk management
program should

A. ensure that continuous monitoring processes are in place

B. establish proper security baselines for all information resources
C. implement a complete data classification process

D. change security policies on a timely basis to address changing risk
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Quiz

To address changes in risk, an effective risk management
program should

A. ensure that continuous monitoring processes are in place

B. establish proper security baselines for all information resources
C. implement a complete data classification process

D. change security policies on a timely basis to address changing risk
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Quiz

Information classification is important to properly manage risk
PRIMARILYbecause:

A. it ensures accountability for information resources as required by
rolesand responsibilities

B. itis alegal requirement under various regulations

C. it ensures adequate protection of assets commensurate with the
degree of risk

D. asset protection can then be based on the potential consequences
ofcompromise
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Quiz

Information classification is important to properly manage risk
PRIMARILYbecause:

A. it ensures accountability for information resources as required by
rolesand responsibilities

B. itis alegal requirement under various regulations

C. it ensures adequate protection of assets commensurate with the
degree of risk

D. asset protection can then be based on the potential consequences
of compromise
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Quiz

Data owners are PRIMARILY responsible for creating risk
mitigation strategies to address which of the following areas?

A. Platform security

B. Entitlement changes
C. Intrusion detection
D. Antivirus controls
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Quiz

Data owners are PRIMARILY responsible for creating risk
mitigation strategies to address which of the following areas?

A.
B.
C.
D

. Antivirus controls

Platform security
Entitlement changes

Intrusion detection

An entitlement is a provision made in
accordance with a legal framework of a
society. Typically, entitlements are based
on concepts of principle which are
themselves based in concepts of social
equality or enfranchisement. Wikipedia
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Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
C. address the potential size and likelihood of loss
D. give more weight to the likelihood vs. the size of the loss

115



Quiz

A risk analysis should:
A. limit the scope to a benchmark of similar companies
B. assume an equal degree of protection of all assets
C. address the potential size and likelihood of loss
D. give more weight to the likelihood vs. the size of the loss
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Quiz — Bonus question

A year ago when Sam carried out a risk analysis, he determined that
the company was at too much of a risk when it came to potentially
loosing trade secrets.

The countermeasures his team implemented reduced this risk, and
Sam determined that the annualized loss expectancy of the risk of a
trade secret being stolen once in a hundred-year period is now $400.

What is the associated single loss expectancy value in this scenario?
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Agenda

v In The News

v’ Categorizing Information for IT Risk Management

v’ Revisit Risk & Controls of Publicly Shared Geographic Information
v More on Confidentiality: Linked & Linkable PII

v’ Risk Evaluation

v’ Risk Management Techniques, a brief review

v’ Test taking tip

v Quiz
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