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Application Security

As applications become more accessible though the web, cloud and 
mobile devices, 

organizations are being forced to abandon their reactive approach to 
security and, instead, 

to take a proactive approach by minimizing risk directly in the software 
they buy, create and use to serve themselves and their customers
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Usual trend

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080
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Perimeter security solutions are often relied on as a solution to 
insecure application development practices
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Application Server(s)

Data Server(s)

File Server(s)

Perimeter security solutions are often relied on as a solution to insecure 
application development practices
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tŀǎǘ ŀƴŘ ŎǳǊǊŜƴǘ ǎƛǘǳŀǘƛƻƴΧΦ

Å Application developers are not security professionals

ï Software vendors skip proper security architecture, design and testing steps as they race to beat competitors to 
market with new features

Å Secure application development practices have not historically been taught in computer science and 
other academic departments, and are only recently being considered and adopted by developers 

Å 5ŜǾŜƭƻǇƳŜƴǘ ǇǊƻƧŜŎǘǎΩ ǎŎƻǇŜ ŀƴŘ ōǳŘƎŜǘǎ ŦƻŎǳǎ ƻƴ ŦǳƴŎǘƛƻƴŀƭƛǘȅΣ ƴƻǘ ǎŜŎǳǊƛǘȅ

Å Security professionals typically not software developers 

ï Often lack insight for understanding of software vulnerabilities

Å L¢ ŎǳǎǘƻƳŜǊǎΧ

ïά¢ǊŀƛƴŜŘέ ǘƻ ŜȄǇŜŎǘ ǘƻ ǊŜŎŜƛǾŜ ŦƭŀǿŜŘ ǎƻŦǘǿŀǊŜ ƴŜŜŘƛƴƎ ǳǇƎǊŀŘŜǎ ŀƴŘ ǇŀǘŎƘŜǎ

ïUnable to control flaws in software they purchase, so they rely on perimeter protection  
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Security Architecture

Security strategy needs to be a consideration at each level of the architecture

¢ƛŜǊΩǎ м ϧ н

¢ƛŜǊΩǎ н ϧ о

NIST SP 800-39 Managing Information Security Risk
Organization Mission and Information View
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Best Practice: Build Security In

Security 
Architecture

Creation, use and enforcement of System Architecture standards provides the 
basic building blocks for developing, implementing and maintaining secure 
applications

Software 
Development Life 
Cycle

Attention to security throughout the Software Development Life Cycle (SDLC) is 
the key to creating secure, manageable applications regardless of platform or 
technologies

Procurement 
Standards

Describing the process and detailed criteria that will be used to assess the 
security level of third party software enables companies to make strategic, 
security-sensitive decisions about purchased software purchases
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Software Development Life Cycle
Requirements

ï Why the software was created (i.e. goals)

ï Who the software was created for

ï What the software is intended to do

Design
ï Specifications identifying how software and data will be 

formed to accomplish goals and used to meet requirements

Development
ï Programming software code implemented and integrated to 

meet specifications

Testing-Validation
ï Assuring software and data works as planned to meet the 

goals 

Release-Maintenance
ï Deploying software and data, and assuring they are properly 

configured, patched and monitored 
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Software Development Life Cycle (SDLC)

1. Requirements analysis

2. Design

3. 5ŜǾŜƭƻǇ όάƳŀƪŜέύ κ LƳǇƭŜƳŜƴǘ όάbuyέύ

4. Testing/Validation

5. Release/Maintenance
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Software Development Life Cycle (SDLC)

1. Requirements analysis
ïLƴŦƻǊƳŀǘƛƻƴŀƭΣ ŦǳƴŎǘƛƻƴŀƭΣ ōŜƘŀǾƛƻǊŀƭΣ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΧ

2. Design
ïData models and data dictionary, work process and status transition models, input/output 
ƳƻŘŜƭǎΣ Řŀǘŀ Ŧƭƻǿ ƳƻŘŜƭǎΣ Ŧƭƻǿ ƻŦ ŎƻƴǘǊƻƭ ƳƻŘŜƭǎΧ

оΦ 5ŜǾŜƭƻǇ όάƳŀƪŜέύ κ LƳǇƭŜƳŜƴǘ όάbuyέύ
ï{ƻǳǊŎŜ ŎƻŘŜ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΣ ŎƻŘŜ ǊŜǾƛŜǿǎΣ Řŀƛƭȅ ōǳƛƭŘǎΣ ŀǳǘƻƳŀǘŜŘ /!{9 ǘƻƻƭǎΧ

4. Testing/Validation
ïUnit testing and integration testing (daily builds), manual and regression testing, user 

acceptance testing

5. Release/Maintenance
ïRelease testing
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Software requirements specifications documents help support:

Validation
ïά5ƛŘ ǘƘŜȅ ōǳƛƭŘ ǘƘŜ ǊƛƎƘǘ ŀǇǇƭƛŎŀǘƛƻƴΚέ

ÅIn large complex applications it is easy to lose sight of the main goal

ÅDoes the application/system provide the solution for the intended problem?

ÅAre security control specifications included?

Verification
ïά5ƛŘ ǘƘŜȅ ōǳƛƭŘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǊƛƎƘǘΚέ

ÅApplications can be built that do not match the original specifications

ÅVerification determines if the application accurately represents and meets the specifications

ÅVerification ensures that security control specifications were properly met
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SDLC and Security
1. Requirements analysis
ïLƴŦƻǊƳŀǘƛƻƴŀƭΣ ŦǳƴŎǘƛƻƴŀƭΣ ōŜƘŀǾƛƻǊŀƭΣ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΧ
+ CIA risk assessment, + Risk-ƭŜǾŜƭ ŀŎŎŜǇǘŀƴŎŜΣΧ

2. Design
ïData models and data dictionary, work process and status transition models, input/output models, data 
Ŧƭƻǿ ƳƻŘŜƭǎΣ Ŧƭƻǿ ƻŦ ŎƻƴǘǊƻƭ ƳƻŘŜƭǎΧ

Ҍ ¢ƘǊŜŀǘ ƳƻŘŜƭƛƴƎΣ Ҍ !ǘǘŀŎƪ ǎǳǊŦŀŎŜ ŀƴŀƭȅǎƛǎΣΧ

оΦ 5ŜǾŜƭƻǇ όάƳŀƪŜέύ κ LƳǇƭŜƳŜƴǘ όάbuyέύ
ï{ƻǳǊŎŜ ŎƻŘŜ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳΣ ŎƻŘŜ ǊŜǾƛŜǿǎΣ Řŀƛƭȅ ōǳƛƭŘǎΣ ŀǳǘƻƳŀǘŜŘ /!{9 ǘƻƻƭǎΧ
Ҍ 5ŜǾŜƭƻǇŜǊ ǎŜŎǳǊƛǘȅ ǘǊŀƛƴƛƴƎΣ Ҍ {ǘŀǘƛŎ ŀƴŀƭȅǎƛǎΣ Ҍ {ŜŎǳǊŜ ŎƻŘŜ ǊŜǇƻǎƛǘƻǊƛŜǎΣΧ

4. Testing/Validation
ïUnit testing and integration testing (daily builds), manual and regression testing, user acceptance 

testing
Ҍ 5ȅƴŀƳƛŎ ŀƴŀƭȅǎƛǎΣ Ҍ CǳȊȊƛƴƎΣΧ

5. Release/Maintenance
ïRelease testing
Ҍ {ŜǇŀǊŀǘƛƻƴ ƻŦ ŘǳǘƛŜǎΣ Ҍ/ƘŀƴƎŜ ƳŀƴŀƎŜƳŜƴǘΣΧ 
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{ƻŦǘǿŀǊŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦǘŜƴ ǎǇŜŎƛŦƛŜŘ ǿƛǘƘΧ

1. Information model ς Type and content of information that 
will be processed and how it will be processed

2. Functional model ς Tasks and functions the application needs 
to carry out

3. Behavioral model ς States the application will be in and 
transition among
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SDLC and Security
Requirements analysis
ïLƴŦƻǊƳŀǘƛƻƴŀƭΣ ŦǳƴŎǘƛƻƴŀƭΣ ōŜƘŀǾƛƻǊŀƭΣ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎΧ

+ CIA risk assessment, + Risk-ƭŜǾŜƭ ŀŎŎŜǇǘŀƴŎŜΣΧ
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Verification ς Information Model

Did they build the application right?

Does it match the data model?
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Functional model

Validation
Did they build the right application? 

Each bubble represents a functional 
ŎŀǇŀōƛƭƛǘȅ όάǳǎŜ ŎŀǎŜέύ ƻŦ ǘƘŜ 
application 
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Functional model

Validation
Å Did they build the right application?
Å Does it do what the organization needs? 

Additional software requirements for handling a 
security failure in the context of the use case:

Contingency to Normal Operations Outline effects of 
a failure to the system. This includes: 
ÅFail Case τ what to do when things go wrong 
ÅConsequences of Failure τ the negative business 

affects when a security incident occurs

Security Requirements Outline how the attack 
surfaces are being protected from external attackers 
and how inherent vulnerabilities will be mitigated, 
accepted, or avoided

Secure Requirements How does this use case address 
overall security of the system(s) involved, business 
processes, and individual business units

Security Constraints What constraints does this use 
case put on the security of the system and/or 
processes by limiting capabilities of security software, 
hardware, and/or procedures?

Data Collection & Privacy What are the impacts of 
breaches to Confidentiality, Integrity, and Availability 
of the process, data being collected, and the privacy 
of the overall system?

Associated Risks What are the security specific risks 
that come along with running this use case?
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Behavioral models ς άǎǿƛƳ ƭŀƴŜέ ƳƻŘŜƭ

Validation

ά5ƛŘ ǘƘŜȅ ōǳƛƭŘ ǘƘŜ ǊƛƎƘǘ 
ŀǇǇƭƛŎŀǘƛƻƴΚέ

Verification

ά5ƛŘ ǘƘŜȅ ōǳƛƭŘ ǘƘŜ 
application the way the 
organization functions and 
ƴŜŜŘǎ ƛǘ ǘƻ ǿƻǊƪΚέ


