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Application Security

As applications become more accessible though the web, cloud and
mobile devices,

organizations are being forced to abandon their reactive approach to
security and, instead,

to take a proactive approach by minimizing risk directly in the software
they buy, create and use to serve themselves and their customers



Usual trend
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Usual Trend of Dealing with Security

1. Buggy software is released
to the market to beat the
competition.

A 4

2. Hackers find new vulnerabilities
and weaknesses in new software,

\ 4

3. Websites post these
vuinerabilities and how
to exploit them,

A 4

4,Vendor develops and releases
patch to fix vulnerabilities.

4

5.The new patch goes on the stack
of software patches that all network
administrators need to test and install.

Harris, S. antMlaymiF. (2016)CISSP Alh-One Exam GuideMcGrawHill Education, p. 1080




Perimeter security solutions are often relied on as a solution to
Insecure application development practices
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Perimeter security solutions are often relied on as a solution to inse
application development practices
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A Application developers are not security professionals

I Software vendors skip proper security architecture, design and testing steps as they race to beat competitot
market with new features

A Secure application development practices have not historically been taught in computer science and
other academic departments, and are only recently being considered and adopted by developers
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A Security professionals typically not software developers
I Often lack insight for understanding of software vulnerabilities
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T Unable to control flaws in software they purchase, so they rely on perimeter protection




Security Architecture

Security strategy needs to be a consideration at each level of the architecture

ORGANIZATION
(Governance)

¢ASNXQa ™M 3 H
BUSINESS Business Process and Operations
¢ASNXRa H 3 o0
APPLICATIONS User Access - Multiple Technologies
MISSION / BUSlNESS PROCESS
(Information and Information Flows) TACTICAL RISK
DATA Databases and File Repositories
INFORMATION SYSTEM
(Environment of Operation)
INFRASTRUCTURE Devices and Configurations

NIST SP 8680 Managing Information Security Risk
Organization Mission and Information View




Best PracticeBulild Security In

Security
Architecture

Software
Development Life
Cycle

Procurement
Standards

Creation, useand enforcementof S/stem Architecture standardsovides the
basic building blocks for developing, implementing and maintaining secure
applications

Attention to security throughout the Software Development Life Cycle (SDl
the key to creatingecure, manageable applications regardless of platform or
technologies

Describing the process amktailed criteria that will be used to assess the
security level othird party softwareenables companies to make strategic,
securitysensitive decisions about purchased software purchases



Software Development Life Cycle

Requirements
I Why the software was created€. goals)
I Who the software was created for
I What the software is intended to do

Design

I Specifications identifying how software and data will be
formed to accomplish goals and used to meet requirements

Development

I Programming software code implemented and integrated to
meet specifications

TestingValidation

I Assuring software and data works as planned to meet the
goals

ReleaséVlaintenance

I Deploying software and data, and assuring they are properly
configured, patched and monitored
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Software Development Life Cycle (SDLC)

1. Requirements analysis

2. Design

3. 5SOSIYALPSBER L YLHWYSY I 04d
4. Testing/Validation

5. Release/Maintenance



Software Development Life Cycle (SDLC)

1. Requirements analysis
i LYF2NXYEFOA2Y IS FdzyOlA2ylFtsS 60SKFEGAZ2NI X |y
2. Design

I Data models and data dictionary, work process and status transition models, input/output
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4. Testing/Validation

I Unit testing and integration testing (daily builds), manual and regression testing, user
acceptance testing

5. Release/Maintenance
I Release testing



Software requirements specifications documents help suppc

Validation
i a5AR UKSé& 06dzAf R UKS NRARIKOG F LK AOI
A In large complex applications it is easy to lose sight of the main goal

A Does the application/system provide the solution for the intended problem?
A Are security control specifications included?

Verification
i 45AR (UKSé& 0dAfR GKS LI AOFGAZ2Y N
A Applications can be built that do not match the original specifications

A Verification determines if the application accurately represents and meets the specifications
A Verification ensures that security control specifications were properly met



SDLC and Security

1. Requirements analysis
i LYF2NXYIFGA2Y TS Fdzy
+ CIA risk assessment, + RisSlE @St |
2. Design

I Data models and data dictionary, work process and status transition models, input/output models, dat
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4. Testing/Validation

I Unit testing and integration testing (daily builds), manual and regression testing, user acceptance
testing

b 58yl YAO lylfearas b Cddl Ay3azIx
5. Release/Maintenance
I Release testing
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1. Information model¢ Type and content of information that
will be processed and how it will be processed

2. Functional modek Tasks and functions the application needs
to carry out

3. Behavioral modek States the application will be in and
transition among



SDLC and Security

Requirements analysis
i LYF2NYIFOGA2Y TS FdzyOluAzyl f X
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Organisation & relevant process

Information Asset Details

Operating Unit/ Process Name of Personal Personal Critical Customer |Organization |Confidentiality |Integrity |Availability |Categorization
T|Function name Asset Identifiying Health Infrastructure |Data (Y/N) |Data (Y/N)
Information (PIl) |Information |Information (CIl)
(Y/N) (PHI) (Y/N) (Y/N)
N N Y ] ¥
| Thermal Distribution Syster| ChilledWater TDS Low Medium Medium
N N Y ] ¥
Thermal Distribution Syster|HeatedWater TDS Low Medium Medium
Thermal Distribution System TDS N N ¥ N Y Low Medium Medium Medium
M M ¥ M Y
Communication Data COM Medium Medium Medium
N N Y N Y
Communication Voice COM Medium Medium Medium
N N Y N Y
Communication Security COM High High High
Communication COM N N ¥ N Y High High High High
N N Y ] ¥
Public Works Sewer Utilities Low Medium Low
N N Y N ¥
Public Works Stormwater Utilities Low Medium Low
M M ¥ M Y
Public Works Water Utilities Low Medium Low
Public Works Utilities N N Y N Y Medium
External Parcels Parcels Y N N Y N Low Low Low Low

F Y R



Verificationg Information Model . —=
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Did they build the application right?

Does it match the data model?

1
EnforcementConcern + | |
» WorkOrder
PK |EC_ID
|k |woin
HowGenerated » "':‘:_V
FK1 |WoID FK3 |ASRID o)
P FK2 | EmployeelD WorkOrderNumber s
llicitP
AssignedTolD
PrioritylD
FK1 |WorkOrderTypelD
SERVICEREQUEST ASR K2 | Wostatusio
SERVICEREQUESTID ASRID ﬁ?ﬁﬁiﬁ:ﬁ““
SERVICEREQUESTNUMBER FK1 [SRID SR
FORMID ASRNUMBER - | S0
DATEOPENED DATEOPENED - DateCompleted
GENERATEDBY ASSIGNEDTOID CloseNotes
WORKTYPE ASSIGNEDBYID Comments
REQUESTDESCR REQUESTDESCR LG
COUNTYID — LOCATIONDESCR e O
MUNICIPALITYID ADDNOTES Archive
LOCATIONDESCR ACTIONID k
STATEROADID PRIORITYID
MAINTENANCEYARDID STATUSID
NPDESISSUE STATUSCOMMENTS Inventory
ROADPARTID CLOSECOMMENTS PK |Inventoryl PK Im.ml
ROADDIRECTIONID DATECLOSED
APRIORITYID DELAYDATE FK1 | woiD FK1 |woiD
SRSTATUSID WOSEQ FK2 | DataSetiD Inspe:
CLOSEDATE ARCHIVE Inspect
DELAYDATE o Nextin
WOSEQ SiltCov
UPDATEDBY SiltTy
DATEUPDATED Descr =
ARCHIVE Conditi [ s seares e dov |
Descri =
A FK2 |DataS 3
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Sewer Outage Notification
Outage Motification App"caﬁﬂn
Uses HUSESR

HUSBSY “
A Generate Event
Motifications
‘ Review Pumpstation
Status
<
«us ds» Generate Parcel wdend . .
List wexiendsy Select&View Validation
> Parcels by Street

«extends» Did they build the right application’

\7 wextandspexlendss
Updalesl:t’:tr::spsiatmn wUSESH soxtendss ‘ Selact&View Parcels
e b by Subdivision

SelectiView Select&View Parcels

Parcels by Map by Watermain Valves

= J
GI5 Parcel List
AutoGeneration
Select&View Parcels by

Wastewater Pumpstation

Each bubble represents a functional
OF LI oAfAGE 6dadzas
application

Figure 2. Use Case Hierarchy Diagram



Functional model

Customer Sendee
Representative

tendss
Q een > pdate Pump
/K Stafion Status,
Customer Serdce
Superdsor

Lhilities Operations
Manages

Validation
A Did they build the right application?
A Does it do what the organization needs

Additional software requirements for handling a

Use Case [D: | 1

Use Case Mame: | Review

I‘t-EI'.IﬁEan Focused

ion Status

Created By: | fommih

"= Last Updated By | David Lanter

Date Created.

§-17-2005

Date Last Updated: | 7-6-20035

Actor:

Customer Service Representative (CSE)
Customer Service Supervizor (C88)
Utilities Operations Manager (UOM)

Description:

The user (CEE, C55 or UOM) confinns that the pump stations’
stafuzes are up-to-date, before generating an cutage event
natification list

Tnggers:

Outage event has occurred or 15 planned,

Preconditions:

=  Up to date pump station GIS feature class dataset with current
pump station statos values exist are presented to nser withm
GIS application’s map uver interface,

=  Parcel GIS feature class datavet must exist and presented to
user within GIS application's map user interface.

s (IS Data Server online

= I3 Web Server online

Postconditions:

None

Prionity:

Unimenmn

Frequency of Use:

Moderate

Wormal Course of Events:

1. User recerves information that an cutage has occurred, or is
planned.

2. User mvokes the GIS Outage Notification application.

3, User reviews dusplay of pump stations” statuses on GIS'
application’s map.

4. User confirms that the pump stations’ statuses are up-to-date in
the GIE.

Alternative Courses:

3a. User reviews display of pump stafion’s statuses in pump station
stams list

—>

. . . i Exceptions: | [f the CSR or C88 determines that the pump stations” statuses are
security failure in the context of the use case: ot ug-to-date, thay will notifl the UCM raspousibls for npdating
Conti to Normal | Fail C c to Fail fho procp shation stabomes.
ontingency to Norma Al ase onsequence to ralure 0 [J ®
* Operations: ! Extensions: | Use Case J - Update Wﬂm
Includes: | Nona
Security Requirements: Felated Busimess Fules: | Mone
Secure Requirements: 3peci:! i’.equ.utmmh Hone

Security Constraints:

Data Collection &
Privacy:

Confidentiality Integrity Availability

Associated Risks:

Assurmiphons:

User provided with GUI contral to mnveks this nae case,

Motes and Issoes:

= It is mot clear how User knows for certain that the pump
stations” statuzes are correct in the GIS.

= SCADA or areal-time data feedback system 15 required to
assure that pump stations” statuses are all correct and up-to-
date.

= (3R or C55 mnst work through the TUOM to assure that the

status of the puspaiations are cormect.

Contingency to Normal OperationSutline effects of

a failure to the system. This includes:

A Fail Casa what to do when things go wrong

A Consequences of Failure the negative business
affects when a security incident occurs

Security Requirement®utline how the attack
surfaces are being protected from external attackers
and how inherent vulnerabilities will be mitigated,
accepted, or avoided

Secure Requirementslow does this use case addres:
overall security of the system(s) involved, business
processes, and individual business units

Security Constraint®Vhat constraints does this use
case put on the security of the system and/or
processes by limiting capabilities of security software
hardware, and/or procedures?

Data Collection & PrivacWhat are the impacts of
breaches to Confidentiality, Integrity, and Availability
of the process, data being collected, and the privacy
of the overall system?

Associated Riskg/hat are the security specific risks
that come along with running this use case?



Behavioral modelsad a g A Y

Validation
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Verification
G5AR UKSé 0o0dzAfR UKS
application the way the
organization functions and
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