MIS 5206
Protection of Information Assets

- Unit #2b -
Case Study — Autopsy of a Data Breach: The Target Case

Team Assignments



eam Assignment:

Create PowerPoint and present the following:

1. Summarize the main events of the breach
2. ldentify the sources of risk, and their roles in the breach

3. What lessons did you learn from the Target case?

* As a future information security auditor, what will you take away from this
case?

 What aspects of this case surprised you ?



Teams

No. [Last Name First Name Temple Email Group |Leader
1 DAI Yahan ltut06385@temple.edu
2 DONG Fang tut06980@temple.edu
3 GUO Mengfan mguo@temple.edu 1
4 GUO Baowei tus93976@temple.edu *
5 HOU Yucheng tut00371@temple.edu
6 JIANG Jingyu tut09033@temple.edu
7 LI Chaoyue ltus93469@temple.edu *
8 LI Ao ltus97456@temple.edu 2
9 LI Menghe ltus94160@temple.edu
10 LIN Zhichao tus97675@temple.edu
11 LIU Dongchang tus93533@temple.edu
12 LUO Yusen [tus93022@temple.edu *
13 QIAO Weifan tut06871@temple.edu| 3
14 QUE Yi fei tut04639@temple.edu
15 SHAO Kang ltus93718@temple.edu
16 TIAN Zijian tus99737 @temple.edu
17 WAN Ziyi tut06981@temple.edu
18 WANG Qian tus93017@temple.edu| 4
19 WANG Yihan ltus94162@temple.edu
20 WU Jianan ltuto4640@temple.edu *
21 wu YiMo tut09063@temple.edu
22 XUE Luxiao tut04749@temple.edu
23 YANG Yifan [tus93035@temple.edu 5
24 YIN Yuging yin@temple.edu *
25 Zhang Tongjia tut04636@temple.edu
26 | ZHANG Xinyue (Xiinyue)  [tut09069@temple.edu *
27 ZHAO Wenhan tus93018@temple.edu
28 ZHENG Yi ltus93539@temple.edu 6
29 ZHI Ruoyu ltut04744@temple.edu
30 |ZHOU (Zhao) Ao tus93195@temple.edu




2. Identify the sources of risk, and their roles in the breach

Incompetent employees
Rogue employees
Hackers

Business partners
Technology partners

Technology components



2. What control measures had Target implemented or should have implement to protect itself
against each of the risks identified below?

Incompetent employees
Rogue employees
Hackers

Business partners
Technology partners

Technology components
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