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Controlling Access to IT Assets

• A central theme of information system security

• Many different security controls work together to provide access 
control
– Identity, Authentication, Authorization, Auditing…

• IT Asset includes:
– Information

– Systems

– Devices

– Facilities

– Personnel
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Identity and Authentication
• First line of defense in 

battling unauthorized access 
to network resources and 
systems

• Broad term covering several 
types of mechanisms that 
control access to features of 
networks, computers and 
information stored and 
flowing within them
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Authorization: Access to information…

The flow of information between a subject and an object
– Subject 

• Always the active entity - requesting access to an object or data within the object
• Can be users, programs, processes, services, computers…
• When authorized, subjects can modify objects

– Object
• Always the passive object - providing information to active subjects 
• Can be data files, databases, computers, programs, processes, services, storage 

media…

Subject

Object

Data

Requests access to

Active 
entity:

Passive 
entity:

Functionality

Access is the ability to create a  flow of information between user and system

E.g. “A user (subject) accesses an object (data file)”

Note: Roles of subject and object can switch during interactions – e.g. a 
computer program can be both a data requester and a data provider, 
switching back and forth
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Identification, Authentication, Authorization, and Accountability (“AAA”)

To access an information system resource, a user must pass 
through the following logical steps: 

1. Identification

2. Authentication

3. Authorization

Resource

4. Accountability
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To access a network’s resource, a user must: 

Identify themself

Prove their identity (i.e. has the necessary credentials) 

1. Identification

2. Authentication

3. Authorization

Resource
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Identity and Authentication

“…is about the continuity of relationships, knowing who to trust 
and who not to trust, making sense of a complex world” 

     (Schneier, Secrets and Lies, p. 68-69)

• Are ancient problems, in ~1100 BC the Gileadites captured the 
water crossings of the Jordan river leading to Ephraim…, 

8
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5 And the Gileadites took the passages of Jordan before the 
Ephraimites: and it was so, that when those Ephraimites 
which were escaped said, Let me go over; that the men of 
Gilead said unto him, Art thou an Ephraimite? If he said, 
Nay;

6 Then said they unto him, Say now Shibboleth: and he said 
Sibboleth: for he could not frame to pronounce it right. 
Then they took him, and slew him at the passages of 
Jordan: and there fell at that time of the Ephraimites forty 
and two thousand.

Judges 12:5-6
9
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shibboleth

More recently, the word “Shibboleth” has been incorporated into 
the English language to mean something that distinguishes or 
identifies someone:

– a peculiarity of pronunciation, behavior, mode of dress, etc., that 
distinguishes a particular class or set of persons

MIS 4596 10

Talking like a stereotypical New Yorker
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shibboleth

In today’s information technology a shibboleth is a single 
shared community-wide password that enables members of 
that community to access an online resource without 
revealing their individual identities

We no longer believe a shared

password is safe

MIS 4596 11
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When you enter BNAI and show/swipe your school ID, what is 
happening? 

• Identification ?
• Authentication ? 
• Authorization ?

12

Question:
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Identity Management

Identification and Authentication are distinct functions

Identification: 

Authentication: 

Who you say you are

Confirmation that you are who you say you are
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Identification and Authentication

Usually involves a two-step process:

1. Identification: Entering public information
• Method by which a subject (user, program or process) claims to have a specific 

identity
– Username, employee number, account number, or email address

2. Authentication: Entering private information
• Individual’s identify must be verified during authentication process

• Method by which subject proves it is who it says it is
– Static password, smart token, one-time password, or PIN
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Identification

Method of establishing the subject’s identity

– Subject can be a human user, program or  process

– Identity – A set of attributes that uniquely describe a person within a 
given context

– Typically a user name, email address or other public information
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Identification

Entering public information
– Method by which a subject (user, program or process) supplies 

identifying information to claim they have a specific identity
• Username, employee number, account number, or email address

– Creating secure identities involves 3 key aspects:
1. Uniqueness – every user, program or process must be identified with an 

identifier (i.e. unique ID) that is specific to the individual for accountability

2. Non-descriptive – Identifier should not indicate the purpose of the account 
nor the user’s position nor tasks done with the account

3. Issuance – provided by an authority as a formal/official means of proving 
identity
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Authentication

The process of establishing confidence in the identity of 
users or information systems

Method of proving identity can be

something a person: 

1. Knows – a secret password

2. Has – a token

3. Is  or does – biometrics
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Authentication – Classic 3 factor paradigm 
…for authentication systems 

Subject provides information to prove it is who it says it is and authentication system verifies the 
identification information

1. Something the subject knows (“authentication by knowledge”) – Type 1 factor
• Examples: password, PIN, combination to a lock…
• Usually least expensive method to implement
• Vulnerability: Someone else may acquire this knowledge and gain unauthorized access to a resource 

2. Something the subject has (“authentication by ownership”) – Type 2 factor
• Examples: Key, swipe card, access card, badge…
• Common for accessing facilities, sensitive areas, and authenticate holder
• Vulnerability: Can be lost or stolen and result in unauthorized access

3. Something the subject is (“authentication by characteristic”) – Type 3 factor
• Examples: Fingerprint, palm scan, retina scan…
• Based on biometrics – a way to identify the subject by a unique physical attribute
• Vulnerability: Can be expensive, cumbersome/troubling to users and associated with false acceptance or 

rejection 
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Authentication – something you know

Passwords

– A secret shared between user authentication system

– User name + password most common identification, authentication 
scheme

• A weak security mechanism – requiring implementation of strong password 
protections
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Authentication

Passphrase

– Is a sequence of characters that is longer than a password

– Takes the place of a password

– Can be more secure than a password because it is more complex
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Authentication - Passwords

How many unique characters can be produced by the standard 
QWERTY keyboard?

“The name comes from the order of the first six keys on the top left letter row of the 
keyboard (Q W E R T Y). The QWERTY design is based on a layout created for the Sholes and 
Glidden typewriter and sold to E. Remington and Sons in 1873. It became popular with the 
success of the Remington No. 2 of 1878, and remains in widespread use.”

Wikipedia

• Standard US Qwerty keyboards have 101, 104 or 
107 keys which can produce 96 unique characters
• 26 lower case letters
• 26 upper case letters
• 10 numbers
• 32 visible symbols
•   2 Windows and Menu keys
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• 1 character password: 96 tries to crack
• 2 characters: 96 *96 =                                                                9,216
• 3 characters: 96 * 96 * 96 =                                                  884,736
• 4 characters 964 =                                                              84,934,656
• …
• 8 characters 968 =                                         7,213,895,789,838,336
• …
• 15 characters 9615 =  542,086,379,860,909,058,354,552,242,176

Authentication - Passwords
How to create a password that is hard to crack:

• The longer the password, the harder it is to crack
• Always use a combination of characters, numbers and special characters
• Variety in passwords on different apps and systems…
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Techniques to attack passwords
– Guessing

– Social engineering

– Dictionary attacks

– Electronic monitoring

– Access the password file

– Brute force attacks

– Rainbow tables

23
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Techniques to attack passwords

24

Password sniffing is a passive form of password attack in which an attacker attempts to intercept network 
transmissions to obtain passwords that are not encrypted by the network security technologies 

Keylogger attacks are very risky, because even the strongest passwords fail to provide adequate protection against 
them. They arise when attackers spy on targets and record their passwords as they type them. 

• They are usually successful in that they are very accurate and there is no need to guess passwords. 
• The IS auditor should be aware that once keyloggers have infected a system, detection is difficult. For this 

reason, IS audit should advise on prevention as the best defense against keylogger attacks.

Credential stuffing attacks exploit the human tendency to reuse passwords. An attacker attempts various 
combinations of stolen usernames and passwords with the hope of gaining access to an account owned by the 
target who has reused a compromised password. 

• These stolen passwords are usually available from the dark web. Attackers can also reuse passwords stolen 
by any other means to carry out credential stuffing attacks. 

• To mitigate this type of attack, users should be educated on the dangers of reusing passwords.

Password spraying attacks are like dictionary attacks and brute force attacks, except typically targets cloud-based 
platforms and several users (even millions) at once, hence the use of “spraying” in the name. 

• Risk is mitigated by having repeated failed login attempts trigger account lockout policies.
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Question

An information security policy stating, “the display of passwords must be masked or 
suppressed” addresses which of the following attack methods? 

A. Piggybacking

B. Dumpster diving

C. Shoulder surfing

D. Impersonation

Correct Answer is C. If a password is displayed on a monitor, any person or camera nearby could look 
over the shoulder of the user to obtain the password. 
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Authentication - Something you have
e.g.

- Your phone

- Card

- Token
• Time Based

• Counter Synchronization

– FIDO2 (Fast Identity Online)
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…something you have: Cell phone

2-factor authentication requires you to have 2 things to get into your account, 
often it consists of:

1. Something you know (your password)

2. Something you have (Your mobile device with security code)

The number one thing most people can do to protect themselves online 
is to enable any type of two-factor authentication for their important 
accounts

• SMS stands for Short Message Service, the most widely used type of text 
messaging 

• When you enable SMS-based 2-factor authentication, the service will send your 
mobile phone number a text message containing a one-time code whenever you 
sign in from a new device

• If someone has your username and password for the related account, they cannot 
sign into your account without access to your text messages

27
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Something you have: Cell phone
SMS-based 2-factor authentication is better than nothing, but still not 
ideal because someone could steal your phone number or intercept your 
text messages
For example, 

An attacker could impersonate you and move your phone number to a new 
phone 

• In a “Port-out scam” a criminal pretends to be you and moves your current phone 
number to another cellular carrier

• In “SIM hijacking”, an attacker moves your phone number from your current SIM card to 
the attacker’s SIM card

This is a big problem!  
• Many online accounts, including bank accounts, use your phone number as a two-factor authentication 

method. They won’t let you sign in without sending a code to your phone first. 

28



MIS 5206 Protecting Information Assets

Authentication – Something you are or do (“Biometrics”)

– Verifies an identity by analyzing a unique person attribute or behavior

– Most expensive way to prove identity, also has difficulties with user 
acceptance

– Many different types of biometric systems
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Authentication

Most common biometric systems:



MIS 5206 Protecting Information Assets

Authentication – Biometric Systems
During identity verification (i.e. authentication) the biometric system scans personal’s physiological 
attribute or behavioral trait and compares the captured data to  a record created in an earlier enrollment 
process
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Authentication – Biometric Systems 
Must be capable of repeatedly taking accurate measurements of anatomical or behavioral 
characteristics

Error types: 
• False negative (Type I error) – incorrect rejection of the identity of authorized individual

• False Rejection Rate (FRR) is a measurement of the likelihood that biometric device will result in 
Type I errors 

• False positive (Type II error)  – incorrect match and identity acceptance of unauthorized 
individual (“imposter”)
• False Acceptance Rate (FAR) is a measurement of the likelihood that biometric device will result in 

Type II errors

Organizations’ security requirements will dictate how many Type I and Type II errors are acceptable.

Extreme tradeoffs: 
• Prioritizing confidentiality would accept a certain Type I error rate to achieve no Type II errors
• Prioritizing convenience would accept certain Type II error rate to achieve no Type I errors

Calibration of biometric systems would enable lowering Type II error rate by adjusting system sensitivity which 
will increase Type I error rate
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Authentication – Biometric Performance Metrics
• Failure to enroll rate (FER) – The proportion of people who fail to 

be enrolled successfully in a biometric system
– The IS auditor needs to determine the causes of FER, including physical 

differences, lack of knowledge, inadequate training, and environmental 
conditions prevailing at the time of enrollment.

• False rejection rate (FRR) – Occurs when authorized subjects are 
rejected as unauthorized. FRR is calculated by dividing the total 
number of identification attempts by the number of false-
negative recognitions. 
– These are not security issues
– They raise the overhead of revalidating authorized users and making up 

valuable lost time to complete the users’ assigned tasks

• False acceptance rate (FAR) – Occurs when an unauthorized 
subject is falsely accepted as authorized 
– FAR is the total number of identification attempts divided by the number 

of false-positive recognitions.

• Crossover error rate (CER) – Describes the point where the FRR 
and the FAR meet and are equal, and reflects the overall accuracy 
of a biometric system. Sometimes called EER for equal error rate.

Ideally EER or CER should be zero at the intersection with any 
effective biometric system, but it is largely unattainable in 
practice.
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Authentication
Multi-factor authentication refers to use of >1 factor:

Something the subject knows (“authentication by knowledge”)

                                          +
Something the subject has (“authentication by ownership”)

                                          +
Something the subject is (“authentication by characteristic”)

Authentication system strength determined by the number of factors incorporated into the 
systems

– Implementations that use 2 factors are considered stronger than those that only use 1 factor
– Systems that incorporate all 3 factors are stronger than systems that incorporate 2 factors
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Authorization

Determines the proven identity a set of characteristics 
associated with it that gives it the right to access requested 
resources

1. Identification

2. Authentication

3. Authorization

Resource
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Authorization

Advantages of centralized administration and single sign on:

– User provisioning

– Password synchronization and reset

– Self service

– Centralized auditing and reporting

– Integrated workflow (increase in productivity)

– Regulatory compliance
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Access Control Models

1. Discretionary (DAC)

2. Mandatory (MAC)

3. Role-Based (RBAC)

4. …other methods
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Discretionary Access Control (DAC)

– Access control is at the discretion of the owner

– Used in Windows, Linux, Unix, OSX…

When using DAC method, the owner decides who has access to the resource - 
decisions are made directly for each user

Access Control Lists (ACL) and File system permissions are used to control 
access

The permissions identify the actions the subject can perform on the object

E.g. DAC method in NTFS permissions on Windows operating systems

• On NTFS (New Technology File System) each file and folder has an owner
• The owner can use ACL and decide which users or group of users have 

access to the file or folder 
• Many operating systems use DAC method to limit access to resources
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Linux/OSX/Unix file permissions – an example of discretionary access control

Typing “ls” returns a list of files in the directory
Typing “ls –l” (letter L, not number 1) returns a long listing 

Typing ls with –lh option shows the files sizes in a more human readable format 

Cobbaut, P, 2015, Linux Fundamentals, pp. 77-78 
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Working with Linux Access Control List (ACL)

Using ACLs enables the user who owns the file to specify how 
other users can access a directory of file
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Discretionary Access Control (DAC)

Provides a huge tradeoff:

– Strengths
• Flexibility to user

• Less administrative overhead to IT

– Weaknesses
• Achilles’ heel (i.e. weakness) to the operating system

• Malware can work under the identity (security context) of the user

– If a user opens an virus infected file, code can install itself in the 
background without user awareness

– Code inherits all rights and permissions of the user, can carry out all 
activities the user can on the system

» Send copies of itself to all contacts in user’s email client, install a 
back-door, attack other systems, delete files on hard drive…

» If the user is a local administrator or has root accounts then once 
installed malware can do anything
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Discretionary Access Control (DAC)

Security administrators can counter downside of DAC and protect 
critical assets by removing user control by implementing 
“nondiscretionary access control” within a DAC Operating System by:

– Setting up workstations with pre-configured and loaded user 
profiles specifying the level of control the user does and does not 
have:
• With permissions on files (including Operating System command files) and folders 

set to block discretionary access control to users from:
– Changing the system’s time
– Altering system configuration files
– Accessing a command prompt
– Installing unapproved applications
– …
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Access Control Models

1. Discretionary

2. Mandatory

3. Role-based

4. …other methods
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Mandatory Access Control (MAC)

Used in very specialized systems by government-oriented 
agencies:

– To protect and maintain highly classified data
– For focused and specific purposes – and nothing more

• Users do not have discretion to determine who can access 
objects

• Systems are “locked down” for security purposes with
– Reduced amount of user rights, permissions and functionality

• Users cannot install software, change file permissions, add new users

DAC systems are discretionary and MAC systems are considered non-
discretionary because users are unable to make access decisions based 
on their own choice (discretion) – Exam Tip
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Mandatory Access Control (MAC)
Based on security models that implement one of a number of systems of 
multi-level security policies and security labels

– Subjects (e.g. users) and objects (i.e. resources) are classified and 
labeled with their classification:
• For example: Top Secret, Secret, Confidential, Restricted, Official, Unclassified…

– MAC OS systems decide whether or not to fulfill a request to access an 
object based on: 
• Its security policy (e.g. confidentiality or integrity), and
• Clearance of the subject and classification of the object
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Mandatory Access Control (MAC)
Bell-LaPadula model enforces confidentiality in access control

– Goal: Prevent secret information from unauthorized access
• Provides and addresses confidentiality only

– Who can and cannot access the data, and what operations can be carried out on the data

– Does not address integrity of data the system maintains

– First mathematical model for multilevel security policy – based on 
modes of access and provides rules of access 

– A system based on Bell-LaPadula model is called a “multilevel security 
system” because its users have different clearances and it processes 
data at different classification levels
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Mandatory Access Control (MAC)
Bell-LaPadula model enforces confidentiality in access control

3 main rules:
1. “No read up” 

A subject at a particular security level cannot read data that resides at a higher security level

2. “No write down” 
A subject in a given security level cannot write information to a lower security level

3. Strong star (*) property rule
– A subject who has read and write capabilities can only perform both functions at the same 

security level; nothing higher and nothing lower

– For a subject to be able to read and write to an object, the subject’s clearance and the object 
classification must be equal

Bell-LaPadula is an information flow model!
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Mandatory Access Control (MAC)

Security policy models

– Biba model enforces integrity of data within a system

• Goal: Prevents data at any integrity level from flowing to a 
higher integrity level

• Uses integrity levels

• Is not concerned with security levels nor confidentiality
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Mandatory Access Control (MAC)-Security policy models

Biba model enforces integrity of data within a system

3 main rules:
1. “No write up” rule

A subject cannot write data to an object at higher integrity level

2. “No read down” rule

A subject cannot read data from a lower integrity level

3. Invocation property

A subject cannot communicate by calling on or initializing another 
subject (invoke a service) at a higher integrity.  Subjects are only 
allowed to invoke services at a lower integrity level

Biba is an information flow model!
High Integrity

Moderate Integrity

Low Integrity
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Mandatory Access Control (MAC)-Security policy models

Bell-LaPadula versus Biba
– Both information flow models concerned with data flowing from one 

security level to another
• Bell-Lapdula uses security levels to provide data confidentiality

– “no read up” (simple rule)
– “no write down” (* rule)

• Biba uses integrity levels to provide data integrity
– “no write up”  (simple rule)
– “no read down” (* rule)

Both are information flow models!
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Clark Wilson Model

Developed after Biba, also related to integrity and not confidentiality

– Focuses on

• Well formed transactions

• Separation of duties

– Data objects can only be manipulated by a certain set of programs 
(“Transformation procedures”) which define a user’s role in the information 
system 

• Users have access to the programs rather than to the data

– “Integrity verification procedures” check the consistency of “constrained data 
items” which can only be manipulated by the “transformation procedures”
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Brewer and Nash Model

• A subject can write to an object “if and only if” the subject 
cannot read another object that is a different dataset

• Creates security domains around data that are used to block 
conflicts of interest

– For example, someone working for Company A should not also be 
allowed access similar or relevant data from Company B if it creates a 
conflict of interest (e.g. the two companies compete with each other)
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Lattice-based Access Control (LBAC) Model
Supports more refined security domains

• For example, 

– There are 4 separate confidential security compartments 
that have an added layer of security, these are Lentil, 
Foil, Crimson, and Horn

• To access data in Foil (e.g. Create, Read, Update, Delete) a 
subject would need to have both a Confidential label and a 
Foil Label

– There are 4 separate private security compartments that 
have an added layer of security, these are Apple, Pear, 
Grape, and Sleuth

• To access data in Pear a subject would need to have a 
Confidential or Private security label and a Pear security 
label

Confidential

Private

Sensitive

Public

Lentil Foil Crimson Horn

Apple Pear Grape Sleuth

Access is based on combinations of labels being matched by both subjects and objects

To access Sensitive data a subject would need 
to have a Confidential, Private, or Sensitive 
label
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Mandatory Access Control (MAC) Models
• Bell LaPadula

– Protects confidentiality of data

• Biba
– Protects integrity of data

• Clark-Wilson
– Another way to protect integrity of data 

• Brewer and Nash 
– Protects against conflicts of interest of a subject

• Lattice-based
– Access is based on combinations of labels being matched by both 

subjects and objects
– Provides additional compartmentalization of access protecting 

confidentiality
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DAC versus MAC Systems

Administrators cannot simply switch on MAC and switch off DAC in an operating 
system
• DAC systems

– System access decisions by comparing subject’s identity to the ACL on the object (i.e. resource)

– Very flexible and dynamic

– Malware usually targets

– Viruses, worms, and rootkits can be installed and run as applications on DAC systems

• MAC systems 
– System access decisions by comparing subject’s clearance to the object’s security label

– Are very constrained and have very limited functionality

– OS does block users from installing software including malware

– Special types of Unix systems are developed based on the MAC model
• SE Linux is a publicly released MAC system developed by NSA and Secure Computing

• Trusted Solaris is a product based on the MAC model
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Access Control Models

1. Discretionary

2. Mandatory

3. Role-based

4. …other methods
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Role-Based Access Control (RBAC)

Developed to address the following issues with access control 
administration based on Discretionary Access Control (DAC) model:

– Access control specified explicitly to subjects at the object level with ACLs

– Complexity 
• As administrators translate organizational policy into ACL configuration permissions

• As number of objects and users grow, and users change responsibilities, users tend to 
be granted or retain unnecessary access to some objects (“authorization creep”

– Violating least-privilege rule, increasing organizational risk

These can be addressed by Role-Based Access Model…
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Role-Based Access Control (RBAC)

Uses a centrally administered set of controls to determine how 
subjects and objects interact

– Roles defined in terms of operations and tasks the role will carry out

– Access to resources is implicitly assigned (inherited) based on the 
role the user holds within the organization

– Best system for organizations with high employee turnover

• Assignment of users to roles is changed by administrators

• Administrators do not need to continually change the ACLs on individual 
objects
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Other methods: Rule-Based Access Control

Rule-based access control allows access requests to be evaluated against a 
set of predefined rules (e.g. business hours)

– It is used as an add-on to various types of access provisioning systems to further 
change or modify the access permission to the particular set of rules

• Role-Based (RB-RBAC), Mandatory (RB-MAC), and Discretionary (RB-DAC)

• Examples: 
– “timed anti-pass-back” rule: a person can only check-in to a protected zone for the second time, after a predetermined time interval posts 

his first swipe or access or login

– “multi-man” rule: an authorized person may access a protected zone only when another authorized person (e.g. his/her supervisor) swipes 
or authenticates along with the person

– “occupancy control” rule: inhibits the entry of an authorized person to a door if the inside count reaches the maximum occupancy limit
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Other methods: Attribute-Based Access Control (ABAC)

An ABAC system establishes policies that  define combinations of user, subject, 
environmental attributes needed to perform an action with an object/resource
They use these policies to grant and deny access.

Access decisions are based on attributes (characteristics) about the: 
– Subject or user making the access request

• Examples: username, ID, age, job title, job role, organization, department, security clearance, …

– Object or resource being requested 
– Environment or context of the of the request

• Examples: geolocation, subnetwork the subject is within, time, device, …

– Action the subject is requesting to do
• Examples: read, write, execute, copy, delete, …

Example: If management does not the entire sales organization to view data on potential leads, ABAC can be used to place 
limitations that only permits sales representatives in the west coast region of the United States to view the information 
and blocks sales representatives from other geographic regions to gain access to the potential leads 
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Other methods: Risk-Based 

Conditional Access capabilities are enhanced with dynamic authentication policies 
dynamically based on a user’s risk score

• Goal is to protect critical data to prevent data compromise and exfiltration from 
occurring

• Risk scores are calculated based on the user’s context, such as location or IP, to help 
automatically prioritize the riskiest users

• Active sessions are terminated based on risk score increases, 
– Users must re-authenticate using an enhanced sequence of challenges

– Users can be temporarily blocked in the case of high risk 
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Authorization concepts

– Authorization Creep

– Least Privilege: Default to Zero – start with no access

– Principle of “Need to Know”

– Access Control List (ACL)
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Test Taking Tip

65

Look at the facts and ask yourself, so what? 

• The issue that jumps out is likely to be the issue that the correct response 
addresses

• Non-relevant answers can be eliminated more readily

• Especially useful in questions that ask for the “Best” answer
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