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Application Security

As applications accessible though the web, cloud and mobile devices
force organizations to abandon reactive approaches to security and
take a proactive approach by minimizing risk directly in the software
they buy, create and use to serve themselves and their customers



Usual trend
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Usual Trend of Dealing with Security

1. Buggy software is released
to the market to beat the
competition.

2. Hackers find new vulnerabilities
and weaknesses in new software,

A 4

4

3. Websites post these
vuinerabilities and how
to exploit them,

A 4

4.Vendor develops and releases
patch to fix vulnerabilities.

4

5.The new patch goes on the stack
of software patches that all network
administrators need to test and install.




Perimeter security solutions are often relied on as a solution to
insecure application development practices

~
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Perimeter security solutions are often relied on as a solution to insecure
application development practices

Firewall
i Reverse proxy Web server
Internet client

Firewall

Web server

Application Server(s)

Data Server(s)

File Sever(s)
Intranet

Perimeter

Physical Security
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Past and current situation....

Application developers are not security professionals

— Software vendors skip proper security architecture, design and testing steps as they race to beat competitors to
market with new features

Secure application development practices have not historically been taught in computer science and
other academic departments, and are only recently being considered and adopted by developers

Development projects’ scope and budgets focus on functionality, not security
Security professionals typically not software developers
— Often lack insight for understanding of software vulnerabilities
IT customers...
— “Trained” to expect to receive flawed software needing upgrades and patches
— Unable to control flaws in software they purchase, so they rely on perimeter protection




Security Architecture

Security strategy needs to be a consideration at each level of the architecture

ORGANIZATION
(Governance)

Tier's1 & 2
BUSINESS Business Process and Operations
Tier's2 &3
APPLICATIONS User Access - Multiple Technologies
MISSION / BUSINESS PROCESS

(Information and Information Flows)

TACTICAL RISK
DATA Databases and File Repositories
INFORMATION SYSTEM
(Environment of Operation)
INFRASTRUCTURE Devices and Configurations

NIST SP 800-39 Managing Information Security Risk
Organization Mission and Information View




Best Practice: Build Security In

Security
Architecture

Software
Development Life
Cycle

Procurement
Standards

Creation, use and enforcement of System Architecture standards provides the
basic building blocks for developing, implementing and maintaining secure
applications

Attention to security throughout the Software Development Life Cycle (SDLC) is
the key to creating secure, manageable applications regardless of platform or
technologies

Describing the process and detailed criteria that will be used to assess the
security level of third party software enables companies to make strategic,
security-sensitive decisions about purchased software purchases



Software Development Life Cycle

Requirements
— Why the software was created (i.e. goals)
— Who the software was created for
— What the software is intended to do
Design
— Specifications identifying how software and data will be
formed to accomplish goals and used to meet requirements
Development
— Programming software code implemented and integrated to
meet specifications
Testing-Validation
— Assuring software and data works as planned to meet the
goals
Release-Maintenance

— Deploying software and data, and assuring they are properly
configured, patched and monitored
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Software Development Life Cycle (SDLC)

1. Requirements analysis

2. Design

3. Develop (“make”) / Implement (“buy”)
4. Testing/Validation

5. Release/Maintenance



Software Development Life Cycle (SDLC)

1. Requirements analysis
— Informational, functional, behavioral, and performance specifications...
2. Design

— Data models and data dictionary, work process and status transition models, input/output
models, data flow models, flow of control models...

3. Develop (“make”) / Implement (“buy”)

— Source code control system, code reviews, daily builds, automated CASE tools...

4. Testing/Validation

— Unit testing and integration testing (daily builds), manual and regression testing, user
acceptance testing

5. Release/Maintenance
— Release testing



Software requirements specifications documents help support:

Validation
— “Did they build the right application?”

* Inlarge complex applications it is easy to lose sight of the main goal
* Does the application/system provide the solution for the intended problem?
* Are security control specifications included?

Verification
— “Did they build the application right?”

e Applications can be built that do not match the original specifications

» Verification determines if the application accurately represents and meets the specifications
* Verification ensures that security control specifications were properly met



SDLC and Security

1. Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

2. Design

— Data models and data dictionary, work process and status transition models, input/output models, data
flow models, flow of control models...

+ Threat modeling, + Attack surface analysis,...

3. Develop (“make”) / Implement (“buy”)
— Source code control system, code reviews, daily builds, automated CASE tools...
+ Developer security training, + Static analysis, + Secure code repositories,...

4. Testing/Validation

— Unit testing and integration testing (daily builds), manual and regression testing, user acceptance
testing

+ Dynamic analysis, + Fuzzing,...
5. Release/Maintenance
— Release testing
+ Separation of duties, +Change management,...
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Software requirements often specified with...

1. Information model — Type and content of information that
will be processed and how it will be processed

2. Functional model — Tasks and functions the application needs
to carry out

3. Behavioral model — States the application will be in and
transition among



SDLC and Security

Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

Organisation & relevant process Information Asset Details
Operating Unit/ Process Name of Personal Personal Critical Customer |Organization |Confidentiality |Integrity |Availability |Categorization
T|Function name Asset Identifiying Health Infrastructure |Data (Y/N) [Data (Y/N)
Information (PIl) |Information |Information (CIl)
(Y/N) (PHI) (YIN)  |(Y/N)
| N N ¥ N ¥
5| Thermal Distribution Syster|ChilledWater TDS Low Medium Medium
- N N ¥ N ¥
-|Thermal Distribution SysterHeatedWater TDS Low Medium Medium
_|thermal pistribution System TDS N N Y N ¥ Low Medium Medium Medium
T M M Y M ¥
=|Communication Data COM Medium Medium Medium
- N N Y N Y
-|Communication Voice COM Medium Medium Medium
I N N ¥ N ¥
Communication Security COM High High High
Communication COM N N Y N ¥ High High High High
N N ¥ N ¥
Public Works Sewer Utilities Low Medium Low
M M Y M ¥
Public Works Stormwater Utilities Low Medium Low
N N Y N Y
Public Works Water Utilities Low Medium Low
Public Works Utilities N N Y N Y Medium
External Parcels Parcels Y N N Y N Low Low Low Low




Verification — Information Model —

Did they build the application right?

]

Does it match the data model?

I

it

L

1
EnforcementConcern + | |
» WorkOrder
PK |EC_ID
|k |woin
HowGenerated » .:: :‘_
FK1 |WOID FK3 |ASRID o !
P FK2 | EmployeelD WorkOrderNumber o o o) 3 ]
llicitP :
AssignedTolD [ reiwn J
PrioritylD R e e |
FK1 |WorkOrderTypelD I e |
SERVIGEREQUEST ASR FK2 | WoStusiD ==
SERVICEREQUESTID ASRID 3335322“" fooen
SERVICEREQUESTNUMBER FK1 [SRID Sl
FORMID ASRNUMBER e
o
DATEOPENED DATEOPENED Il DateCompleted
GENERATEDBY ASSIGNEDTOID R
WORKTYPE ASSIGNEDBYID az:“vf;'fp
REQUESTDESCR REQUESTDESCR ;
COUNTYID le—| LOCATIONDESCR S =i -
MUNICIPALITYID ADDNOTES T
LOCATIONDESCR ACTIONID Y e . —
STATEROADID PRIORITYID —
MAINTENANCEYARDID STATUSID pr—— s T
NPDESISSUE STATUSCOMMENTS S i
ROADPARTID CLOSECOMMENTS PK |Inventoryl PK Im.ml ‘ e ==
ROADDIRECTIONID DATECLOSED cr e
APRIORITYID DELAYDATE FK1 | woiD FK1 |woID i S
SRSTATUSID WOSEQ FK2 | DataSetiD Inspe b=t ‘ = =
CLOSEDATE ARCHIVE Inspe b [ AT
DELAYDATE b Nextin B
WOSEQ SiltCoy ‘ ] [
UPDATEDBY SiltTyy T, v
DATEUPDATED Descr = iz - i
ARCHIVE Conditi - Focmaseasearer s |
Descri i
+ FK2 |DataS
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Functional Requirements

Functional model

for

Sewer Outage Notification
Outage Motification App"caﬁﬂn

HUSBSH
HUSESH
alsesy “
A Generate Event
Motifications
Review Pumpstation
) (e \
Generate Parcel p . .
List wextends Select&View Validation
mﬂen Parcels by Street . . . . .
. cextends koxtends; ’ Did they build the right application?
Updalesl:t’:tr::spsiation cUSeEs cextendss ‘ Select&View Parcels
e by Subdivision
Select&View Select&View Parcels
Y Parcels by Map by Waltermain Valves Each bubble represents a functional

capability (“use case”) of the
application

GI5 Parcel List ‘
AutoGeneration
Select&View Parcels by

Wastewater Pumpstation

Figure 2. Use Case Hierarchy Diagram



Functional model

Customer Sendos
Representative

Q

A

Customer Sendce

Superdsor

amendss

>

pdate Pump
Stafion Status,

Lhilities Operations
Manages

Validation

* Did they build the right application?
* Does it do what the organization needs?

Use Case [D: | ]
Use Case Name: | Review jom Statos
[teration: | Focused _ _
Created By | Inubiiosisinn Last Updated By: | David Lanter
Date Created: | 6.17-2003 Date Last Updated: | 7-6-2003
Actor: | Customer Service Representative (CSE)

Customer Service Supervisor (C58)
Utilities Operations Aanager (UOM)

Description: | The user (C5R, €55 or UOM) confinms that the pump stations’
statuzes are up-to-date, before generating an cutage event
natifieation list.

Trnggers: | Outage event has occurred or is planned,
Preconditioms: | = Up to date pump station GIS feature class dataset with current
pump station statos values exist are presented to nser withm
GIS application's map nser interface,
=  Parcel GIS feature class datavet must exist and presented to
user within GIS application's map user interface.
s IS Data Server online
N s GIE Wab Server online
Posteonditions: | None
Prionty: | Unlmown
Frequency of Use: | Moderate
Normal Course of Events: | 1. User receirves information that an cutage has occurred, or is
planned.

2. User mvokes the GIS Outage Notification application

3. User reviews display of pump stations” statuses on GIS'
application’s map.

4. User confirms that the pump stations’ statuses are up-to-date in
the GIS.

Alternative Courses:

3a. User reviews display of pump stafion’s statuses in pump station
stams list

Additional software requirements for handlinga  gepn : : _
. . . Exceptions: | If the C5E or C5% determunes that the pamp stations” statuies ane
security failure in the context of the use case: not up-to-date, they will notify the UOM rasponsible for updating
Conti to Normal | Fail C C to Fail fha punp siation stainmes
-ontimgency to Norma Al ase onsequence to raiure ¥ R ] -
¢ Operations: ! Extensions: | Use Case 2 - Lpd.ltewghhu
Inclades: | MNooe
Security Requirements: F.elated Busmess FEules: | Mone
Secure Requirements: 3pE€ii.i iequ.utmmu Hone

Security Constraints:

Data Collection &
Privacy:

Confidentiality Integrity Availability

Assurnphons:

User provided with GUI control to mmveks this nae case,

Associated Risks:
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Wotes and [ssues:

= It is mot clear how User kmows for certain that the pump
stations” statuses are cormect mn the GIS.

= SCADA or areal-time data feedback system 15 required to
assure that pump stations” statuses are all correct and up-to-
date.

= SR or C38 mmst work through the UOM to assure that the

status of the pumpaiation are comect,

Contingency to Normal Operations Outline effects of

a failure to the system. This includes:

* Fail Case — what to do when things go wrong

* Consequences of Failure — the negative business
affects when a security incident occurs

Security Requirements Outline how the attack
surfaces are being protected from external attackers
and how inherent vulnerabilities will be mitigated,
accepted, or avoided

Secure Requirements How does this use case address
overall security of the system(s) involved, business
processes, and individual business units

Security Constraints What constraints does this use
case put on the security of the system and/or
processes by limiting capabilities of security software,
hardware, and/or procedures?

Data Collection & Privacy What are the impacts of
breaches to Confidentiality, Integrity, and Availability
of the process, data being collected, and the privacy
of the overall system?

Associated Risks What are the security specific risks
that come along with running this use case?



Behavioral models — “swim lane” model

Sewer Division Conmmuors) 1o is Proc
Repair & Replace Manhole (Frame and Cover) Edmon

Finance
a
it

£

Validation
“Did they build the right 23
application?” 5§ B | e (sl
ow
=1} 4
Verification ol | 2 . -
- ] .E :g Oparatiand p| Create WO M conmid Emengency? SendF:HI:;dah
Did they build the 28 _
application the way the i I
organization functions and | & aeee o e o
needs it to work?” _ |




WSsSPU

3 . Be h aVi O ra I m Od el _— "_’_’_’_’_’_,_,_,—’——' ‘ Draft |—|—-| Created }—|—-| Scheduled }—|—-‘ Released }—r-| Bundled ’—|—-|Transm'ttedtu Design‘

PIF/SIF
| Drraft |—-| Created Released ShtApproved Recommendad DD-Approved HTranSMHed ta Designl
\—{FMRejemd|\-| SMRejeN DD-Rejeded
“_""‘—-\_._\_\_‘_,_,_,—-’/

"'\-\.\_\_\_\_\_\_‘_'__'_,f-‘

[relayed |

Validation
“Did they build the
right application?”

Behavioral model

e

Ve rlflcatlon P]:F Status S'l'lll'lll'lﬂl"_‘r
{aH . Status Count
Did they build the

. . . ” 1 | Mot 3tarted 1]
application right? > | Dratt o

3 | Created 10
! 4 |Released SET

C lled o
ance Legend 5 | FM-Rejected 2
6 | 3M-Approved a
Substal Operations / .

mﬂw Planning and Research 7 | SM-Rejected .

l 2 |Recommended 0

: wm - : DD-ﬂpprDVEd é

Complete 10 | DD-Rejected 0

|
11 | Delayed 1]
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g Inf ction 12 | Transmitted to Design 2
Branch Statuses TOTAL) &=




SDLC and Security

Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

Design

— Data models and data dictionary, work process and status transition models,
input/output models, data flow models, flow of control models...

+ Threat modeling, + Attack surface analysis,...



SDLC Design Security

Threat modeling is a systematic approach
for understanding how different threats
could be realized and a successful attack

could take place

...leading to mitigations

able to read athar

Aftacker may bea

uzers' messages

Identify Security
Objectives

Application
Overview

Identify
Vulnerabilities

Identify Threats

Decompose
Application

Microsoft’s Threat Modeling Process

Y Y

.

Usar may not hawve
logged off on a shared
computar

Dizta validation may
fail, allowing SOL
inpection

Authionzation may tail,
zllowing
unauthorzasd access

Y

i

'

Browser cache may

Implamant data
validation

Implement
authanzation chacks

cantain contents of
message
Implement anti-
caching HTTP If risk is high, wsa S8L
headers




SDLC Design Security

Microsoft’s Threat Modeling Tool

ﬁ Complex Threat Model_with_security_gateway - Threat Modeling Tool 2016
File Edit

View Settings Diagram Reports

Help

External Access X RIEUEIN <<= Service Access

Internet DMZ

External User §

Trading Web

App SQL Database

SQL

HTTP

nterrjet Boundary ‘ Local DMZ Boundary
1




SDLC Design Security

an attacker against the application itself

Browser (User)

Goal of attack surface analysis is to identify and
reduce the amount of code and functionality
accessible to untrusted users

Applicatic

q‘ ISP
-

JSP

$203d30)9)

Development team should reduce the attack
surface as much as possible to remove
“resources” that can be used as avenues for the
attacker to use

828 Clients SRR D »| REST Web Service |e
Attack surface is what is available to be used by ’

[ Spring MVC/S




An example use case with
notations for communication
and transfer of sensitive

information across system
boundaries

E = External access

E/C = External data communication
|/C = Internal Communication

User Logsinto the System

ser Requests)
Page without
Al Login

<calls>

System Requests
Credentials

End User

<extends>
%

System Provides
~ Site Credentials
System Delivers

Page

Richardson, T. and Thies, C. (2013) Secure Software Design

Database
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An example of the “Misuse
Management Method”
identifying possible attack
points for each activity,
and the “fail” use case
state for each

E = External access
E/C = External data communication
|/C = Internal Communication

A = Attack

e® = Fail use case

UserLogsintothe System

User Requests
Login Page

1]
<callg> i
-y
. t 4

fo A
Systern Requests i
/ : Credentials Attacker
1 ‘ \

<extends> 3
‘;' i % ﬁag‘eNot Found Error Given
o input Retai
System Provides p ¥
Site Credentials

incorrect Credentials Eor Given
1 No System Credentials Repoited
i
System Delivers
Page

No Remaining Attempts Information Gires

Database

Normal Operation Securnity Operation

Richardson, T. and Thies, C. (2013) Secure Software Design

27



Common Weakness Enumeration New to CWE?
A Community-Developed List of Software & Hardware Weakness Types Start here!

I =

Home About CWE List Mapping Top-N Lists Community News Search

CWE™ is a community-developed list of software and hardware weakness types. It serves as a common language, a measuring stick for security tools, and as a baseline for
weakness identification, mitigation, and prevention efforts.

CWE Top 25 Most Dangerous Software Weaknesses

Welcome to the 2024 Common Weakness Enumeration (CWE™) Top 25 Most Dangerous Software
Weaknesses list (CWE™ Top 25). This list demonstrates the currently most common and impactful
software weaknesses.

Often easy to find and exploit, these can lead to exploitable vulnerabilities that allow adversaries to
completely take over a system, steal data, or prevent applications from working.

2024 Top 25 List Key Insights Methodology

List of the most widespread and critical weaknesses that can lead to serious vulnerabilities in software. These
weaknesses are often easy to find and exploit...

Rank
Rank  ID Name Score | CVE® Change

2023

1 CWE-79 |Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 56.92 3 +1
- 2 CWE-787 |Out-of-bounds Write 45.20 8 -1
Th ey are dangero US beca Use th ey al/o W adversar’es to 3 CWE-89 |Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) | 3588 | 4 0
| 4 | CWE-352 |Cross-Site Request Forgery (CSRF) [T1957 | o +5

s 5 CWE-22 | Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 12.74 4 +3

completely take over execution of software, steal data, or Tt loorasers e Ton
7 CWE-78 |Improper Neutralization of Special Elements used in an OS Command ('0S Command Injection’)| 11.30 5 -2
. | 8 | CWE-416 |Use After Free | 1019 | s -4

prevent the software from working s s e it EOTE
10 CWE-434 Unrestricted Upload of File with Dangerous Type 10.03 0 4]

11 CWE-94 |Improper Control of Generation of Code ('Code Injection') 7.13 7 +12
12 | CWE-20 |Improper Input Validation 6.78 1 -6
13 CWE-77 |Improper Neutralization of Special Elements used in a Command ('Command Injection") 6.74 4 +3
14 CWE-287 |Improper Authentication 5.94 4 =1
15 CWE-268 |Improper Privilege Management 5.22 0 +7
16 CWE-502 |Deserialization of Untrusted Data 5.07 5 -1

17 | CWE-200 [Exposure of Sensitive Information to an Unauthorized Actor 5.07 0 +13
| 18 | CWE-863 |Incorrect Authorization | 405 | 2 +6
| 19 | CWE-918 |Server-Side Request Forgery (SSRF) | a0s | 2 0
20 CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer 3.69 2 -3
21 CWE-476 |NULL Pointer Dereference 3.58 0 9
22 | CWE-798 |Use of Hard-coded Credentials 3.46 2 -4
23 CWE-190 |Integer Overflow or Wraparound 3.37 3 9

| 24 | CWE-400 |Uncontrolled Resource Consumption | 323 | o +13
25 CWE-306 Missing Authentication for Critical Function 2.73 5 -5



https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html#top25list

https://owasp.org/www-project-top-ten/
Welcome to the OWASP Top 10 - 2021

AO01 Broken Access Control

A02 Cryptographic Failures

AO03 Injection

AO04 Insecure Design

AO5 Security Misconfiguration

A06 Vulnerable and Outdated Components
AO07 ldentification and Authentication Failures
A08 Software and Data Integrity Failures

A09 Security Logging and Monitoring Failures
A10 Server-Side Request Forgery (SSRF)


https://owasp.org/www-project-top-ten/
https://owasp.org/Top10/A01_2021-Broken_Access_Control/

SDLC and Security

Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

Design

— Data models and data dictionary, work process and status transition models, input/output models,
data flow models, flow of control models...

+ Threat modeling, + Attack surface analysis,...
Develop (“make”) [ Implement (“buy”)

— Source code control system, code reviews, daily builds, automated CASE tools...

+ Developer security training, + Secure code repositories + Static analysis, + Software
Composition(Component) Analysis +,...



Train and Certify

Manage Your Team

Cyber Security Skills Roadmap

Resources

Focus Areas

Get Involved About

1 . BASELINE SKILLS i

Core Techniques
Prevent, Defend, Maintain

Every Security Professional Should Know

Introduction to Cyber Security SEC301
Security Essentials SEC401
Hacker Techniques SEC504

Security Management
Managing Technical Security Operations

3 COURSES

Introduction to Cyber Security SEC301

2 . FOCUS JOB ROLES i

Monitoring & Detection
Intrusion Detection, Monitoring Over Time

Offensive Operations +
Vulnerability Analysis, Penetration Testing

2 COURSES

Incident Response & Threat Hunting *

Host & Network Forensics

6 COURSES

CISSP® Training MGT414

3 . CRUCIAL SKILLS, SPECIALIZED ROLES

Cyber Defense Operations
Harden Specific Defenses

Specialized Offensive Operations  +
Focused Areas & Techniques

16 COURSES

Threat Intel & Forensics
Specialized Investigative Skills

8 COURSES

Advanced Leadership
Leadership Specializations

9 COURSES

Cloud Security
Design, Develop, Procure & Deploy

10 COURSES

Industrial Control Systems



Code Repositories

 Source Code Control System (SCCS) is a version control system designed to track changes in source
code and other text files during the development of a piece of software

V-T-E Version control software [hide]

Years, where available, indicate the date of first stable release. Systems with names in italics are no longer maintained or have planned end-of-life dates.

Freelopen-source RCS (1982) - 8CCS8 (1973)
Proprietary The Librarnian (1969) - Panvalet (1970s) - PVCS (1985) - QVCS (1991) m

Free/lopen-source CV5 (1986, 1990 in C) - CVSNT (1998) - QVCS Enterprise (1998) - Subversion (2000) 'I E

AccuRev SCM (2002) - Azure DevOps (Server (via TFVC) (2005) - Services (via TFVC) (2014)) - ClearCase (1992) ., N
Client-server Proprieta - CMVC (1994) - Dimensions CM (1980s) - DSEE (1984) - Integrity (2001) - Perforce Helix (1995) - SCLM (1980s7?) N
- B - Software Change Manager (1970s) - StarTeam (1995) - Surround SCM (2002) - Synergy (1990) - Team Concert E

(2008) - Vault (2003) - Visual SourceSafe (1994)

Free/open-source ArX (2003) - Bitkeeper (2000) - Breezy (2017) - Code Co-op (1997) - Darcs (2002) - DCV'S (2002) - Fossil {2007) -
Distributed pe Git (2005) - GNU arch (2001) - GNU Bazaar (2005) - Mercurial (2005} - Monotone (2003) Y [8l

Proprietary Azure DevOps (Server (via Git) (2013) - Services (via Git) (2014)) - TeamWare (1992) - Plastic SCM (2006} W oo i

Local only

Baseline - Branch (Trunk) - Changeset - Commit (Gated) - Delta compression (Interleaved) - File comparison - Fork - Merge - Monorepo -

Conce|
pts Repository - Tag

Category - Comparison - List
Authority control databases: National # Germany 2

Categories: 1972 software | Version control systems | Free version control software | Unix archivers and compression-related utilities
Unix SUS2008 utilities | Self-hosting software | Software using the CDDL license



Code Repositories

A Code Repository is a term used by most of the different source control tools to refer to the collection of source

COd e Code Bug Web . Translation Shell Mailing Personal Private Build Release Self-
Name & . N ) ) ¢ Wiki ¢ ¢ ¢ i ¢ | Forum & ] é ] 4 | Announce ¢ ¢ Team ¢ .
review tracking hosting system senver list repository repository system binaries hosting
Assembla Yes1] Yes Yes Yes Yes No No Mo Yes Yes!#2] Yes Yes Yes Unknown Mo
Commercially
A DevO Azur
rure _e'.r = Yes Yes Yes Yes No No Yes Yes Yes Yes Yes Yes Yes Yes (Azure
Services DevOps
Server)
Commercially
(Bitbucket
Bitbucket Yesl Yes!=] Yes24] Yes No No No No Yes yes!t] No Yegl24] Yes Mot Server
formerly
Stash)i
Buddy Yes Yes No No No No Yes Yes Yes Yes Yes Yesld) Yes Yes Yes
CloudForge Unknown Yeg Yeg Yesg No MNo Mo Mo Unknown Unknown Unknown Unknown Unkniown Unknown No
GForge Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes
Gitea Yes Yes No Yes No No No Mo Yes Yes Unknown Yes27] Yes Yes Yes
Commercially
GitHub Yesl28]l | yaslRlEl | ypglB0] Yos No No No No Yag Yes Yos Yes1] Yes Yas (GitHub
Enterprise)
GitLab Yesl#2] Yes Yes# Yes No No No No Yes Yes Yes Yes4l Yes Yest24l esl
GNU -~ =
Yes!#8] Yes Yes No No Yes Yes N3] No Mo Yes No Yes Unknown Yes
Savannah
Yes, with
Helix hooks.
Yes®E Yes No Yes No No Yes Yes Yes Yes No Jenkins, No Yes Yes
TeamHub )
TeamCity,
etc.
Kallithea Yes No Yes No No Unknown Mo Mo Yes Yes No Mo Yes Yas Yes
Launchpad Yes Yes No No Yes No Yes Mo Yes yeslal Yes Yes!" Yes Unknown Yes
OSDN Yes Yes Yes Yes No Yes Yes Yes Yes MNo Yes Mo Yes Yes MNo
QOurproject.org | Unknown Yes Yes Yes No Unknown Yes Yes Unknown Unknown Unknown Unknown | Unknown | Unknown Yes
Phabricator Yes Yes Yes Yes Unknawn Yes Unknown Yes Unknown Unknown Unknown Unknown | Unknown | Unknown Yes
RhodeCode Yes No Yes No No Unknown No No Yes Yes Yes No Yes Yes Yes

SourceForge Yeg Yasg Yes Yos No Yes Yos Yos Yag Yes!] Yos No Yes Yas Yes



Testing/Validation

NIST Special Publication 800-53B

Control Baselines for Information
Systems and Organizations

JOINT TASK FORCE

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-538

October 2020
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE XI

e oF coy,

*

W0 ¥ 0g,
& s,
%
>

e » %

Srares of ©
U.S. Department of Commerce
Wilbur L. Ross, Jr., Secretary

National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology

C INITIAL CONTROL BASELINES
ey CONTROL NAME g
o LOwW MOD HIGH
System and Services Acquisition
SA-1 System and Services Acquisition Policy and P1 SA-1 SA-1 SA-1
Procedures
SA-2 | Allocation of Resources P1 SA-2 SA-2 SA-2
SA-3 System Development Life Cycle P1 SA-3 SA-3 SA-3
SA-4 | Acquisition Process P1 SA-4 (10) SA-4 (1)(2)(9) | SA-4(1)(2)(9)
(10) (10)
SA-5 Information System Documentation P2 SA-5 SA=5 SA-5
SA-B Security Engineering Principles P1 Mot Selected SA-B SA-8
SA-9 External Information System Services F1 SA-S SA-9(2) SA-9(2)
SA-10 | Developer Configuration Management P1 MNot Selected SA-10 SA-10
SA-11 | Developer Security Testing and Evaluation P1 Not Selected SA-11 SA-11
SA-15 | Development Process, Standards, and P2 Mot Selected Mot Selected SA-15
Tools
SA-18 | Developer-Provided Training P2 Mot Selected Mot Selected SA-18
SA-1T | Developer Security Architecture and Design P1 Mot Selected Mot Selected SA-1T
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SA-11

DEVELOPER SECURITY TESTING AND EVALUATION

ASSESSMENT OBJECTIVE:
Determine if the organization:

SA-11(a) | requires the developer of the information system, system component, or
information system service to create and implement a securit

SA-11(b) | SA-11(b)[1] | defines the depth of testing/evaluation to be performed by the
developer of the information system, system component, or
information system service;

SA-11(b)[2] | defines the coverage of testing/evaluation to be performed by the
developer of the information system, system component, or
information system service;

SA-11(b)[3] | requires the developer of the information system, svstem
component, or information system service to perform one or more
of the following testing/evaluation at the organization-defined
depth and coverage:

SA-11(b)[3][a] | unit testing/evaluation;

SA-11(b)[3][b] | integration testing/evaluation;

SA-11(b)[3][c] | system testing/evaluation; and/or

SA-11(b)[3][d] | regression testing/evaluation,

SA-11(c) | requires the developer of the information system, system component, or
information system service o produce evidence of:

SA-11(c)[1] | the execution of the securily assessment plan,

SA-11(c)[2] | the results of the security testing/evaluation,

SA-11(d) | requires the developer of the information system, system component, or
information system service to implement a verifiable flaw remediation process;
and

sA-11(e) | requires the developer of the information system, system component, or
information system service to correct flaws identified during security
testing/evaluation.

POTENTIAL ASSESSMENT METHODS AND OBJECTS!

Examine: [SELECT FrROM: System and services acquisition policy: procedures addressing system
developer security testing; procedures addressing flaw remediation; solicitation
documentation; acquisition documentation; service-level agreements; acquisition contracts for
the information system, system component, or information system service; system developer
security test plans; records of developer security testing results for the information system,
system component, or information system service; security flaw and remediation tracking
records; other relevant documents or records].

Interview: [SELECT FROM: Organizational personnel with system and services acquisition responsibilities;

organizational personnel with information security responsibilities; organizational personnel
with developer security testing responsibilities; system developers].

Test: [sELecT FrRoM: Organizational processes for monitoring developer security testing and evaluation;
automated mechanisms supporting and/or implementing the monitoring of developer security
testing and evaluation].




System Security Plan (SSP)

Provides a detailed specification of the
security architecture of an information
system

* SSP templates provide a framework
for documenting the system’s
— Name, purpose, categorization
— Environment, architecture
— System responsibilities

— Current status of the baseline controls
required for the system

FEDRAMP SYSTEM
SECURITY PLAN (SSP)
MODERATE BASELINE

TEMPLATE

Cloud Service Provider Name
Information System Name
Version #

Version Date

FedRAMP




System Security Plan (SSP)
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SA-11

DEVELOPER SECURITY TESTING AND EVALUATION

ASSESSMENT OBJECTIVE:
Determine if the organization:

SA-11(a) | requires the developer of the information system, system component, or
information system service lo create and implement a security plan;

SA-11(b) | SA-11(b)[1] | defines the depth of testing/evaluation to be performed by the
developer of the information system, system component, or
information system service;

SA-11(b)[2] | defines the coverage of testing/evaluation to be performed by the
developer of the information system, system component, or
information system service;

SA-11(b)[3] | requires the developer of the information system, svstem
component, or information system service to perform one or more
of the following testing/evaluation at the organization-defined
depth and coverage:

SA-11(b)[3][a] | unit testing/evaluation;

SA-11(b)[3][b] | integration testing/evaluation;

SA-11(b)[3][c] | system testing/evaluation; and/or

SA-11(b)[3][d] | regression testing/evaluation,

SA-11(c) | requires the developer of the information system, system component, or
information system service o produce evidence of:

SA-11(c)[1] | the execution of the securily assessment plan,

SA-11(c)[2] | the results of the security testing/evaluation,

SA-11(d) | requires the developer of the information system, system component, or
information system service to implement a verifiable flaw remediation process;
and

sA-11(e) | requires the developer of the information system, system component, or
information system service to correct flaws identified during security
testing/evaluation.

POTENTIAL ASSESSMENT METHODS AND OBJECTS!

Examine: [SELECT FrROM: System and services acquisition policy: procedures addressing system
developer security testing; procedures addressing flaw remediation; solicitation
documentation; acquisition documentation; service-level agreements; acquisition contracts for
the information system, system component, or information system service; system developer
security test plans; records of developer security testing results for the information system,
system component, or information system service; security flaw and remediation tracking
records; other relevant documents or records].

Interview: [SELECT FROM: Organizational personnel with system and services acquisition responsibilities;

organizational personnel with information security responsibilities; organizational personnel
with developer security testing responsibilities; system developers].

Test: [sELecT FrRoM: Organizational processes for monitoring developer security testing and evaluation;
automated mechanisms supporting and/or implementing the monitoring of developer security
testing and evaluation].




Software Application Testing

* Atest planis developed during the analysis phase

* During the design phase, unit, system and integration test plans are developed
* The actual testing is done during implementation

* Written test plans provide improved communication among all parties involved
in testing

Acceptance t

N
Requirement Testing
Analysis ‘

I Integration /
Architecture RocDasm Integration
Design Testing
n

@




Issue Resolution Workflow

Testing/validation

N

Resolving

New issue is identified
and documented

issue developer
flnd
lu-u: Mmmmm
system
issue developer
finder

Time ->
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SA-11(01)[01] the developer of the system, system component, or system service is
required to employ static code analysis tools to identify common flaws;

SA-11(01)[02] the developer of the system, system component, or system service is
required to employ static code analysis tools to document the results of the
analysis.




Application Security Testing (AST) <

“Static AST (SAST) technology analyzes an application’s source,

bytecode or binary code for security vulnerabilities typically at o  Seocu

the programming and/or testing software life cycle (SLC) e C T

phases." White-box tESting H.‘l\’nf‘.\'n'a. ‘Q | OoenText
GitHub

“Software composition analysis (SCA) technology is used to —

identify open-source and third-party components in use in an %0 ® contrast secury

application, and their known security vulnerabilities.” o

Merd. o

Magic Quadrant for Application Security Testing

30 April 2024 - ID G00770949 - 49 min read
This research has been updated to include recent changes in capability.

By: Mark Horvath, Dale Gardner, Manjunath Bhat, Ravisha Chugh, Angela Zhao
Initiatives:Security of Applications and Data; Build and Optimize Cybersecurity Programs;
Demonstrate Value and Collaborate With Business Partners

ABILITY TO EXECUTE

Over the past year, the AST market has undergone explosive growth and
expansion. Worldwide end-user spending on application security tools COMPLETENESS OF VISION As of April 2023 © Gartner, Inc
reached approximately $3.4 billion in 2022, a dramatic jump of 27%

compared to 2021’s total of $2.6 billion.




SDLC and Security

Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

Design

— Data models and data dictionary, work process and status transition models,
input/output models, data flow models, flow of control models...

+ Threat modeling, + Attack surface analysis,...
Develop (“make”) [ Implement (“buy”)

— Source code control system, code reviews, daily builds, automated CASE tools...

+ Developer security training, + Static analysis, + Secure code repositories,...
Testing/Validation

— Unit testing and integration testing (daily builds), manual and regression
testing, user acceptance testing

+ Dynamic analysis, + Fuzzing, Infrastructure as Code...

MIS 5206 Protecting Information Assets



Application Security Testing (AST)

“Static AST (SAST) technology analyzes an application’s source, bytecode
or binary code for security vulnerabilities typically at the programming
and/or testing software life cycle (SLC) phases.” Transparent testing

“Software composition analysis (SCA) technology is used to identify
open-source and third-party components in use in an application, and
their known security vulnerabilities.”

“Dynamic AST (DAST) technology analyzes applications in their dynamic,
running state during testing or operational phases. DAST simulates
attacks against an application (typically web-enabled applications and
services), analyzes the application’s reactions and, thus, determines

whether it is vulnerable.” Testing without knowing what is inside the application

“Runtime Application Self-Protection (RASP) security products integrate
with an application to prevent attacks at runtime by analyzing traffic and
end user behavior. When RASP products detect an attack, they issue
alerts, block application execution for individual requests, and
sometimes virtually patch the application to prevent further attack.”

ABILITY TO EXECUTE

COMPLETENESS OF VISION

As of April 2023

© Gartner, Inc



Burp Scanner Sample Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information.
This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects
the inherent reliability of the technique that was used to identify the issue.

Confidence

Certain Firm Tentative Total

Severity
Low 0 0 4

4
Information - 2 0 1

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

|0 |2 |4 |6 |8 |10 |12 |14 |16
High |
Medium
Severity
Low
Information [
Contents

1. OS command injection
2. SQL injection
:/Imdsec.net/addressbook/32/Default. aspx [Address parameter]

ndsec.net/addressbook/32/Default. aspx [Email parameter]
mdsec.net/auth/319/Default. ashx [password parameter]

3. File path traversal

4. XML external entity injection

O e e N Enancemens Schedule T TS GASPM T Adole Avobet DT
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Application Security Testing
result reports

* Applications should not
accepted until all high
and medium issues
resolved!




Executive Summary
Application Security Testing

Issue Types [ ~| result reports

21 Authentication Bypass Using SOL Injection 1
A1 Bilind SOL Injecton 1
m Cross-Site Seripting 11
DOM Based Crods-Site Scrpting k]

Potson Mull Byte Windows Files Ratrieval
Predictable Login Credentiala 1
SOL Injection 12

e Applications should not
accepted until all high and
medium issues resolved!

Unenerypled Login Reguest
B <patn injection
["] Cross-Site Request Forgery
|| Diractory Listing
1] HTTF Response Splitting
1] Inadequate Account Lockout
|| Link Injection (faciitates Cross-Site Request Forgery)
u Dpen Regirect
u Phighing Throwgh Frames
1"} Session Identifier Not Updated
Autocompleie HTML Attribute Mot Disabled for Password Field
Database Error Pattern Found
Diract Access 0D Adminisrs o F‘mﬁ
Email Address Pattern Found in Parameter Valua
Hidden Diractory Detected
Microsoft ASP MET Debugging Enabled
Missing HitpOnly Attribule in Session Cookie
Permanant Cookie Conlaing Sensitive Sassion Information
Unencrypted __ VIEWSTATE Parameater
Unsigned __VIEWSTATE Parametar
' Appiication Emar 15
1} Application Test Script Detected 1
1| Email Address Patiern Found 3
5
1

- R R - T R - -]
-]

P R T AT Y

MIS 5206 Protd n HTML Comments Sensitive Infermation Disclosure
n Posaible Server Path Disclosure Pattem Found




Automated application security testing tools often
provide vulnerability reports

This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

High severity issues: 79

Medium severity issues: 198
Total security issues included in the report: 277
Total security issues discovered in the scan: 308

Web Application Report

This report includes important security information about your web application.

Security Report

is report was created by IBM Securit
Scan started: 9/8/2016 9:29:09 AM

47



Application Security Assessment and Fix Recommendations

Issue Types @ TOC Fix Recommendations @ Toc

Remediation Task Number of Issues

Issue Type Number of Issues

3l Review possible solutions for hazardous character injection

a8 Authentication Bypass Using HT TP Verb Tampering 3
m Add the 'Secure’ attribute to all sensitive cookies

m Cross-Site Request Forgery 23

m Cross-Site Scripting

2
5
m Change server's supported ciphersuites 2
m Configure your server to allow only required HTTP methods 3

3

m Microsoft FrontPage Extensions Site Defacement
m Missing Secure Attribute in Encrypted Session (SSL) Cookie
m RC4 cipher suites were detected

m Set proper permissions to the FrontPage extension files

Validate the value of the "Referer” header, and use a one-time-nonce 23 -
for each submitted form

g Attemate Version of File Detected 45 flways tse SSL and FOST (body) parameters when sending 185
m Body Parameters Accepted in Query 9 Apply configuration changes according to Q218180

m Browser Exploit Against SSL/TLS (a.k.a. BEAST) Apply proper authorization to administration scripts

m Cacheable SSL Page Found 67 Config your server to use the "Content-Security-Policy” header

m Direct Access to Administration Pages Config your server to use the "X-Frame-Options" header
m Drupal "keys" Path Disclosure
m Insecure "OPTIONS" HTTP Method Enabled

1
1
1
m Microsoft FrontPage Server Extensions Vital Information Leakage 2
1
5
4

I NS B N

Contact the vendor of your product to see if a patch or a fix has been
made available recently

Disable WebDAV, or disallow unneeded HTTP methods

=]

Do not accept body parameters that are sent in the query string

m Microsoft IIS Missing Host Header Information Leakage Modify FrontPage extension file permissions to avoid information 2

leakage
Modify your Web Config file to encrypt the VIEWSTATE parameter 20

m Missing "Content-Security-Policy” header I
m Missing Cross-Frame Scripting Defence I
m Query Parameter in SSL Request 185 _ Prevent caching of SSL pages by adding "Cache-Control: no-store 67

and "Pragma no-cache" headers to their responses._
m Temporary File Download 3

Remove old versions of files from the virtual directory 48
m Unencrypted _ VIEWSTATE Parameter 20 Remove source code files from your web-server and apply any 1
m Web Application Source Code Disclosure Pattern Found 1 relevant patches

MIS 5206 Protecting Information Assets
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This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

High severity issues: 79

Medium severity issues: 198
Total security issues included in the report: 277
Total security issues discovered in the scan: 308

Application Security
Vulnerability
Assessment Report

MIS 5206 Protecting Information Assets

Issues Sorted by Issue Type

Authentication Bypass Using SQL Injection E

Blind SQL Injection EN

Cross-Site Request Forgery ER

Cross-Site Scripting Ei

HTTP PUT Method Site Defacement EN

Inadequate Account Lockout EN

Microsoft FrontPage Extensions Site Defacement El

Missing Secure Attribute in Encrypted Session (SSL) Cookie EN
Phishing Through URL Redirection EN

WebDAV MKCOL Method Site Defacement El

Alternate Version of File Detected IEN

Cacheable SSL Page Found EX

Hidden Directory Detected Ell

Microsoft FrontPage Configuration Information Leakage Kl
Microsoft FrontPage Server Extensions Vital Information Leakage El
Microsoft IIS Missing Host Header Information Leakage Kl
Query Parameter in SSL Request IEA

Temporary File Download E3

Unencrypted _ VIEWSTATE Parameter Eill

Web Application Source Code Disclosure Pattern Found E

49



IBM AppScan example

R
H  Authentication Bypass Using SQL Injection E3 TOC
Advisories
o ) o Issue 1 of 2 roc
* Authentication Bypass Using SQL Injection
= Blind SQL Injection Authentication Bypass Using SQL Injection
* Cross-Site Request Forgery Severky:
* Cross-Site Scripting e e e
* HTTP PUT Method Site Defacement e
2 Risk: It may be p to bypass the web app s i mechanism
In_aquuate Account LOCkOUF . Causes: itation of h 1s ch was not performed correctly on user input
" MICFOSOft Frontpage Exten3|ons Slte Defacement Fix: Review possible solutions for hazardous character injection
* Missing Secure Attribute in Encrypted Session (SSL) Cookie
. . . . Reasoning: The test result seems to indicate a vulnerability because when four types of request were sent - a valid login, an invalid
3 PhlShIng Throth URL Red"ecnon login, an SQL attack, and another invalid Ioéin»!he responses to the two invalid logins were the same, while the response
= \WebDAV MKCOL Method Site Defacement to the SQL attack seems similar the response to the valid login.
* Alternate Version of File Detected
= (Cacheable SSL Page Found
* Hidden Directory Detected Issue 2 of 2 tog
. M!crosoft FrontPage Configuration 'Inform'atlon Leaka.ge R Ohenticanan Byease Using Sal ecton
* Microsoft FrontPage Server Extensions Vital Information Leakage Severtty:
* Microsoft IIS Missing Host Header Information Leakage URL:  hitps:/iwww, == e L iRy
= Query Parameter in SSL Request Entity:  Password (Parameter)
o Temporary File Download Risk: It may be possible to bypass the web on's auth mechanism
™ Unencrypted V|EWSTATE Parameter Causes: itation of haza h was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

= Web Application Source Code Disclosure Pattern Found

Reasoning: The test result seems to indicate a vulnerability because when four types of request were sent - a valid login, an invalid
login, an SQL attack, and another invalid login - the responses to the two invalid logins were the same, while the response
to the SQL attack seems similar the response to the valid login.

MIS 5206 Protecting Information Assets



Authentication Bypass Using SQL Injection ToC

Test Type:

Application-level test

Threat Classification:

nsufficient Authentication

Causes:
Sanitation of hazardous characters was not peformed comectly on user input

Security Risks:

It may be possible to bypass the web application's authentication mechanism

Affected Products:

CWE:

GER
lili]

References:
Web Application Disassembly with ODBC Error Messages” (By David Litchfield
SQL Injection Training Module

Technical Descripbion:

The application uses a protection mechanism that relies on the existence or values of an input, but the input can be modified by an untrusted user
in @ way that bypasses the protection mechanism.

When security decisions such as authentication and authorization are made based on the values of user mput, attackers can bypass the security of
the software.

Suppose the query in question is:

EELECT DCOONT (%) FROM accomnts WHERE usarmeme-"$uscr' AND pessword-'$pass’

Where Suser and Jpass are user input [collected from the HTTP request which inwoked the script that constructs the query - either from a GET
request query parameters, or from a POST request body parameters ). A regular usage of this query would be with values Suser=john,
Spassword=secret123. The query formed would be:

EELECT COUNT(%] FROM accomnts WHERE usormame-"john’ AND password-'sccroblfi”

The expected guery result is 0 f no such user+password pair exists in the database, and =0 if such pair exists (i.e. there is a user named John' in
the database, whose password is 'secret1237). This would serve as a basic authentication mechanism for the application. But an attacker can
bypass this mechanism by submitting the following values: 3user=john, Spassword="0OR "1"="1.

https://owasp.org/Topl10/

A01 Broken Access Control

A02 Cryptographic Failures

AO03 Injection

AO04 Insecure Design

AQO5 Security Misconfiguration

A06 Vulnerable and Outdated Components
A07 ldentification and Authentication Failures
AQ08 Software and Data Integrity Failures

AQ09 Security Logging and Monitoring Failures
A10 Server-Side Request Forgery (SSRF)



https://owasp.org/Top10/
https://owasp.org/Top10/A01_2021-Broken_Access_Control/

Technical Description:

The application uses a protection mechanism that relies on the existence or values of an input, but the input can be modified by an untrusted user
in a way that bypasses the protection mechanism.

When security decisions such as authentication and authorization are made based on the values of user input, attackers can bypass the security of
the software.

Suppose the query in question is:

SELECT COUNT (*) FROM accounts WHERE username='Suser' AND password='Spass'

Where $user and $pass are user input (collected from the HTTP request which invoked the script that constructs the query - either from a GET
request query parameters, or from a POST request body parameters). A regular usage of this query would be with values $user=john,
Spassword=secret123. The query formed would be:

SELECT COUNT (*) FROM accounts WHERE username='jchn' AND password='secretl23’

The expected query result is 0 if no such user+password pair exists in the database, and =0 if such pair exists (i e there is a user named 'john' in
the database, whose password is 'secret123'). This would serve as a basic authentication mechanism for the application. But an attacker can
bypass this mechanism by submitting the following values: $user=john, $password="' OR '"1'="1.

The resulting query is:

SELECT COUMNT(*) FROM accounts WHERE username='jochn' AND password='' QR "1'="1"

This means that the query (in the SQL database) will return TRUE for the user 'john', since the expression 1=1 is always true. Therefore, the query
will return a positive number, and thus the user (attacker) will be considered valid without having to know the password.



APl Security Testing

APIs (Application Programming Interfaces)

' = AP —

Are sets of rules and protocols that enable software applications to communicate with each other, exchanging data and
functionality

Simplify and accelerate application development by allowing developers to integrate data, services, and capabilities from
other applications, rather than building them from scratch

Are a foundational element of many organizations’ digital transformation efforts to enable information flow
and support transactions between processes, applications and systems

API Risks

APls represent a major attack surface for web-enabled applications

Attacks on and abuse of APIs result in serious adverse consequences, including data breaches and other
security incidents

Securing APIs from attack and misuse is a concern for security and risk management professionals

Automated API discovery is needed, because many orc?anizations struggle to maintain an inventory of APls
and need help locating them so they can be tested and managed

API security testing

|s a specialized type of application security testing (AST) that identifies vulnerabilities in APIs
APIl-specific testing — pre- and postdeployment — builds a solid foundation for an overall APl security strategy

https://owasp.org/API-Security/editions/2023/en/0x11-t10/

End User with Server Back-end
Browser System



https://owasp.org/API-Security/editions/2023/en/0x11-t10/

Testing Infrastructure as Code (laC)

Infrastructure as code (laC) is the process of managing and
provisioning computer data centers through machine-readable
definition files, rather than physical hardware configuration or
interactive configuration tools

KICS finds security vulnerabilities,

® : :
compliance issues, and
K I C s infrastructure misconfigurations

in following Infrastructure as

IS'an open source solution
for static code analysis of
Infrastructure as Code. Kubernetes, Docker, AWS

Code solutions: Terraform,

CloudFormation, Ansible. 1000+

queries are available.




SDLC and Security

Requirements analysis
— Informational, functional, behavioral, and performance specifications...
+ CIA risk assessment, + Risk-level acceptance,...

Design

— Data models and data dictionary, work process and status transition models,
input/output models, data flow models, flow of control models...

+ Threat modeling, + Attack surface analysis,...
Develop (“make”) [ Implement (“buy”)
— Source code control system, code reviews, daily builds, automated CASE tools...
+ Developer security training, + Static analysis, + Secure code repositories,...
Testing/Validation

— Unit testing and integration testing (daily builds), manual and regression testing,
user acceptance testing

+ Dynamic analysis, + Fuzzing, Infrastructure as Code, ...
Release/Maintenance

— Release testing

+ Separation of duties, +Change management, +Operational practices...

MIS 5206 Protecting Information Assets



Test Taking Tip

Focus on addressing each question individually

* Asyou take the test, if you don't know an answer, don't obsess over it

* Answer the best way you can or skip over the question and come back to it
after you've answered other questions






1. A development team has developed and is currently maintaining a customer-facing web

application which is hosted at their regional office versus at the central data center. The
GREATEST risk in this scenario is that:

a.
b.

Additional traffic of the web site would slow down Internet access for the regional office
Development team may lack the expertise and staffing to manage and maintain a
hosted application environment

Regional office may not have the same level of fire detection and suppression that exists
at the main data center

Regional office may not have a firewall or network that is sufficiently secure for a web
server

1. A development team has developed and is currently maintaining a customer-facing web

application which is hosted at their regional office versus at the central data center. The
GREATEST risk in this scenario is that:

a.
b.

Additional traffic of the web site would slow down Internet access for the regional office
Development team may lack the expertise and staffing to manage and maintain a
hosted application environment

Regional office may not have the same level of fire detection and suppression that exists
at the main data center

Regional office may not have a firewall or network that is sufficiently secure for a web
server



2. Which of the following is the GREATEST risk to the effectiveness of application system controls?
a. Removal of manual processing steps
b. Inadequate procedure manuals
c. Collusion between employees
d. Unresolved regulatory compliance issues
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A business application system accesses a corporate database using a single ID and password
embedded in a program. Which of the following would provide efficient access control over the
organization’s data?

a. Introduce a secondary authentication method such as a card swipe

b. Apply role-based permissions within the application system

c. Have users input the ID and password for each database transaction

d. Setan expiration period for the database password embedded in the program
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4. An Information System (IS) auditor finds that a database administrator (DBA) has read and write
access to production data. The IS auditor should:

a. Accept the DBA access as a common practice

b. Assess the controls relevant to the DBA function

c. Recommend the immediate revocation of the DBA access to production data
d. Review user access authorizations approved by the DBA
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5. Inadequate programming and coding practices introduce the risk of:
a. Phishing
b. Buffer overflow exploitation
c. Denial of service attack through synchronization (SYN) flood
d. Brute force attacks
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6. Which of the following is a control that can be implemented if application programmers are
allowed to move programs into the production environment in a small organization?
a. Independent post-implementation testing
b. Independent review of the changed program
c. Independent review of user requirements
d. Independent review of user acceptance
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7.  Which of the following groups would create MOST concern to an IS auditor if they have direct
full access to the production database?
a. Application testers
b. System administrators
c. The database owner
d. The data recovery team
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b. System administrators
c. The database owner
d. The data recovery team
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