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Agenda

• Access Control

• Identification and Authentication
• Digital Identity Guidelines 

• Centralized Remote Access Control Technologies
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Access
The flow of information between a subject and an object

• Subject 
• Is an active entity that requests access to an object or the data within 

the object

• Can be a user, program, or process

• Object
• Can be a computer, computer directory, file, program, database or field 

within a table within a database

Subject

Object

Data

Requests access to

Active entity:

Passive entity:

Functionality

MIS5214 Security Architecture 3



Access Controls

• Broad term covering several types of mechanisms that control access 
to features of networks, computers and information stored and 
flowing within them

• First line of defense in battling unauthorized access to network 
resources and systems
• Give organizations ability to control, restrict, monitor and protect resource 

confidentiality, integrity and availability
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Identification, Authentication, Authorization, and Accountability

To access a network’s resource, a user must: 

1. Identification

2. Authentication

3. Authorization

Resource

4. AccountabilityMIS5214 Security Architecture 5



Identification, Authentication, Authorization, and Accountability

To access a network’s resource, a user must: 

• Prove their identity (i.e. has the necessary credentials) 

1. Identification

2. Authentication

3. Authorization

Resource

4. AccountabilityMIS5214 Security Architecture 6



Identification, Authentication, Authorization, and Accountability

To access a network’s resource, a user must: 

• Prove their identity (i.e. has the necessary credentials), 

• Have been given privileges to access a resource and perform action they are 
requesting

1. Identification

2. Authentication

3. Authorization

Resource

4. AccountabilityMIS5214 Security Architecture 7



Identification, Authentication, Authorization, and Accountability

To access a network’s resource, a user must: 

• Prove their identity (i.e. has the necessary credentials), 

• Have been given privileges to access a resource and perform action they are 
requesting

• Be tracked to enforce accountability of their actions

1. Identification

2. Authentication

3. Authorization

Resource

4. AccountabilityMIS5214 Security Architecture 8



Identification, Authentication, Authorization, and Accountability

To access a network’s resource, a user must: 

• Prove their identity (i.e. has the necessary credentials), 

• Have been given privileges to perform action they are requesting

• Be tracked to enforce accountability of their actions

1. Identification

2. Authentication

3. Authorization

Resource

4. Accountability

Each has distinct functions that 
fulfill a specific requirement in the 
process of access control
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Logical Access Controls

• Are technical tools used for identification, authentication, 
authorization and accountability
• “Logical” and “Technical” are synonyms that can be used interchangeably in 

this context

• Can be embedded in operating systems, applications, add-on security 
packages, databases and telecommunication management systems
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Identification and Authentication

Usually involves a two-step process:
1. Identification: Entering public information

• Method by which a subject (user, program or process) claims to have a specific identity
• Username, employee number, account number, or email address

2. Authentication: Entering private information
• Individual’s identify must be verified during authentication process

• Method by which subject proves it is who it says it is

• Static password, smart authenticator (“token”), one-time password, or PIN
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Identification

Identification: Entering public information
• Method by which a subject (user, program or process) supplies identifying 

information to claim they have a specific identity
• Username, employee number, account number, or email address

• Creating secure identities involves 3 key aspects:
1. Uniqueness – every user, program or process must be identified with an identifier (i.e.

unique ID) that is specific to the individual for accountability

2. Non-descriptive – Identifier should not indicate the purpose of the account nor the 
user’s position nor tasks done with the account

3. Issuance – provided by an authority as a formal/official means of proving identity
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Question: 

How should information systems be set up to mitigate risks to the CIA of their 
data content? 
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FIPS 199: Risk assessment based on security objectives and 
impact ratings
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
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How should information systems 
be set up to identify and 
authenticate users, programs, 
and processes to mitigate risks 
to the CIA of their data content? 
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NIST 800 63-3: Digital Identity Guidelines

Controls focus on 2 errors we seek to avoid: 

1. The impact of providing a service to the wrong subject 
• E.g. An attacker successfully identifies as someone else

2. The impact of excessive identity proofing 
• I.e. collecting and storing more information about a person than is 

required to successfully provide the digital service

MIS5214 Security Architecture 18



Digital Identity Guidelines

6 Categories of impact resulting from providing a service to 
the wrong subject 

1. Inconvenience, distress, or damage to standing or reputation
2. Financial loss or agency liability
3. Harm to agency programs or public interests
4. Unauthorized release of sensitive information
5. Personal safety
6. Civil or criminal violations

Identity and Authentication Controls are 
selected based on information security 
breach impact levels: 

1. Low impact
2. Moderate impact
3. High impact
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Impact-based determination of Identity and 
Authentication Assurance Levels
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Agenda

✓New schedule for today’s classes and mid-term exam

✓Access Control

• Identification and Authentication
• Digital Identity Guidelines

• Biometrics (quick overview/review)

• Centralized Remote Access Control Technologies
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Identity & Authentication Assurance Levels are defined as:
1. The degree of confidence in the vetting process used to establish the identity of 

the individual to whom the credential was issued

• IAL – Identity Assurance Level

2. The degree of confidence that the individual who uses the credential is the 
individual to whom the credential was issued

• AAL – Authentication Assurance Level
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Digital Identity & Authentication Guidelines

Specifies 3 kinds of identity authentication assurance 
controls to select in mitigating risks associated with impacts 
resulting from identity and authentication errors in electronic 
transactions:

1. Enrollment and Identity Proofing 
• Protecting against: A false claim to an identity

2. Authentication and Lifecycle Management 
• Protecting against: A false use of a credential

3. Federation and Assertions 
• A false or compromised identity passed among a collection of systems

• NIST SP 800-63C
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Identity Assurance Credentials

Verifiers use credentials to authenticate the Claimant’s identity based on 
possession and control of the corresponding authenticator

• Paper credentials presented by subject in-person can be checked to verify that 
the physical holder of the credential is the subject, these include:
• Passports, birth certificates, driver’s licenses, employee identity cards…

• Verification of electronic credentials 
• The password database entries possessed by the Verifier are considered to be the credentials

• Public key certificates (X.509) are a classic example of credentials the Claimant can possess

• To authenticate a Claimant using an electronic credential, the Verifier validates the credential 
and assures it was issued by an authorized Credential Service Provider and has not expired or 
been revoked by

1. Determining if the credential has been signed by the Credential Service Provider

2. Interactively querying the Credential Service Provider through a secure protocol 
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Identity Assurance
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Identity Assurance  
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Authentication Assurance
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Authenticator Assurance  
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Each assurance level describes the degree of certainty that the 
user has presented an identifier that refers to his or her identity

Assurance is defined as:
1. The degree of confidence in the vetting process used to establish the identity of 

the individual to whom the credential was issued
2. The degree of confidence that the individual who uses the credential is the 

individual to whom the credential was issued

Identity Assurance levels:
1. Level 1: Little or no confidence in the asserted identity’s validity
2. Level 2: High confidence in the asserted identity’s validity
3. Level 3: Very high confidence in the asserted identity’s validity
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CSP = Credential Service Provider

MIS5214 Security Architecture 30



Identity Assurance Levels
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Authentication – Classic 3 factor paradigm 
…for authentication systems 

Subject provides information to prove it is who it says it is and authentication system 
verifies the identification information

1. Something the subject knows (“authentication by knowledge”)
• Examples: password, PIN, combination to a lock…
• Usually least expensive method to implement
• Vulnerability: Someone else may acquire this knowledge and gain unauthorized access to a 

resource 

2. Something the subject has (“authentication by ownership”)
• Examples: Key, swipe card, access card, badge…
• Common for accessing facilities, sensitive areas, and authenticate holder
• Vulnerability: Can be lost or stolen and result in unauthorized access

3. Something the subject is (“authentication by characteristic”)
• Examples: Fingerprint, palm scan, retina scan…
• Based on biometrics – a way to identify the subject by a unique physical attribute
• Vulnerability: Can be expensive, cumbersome/troubling to users and associated with false 

acceptance or rejection 
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Authentication
Multi-factor authentication refers to use of >1 factor

⁺ Something the subject knows (“authentication by knowledge”)

⁺ Something the subject has (“authentication by ownership”)

⁺ Something the subject is (“authentication by characteristic”)

Authentication system strength determined by the number of factors 
incorporated into the systems

• 2 factor implementations considered stronger than those using 1 factor

• Systems that incorporate 3 factors are stronger than 2 factor systems
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E-Authentication is slightly different from “classic” authentication

E-authenticators always contain a secret
• Used by the claimant to prove possession and control of the authenticator

Some of the classic authentication factors do not apply directly to e-authentication, 
for example:

• ID badge is “something you have” useful for authenticating to a human (e.g. a guard), but is 
not usually an authenticator for e-authentication 

• Authentication factors classified as “something you know” are not necessary secrets
• Knowledge based authentication where a claimant is prompted to answer questions that can be 

confirmed from public databases does not constitute an acceptable secret for e-authenticationething you 
are” does not constitute a secret

• SP 800-63r2’s does not permit the user of biometrics as a token 
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E-Authentication, is slightly different from “classic” authentication

• Claimant authenticates to a system or application over a network by 
proving that he/she has possession and control of an authenticator 
registered with the Credential Service Provider for proving the 
bearer’s identity

• The authenticator contains a secret the Claimant uses to prove that 
he/she is the Subscriber named in a particular credential
▪ The authenticator uses the secret to generate an output (“token”) 

…used in the authentication process to demonstrate and prove the Claimant is the person 
to whom the authenticator was issued
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E-Authentication Authenticators –
The secret contained in a is based on either public/private key pairs (asymmetric 
keys) or a shared authenticator secret (symmetric key)

Public Key authenticators - have the private key stored in the authenticator 
A Verifier knowing the Claimant’s public key through some credential (typically a public key certificate) can 
use an authentication protocol to verify the Claimant’s identity, by proving that the Claimant has 
possession and control of the associated private key authenticator

• Shared Secret authenticators – may be either symmetric keys or passwords
• While often used in similar protocols, an important difference is how they related to the Subscriber

• Symmetric keys are stored in hardware or software that the Subscriber controls
• “Something the Subscriber has”

• Passwords are memorized by the Subscriber
• “Something the Subscriber knows”
• More vulnerable to password guessing network attacks, keyboard logging, and being learned by someone 

watching the password being entered than practical for cryptographic keys
• Also susceptible to keyboard logging

Either way - Subscriber has a duty to maintain exclusive control of his/her 
authenticator, since possession and control of the authenticator is used to 
authenticate the Claimant’s identity
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Assertions
On completion of the authentication process, the Verifier generates an assertion containing the 
result of the authentication and provides it to the RP

• Examples of Assertions:
• Cookies – Character strings, placed in memory, which are available to websites within the same Internet 

domain as the server that placed them in the Web browsers.  Cookies may be assertions or pointers to 
assertions

• SAML (Security Assertion Markup Language) Assertions – Specified using a mark-up language intended 
for describing security assertions.  They can be used by a Verifier to make a statement to a RP about the 
identity of a Claimant, and may be digitally signed

• Kerberos Tickets – Allow a ticket granting authority to issue session keys to tow authenticated parties 
using symmetric key based encapsulation schemes
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Authenticator Types for e-authentication

1. Memorized Secrets – something you know
• A secret shared between Subscriber and CSP

• Typically character strings (e.g. passwords, passphrases,) or numerical strings 
(PINs)

• Authenticator presented to the Verifier in an authentication process is the 
secret itself (e.g. password, passphrase, or PIN itself)
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Authenticator Types for e-authentication

2. Look-up Secret – something you have
• The secret(s) identified by a prompt 

• A physical or electronic authenticator that stores a set of secrets shared 
between the Claimant and the CSP

• Claimant uses the authenticator to look up the appropriate secret(s) needed 
to respond to a prompt from the Verifier (the authenticator input)

• E.g. Claimant asked by the Verifier to provide a specific subset of the numeric 
or character strings printed on a card in table format
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Authenticator Types for e-authentication

3. Out of Band authenticator
• Physical device uniquely addressable 

• Receives a Verifier-selected secret sent to the Claimant’s device for 
one-time use 

• Is possessed and controlled by Claimant 
• Supports private communication over a channel that is separate from the 

primary channel for e-authentication

• Value provided by the Out of Band authenticator is presented to the 
Verifier using the primary channel for e-authentication

E.g. Claimant attempts to log into a website and receives a text message on 
his/her cellphone with a random authenticator to be presented as part of 
the electronic protocol
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Authenticator Types for e-authentication

4. Single-factor (SF) One-Time Password (OTP) – something you have
• Authentication achieved via the one-time password

• A hardware device that supports the spontaneous generation of one-time 
passwords

• This device has an embedded secret that is used as the seed for generation of 
one-time passwords and does not require activation through a second factor

• Authentication is accomplished by providing an acceptable one-time 
password and thereby proving possession and control of the device

• E.g. the one-time password device may display 6 numbers at a time
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Authenticator Types for e-authentication

5. Single-factor (SF) Cryptographic Device– something you have
• Authenticator is a signed message

• Hardware device performs cryptographic operations on input provided to the 
device

• Device uses embedded symmetric or asymmetric cryptographic keys

• Authentication is accomplished by proving possession of the device

• Device does not require activation through a second factor of authentication
• E.g. Transport Layer Security (TLS) uses a “certificate verify” message

• The server verifies the client’s identity by verifying the client’s digital certificate with the public key
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Authenticator Types for e-authentication
6. Multi-factor (MF) Cryptographic Software  – something you have (and 

either something you know or something you are)
• Authenticator is a signed message

• A cryptographic key is stored on disk or some other “soft” media and requires 
activation through a second factor of authentication

• Authentication is accomplished by proving possession and control of the key

• Device requires activation through a second factor of authentication either 
something you know or something you are (e.g. fingerprint)
• E.g. Transport Layer Security (TLS) uses a “certificate verify” message

• The server verifies the client’s identity by verifying the client’s digital certificate with the 
public key
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Authenticator Types for e-authentication

8. Multi-factor (MF) One-Time Password (OTP) Device – something you 
have (and either something you know or something you are)
• Authenticator is the one-time password
• A hardware device that generates one-time passwords for use in authentication and 

which requires activation through a second factor of authentication
• Second factor of authentication may be achieved through an integrated

• Keypad  
• Biometric reader (e.g. fingerprint)
• Direct computer interface (e.g. USB port)

• One-time password is typically displayed on the device and manually input to the 
Verifier as a password, although direct electronic input from the device to a 
computer is also allowed
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Authenticator Types for e-authentication

9. Multi-factor (MF) Cryptographic Device – something you have (and 
either something you know or something you are)
• Authenticator is some type of signed message

• A hardware device that contains a protected cryptographic key that requires 
activation through a second authentication factor

• Authentication accomplished by proving possession of the device and control of the 
key

• May be activated by something you know or something you have
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Authenticator Usage
An authentication process may involve a single authenticator, or a combination of two or 
more authenticators:

• Single authenticator – Claimant presents a single authenticator to prove their identity to 
the Verifier
• E.g. Claimant attempts to log into a password protected website, the Claimant enters a username 

and password
• In this instance, only the password is considered to be an authenticator

• Multi-authenticator authentication – Claimant presents values generated by two or 
more authenticator to prove his/her identity to the Verifier
• The combination of authenticators is characterized by the combination of factors used by the 

authenticators (both inherent in the manifestation of the authenticators, and those used to 
activate the authenticators)

• E.g. Verifier requires a Claimant to enter a password and use a single-factor cryptographic device is 
an example of a multi-authenticator authentication

• The combination is considered multi-factor, since the password is something you know and the cryptographic 
device is something you have 
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AAL = Authenticator Assurance Level
AAL1 : = 1 Factor
AAL2 : = 2 Factors
AAL3 : = 2 Factors: Hardware-based authenticator and an 
authenticator that provides verifier impersonation resistance
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A “draft” attempt at summarizing use of Authenticators for Authentication 
Assurance Levels
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Authenticator Threats

Something you have…
• May be lost, damaged, stolen from the owner or cloned by the Attacker

• E.g. Attacker who gains access to the owner’s computer might copy a 
software authenticator

• E.g. A hardware authenticator might be stolen, tampered with, or 
duplicated 
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Authenticator Threats
Something you know…

• May be disclosed to an Attacker
• Attacker might guess a password or PIN
• Where the authenticator is a shared secret, the Attacker could gain access to 

the CSP or Verifier and obtain the secret value
• An attacker may observe the entry of a PIN or passcode, find a written record 

or journal entry of a PIN or passcode, or may install malicious software (e.g. a 
keyboard logger) to capture the secret

• An attacker may determine the secret through off-line attacks on network 
traffic from an authentication attempt

• An attacker may be able to gain information about a Subscriber’s Pre-
registered Knowledge researching the subscriber or through other social 
engineering techniques (e.g. the subscriber might refer to his/her pet in a 
conversation or blog)
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Authenticator Threats

• Something you are (biometrics)…
• May be replicated

An Attacker may obtain a copy of the authenticator owner’s fingerprint and construct a 
replica – assuming that the biometric system(s) employed to not block such attacks by 
employing robust liveness detection techniques

Biometrics – when employed as a single factor of authentication by themselves may not be an acceptable 
technique for e-authentication
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Digital Identity Determination for your SSP  
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Agenda

✓New schedule for today’s classes and mid-term exam

✓Access Control

✓Identification and Authentication
✓Digital Identity Guidelines

• Centralized Remote Access Control Technologies
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Centralized Remote Access Control Technologies

Use what is referred to as “AAA Protocol” (“triple A”)
• Authentication, Authorization, and Auditing (or Accounting)

• Early traditional AAA Protocols include (more on these and their improvements later…):
• Password Authentication Protocol (PAP)

• Challenge Handshake Authentication Protocol (CHAP)

• Extensible Authentication Protocol (EAP)

RADIUS – Remote Authentication Dial-In User Service (RADIUS)

TACACS – Terminal Access Controller Access Control System (TACACS)
TACACS+ 

Diameter – Is not an acronym
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PAP – Password Authentication Protocol

• All network operating systems support PAP

• PAP authentication requires the calling device to enter the username and 
password
• If the credentials match with the local database of the called device or in the remote AAA 

database then it is allowed to access otherwise denied

• PAP is considered “less secure” as the password is sent in clear text and is performed only at 
the initial link establishment 

• It uses a two-way Handshake Protocol

• It is non-interactive

• Supports both one-way authentication (unidirectional) and two-way authentication 
(bidirectional)
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CHAP – Challenge Handshake Authentication Protocol

• It is used at the initial startup of the link 

• It also performs periodic checkups to check if the router is still communicating with the same 
host.

• CHAP (3-way authentication) is more secure than PAP (2-way authentication)

• It uses 3-way handshaking protocol (not like TCP) 
• 1st the authenticator sends a challenge packet to the peer 

• 2nd the peer responds with a value using its one-way hash (MD5) function

• 3rd the authenticator then matches the received value with its own calculated hash (MD5) value

• If the values match then the authentication is acknowledged otherwise, the connection will be terminated
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EAP – Extensible Authentication Protocol

EAP is not an authentication method like PAP or CHAP,  but rather a framework on the access client 
and authentication server that allows networking vendors to develop and easily install new 
authentication methods known as EAP methods

• There are ~40 different EAP methods available, including:
• Lightweight Extensible Authentication Protocol (LEAP), credentials are not strongly protected and easily 

compromised

• EAP Transport Layer Security (EAP-TLS), considered one of the most secure EAP standards available

• The majority of implementations of EAP-TLS require mutual authentication using client-side X.509 
certificates without giving the option to disable the requirement

• EAP Protected One-Time Password (EAP-POTP), EAP Pre-Shared Key (EAP-PSK), EAP Password (EAP-
PWD), EAP Tunneled Transport Layer Security (EAP-TTLS), EAP Internet Key Exchange v. 2 (EAP-IKEv2), 
Tunnel Extensible Authentication Protocol (TEAP), EAP Subscriber Identity Module (EAP-SIM), EAP 
Authentication and Key Agreement (EAP-AKA), EAP Encrypted Key Exchange (EAP-EKE), EAP Generic 
Token Card (EAP-GTC), …

MIS5214 Security Architecture 57



RADIUS - Remote Authentication Dial-In User Service
Network protocol providing:

• Client/server authentication, authorization and audits 
of remote users

• Single administered entry point, with standardized 
security and simple way to track usage and network 
statistics

• Runs in the application layer, and can use 
either TCP or UDP as transport

• Created by Livingston Enterprises – then published as a 
set of open protocol standards (RFC 2865 and RFC 
2866)

• Today: 
• Most Internet Service Providers (ISPs) use RADIUS to 

authenticate their customers before they are provided access 
to the Internet

• Many corporations use RADIUS to provide remote and home 
user employees to access their network resources

Harris, S. and Maymi F. (2016) All in One CISSP Exam Guide, Seventh Edition, McGraw Hill EducationMIS5214 Security Architecture 58



RADIUS - Remote Authentication Dial-In User Service
The access server and user’s software negotiate a handshake procedure and agree on an 
authentication protocol (PAP, CHAP, or EAP)

• User provides username and password to the access server via a Point-to-Point protocol (PPP) 
connection

• Access server and RADIUS server communicate over the RADIUS protocol

• Once the authentication is properly completed
• User system is given an IP address and connection parameters, and corporate users are provided a 

preconfigured profile to control which resources they can access

• User credentials and configurations can be held in LDAP (Lightweight Directory Access 
Protocol) servers, databases or text files

• Network access servers, the gateways that control access to a network, usually contain 
a RADIUS client component that communicates with the RADIUS server
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RADIUS - Remote Authentication Dial-In User Service
Uses UDP (connectionless)

• Requires RADIUS to have more code to detect and correct transmission errors (packet 
corruption, long timeouts, or dropped packets) 

• Encrypts users’ password only when transmitted from RADIUS client to 
RADIUS server
• Other information is passed in clear text: Username, accounting and authorized services

• Open invitation for attackers to capture session information for replay attacks

• Vendors who integrated RADIUS into their products must understand the weaknesses 
and add additional security capabilities into their products 

• Combined authentication and authorization functionality limits flexibility…
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TACACS – Terminal Access Controller Access Control 
System
3 generations

1. TACACS
• Combines authentication and authorization processes

• Uses fixed passwords for authentication

2. XTACACS (Extended TACACS)
• Separates authentication, authorization and auditing processes

3. TACACS+
• Is a different protocol than TACACS and XTACACS
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TACACS+

• Has 2-factor authentication
• Allows users to one-time (dynamic) passwords for more protection

• Similar functionality as RADIUS but uses TCP
• Does not need extra code to deal with transmission problems like RADIUS which supports UDP

• Encrypts all data between client and server 
• Does not have the vulnerabilities inherent in RADIUS

• Users true authentication, authorization and accounting/audit (AAA) architecture that 
separates the 3 functions to provide network administrators more flexibility in how remote 
users are authenticated
• Can work with alternative authentication servers (e.g. Kerberos is used in the organization for authentication 

then it can be used by TACACS+, alternatively if Active Directory is used for local users then that can be used)
• Can define more granular user privledges to control over the specific commands users can carry out

• Is a protocol with more Attribute Value Pairs (AVPs) than RADIUS 
• Enabling network administrators to use them to define ACLs filters, user privileges and more…   
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RADUS versus TACACS+

TACACS+ is a better choice for corporate networks needing better authentication and control of authorization

Harris, S. and Maymi F. (2016) All in One CISSP Exam Guide, Seventh Edition, McGraw Hill EducationMIS5214 Security Architecture 63



Diameter – “twice the radius”
Enhanced AAA protocol providing similar functionality as RADIUS and 
TACACS+, but with greater flexibility and capabilities

• Consists of 2 portions: 
1. Base protocol – secure communication among Diameter entities, feature discovery 

and version negotiation
2. Extensions – allowing various technologies to use Diameter authentication, 

authorization and auditing capabilities
• Supports interoperability with wireless devices, smartphones, Voice over IP (VOIP), Mobile IP 

(coordinates transfer or traffic between care-of-address and home IP address)

• Peer-based protocol 
• Not Client/Server (which requires client and server to take turns sending data 

between them)
• Either end can initiate communication 

MIS5214 Security Architecture 64



Diameter – “twice the radius”

• Authentication
• PAP, CHAP, EAP
• End-to-end protection of authentication information
• Replay attack protection

• Authorization
• Redirects, secure proxies, relays, and brokers
• State reconciliation
• Unsolicited disconnect
• Reauthorization on demand

• Accounting/Auditing
• Reporting, roaming operations (ROAMOPS) accounting, event monitoring
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Diameter Versus RADIUS

Liu, J., Kiang, S., and Lin, H. (2006) “Introduction to Diameter – Get the next generation AAA protocol”, IBM developerWorks
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Agenda

✓Access Control

✓Identification and Authentication
✓Digital Identity Guidelines

✓Centralized Remote Access Control Technologies
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