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Agenda

* Threat Modeling Exercise

* Information Systems — some definitions

* Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families
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University of Washington Security Cards

A security threat brainstorming activity — find threat modeling cards
here:

Break up into teames:

* Pretend you are security professionals

e A car company tasked you with thinking through the security implications of the modern
car computer systems

 Start with the blue suit of cards (“Human Impact”), consider what impacts to
people would result if an attacker misused modern car systems like the attack
you just witnessed
e Either think about one car, or think about the entire car product line
* Rank order the cards from most relevant
* Explain your 3 top choices



https://community.mis.temple.edu/mis4596sec001spring2023/files/2023/01/Exercise-ThreatModeling-cards-deck.pdf
https://community.mis.temple.edu/mis4596sec001spring2023/files/2023/01/Exercise-ThreatModeling-cards-deck.pdf

University of Washington Security Cards

Optionally, outside of class review the orange “Adversary Motivation” suit

Consider what motivations adversaries might have for attacking modern car
systems

Optionally, outside of class review the red “Adversary’s Resources” suit

Consider what resources adversaries might have for attacking modern car
systems
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http://community.mis.temple.edu/mis5214sec951spring2020/files/2020/03/security-cards-deck_AdvisaryMotivations.pdf
http://community.mis.temple.edu/mis5214sec951spring2020/files/2020/03/security-cards-deck_AdvisaryResources.pdf

STR

DE

nreat model created by Microsoft, based on 6 types of threats:

1. Spoofing — Can an attacker gain access using a false identity?
Tampering — Can an attacker modify data as it follows through the application?

Repudiation — If an attacker denies doing something, can we prove he/she did it?

W N

Information disclosure — Can an attacker gain access to private or potentially
injurious data?

5. Denial of service — Can an attacker crash or reduce the availability of the system?

6. Elevation of privilege — Can an attacker assume the identify of a privileged user?



STRIDE Threat Modeling

A security threat brainstorming activity

e Set aside the cards, and use the STRIDE model

e Consider what methods adversaries m|gh1- 1ico far attarlkino mndarn far cvictamc

Threat
Spoofing
Tampering
Repudiation
Information disclosure
Denial of Service

Elevation of Privilege
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Desired property
Authenticity
Inteqgrity
Non-repudiability
Confidentiality
Avallability
Authorization
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Threat Modeling

e Can be a full-time job for cyber security professionals

* Is now a skill information systems designers, developers and

architects need to have }
 Vision " Model )

Describe Decompose Chahe
Architecture Application

Identify Assets

- Identify
LThreatsJ

. o Mitigate
— ocument entify
Rate Threats Threats Threats - -
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https://www.indeed.com/q-Threat-Modeling-Security-Architect-jobs.html

Agenda

v'Threat Modeling Exercise

* Information Systems — some definitions

* Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families



Information Systems — some definitions

* Data Structure is a particular way of organizing data in a computer so
that it can be manipulated by an algorithm

e Algorithm is a step-by-step procedure in a computer program for
solving a problem or accomplishing a goal

Programs = Algorithms + Data Structures

Software are programs used to direct the operation of a computer

Hardware are tangible physical parts of a computer system and IT network

Firmware is software embedded in a piece of hardware

Information systems are software and hardware systems that support data-intensive
applications

Enterprise information system is an information system which enable an organization
to integrate and improve its business functions

MIS 5214 Security Architecture 11



Information System Architecture

* Is an abstraction that provides the “big picture” goals for the system

* Guides the development process, answering questions including:
 How is it going to be used?
* What environment will it work within?
* What type of security and protection is required?
* What does it need to be able to communicate with?

* Describes the major components of the system and how they
interact with each other, with the users, and with other systems



What is meant by the term “abstraction” ?

* A fundamental human capability that enables us to
deal with complexity

* Its purpose is to limit the universe so we can do things
* Selective examination of certain aspects of a problem

* Its goal is the purposeful isolation of important t; |
aspects and suppression of unimportant aspects 7%
(i.e. omitting details)

* Purpose determines what is and what is not important

* All abstractions are incomplete and inaccurate —but ~ /~,
this is their power and does not limit their usefulness ‘

* Many different abstractions of the same thing are possible

* Depending on the purpose for which they are made — The problem solving context
explains the source of their intent
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What is a conceptual model ? Conceptual Mode

e An abstraction of things for the purpose of understanding them

Enables dealing with systems that are too complex to understand directly

Omits nonessential details making them easier to manipulate than the
original entities
* The human mind can cope with only a limited amount of information at one time

* Models reduce complexity by separating out a small number of important things to
deal with at a time

Aids understanding complex systems by enabling visualization and communication of
different aspects expressed as individual models (“views”) using precise notations
« Communicate an understanding of content, organization and function of a system

» Useful for verifying that the system meets requirements

* To be relied on, models must be validated by comparison to the implemented system to assure they accurately
represent and document the implemented system

Serves several purposes
* Testing a physical entity before building it

« Communicating a shared understanding of the system with stakeholders, users, developers, information
system auditors and testers



Models help us understand Information Systems...
and how to defend them...

Models are ways to describe reality

Model quality depends on skill of model designers and qualities of the
selected model

Building blocks of models is a small collection of abstraction mechanisms
* Classification
* Aggregation
* Generalization
* Can you think of any others?

Abstractions help the designer understand, classify, and model reality



Classification

* An abstraction used to define one concept as a class of real-world objects

characterized by common properties

Smart Client Public Portal

P ——

_—

execute

=

read & valldato

/-ﬁ

\../ VA

Client Layer
Decision Support
Client Layer = TeEm -
Example: Classes of software types _
within an enterprise service-oriented -
architecture
Domain Layer
Service Layer -
Object-Relational
Mapping Layer
Database Layer
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Aggregation

An aggregation abstraction defines a new composite class from a set

of other classes that represent it components

“Gateways”
Field Data Industry Interagency .
Gateway Gateway Gateway LU
| |
Workflow Notifications
Management
0 Enterprise Service Bus )
@ COTS Bus ) —- Integrated Data Bus— ) —————Custom Applications Bus }
4 ™ (1
Case UST Custom
Management EQuIS FogBugz ADMIN+ AMI+ H Petro+ REM+ Interface App
Ad-Hoc N
System
Integrated Query
“ . ” Database Analysis “Cust Apblicati ”
\COTS = Commercial Off The Shelf Y Reporting \-ustom Applications
MIS 5214 Security Architecture 17




Classification and Aggregation

Are 2 basic abstractions used for:
* Building data structures within databases and programming languages
* Building and organizing computational processes within applications
* Building and organizing applications within systems
* Building and organizing applications and minor systems within major systems



consolidation methodology
“view integration”

View 2

model integration achieved by:

binary
consolidation

1. Identifying,
View 3 2. Resolving, and

3. Consolidating

i - Commonalities (and synonyms)
inary
consolidation

and

 Differences (and homonyms)

MIS 5214 [Security Architecture
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Information models from disparate _

business units Common Geospatial Components

Unique Components

MIS 5214 Security Architecture 20



System A

-Location Code
-Dock Code
-Dock Name
-Dock Facility T

System B

-Dock Status Code
-Shipping/Receiving Code
-Activated (Meta)

-Location Code
-Dock Code
-PWD Name
-NDC Code

-Purpose

-Date of Initial Service
-Ferry Terminal?

-Terminated (Meta -Verfication (Meta)

-Year Verified (Meta) -Verification Date (Meta)

-Last Change (Meta) -Last Modified Date (Meta)
. | +

D

<

Dock Alias

-Dock Name
-Official?

¢

1

Cargo

-Foreign?

Foreign Cargo?

System C

-Location Code
-Dock Code
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Generalization

* A generalization abstraction
defines a subset relationship
between elements of two more
classes

* In generalization, all the abstract
properties defined for the
general generic class (super-
class) are inherited by all the
subset specialized classes (sub-
class)

MIS 5214 Security Architecture

Datasets = {Dataset, : i = source. derived}.

Dataset j,veq = {Dataset jiveax - k = intermediate. product}.

Source
/
Derived
n
m Z\
Or (i.e. is either one,
‘ the ether, or beth)
Transformed Intermediate Product

Data lineage metadata model

23



Generalization enables partitioning objects and
structuring common properties and methods

Source

Derived

Or (i.e. is either one,
the ether, er beth)

Transformed Intermediate

Product ‘

Example of generalizations of
different types of datasets

MIS 5214 Security Architecture

Source

Properties .

Command
Properties

Command
Properties

SOURCE SOURCE SOURCE
Source Source L
Properties Properties

I ) ( )
parent child

‘l I parent parent

chitd > <~ child

DERIVED DERIVED

Intermediate Intermediate
Command
[] Properties |

| )
parent child

DERIVED
Intermediate

| - parent
\\ / child
child
"--...____‘_____
parent
\\H___* DERIVED

Command Product
Properties

Product
Properties
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Data Provenance Metadata System

" | Geolineus - /EXPORT/PLAYGROUND/GDIMASTER/RELEASES/GEOLINEUS30/DEMO/DEMG.
FILE DIAGRAM ICONS LINEAGE SELECT UPDATE DELETE HELP ]

WELLS

LOTS

LANDUSE

IN_COVER:

/ OUT_COVER: [BUFWELLS

/ BUFFER_ITEM: [
4 BUFFER_TABLE: [#

BUFFER_DISTANCE: 120

FUZZY_TOLERANCE: |#

FEATURE_TYPE: |POI

NOTE:

arger than the distance
ecified by the client.

and then gress the Ripple
button. This will recreat

Is buffer distance may be |4

OUTPUTS gange it, edit the distance

R T ————
N FIRST_CREATED: [Sun 28-Apr-1991 16:33

LAST_RECREATED: [Mon 29-Apr-1896 11:39

MIS 5214 Security Architecture

0K Ripple... | Cancel

Source

Source
Properties

Command
Properties

Command
Properties

Transformed

Or (i.e. is either one,
the ethar, er beth)

Intermediate J Product J

SOURCE

parent child

v |

DERIVED
Intermediate

parent child

DERIVED
Intermediate

\ child
S—

parent

\\.‘__‘,

Command
Properties

Product
Properties

SOURCE SOURCE
Source L Source L
Properties Properties

K parent parent J

child S~ — child

™~.__ DERVED
Intermediate
Command
Properties 1

parent

child

DERIVED
Product
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Conceptual models of information system design
and development... ;

Conceptual
design

PLANNING ¢

Conceptual schema

MAINTENANCE ‘ AR 'L
Logical
design
~ SDLC ' |
r <  Software Development Life Cycle Logical schema

IMPLEMENTATION DESIGN i

‘ Physical
design
DEVELOPMENT i

Physical schema

INTEGRATION & TESTING

MIS 5214 Security Architecture 26
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Models help us understand enterprise information
systems and their security

Business Architecture

Business Architecture

Horatio Huxham’s BITS

https://en.wikipedia.org/wiki/Enterprise_informatio

MIS g 2ddcarityiavchitectareure

Contextual Security Architecture

A.
Architecture
Vision

Conceptual Security Architecture

H. B.
Architecture Business (LG
Change Architecture BE
Management

Logical Security Architecture

| |

C.
Information
Systems
Architectures

G.
Implementation
Governance

Requirements
Management

Physical Security Architecture

|

Component Security Architecture

alnpayaly Alunaes jeuonesado

7 D. £
Migration Technology
Planning Architecture
=
Opportunities

and
Solutions

The Open Data Group Architecture Framework Sherwood Applied Business Security
(TOGAF) Version 9.1 Architecture (SABSA)

https://www.opengroup.org/architecture/togaf91/downloads.htm http://www.sabsa.org/white_pager



Wikipedia: https://en.wikipedia.org/wiki/Enterprise information security architecture, accessed 2017-1-19

% N

: . =
Enterprise architecture 3
consists of: §
 Business Architecture

* |Information Architecture
* Technology Architecture
e Security Architecture

Horatio Huxham’s BITS

https://en.wikipedia.org/wiki/Enterprise_informatio
n_security_architecture

Business Architecture

MIS 5214 Security Architecture


https://en.wikipedia.org/wiki/Enterprise_information_security_architecture

An organization chart may
reflect the architecture of the
business

oo

Retail Wareh
M.meung - l.T‘ s':"s A.'""ou.‘. -Hum:. - - - -

Marketing Core Projects Store Warehouse cTral_nlng &
Officer Head Area Manag, Manag: Officer
Production Core Projects Store Warehouse
Staff Staff Manager Area Head

Business Architecture

Production

Production
Manager

mim || G | | W

Special

" S Management Lines
gy D Directly Managed by COO

. Directly Managed by CFO
[l Co-Managed by COO and CFO

MIS 5214 Security Architecture 29



MIS 5214 Security Architecture

The Open Data Grop Architecture Framework
(TOGAF) Version 9.1

30



Architecture Principles, Vision, and Requirements

Preliminary

Information Architecture oy o e

Business Principles,

Strategy Objectives, and Drivers

Architecture Requirements

Canstraints Assumplions

Prelimina ) .
g/ Business Architecture Information Systems Architecture

Technology
Motivation Data

Architecture
Application

Infarmation

Platfarm
Data Entities System
A ey — Services
Architecture
Vision Organization
H. B.
Architecture Business
Change Architecture Data Organization

Management

Architecture

Function
G. C.
implementation Information gsil'less Processes,
Governance Systems rvices, Events,
Architectures Contracts, Controls,

Service Qualities Products

Application
F. D. A p:. Architecture Realization
rchitecture
g}gﬁ'ﬁg Leg],?:éz,gi Opportunities, Solutions, and Migration Planning Implementation Governance
=
it Architectu
Oppom(.;nities Capabilities Work Packages E:un = Guidelines
an
Solutions

TOGAF Content Metamodel
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Information Architecture

Information Systems Architecture Technology
Architecture

Business Architecture

Data Application

Motivation

Information
Dala Entities System
Services

Organization

Location

MIS 5214 Security Architecture 32



Conceptual models of Information Systems

Information Systems Architecture

Data Application

Infoermation
Data Entities System
Services

Content & Function &
Strgéeturecurity Architecture Use

Wizl

3rowser
Wieh

erver

Application
Server

Data
Seryer

—FRequest —m-
A—Fesult —

\f
O
"\
==

_:_:_:_'..'.'.' E}!CECU'ZE-'
Fequest LB
Feturn

Res=ult
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Conceptual models of Information Systems

Content & Structure —

MIS 5214 Security Architecture

Information Systems Architecture

Data

Dala Entities

Application

Information
System
Services

> Function & Use
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Information Systems — Models of Information Flows

Customers,

Suppliers.

Business Partners

Human
Resources

Finance and
Accounting

Sales and
Marketing

Manufacturing
and Production

MIS 5214 Security Architee)NSTIONAL
AREAS

Transaction Processing Systems

“Enterprise applications automate processes that span multiple
business functions and organizational levels and may extend
outside the organization”

Management Information Systems

Order
file
Production Mn:oum “'m =
master “ planning -
file system =
. B
s — H
] g 1
e
L
Accounting 7 -
files !

=
F

MIS FILES

Sales
data

* Unit
product
cost data

Product
data

Expense
data

oy

Reports Online Displays
and Dashboards

Laudon, K.C. and Traver, C.G. (2011), Management Information Systems, P¥éntice Hall




An example of an
Important security
architecture model:

“Defense in Depth”

Also known as:
* Layered Security

We will focus our study on elements of layered
security moving forward...

MIS 5214 Security Architecture




N-Tier Architecture for kids

’
1

—ee A S-5244 Security Architecture
o) 0:01/12:20

Play (k)

Scroll for details
v

>l
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n-Class Exercise: Draw a conceptual mode of an
N-Tier Architecture for a Web-Based System

* Consider the purpose and contents of a web-based system for managing
the accounts of customers of a public utility for a small town

* Using what you learned in the video, draw an N-Tier Architecture for the
web-based system

https://app.diagrams.net/

* |dentify in your diagram:
1. Where the users are
2. How their data flows through the system as they access and view their billing records


https://app.diagrams.net/

Agenda

v'Threat Modeling Exercise

v'Information Systems — some definitions

v'Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families



NIST Risk Management Framework

- Multitier Organization-Wide Risk Management

- Implemented by the Risk Executive (Function) STRATEGIC RISK
- Tightly coupled to Enterprise Architecture
and Information Security Architecture
- System Development Life Cycle Focus ORGANIZATION
- Disciplined and Structured Process (Governance)
- Flexible and Agile Implementation
MISSION | BUSINESS PROCESS
(Infermation and Information Flows) TACTICAL RISK

INFORMATION SYSTEM
(Environment of Opearation)

This publication is available free of charge from: http:/idx.doi.org/10.6028/NIST.SP.800-37r1

NIST Special Publication 800-37

Revision 1

Guide for Applying the Risk
Management Framework to

Federal Information Systems
A Security Life Cycle Approach

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

Computer Security Division
Information Technology Laboratory
National Institute of Standards and Technology

http:/fdx.doi.org/10.6028/NIST.SP.800-37r1

February 2010
INCLUDES UPDATES AS OF 06-05-2014: PAGE IX

CNT OF ¢,
P g,

U.S. Department of Commerce
Gary Locke, Secretary

National Institute of Standards and Technology
Patrick D. Gallagher, Director

MIS 5214 Security Architecture
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NIST Risk Management Framework

Repeat as necessary

-

Starting
Point

Step 6

MONITOR
Security Controls

Step 1

CATEGORIZE
Information System

-

Step 5

AUTHORIZE
Information System

RISK
MANAGEMENT
FRAMEWORK

Step 2

SELECT
Security Controls

MIS 5214 Security Architecture

<

Step 4

ASSESS
Security Controls

Step 3

IMPLEMENT
Security Controls

<=
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NIST Risk Management Framework

SP 800-37 / SP 800-53A

MONITOR
Security Controls

SP 800-37

AUTHORIZE
Information System

SP 800-33A

- ASSESS
Security Controls

Starting Point
FIPS 199/ SP 800-60

CATEGORIZE
Information System

RISK MANAGEMENT

FRAMEWORK

Security Life Cycle
SP 800-70
- IMPLEMENT
Security Controls

MIS 5214 Security Architecture

&=

FIPS 200 / SP 800-53

SELECT
Security Controls

SP 800-53 / SP 800-30

SUPPLEMENT
Security Controls

SP 800-18

DOCUMENT
Security Controls

FIPS PUB 199

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8900

February 2004
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FIPS 199: Qualitative risk assessment

objectives

based on security

POTENTIAL IMPACT

FIPS PUB 199

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8900

Febraary 2004

%

Frargs of

U.S, DEPARTMENT OF COMMERCE
Donald L. Evans, Secretary

TECHNOLOGY ADMIN
Phillip J. Bond, Under Sec

Jfor Technalogy

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
Arden L. Bemeni, Jr., Director

Security Objective

Low

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 U.S.C., S5EC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals,

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 US.C., SEC. 3542]

The unauthorized
maoedification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals,

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse etfect on
organizational operations,
organizational assets, or
individuals.

MIS 5214 Security Architecture

Availability

Ensuring timely and
reliable access to and use
of information.

[44 US.C., SEC. 3542]

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals,

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.
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FIPS Pub 199 Standards for Security Categorization Low: Limited adverse effect

Medium: Serious adverse effect
High: Severe or catastrophic adverse effect

The generalized format for expressing the security category, SC, of an information system 1s;

SC information svstem = {{confidentiality, impact), (integrity, impact), (availability, impace) |,

where the acceptable values for potential impact are LOW, MODERATE, or HIGH.,

Example with multiple information types:

SC contract information = {(confidentiality, MODERATE). (integrity, MODERATE), (availability, LOW)}. = MODERATE rating

and

SC administrative information = {{confidentiality, Low), (integrity, Low), (availability, Low)|. = LOW rating

The resulting security category of the information system 1s expressed as:

SC acquisition system = {(confidentiality, moperaTe), (integrity, MonEraTE), (availability, Low) |, = MODERATE rating

MIS 5214 Security Architecture 44



What are the security categorizations of these datasets?

Dataset Confidentiality Integrity Awvailability Impact Rating
Communication High Moderate | Moderate High
Electric Moderate Moderate | Moderate Moderate
Traffic control Low Low Low Low

Comm_Electric Geodatabase

Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low

Water_Sewer Geodatabase

Parcel Boundary Shapefile Low Low Low Low
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What is the overall impact ratings of the datasets?

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low

Comm_Electric Geodatabase

Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low

Water_Sewer Geodatabase

Parcel Boundary Shapefile Low Low Low Low

MIS 5214 Security Architecture 46



What are the security categorizations of the geodatabases?

 Confidentiality Integrity Availability Impact Rating

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low
Comm _Electric Geodatabase High Moderate | Moderate High
Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low
Water Sewer Geodatabase Moderate Moderate Low Moderate
Parcel Boundary Shapefile Low Low Low Low
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What is the overall Information System impact rating?

System - Critical Infrastructure Information

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low
Comm _Electric Geodatabase High Moderate | Moderate High
Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low
Water Sewer Geodatabase Moderate Moderate Low Moderate
Parcel Boundary Shapefile Low Low Low Low

High

MIS 5214 Security Architecture
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How would you transform these ordinal impact ratings into

quantitative risk measures?

System - Critical Infrastructure Information

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low
Comm_Electric Geodatabase High Moderate | Moderate High
Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low
Water Sewer Geodatabase Moderate Moderate Low Moderate
Parcel Boundary Shapefile Low Low Low Low

High

MIS 5214 Security Architecture
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How would you quantity risk to prioritize asset types
for cost-effective information security protection?

Overall Risk of CIA Breach

———
Communication High High
Electric Moderate OW
Traffic control Low LOW
Water Distribution System Moderate LOW
Sanitary Collection System _Low _LOW
Storm Collection System _LOW _LOW
Parcel Boundary Shapefile _Low Moderate
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CHAPTER 10 Risk Management
NIST Special Publication 800-100 Info ation Secu_rlty s T
Handbook: A Guide for '
[ ) bl
Managers - - Impact
Threat Likelihood Low (10) Maderate (50) High (100}
N lsr Recommendations of the National High (1.0) 10 1010 Bl 1.0 ) 20001, 0 100
National Institute of Institute of Standards and Technology St . Weaa~1 B0~ a5
Standards and Technology Low (0.1) 10x0.1=1 50x01=5 100x0.1= 10
Technology Administration i oan Risk Scale: High (>5010 100)  Moderste (>10 0 50)  Low (1 to 10) s
U.S. Department of Commerce auline < Because the determination of risk ratings for impact and threat likelihood is largely
Joan Hash subjective, it is best to assign each rating a numeric value for ease of calculation.
Mark Wilson The rationale for this justification can be explained in terms of the probability
assigned for each threat likelihood level and a value assigned for each impact level.
For example:

+ The probability assigned for each threat likelihood level is 1.0 for high, 0.5 for
moderate, and 0.1 for low.

I N F O R M A T I O N S E C U R I T Y -'{gef:fllg:.assigned for each impact level is 100 for high, 50 for moderate, and

Table 10-2, below, describes the risk levels shown in the above matrix. This risk
scale, with its ratings of high, moderate, and low, represents the degree of risk to
which an information system, facility, or procedure might be exposed if a given
vulnerability were exploited. It also describes the type of action senior managers
must take for each risk level.

Computer Security Division
Information Technology Laboratory
National Institute of Standards and Technology

Gaithersburg, MD 20899-8930 Table 10-2. Risk Scale and Necessary Management Action

Risk Level | Rigk Description and Necessary Management Action

October 2006 If an observation or finding is evaluated as high risk, there is a strong need for comective
High measures. An existing system may conti to operate, but a corrective action plan must be
put in place as soon as possible.

If an observation iz rated as moderate risk, comective actions are needed and a plan must be

#3*‘“1 oF °°h,,e —SEICD developed to incorperate these actions within a reasonable period of time.
& "c‘; L If an observation is described as low risk. the system's authorizing official must determine
& . whether corrective actions are still required or decide to accept the risk.
*

£ & 10.1.5 Step 5 = Control Recommendations

G
rpres of T
T The goal of the control recommendations is to reduce the level of risk to the

information system and its data to a level the organization deems acceptable. These
recommendations are essential input for the risk mitigation process, during which the
recommended procedural and technical security controls are evaluated, prioritized,
and implemented. This step is designed to help agencies identify and select controls
appropriate to the organization’s operations and mission that could mitigate or
eliminate the risks identified in the preceding steps. The following factors should be
considered in recommending controls and alternative solutions to minimize or

U.S. Department of Commerce
Carlos M. Gutierrez, Secretary

Technology Administration

Robert Cresanti, Under Secretary of Commerce for Technology eliminate identified risks:
National Institute of Standards and Technology » Effectiveness of recommended options (e.g., system compatibility);
William Jeffrey, Director » Legislation and regulation;

90
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ranstformation of ordinal qualitative risk categories
to interval quantitative risk measures

Thrsat

(. @ Impact
Threat Likelihood Low (10) Moderate (50) High (100)
High (1.0) 10x1.0=10 50x1.0=50 100 x 1.0 =100
Moderate (0.5) 10x05=5 50x05=25 100 x 0.5 =50
Low (0.1) 10:%0 151 50x0.1=5 100 x 0.1 = 10

01527
Risk Scale: High (>50 to 100) Moderate (>10 to 50) Low (1toc 10) ;

Requires the risk analyst to contribute additional knowledge
to transform ordinal scale into an interval scale...

NIST SP 800-100 “Information Security Handbook: A Guide for Managers”, page 90



. Dataset Impact Rating Likelihood Risk
Solution Communication 100 1 100
Electric 50 0.1 5
Traffic control 10 0.1 1
Communication High High Comm Electric Geodatabase Hfﬂh
Electric Moderate Low =
Traffic control Low Low 0
Water Distribution System Moderate Low Water Distribution System 50 0.1 5
Sanitary Collection System Low Low N N
Storm Collection System G T Sanitary Collection System 10 0.1 1
Parcel Boundary Shapefile Low Moderate Storm Collection System 10 0.1 1
+ Water_Sewer Geodatabase Moderate 0.1
- 0
Q::“i.::.*c'., Impact
gl G Parcel Boundary Shapefile 10 0.5 5
== T SR [ Dataset Impact Rating  Likelihood  Risk
Riskggs::izn (>80 10 100)1ox::d=er:re (>10t0 50) 50L::')(: ;510) — o Communication 100 1 100
Electric 50 0.1 5
Water Distribution System 50 0.1 5
=7 Parcel Boundary Shapefile 10 0.5 5
Traffic control 10 0.1 1
Sanitary Collection System 10 0.1 1
MIS 5214 Security Architecture Storm Collection System 10 0.1 53 1




Agenda

v'Threat Modeling Exercise

v'Information Systems — some definitions

v'Conceptual models of information systems

v'NIST Risk Management Framework

v'FIPS 199 Security Categorization

v'Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification system for security control families

MIS 5214 Security Architecture
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Conceptual Views of NIS

Step 2

SELECT
Security Controls

Starting
Point
Repeat as Yy
-> Step 1
CATEGORIZE
Step 6 Information System
MONITOR
Security Controls
RISK
MANAGEMENT
FRAMEWORK
Step 5
AUTHORIZE
Information System Step 4
Saciity Gontrols
-

A® 001 SP 80060/ Cy o
Q\Qs L/

Step 3
IMPLEMENT
Security Controls

SP 800-53A

SP 800-39"

/;9,,}

Risk Management Framework

=

SP 800-37 / SP 800-53A

MONITOR
‘Security Controls

SP 800-37

Information System

SP 800-33A

_ ASSESS
Security Controls

=)

Starting Point
FIPS 199 / SP 800-60

CATEGORIZE
Information System

=

RISK MANAGEMENT

FRAMEWORK

Security Life Cycle

SP 800-70

FIPS 200 / SP 800-53

SELECT
Security Controls

SP 800-53/ SP 800-30

&=
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Documenting Information System Security Categorization
in a System Security Plan

NIST Special Publication 800-18

i v Guide for Developing Security
Plans for Federal Information
Systems
National Institute of Marianne Swanson
Standards and Technology Joan Hash
Technology Administration Pauline Bowen

U.S. Department of Commerce

INFORMATION SECURITY
Monitor Select
Controls | 7 RS
Computer Security Division
Information Technology Laboratory
Institute of S and T
Gaithersburg, MD 20899-8930
Prepare* ]
v ] February 2006

Authorize PN °F°o.%
System j? A
% \’r" of ’*f

Assess
Controls

SP 800-53A

U.S. Department of Commerce
Carlos M.Gutierrez, Secretary

National Institute of Standards and Technology
William Jeffrey, Director

SP 800-39"
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-18r1.pdf

System Security Plan (SSP)

FedRAMP = Federal Risk and

FedRAMP

FedRAMP® (High,
Moderate, Low, LI-SaaS)
Baseline System Security

Plan (SSP)

for <Insert CSP Name>

<Insert CSO Name>
<Insert Version X.X>

<Insert MM/DD/YYYY>

Controlled Unclassified Information info@fedramp.gov
GSA fedramp.gov

MIS 5214 Security Architecture

Authorization Management Program

https://www.fedramp.gov/documents-templates/
FedRAMP® System

Security Plan (SSP)
Appendix A: High
FedRAMP Security
Controls

for <Insert CSP Na

<Insert CSO Name!

<Insert Version X X>|

et MDDV FedRAMP® System
Security Plan (SSP)
[ e Appendix A: Moderate
FedRAMP Security
Controls

for <Insert CSP Na

<Insert CSO Name}

<Insert Version X X>|

<Insert MMDDIYYYY; Fed RAMP@ System
Security Plan (SSP)
Appendix A: Low

FedRAMP Security

Controls
for <Insert CSP Name> @
<Insert CSO Name> FedRAMP

<Insert Version X X>

<Insert MMDDIYYYY> FedRAMP® System

Security Plan (SSP)

uuuuuuuuuuuuuuu Appendix A: LI-SaaS

FedRAMP Security
Controls

for <Insert CSP Name>

<Insert CSO Name>

<lnsert Version X.X>

<Insert MM/DD/YYYY>



https://www.fedramp.gov/documents-templates/

Information System Security Plan (SSP)

FedRAMP® System
Security Plan (SSP)
Appendix A: High
FedRAMP Security

Controls

FIPS 200/ SP 800-53 for<insertCSP Na

<Insert CSO Name)

Starting Point
FIPS 199/ SP 800-60

SP 800-37 / SP 800-53A

CATEGORIZE

Security Controls Security Controls FedRAMP® System
Security Plan (SSP)
e e st Appendix A: Moderate

FedRAMP Security

SP 800-37 R'SK MANAGEMENT SP 800-53 / SP 800-30 Controls
ST FRAMEWORK PN s
Information System Security Controls

Security Life Cycle B t— FedRAMP® System
Security Plan (SSP)
SP 800-53A SP 800-18 ot it Appendix A: Low
SP sw-7o FedRAMP SeCUrlty
Controls
. ASSESS DOCUMENT S =
Security Controls
FedRAMP® System
Security Plan (SSP)
g Appendix A: LI-SaaS
FedRAMP Security

Controls
for <insert CSP Name>

<Insert CSO Name>

<insert Version X X>

wert MMODIYYYY>
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Understanding Baselines and Impact Levels

Low Impact is appropriate where the loss of confidentiality, integrity, and

availability would result in limited adverse effects on an agency’s operations,
assets, or individuals

FedRAMP has 2 baselines for systems with Low Impact data:
* LI-SaaS Baseline and Low Baseline

LI-SaaS Baseline

e Accounts for Low-Impact SaaS applications that do not store personal identifiable

information (Pll) beyond that generally required for login capability (i.e. username,
password, and email address)

* Required security documentation is consolidated and the requisite number of

security controls needing testing and verification are lowered relative to a standard
Low Baseline authorization



Understanding Baselines and Impact Levels

Moderate Impact is appropriate for CSOs where the loss of
confidentiality, integrity, and availability would result in serious adverse
effects on an agency’s operations, assets, or individuals

* Accounts for nearly 80% of CSP applications that receive FedRAMP
authorization

Serious adverse effects could include significant operational damage to
agency assets, financial loss, or individual harm that is not loss of life or

physical.



Understanding Baselines and Impact Levels

High Impact data is usually in

* Law Enforcement and Emergency Services systems
* Financial systems
* Health systems

e ...any other system where loss of confidentiality, integrity, or availability could be expected to
have a severe or catastrophic adverse effect on organizational operations, organizational
assets, or individuals.

* The High Baseline accounts for the most sensitive, unclassified data in cloud
computing environments, including data that involves the protection of life and
financial ruin
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R FedRAMP® (High, Moderate, Low, LI-SaaS) Baseline System Security Plan (SSP)
™

<Insert CSP Name= | <Insert CSO Name> | <Insert Version X X> | <Insert MM/DD/YYYY>

TABLE OF CONTENTS

L e

B I |11 oo 0 e o o USSP . |

SyStem INFOrMALION ... ettt e e e et e e e e eaeeeeaneeenns

Leveraged FedRAMP-Authorized Services...................

w ~N O g AW

lllustrated Architecture and Narratives

11 Separation of Duties .
12 SSP Appendices List...
Appendix A <Insert CSO Name> FedRAMP Security Controls...

Appendix J <Insert CSO Name> Control Implementation Summary (CIS) and Customer

Appendix K <Insert CSO Name> Federal Information Processing Standard (FIPS) 199

fedramp.gov

FS T T TR = USRS

Assignment of Security ReSpONSIDIltY...........ccoe oo e
External Systems and Services Not Having FedRAMP Authorization ...........cccoocoeieininienicennens
8.2 INAITALIVE ... ettt et et e e es et e em e e e et eae e e e emeeaneenneas

9  Services, Ports, @and ProtOCOIS ..........ooiiieee e ettt e e e e e e e e enneanen

10 Cryptographic Modules Implemented for Data At Rest (DAR) and Data In Transit (DIT)

Appendix B <Insert CSO Name> Related ACIONYMS ..........ooimeieoeeeiee et
Appendix C <Insert CSO Name> Information Security Policies and Procedures............cccoccoveeeeenes
Appendix D <Insert CSO Name> USEr GUIAE ........ocui i e e s
Appendix E <Insert CSO Name> Digital Identity Worksheet ..o
Appendix F <Insert CSO Name> Rules of Behavior (RoB) ...
Appendix G <Insert CSO Name> Information System Contingency Plan (ISCP) .........cccccocoiieiieees
Appendix H <Insert CSO Name> Configuration Management Plan (CMP)............cccovveeinieeiieecciieenns
Appendix | <Insert CSO Name> Incident Response Plan (IRP) ...

Responsibilities Matrix (CRM) Workbook ...

(0221 (=To T T =1 (o] o USSP SRO S UUR U
Appendix L <Insert CSO Name>-Specific Laws and Regulations ...

Appendix M <Insert CSO Name> Integrated Inventory Workbook (W) ...

8.1 lllustrated ArChItECIUIE ... .o e e e e e e

............ 27

43

44
47
47

Where to document information system
categorization within a System Security Plan

‘

FedRAMP

FedRAMP® (High,
Moderate, Low, LI-SaaS)

Baseline System Security
Plan (SSP)

for <Insert CSP Name>

<Insert CSO Name>
<Insert Version X.X>

<Insert MM/DD/YYYY>

Controlled Unclassified Information info@fedramp.gov
GSA fedramp.gov
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Information System Security Plan (SSP)

SP 800-37 / SP 800-53A

Security Controls

SP 800-37

AUTHORIZE

Information System

SP 800-33A

ASSESS

Security Controls

=

RISK MANAGEMENT

Security Life Cycle
SP 800-70
_ IMPLEMENT
Security Controls

Starting Point
FIPS 199/ SP 800-60

CATEGORIZE
Information System

FRAMEWORK

MIS 5214 Security Architecture

FIPS 200 7 SP 800-33

SELECT
Security Controls

SP 800-53 / SP 800-30

SUPPLEMENT
Security Controls

&=

FedRAMP® System
Security Plan (SSP)
Appendix A: High
FedRAMP Security

Controls

for <insert CSP Nas

<Insert CSO Name)

MDD FedRAMP® System
Security Plan (SSP)
e e e Appendix A: Moderate
FedRAMP Security

Controls

for <insert CSP Na

<insert CSO Name:

st MMDDYYYY FedRAMP® System

Security Plan (SSP)
Appendix A: Low
FedRAMP Security

Controls
<Insert CSO Name> FodRAMP

FedRAMP® System
Security Plan (SSP)
Appendix A: LI-SaaS
FedRAMP Security
Controls

for <insert CSP Name>

M eeribel e b et

<Insert CSO Name>

<insert Version X X>

wert MMODIYYYY>




Security Controls

SP 800-37 / SP 800-53A

MONITOR
Security Controls

SP 800-37

AUTHORIZE
Information System

SP 800-33A

~ ASSESS
Security Controls

=

RISK MANAGEMENT

Starting Point
FIPS 199/ SP 800-60

CATEGORIZE
Information System

FRAMEWORK

Security Life Cycle
SP 800-70
IMPLEMENT
G| e | G
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SP 800-53 / SP 800-30

SUPPLEMENT
Security Controls

FIPS PUB 200

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Minimum Security Requirements for Federal
Information and Information Systems

Computer Secunity Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

March 2006

US. DEPARTMENT OF COMMERCE
Carlos M. Gutierrez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
William Jeffrey. Director




FIPS 200 Minimum Security Control Requirements

i

O 0 N o U

Access Control (AC)
Awareness and Training (AT)
Audit and Accountability (AU)

Certification, Accreditation, and Security
Assessment (CA)

Configuration Management (CM)
Contingency Planning
|dentification and Authentication
Incident Response (IR)
Maintenance (MA)

10.
11.
12.
13.
14.
15.
16.
17.

Media Protection (MP)

Physical and Environmental Protection *PE)
Planning (PL)

Personal Security (PS)

Risk Assessment (RA)

System and Services Acquisition(SA)

System and Communications Protection (SC)

System and Information Integrity (SI)



NIST RMF

Starting Point
FIPS 199 / SP 800-60 e e I
SP 800-37 / SP 800-53A { FIPS MEP 800-53

MONITOR - u::msm -l SELECT
Security Controls Il security Controls

="

s e - = =

Eaas RISK MANAGEMENT sedibvioesaibueostos:

AUTHORIZE FRAMEWORK A l
R Security Life Cycle Rauisty Cuoais
SP 800-33A SP 800-18
SP 800-70
ASSESS DOCUMENT

NIST Special Publication 800-53
Revision 5

Security and Privacy Controls for
Information Systems and Organizations

JOINT TASK FORCE

This publication is available free of charge from:
https://doi.org/10.6028/NIST.5P.800-53r5

September 2020
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE XVil
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U.5. Department of Commerce
Wilbur L. Ross, Jr., Secretary

National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology
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Minimum Security Controls have evolved

NIST Special Publication 800-53
Revision 5

Security and Privacy Controls for
Information Systems and Organizations

JOINT TASK FORCE

This publication is available free of charge from:
https:///doi.org/10.6028/NIST.SP.800-53r5

September 2020
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE Xl

U.5. Department of Commerce
Wilbur L. Ross, Ir., Secretary

National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary of Commerce for Stendords and Technology

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

ID FAMILY ID FAMILY

AC Access Control PE Physical and Environmental Protection
AT Awareness and Training PL Planning

AU Audit and Accountability PM Program Management

CA Assessment, Authorization, and Monitoring PS Personnel Security

("] Configuration Management PT Pll Processing and Transparency

cp Contingency Planning RA Risk Assessment

1A Identification and Authentication SA System and Services Acquisition

IR Incident Response SE System and Communications Protection
MA Maintenance Sl System and Information Integrity
MP Media Protection SR Supply Chain Risk Management

=

Since FIPS 200 was written in 2006, 3
more control families have been added




NIST Special Publication 800-53B

CNTL
NO.

E INITIAL CONTROL BASELINES
CONTROL NAME
£ LOW

MOD HIGH

Awareness and Training

AT-1

Security Awareness and Traning Policy and P1 AT-1 AT-1 AT-1
Procedures

How we use FIPS 199 security
categorization to select security

controls...

AT-2 | Security Awareness Training P1 AT-2 AT-2(2) AT-2(2)
. o
Control Baselines for Information AT-3_| Role-Based Security Training P1 AT-3 AT-3 AT
S Stems and Or anizations AT-4 Security Training Records P3 AT-4 AT4 AT-4
- WITIAL CONTROL BASELINES
y g AT-5 Withdrawn — = = = & CONTROL NAME E
- — HE woo won
Mdlt and Amuumabll”‘? 5C-25 | Thin Nodes. PO Mot Selected Not Selected Not Selected
N . N 5C-20 | Honeypots. PO | MNotSelected | NotSelected | Mot Selected
AL Audit and Accountability Policy and P1 AL-1 AL AL 5027 | Platiom-Ind: cations 0 | NotSeleced | NoiSeleced | NotSelected
Pmcedures SC-28 | Protection of Information at Rest F1 Mot Selected f;;t:ed ch;fm“
JOINT TASK FORCE AU-2 | Audit Events P1 Al-2 AL-2 (3) AL-2 (3) s conmor nae e |
Low woo o
A3 Content of Audit Records P1 AL-3 AU-3 (1) AU-3 (1) (2) 5710 | Deveioper Contguraton Naragement il Wl W] sang | oecied [ ot Seleced
<511 | Developer Secrey Tesing d Evatsion | P1 | ot Sl | 5E =
AU-4_| Audt Storage Capacity P1 AU AU AU e — e e I e e
AU-5 | Response to Audit Processing Falures F1 AL-5 AU-5 AU-5 (1) (2) o oo : N e e
= =l ot
AU-E | Audit Review, Analysis, and Reporting P AU-8 AU-G (1) (3) S N
P16 | Loaton o ommaon Sy Coparets | 73 | oSl | oSl | PEAE | sl | i sl | ot Mot St
= [ P0 | i Secies | ot Seeces | s seteces | ot sotstas | ot setes
This publication is available free of charge from AL-7 Audit Reduction and Report Generation P2 Mot Selected ALU-T (1) AT (1) PE20 | Asset Monitorng and Trazking mm:uw NotSelected | NotSelected | Not Selected | ot Selected | Mot Selected i:::i: ::::z:
httos://dol.org/10.6028/NIST.5P.800-538 AU | Time Stamps F1 AU-3 AU-8 (1) AU-E (1) - ; e covmoLsmsemes [T o] St o roe ) ot | et S
CONTROL NAME -
AU-3 | Protection of Audit Information P AL-g AL-D (4) AL-B (2) (3) (4) "" 2 I N e [ == s
= — R3_| Incident Response Testng P2 | Mot Selected R3(2) R3(2) 7"
1 n i j -1 Incident Handling ) (1) (4] 5C-2
AU-10 | Non-repudiation P2 Not Selected Mot Selected AU-10 AT o = e -
AU-11 | Audit Record Retention F3 AL-1 AU-11 AU-11 L2 Lnecesopenng ol s ew [ sew f )
October 2020 INITIAL CONTROL BASELINES s Net Ssiected | 200 oo t Selected s
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE XI AU-12 | Audit Generation P1 Al-12 AU-12 AL-12 (1) (3) s FONTROLNAME % i~ ow | | NotSekeaed |- e AR
e | Mot Sl
Al-13 | Monitoring for Information Dischosure PO | Mot Selected Mot Selected ot Selected e o] cuo 5 == N e B
I Information System Component Invento CM-: -3 (1) 1 4 P54 (2) SC-10 SC-10 ¥ EX
Al-14 | Session Audit PO | Mot Selected Mot Selected Not Selected e S Gty |7 s R R P W s
TN e T R T e e o | sen | s |t =
(90 0y AU-15 | Albemnate Audit Capability FO | MotSelected | Mot Selected Not Selected o5 | smmen e e e ——_———_—€ e e
g % K . ontingency Plannin MAS (1) = = = {Selected | WotSelecied
8 b Al-16 | Cross-Organizational Auditing PO Not Selected Mot Selected Not Selected T X X e | e SCTE | iSelected | Mot Selacied
= o Sceces | o Sceces | s 10 =
: : Security Assessment and Authorization == I B e = ST Fooecea | it soevea
% 5 : : e Taring Rl s s - -
% & CA-1 | Security Assessment and Authorization P1 CA-1 CA-1 CA-1 or+ [ commpeey o ey nl o | e son | som
S7ares of © Paolicies and Procedures e | M e = —
Cp7 | Abema Precessng 57 P | Mot Seecss
CA-2 | Security Assessments P2 CA-2 CA-2 (1) CA-Z (1) (2) _—_—— S ] i i
wom e
U.S. Department of Commerce CA-3 | System Interconnections P1 CA-3 CA-3 (D) CA-3 (3) 6P| Inormaten Sysem Backup e 2T B asees | scar
Wilbur L. Ross, Jr., Secretary CA-4 Withdrawn — . . - Sl == = sr| o o0 @
P11 | Abemate Cormnictons Pt 3 | it Seecies | Mot seteied | e Sl 5
ational Institute of Standards and Technology -3 s -2 3 S S =
National I f Standards and Technolog CA-5 | Plan of Action and Milestones P3 CA-5 CA-5 CA-§ s
Walter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology CA-8 Security Authorization P2 CA-8 CA-8 CA-8 W Em— MM&,‘PHM = i = = o ==
=
CA-T Continuous Monitoring P2 CA-T CA-7 (1) CA-7 (1) 2| ldenicsion ans Apentcston P w2002 | 2@ i
CA-8 Penetration Testing P2 Mot Selected Mot Selected CA-3 = Ejj;‘j;;‘f:;;‘::j“““““‘““““ L ot St = ;
5 wthenticator Management -5 (1) ( 5 (1)(2) (31 -5 (1) (2) (31 3
CA-0 | Intemal System Connections P2 CA-0 CA-D CA-D s e i M il Ml
o | Auerieser e s s pra
Configuration Management TS N S -
CM-1 | Configuration Management Policy and P1 CM-1 Ch-1 CM-1 P e ey wvm—oey ) TPy TR AP e
10| Acapiue denfcton and Autvetotion | PO | Nt el | Nt Seletes | Mot Selectes
Procedures i1 P sanvcson P | e st | otsalees | ot selstes
: = = — =
CM-2 | Baseline Configuration P1 CM-2 CM-2 (1) (3 (7)) | CM-2{1}(2)(3) R1_| Inceent Resporse Poiey meProcesures._ [ P1 [ R1 | A1 | IR
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NIST 800-53 risk controls are typically presented alphabetically

TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

ID FAMILY ID FAMILY

AC Access Control PE Physical and Environmental Protection
AT Awareness and Training PL Planning

AU Audit and Accountability PM Program Management

CA Assessment, Authorization, and Monitoring PS Personnel Security

cM Configuration Management PT PIl Processing and Transparency

cp Contingency Planning RA Risk Assessment

1A Identification and Authentication SA System and Services Acquisition

IR Incident Response SC System and Communications Protection
MA Maintenance SI System and Information Integrity

MP Media Protection SR Supply Chain Risk Management




NIST 800-53 Controls can be grouped by “Class”

CLASS FAMILY IDENTIFIER
l Management Risk Assessment RA
NIST Special Publication 800-18 .
Revision 1 Guide for Developing Security Management Planning PL
Plans for Federal Information Management System and Services Acquisition SA
Systems e . . . \
NIST Management Certification, Accreditation, and Security Assessments CA
i itu Maria Swans: . . i}
Sicridomild i Fickmetba SN s R Operational Personnel Security PS
Technology Administration Pauline Bowen ; ., . .
US. Deperiment of Commercs Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
INFORMATION SECURITY Operational Configuration Management CM
Operational Maintenance MA
o oot o Operational System and Information Integrity ST
OMpUisr Secul IWISI0N
Information Technology Laboratory . . .
P e e m Operational Media Protection MP
February 2006 Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
: ‘. L W h ‘u
Technical Access Control AC
Comert o Sy Technical Audit and Accountability AU
e Technical System and Communications Protection SC

Table 2: Security Control Class, Family, and Identifier
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3.16 RISK ASSESSMENT FAMILY

Table 3-16 provides a summary of the controls and control enhancements assigned to the Risk
Assessment Family. The controls are allocated to the low-impact, moderate-impact, and high-
impact security control baselines and the privacy control baseline, as appropriate. A control or
control enhancement that has been withdrawn from the control catalog is indicated by a "W"
and an explanation of the control or control enhancement disposition in light gray text.

TABLE 3-16: RISK ASSESSMENT FAMILY

g SECURITY CONTROL
CONTROL CONTROL NAME g £ BASELINES
LI CONTROL ENHANCEMENT NAME g g

H low | MOD | HiGH
RA-1 Policy and Procedures X X x X
RA-2 Security G X X X
RA-2(1) IMPACT-LEVEL PRIORITIZATION
RA-3 Risk X X ® X
RrA-3(1) SUPPLY CHAI RISK ASSESSMENT X x x
RA-3(2) USE OF ALL-SOURCE INTELUGENCE
RA-3(3) DYNAMIC THREAT AWARENESS
RA-3(4) PREDICTIVE CYBER ANALYTICS
RA-5 Vulnerability Monitoring and Scanning | X ‘ x ‘ X
RA-5(2) UPDATE VULNERABILITIES TO) B8 SCANNED X x x
RA-5(3) BREADTH AND DEPTH OF COVERAGE
RA-5(4) DISCOVERABLE INFORMATION X
RA-5(5) PRIVILEGED ACCESS x X
RA-5(6) AUTOMATED TREND ANALYSES
RA-5(8) REVIEW HISTORIC AUDIT LOGS | ‘ ‘
RA-5(10) CORRELATE SCANNING INFORMATION
RA-5(11) PUBLIC DISCLOSURE PROGRAM X x X
RA-6 Technical Surveillance Countermeasures Survey
RA-7 Risk Response X X x X
RA-8 Privacy Impact Assessments X
RA-8 Criticality Analysis x x
RA-10 Threat Hunting

CHAPTER THREE PAGE 41

How do you determine which
RA controls are relevant to
the web-based system you
began designing for
managing the utility’s
customers’ billing records for
the small town ?

TABLE 3-16: RISK ASSESSMENT FAMILY

§ SECURITY CONTROL

CONTROL CONTROL NAME 3 & BASELINES
D CONTROL ENHANCEMENT NAME § § 1 ‘ ‘

g LOW | MOD | HIGH
RA-1 Policy and Procedures X X X X
RA-2 Security Categorization X X X
RA-2(1) IMPACT-LEVEL PRIORITIZATION
RA-3 Risk Assessment X X X X
RA-3(1) SUPPLY CHAIN RISK ASSESSMENT X X X
RA-3(2) USE OF ALL-SOURCE INTELLIGENCE
RA-3(3) DYNAMIC THREAT AWAREMNESS
RA-3(4) PREDICTIVE CYBER ANALYTICS
RA-5 Vulnerability Monitoring and Scanning X ‘ X X
RA-5(2) UPDATE VULNERABILITIES TO BE SCANNED X X X
RA-5(3) BREADTH AND DEPTH OF COVERAGE
RA-5(4) DISCOVERABLE INFORMATION X
RA-5(5) PRIVILEGED ACCESS X X
RA-5(B) AUTOMATED TREND ANALYSES
RA-5(8) REVIEW HISTORIC AUDIT LOGS ‘
RA-5(10) CORRELATE SCANNING INFORMATION
RA-5(11) PUBLIC DISCLOSURE PROGRAM X X X
RA-B Technical Surveillance Countermeasures Survey
RA-7 Risk Response X X X X
RA-8 Privacy Impact Assessments X
RA-9 Criticality Analysis X X
RA-10 Threat Hunting
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FAMILY: RISK ASSESSMENT

R A - 1 RA-1 RISK ASSESSMENT POLICY AND PROCEDURES
Control: The organization:

a. Develops. documents, and disseminates to [Assignment: organization-defined personnel or
roles]:

pose, scope. roles, responsibilities.
10ng organizational entities. and compliance:

of the risk assessment policy and associated

ization-defined frequency]: and
organization-defined frequency).

tablishment of policy and procedures for the
Is and control enhancements in the RA family.
. Executive Orders. directives. regulations,
policies and procedures at the organization

s and procedures unnecessary. The policy can
ty policy for organizations or conversely. can
mplex nature of certain organizations. The

am in general and for particular information
nent strategy is a key factor in establishing

policy and procedures. Related control: PM-9.

Control Enhancements: None.
References: NIST Special Publications 800-12. 800-30, 800-100.

Pronty and Baseline Allocation:

1 [Low Rat

| HIGH RA-1 73




SSP — Control Inventory Example
RA-1 Policy and Procedures (L)(M)(H) RA-1 Control Summary Information

Responsible Role:

a. Develop, document, and disseminate to [Assignment: organization-defined personnel or | Parameter RA-1(a):

roles]: Parameter RA-1(a)(1):

1. [Selection (one-or-more): organization-level; mission/business process-level; Parameter RA-1(b):

system-level] risk assessment policy that: Parameter RA-1(c)(1)-1:
Parameter RA-1(c)(1)-2:

(a) Addresses purpose, scope, roles, responsibilities, management

commitment, coordination among organizational entities, and compliance;
and Parameter RA-1(c)(2)-2:

Parameter RA-1(c)(2)-1:

. . . . . . . Implementation Status (check all that apply):
(b) Is consistent with applicable laws, executive orders, directives, regulations,

policies, standards, and guidelines; and

O Implemented
O Partially Implemented
2. Procedures to facilitate the implementation of the risk assessment policy and the O Planned

associated risk assessment controls; O Alternative implementation
O Not Applicable

b. Designate an [Assignment: organization-defined official] to manage the development,

. . . . . . Control Origination (check all that apply):
documentation, and dissemination of the risk assessment policy and procedures; and

O Service Provider Corporate FedRAMP
c. Review and update the current risk assessment: [ Service Provider System Specific
. . . O Service Provider Hybrid (Corporate and System Specific) ®
1. Policy [FedRAMP Assignment: at least every three (3) years] and following FedRAMP® System

Security Plan (SSP)

[Assignment: organization-defined events]; and Appendix A: Moderate

RA-1 What is the solution and how is it implemented?

2. Procedures [FedRAMP Assignment: at least annually] and following [FedRAMP S FedRAMP Security
Assignment: significant changes]. ' Controls
Part b: for <Insert CSP Name>
Part c: <Insert CSO Name>

<Insert Version X.X>

<Insert MM/DD/YYYY>

" Controlled Unclassified Information infog@ledramp.gov
GSA fedramp gov




How to assess an InfoSec Control ?
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Special Publication B00-534 Assessing Security and Privacy Controls in Federal Information Systems

Revision 4

and Organizations — Building Effective Assessment Plans

Assessing InfoSec control e s

MIS 5214 Security Architecture

RA-1

RISK ASSESSMENT POLICY AND PROCEDURES

ASSESSMENT OBJECTIVE:

Determine if the organizaiion:

RA-1(a)(1) | RA-1(a)1)[1] | develops and documents a risk assessment policy thar
addresses:

RA-1(a)(1)[1]la]l | purpose;

Ra-1{a)(1)[1][b] | scape;

RA-1(a)(1)[1]le] | roles:

RA1(@)(1)[1[d] | responsibilities;

rRA-1(a)(1)[1]le] | management commitment;

RA-1a)(1)[1IIfl | coordination among organizational entities;

RAa-1(a)(1)[1][al | compliance;

RA-1(a)(1)[2] defines personnel or roles io whom the risk assessmeni policy is
to be disseminated;

RA-1(a){1)[3] | disseminates the risk assessmeni policy to organization-defined
personnel or roles;

RA-1(a)(2) | RA(@N2)[1] | develops and documents procedures to facilitate the
implementation of the risk assessment policy and associated
risk assessment controls;

RA-1(a)(2)[2] defines personnel or roles io whom the procedures are to be
disseminated;

RA-1(al2)[3] | disseminates the procedures to organization-defined personnel
ar roles;

RA-1(b)(1) | RAA(D)(1)1] | defines the frequency to review and updaie the current risk
assessment policy;

RA-(B)(1)[2] | reviews and updates the current risk assessment policy with the
arganization-defined frequency;

RA-1(b}2) | RAA(BN2N1] | defines the frequency to review and update the current risk
assessment procedures; and

RA-1(b)(2)[2] | reviews and updates the current risk assessmeni procedures
with the organization-defined frequency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:
Examine: [SELECT FROM: risk assessment policy and procedures; other relevant documents or records).

Interview: [SELECT FROM. Organizational personnel with risk assessment responsibilities; organizational
personnel with information security responsibilities].
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RA-2 Security Categorization (L)(M)(H)

a. Categorize the system and information it processes, stores, and transmits;

b. Document the security categorization results, including supporting rationale, in the
security plan for the system; and

c. Verify that the authorizing official or authorizing official designated representative
reviews and approves the security categorization decision.

RA-2 Control Summary Information

Responsible Role:

Implementation Status (check all that apply):
O Implemented

O Partially Implemented

O Planned

O Alternative implementation

O Not Applicable

Control Origination (check all that apply):

O Service Provider Corporate

O Service Provider System Specific

O Service Provider Hybrid (Corporate and System Specific)
O Configured by Customer (Customer System Specific)

O Provided by Customer (Customer System Specific)

O Shared (Service Provider and Customer Responsibility)

O Inherited from pre-existing FedRAMP Authorization for [Click here to enter text], Date of
Authorization

RA-2 What is the solution and how is it implemented?

Part a:

Part b:

Part c:
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Assessing InfoSec control

RA-2

SECURITY CATEGORIZATION

ASSESSMENT OBJECTIVE:
Determine if the organization:

RA-2(a) | caregorizes information and the information system in accordance with applicable

federal laws, Executive Orders, directives, policies, regulations, standards, and
guidance,

RA-2(b) | documents the security categorization results (including supporting rationale) in
the security plan for the information system; and

RA-2(c) | ensures the authorizing official or authorizing official designated representative
reviews and approves the securily categorization decision.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [SELECT FROM: Risk assessment policy; security planning policy and procedures; procedures
addressing security categorization of organizational information and information systems;
security plan; security categorization documentation; other relevant documents or records).

Interview: [SELECT FROM: Organizational personnel with security categorization and risk assessment
responsibilities; organizational personnel with information security responsibilities].

Test: [SELECT FrROM: Organizational processes for security categorization).

MIS 5214 Security Architecture
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Appendix K <Insert CSO Name> Federal
Information Processing Standard (FIPS) 199
Categorization

Information | NIST SP NIST SP NIST SP CSP Selected @ CSP

Type 800-60 V2 800-60 V2 800-60 V2 Confidentiality Selected
R1 R1 R1 Impact Level Integrity
Recommended Recommended @ Recommended Impact
Confidentiality = Integrity Availability Level
Impact Level Impact Level Impact Level

MIS 5214 Security Architecture

CSP
Selected
Availability
Impact Level

Statement for Impact
Adjustment Justification
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SSP Contains & Documents the status of the System’s Control Inventory

Respansible Role:

Control Summary Information

Z Implemented
_ Partially implemented

_ Planned

_ Mot applicable

Implementation Status (check all that apply):

_ Alternative implementation

Management
Management Planning
Management
Management
Technical
Technical
Technical
Technical
Operational
Operational
Operational
Operational
Operational
Operational
Operational
Operational
Operational

Risk Assessment

System & Service Acquisition

Security Assessments & Authorization

Identification & Authentication
Access Control

Audit & Accountability

System & Communication Protection
Personnel Security

Physical & Environmental Protection
Contingency Planning
Configuration Management
Maintenance

System & Information Integrity

Media Protection

Incident Response

Aw areness & Training

Toral:

MIS 5214 Security Architecture
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Agenda

v'Threat Modeling Exercise

v'Information Systems — some definitions

v'Conceptual models of information systems

v'NIST Risk Management Framework

v'FIPS 199 Security Categorization

v’ Transforming qualitative risk assessment into quantitative risk assessment

v'FedRAMP System Security Plan — overview
v'NIST 800-53 Security controls
v'Role of FIPS 199 in selecting a security control baseline
v'NIST 800-18 classification of security control families
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