
Unit #3
MIS5214

Planning and Policy



Agenda
• In the News

• Teams

• Risk Management Framework and IS Security Categorization

• Mapping Information Types to Security Categorizations

• Exercise: How to assess and information security policy?

• Exercise – Determine Information and Information System Types and 
provisional security categorization

• Security Control Baselines – review
• Minimum Security Controls and Security Control Baselines
• Security Control Families

• Planning Controls
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In The News
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https://community.mis.temple.edu/mis5214sec001spring2024/in-the-news-8/#comments
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Teams

Full Name Email Team

Aslanbay, Eyup Can tur95779@temple.edu 1

Koyejo, Ooreofeoluwa tur99191@temple.edu 1

Stillwagon, Jon M tur99868@temple.edu 1

Kroll, Edge tuk47534@temple.edu 2

Turner, Celinemary F tur91417@temple.edu 2

Rugamba, Yannick tus01011@temple.edu 3

Wang, Bo tul48894@temple.edu 3



Risk Management Framework
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Risk Assessment based on security objectives and impact 
ratings for information and information system 

6MIS5214 Security Architecture



Risk Management Framework
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Mapping IS Types to Security Categories
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf


2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information Systems
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf


Mission-based Information and Information Systems
1. Defense and National Security

2. Homeland Security

3. Intelligence Operations

4. Disaster Management

5. International Affairs and Commerce

6. Natural Resources

7. Energy

8. Environmental Management

9. Economic Development

10. Community and Social Services

11. Transportation

12. Education

13. Workforce Management

14. Health

15. Income Security

16. Law Enforcement

17. Litigation and Judicial Activities

18. Federal Correctional Activities

19. General Sciences and Innovation

20. Knowledge Creation and Management

21. Regulatory Compliance and Enforcement

22. Public Goods Creation and Management

23. Federal Financial Assistance

24. Credit and Insurance

25. Transfers to State/Local Governments

26. Direct Services for Citizens
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Disaster Management Information System Example 

122/1/2024

National Levee 
Database

https://levees.sec.usace.army.mil/#/
https://levees.sec.usace.army.mil/#/


2 Broad Types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information 
Systems

i. Services Delivery Support Functions 

ii. Government Resource Management Functions
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Services Delivery Support Functions and Information Types
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Resource Management Functions & Information Types
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf

1. Identify Information Types 
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf


Disaster Management Information Types
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2. Select Provisional Impact Levels for the 
identified information system
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Disaster Management Information Types

19

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


Disaster Management Information Impact
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Can you use…

• NIST SP 800-60 V.2 R1 to determine the Impact Levels for the Disaster 
Information Types ?

? ? ?
? ? ?
? ? ?
? ? ?
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


Disaster Management 
Information Types
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Disaster Management 
Information Types
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Question

• Can you determine Summary Impact Levels for Disaster Information Types ?

?

?
?

?

24MIS5214 Security Architecture



Answer…

• Summary Impact Levels for the Disaster Information Types
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Question -

• Can you determine Overall Impact Levels for Disaster Information Types?

? ? ?
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Answer

• Overall Impact Levels for the Disaster Information Types
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Question

• Can you determine overall Impact Level of a system of Disaster Information 
Systems ?

?
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Answer

• Overall Impact Level of Disaster Information Systems
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3. Adjust Information Impact Level
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To adjust preliminary impact levels…
Use NIST SP 800 60 V2R1

• Working as an IT Audit and Cyber Security advisor to provider of 
telecommunications and internet services …looking at the “Special Factors” 
affecting the Confidentiality impact level for Disaster Preparedness and Planning 
information type 

• How might you adjust the impact level to be a better match to your client’s needs?
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


2. Select Provisional Impact Levels for 
the identified information system
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Exercise 1: How would you approach assessing the 
completeness (breadth & depth) of the Generic Information 
Security Policy example?
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https://community.mis.temple.edu/mis5214sec001spring2024/category/03-planning-and-policy/
https://community.mis.temple.edu/mis5214sec001spring2024/category/03-planning-and-policy/


Teams
• How would you approach assessing the completeness (breadth & 

depth) of the Generic Information Security Policy example, assuming 
it is the only such policy the firm has?
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Full Name Email Team

Aslanbay, Eyup Can tur95779@temple.edu 1

Koyejo, Ooreofeoluwa tur99191@temple.edu 1

Stillwagon, Jon M tur99868@temple.edu 1

Kroll, Edge tuk47534@temple.edu 2

Turner, Celinemary F tur91417@temple.edu 2

Rugamba, Yannick tus01011@temple.edu 3

Wang, Bo tul48894@temple.edu 3



Information Security Control Families of NIST SP 800-53/800-53A can help assess 
completeness of Information Security Policies and controls 
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Which control families were 
added since FIPS 200 was 
written?



Information Security Control Families of NIST SP 800-53/800-53A grouped within 3 
classes of NIST SP 800-18 provide additional help in assessing completeness of 
Information Security Policies and controls 
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Information Security Control Families of NIST SP 800-53/800-53A grouped within 3 
Control Classes of NIST SP 800-18 provide a framework for assessing the 
completeness of policies and controls of an information system… 
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Completeness?



Exercise 2
Using NIST SP 800-60, find a preliminary categorization for the following cloud-based information system

Purpose: The system has two overarching purposes: 

1. For clients it is a system intended to help understand sewage and storm water collection and treatment 
systems (i.e. pipe networks, pump stations, and treatment plants) and their capacities, overflow 
characteristics and controls

2. For the firm the system is intended to provide revenue through pay by clients for direct use of the service(s) of 
the system

Users:
1. Municipal and regional water and sewer utilities will use the system to help plan capital improvement, operations, and 

maintenance of sewer systems (i.e. treatment plants and sewage collection networks)
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Exercise continues
You just learned: The organization intends to enable their systems’ tenant organizations to include:

• Epidemiology information about locations of COVID positive samples taken from their sewage collection systems (i.e. pipe networks) 

• Water system pipe networks that distribute water into the homes of utility customers along with their utility account identifiers and 
information identifying the existence and locations of dangerous lead-based water pipes used to bring water into their homes

Using NIST SP 800-60, augment the information types included in your security categorization and update your preliminary 
categorization for the information system…
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Agenda
✓Risk Management Framework and IS Security Categorization

✓Mapping Information Types to Security Categorizations

✓Team Exercise – Determine Information and Information System Types 
and provisional security categorization

• Security Control Baselines – review
• Minimum Security Controls and Security Control Baselines

• Security Control Families

• Risk Assessment Controls

• Team Exercise Find and assess risk assessment policy
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Risk Management Framework
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FIPS 200’s Minimum Security Control Requirements

1. Access Control (AC)

2. Awareness and Training (AT)

3. Audit and Accountability (AU)

4. Certification, Accreditation, and Security 
Assessment (CA)

5. Configuration Management (CM)

6. Contingency Planning

7. Identification and Authentication

8. Incident Response (IR)

9. Maintenance (MA)

10. Media Protection (MP)

11. Physical and Environmental Protection *PE)

12. Planning (PL)

13. Personal Security (PS)

14. Risk Assessment (RA)

15. System and Services Acquisition(SA)

16. System and Communications Protection (SC)

17. System and Information Integrity (SI)
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Risk Management Framework
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
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What kind of control is Planning ?
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf


47MIS5214 Security Architecture ODP = Organizational-defined parameters

Planning Control Family
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Business Area Business Area ID Information Type Confidentiality Integrity Availability
Security

Categorization

Sub-System

Categorization

System

Categorization

Environmental Management D.8.3 Pollution Prevention and Control Low Low Low Low

Public Goods Creation & Management D.22.3 Public Resources, Facility and Infrastructure Management Low Low Low Low

Health D.14.2 Population Health Management and Consumer Safety Low Moderate Low Moderate

Financial Management C.3.2.6 Collections and Receivables Low Moderate Low Low

Low Moderate Low Moderate

Information & Technology Management C.3.5.5 Information Security Low Moderate Low Moderate

Information & Technology Management C.3.5.6 Record Retention Low Low Low Low

Information & Technology Management C.3.5.7 Information Management Low Moderate Low Moderate

Information & Technology Management C.3.5.8 System and Network Monitoring Moderate Moderate Low Moderate

Moderate Moderate Low Moderate

Moderate

Moderate

Moderate
Tenant Data

System Data



Security Baseline Determination Example
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Business Area Business Area ID Information Type Confidentiality Integrity Availability
Security

Categorization

Sub-System

Categorization

System

Categorization

Environmental Management D.8.3 Pollution Prevention and Control Low Low Low Low

Public Goods Creation & Management D.22.3 Public Resources, Facility and Infrastructure Management Low Low Low Low

Health D.14.2 Population Health Management and Consumer Safety Low Moderate Low Moderate

Financial Management C.3.2.6 Collections and Receivables Low Moderate Low Low

Low Moderate Low Moderate

Information & Technology Management C.3.5.5 Information Security Low Moderate Low Moderate

Information & Technology Management C.3.5.6 Record Retention Low Low Low Low

Information & Technology Management C.3.5.7 Information Management Low Moderate Low Moderate

Information & Technology Management C.3.5.8 System and Network Monitoring Moderate Moderate Low Moderate

Moderate Moderate Low Moderate

Moderate

Moderate

Moderate
Tenant Data

System Data



54MIS5214 Security Architecture



Agenda
✓In the News

✓Teams

✓NIST Risk Management Framework and FIPS 199

✓Use of NIST SP 800-60 Volume 1 and Volume 2

✓Exercise: How to assess and information security policy?

✓Exercise – Determine Information and Information System Types and 
provisional security categorization

✓Security Control Baselines – review
✓FIPS 200  and NIST 800-53 Security Control Baselines
✓Security Control Families

✓Planning Controls
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