Unit #11

Data Protection
MIS5214



Agenda

* In the News — Section 001
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e System Security Plan
* Cloud computing specifications
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Data protection by design and default...

) e Key General Data Protection Regulation (GDPR) requirements:
Data protection capabilities must Y & ( ) req

work from beginning to end of data 1. Collection of personal data is fully avoided or minimized at the

processing to enable protection of earliest stage of processing
individuals’ personal data by 2. Data subjects give specific, informed and explicit consent to the
default processing of their data

3. Data subjects have right to access, review and rectify their
personal data

Art. 25 GDPR
Data protection by design and by
default

4. Data subjects have the right to withdraw given consent with
effect for the future and

* Block access

e Constrain processing and use
* Erase their personal data

5. Personal data obtained for one purpose must not be processed

for other purposes not compatible with the original purpose
Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,

European Union Agency for Network and Information Security (ENISA)

D’ Acquisto, G. et al. (2015) “Privacy by design in big data”,
European Union Agency for Network and Information Security (ENISA)



Achieving “Privacy by Design” is difficult

Privacy is a complex, multifaceted and contextual notion
Not the primary requirement of an information system
May come into conflict with other requirements

“...privacy and data protection features are... ignored by traditional
engineering approaches when implementing desired functionality.
* This ignorance is caused by limitations of awareness and understanding of

developers and data controllers as well as lacking tools to realize privacy
by design”

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,
European Union Agency for Network and Information Security (ENISA)



Privacy and Data Protection by Design

“Although the concept has found its way into legislation as the... European
General Data Protection Regulation, its concrete implementation remains
un-clear at the present moment”

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,
European Union Agency for Network and Information Security (ENISA)



To start: Where can we look in descriptions of an information system for
data subjects’ personal information?

Descriptions of the following system components are expected:

 Infrastructure. The physical structures, IT, and other hardware

* For example: facilities, computers, equipment, mobile devices, and telecommunications
networks

» Software. The application programs and IT system software that supports
application programs
* For example: operating systems, middleware, and utilities

* People. The personnel involved in the governance, operation, and use of a
system

* For example: developers, operators, entity users, vendor personnel, and managers
* Procedures. The automated and manual procedures.

* For example: System descriptions and plans, data flow diagrams, user guides and
technical documentation (data models and data dictionaries)

* Data. Data files, database tables, transactional data streams, data processed
by the system, and system outputs



Example — Looking for documentation of data subjects’
personal information in an enterprise information system
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The Navigation Data Center maintains a database (Master Docks Plus)

of over 40,000 port-and-waterway faciiiies and other navigation points of 3 items 1 item selected 62.8 KB

interest. The data describe the physical and inter-modal (infrastructure)
W characteristics of the coastal, Great Lakes, and inland ports of the United
— States. Data are also included for facilities in Alaska, Hawaii, Puerto Rico,

the U.S. Virgin Islands, and the trust territories of the Pacific. The data

include, but are not limited to location (latitudeflongitude, waterway, mile,

and bank); operations {name, owner, operator, purpose, handling Master Docks Plus Data Model
Download shape files equipment, rates, and details of open-and-covered storage facilities); type e
Shape Files: and dimension of construction (length of berthing space for vessels andior = E

barges, depth, apron width, deck elevafion, and details of rail-and-highway
access); and ufilities available {water, electricity, and fire protection).

The data are available in several formats.

The Complete Dock List spreadsheet containg a list of all facility types
{dock, anchorage, mile point. efc) that may be reported as the origin or
destination of commercial waterbome vessel moves. Attributes included in
the list are the unigue navigation-unit identifier, official name, facility type,
Iatitude/longitude, United Nafions Location Code, service initiation date,
service termination date, port name, waterway name, and mile. Data
included is for all facility types that were available for use during the
previous two years

The Port Facility spreadsheet is similar to the Complete Dock List but
has an expanded list of affributes not inciuding mile points. The additional
atfributes include a location description, street address, city, state, zip
code, county, congressional district, owners, operators, highway-and-
railway connectiens, commodities, type of construction, cargo-handling
equipment, water depth alongside the facility, berthing space, and deck
height. Data included is for all facility types (except mile points) that were
available for use during the previous two years.

The Master Docks Plus Public Extract database is a Microsoit Access
dafabase that contains a complete extract of the Mavigation Data Center's
dock database with all data that may be released to the public.

The Port Boundary Data identifying port boundaries are extracted from
Master Dock Plus and converted into a GIS layer called Port Boundary.
This GIS layer is a kmz format shape file utilizing Google Earth Pro. The
port boundary is represented by the geographic location of docks and
other navigation peints of interest. Each facility carries essential
information like Longitude, Latitude, Part 1D, Mile Point, Locafion Code,
Dock Code, Waterway, Port Facility Type and Official Dock Name. Color
coded icons are used to identify the facility locations for an individual port.
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HOW tO dOCU ment sl Master Docks Plus Data Model

LI 4093010 COM TOWE, WASTER_FORTWTINY
RA_LRIT WL i GUID_ WSS EMENT PH | STWY
I ) PR | RAN_LNIT oS L G It | ST U HERETRY_TRE 3 NS e uame P
| AW UWIT s LL I | w0 — st
e | e _mim_cmn il e P | oo ™ |BJ:I1 (cLass
Aot | cans_Locas jwoscaos ~ P PRl [ERTY PR | CTRL_DEFTH
AR FAREHT_EWTTTY | EIE PUCT_CEPTH
T, VPR PARENT QA0 il
MANIGATION_UMT_ALIAS AT _DETAR BEGIN_MLE
e e PH [ALAS I Ao L
° ° ° = m';"'_'?: PH FELD_LFDATE_MSTORY W“‘Jﬂffn
¢ P "
R CLARENT. om_MsTam: Ll MAW_UIMT_UPOATE_HISTORY B0 weoaTT o PROLRD
PHAST ALIAS_OR:_OFFICIAL RELATOMSHE M |UPDATE IO FREKGHT_TMLE
PROU_SUR_TYPE FELD_UPOATE,_TYPE TRIP
RELATED RAV_UMT [N [P —— - b Ll
UPDATE_TYFE TABLE_sFFECTED oW}
AT l USER_LOGI HIGE_BASKET
MAVEGATION_UMT DATE_TiE BEGIH_DATE
° Y P |msac o COMBIENT COLLMN_AFFECTED END_DATE
i LAST_CHANGE
R | Wa_UNIT_owo N | =
IMAGE_NAUE DATA_RECORD,_STATUS CRE am L SN
MAGE_FILE LOCATION D
DESCAETION DOCK_IT

CEFRLLT_JMAGE

QCO0E ]
_TveE
TOME FRS_CCMMCDrY_GROUP e Wi DCK_CHAR e [om
[] [] o |oam cece TOWS_LINS_RUM WA LIT_IPS_TOW RS _TCH
| DEFALLT_CHAMMEL " ELTN D i
| el e | RANER_Cone -
DOWESTIC_FORSIGH_BATH e — e _men LCCK_ TO0E Likbcam
ARG MANDLING LOCK_NAWE
[ ) COMMIOTY HAADLES_CONTAR Framan
T CONTAINER_THROUGHAT o
il LI
PR | RV UNT_GLD ::E}p-\:q: '“ﬁ:ulr:q T
P SROUP_CO0E RESCAT_HUMEER Buir
Ao RrECAT vrAR HAN_LIMIT_MISTORY -
LTS REPOAT_SECTION umml
FIRICD LaTmUCE T |EINT R L
LT PR | mav_uMT_oum i ms.m:
T Lk
EVENT_TYPE e nerm
wEmSEL EVERT_DWTE rasTE R
COMMERT_HETCR'Y =
PH_| ¥ESSEL 1D [FUMC_CLASS
wra_Teee
L CHART o
rom_rams
wimio_woo
R — SERVCE_TTRMKATID_F Bl sl
Prore | By amT gan SERVICE OFFICIAL_HAME sTame
CORETRUCTION i e T =L,
:IICI-A'::CL_ VARDLING. it | maw_ uMT_am ab_LE
DEPTH_SELALLER_ AN ke gl.uﬁ
DEPTH_LARGER_MAX FeLm
VIRTICAL_DATUM 1
DOCK_HEGHT_MIN il Lpea
ol o]
E E=-]
| FEOMETRY oauCTIo
o
RALRCAD
o = LAKD_TRANSPORTATION | EcasTRY ToNS RRCKER
PHFE (BN LM GUAD 5
TATE_RECIVED CREA_FIPS_CODE FEAR
sy OMT_Can . CUSTOMS_DESTRICT_COOE
e e S CUSTOMS_PORT_CCOE
COASTAL_REGION_COOE TOWE COSTAL_REGIONS
P | DDSSAN 1D L TRICTS
[eoasTar noaos TOWE CLETOME_CETeTS
manr_ssmr Surmes
A cLETCa | P [mmT
DOMAR_VALLT PP D CPERATOR_CANNER f |“
ARTHIED
P | PARERT DMK DY l}"-i‘:ﬂj PH _|CPCRATOR ORRMER 1D TEWNE. CLISTOME_PORTS
b= LAYERS
DUERY_TEXT PP | DSTRICT
PEHIONG_SURNTY
Slmmee ——a —r LEGEND
Persona T o e
P [EEGION DeET_PORT e (o e Master Dodis ET
MAY_URIT_SUD il * e Plus T
5T FH D
. f to P P2 |COASTAL REGHON
[rr———
Pr | SIATUS BULE B Complemertary TOWS Tabies
store ere
MEW_STATUS
AESISAET O
ASEIGHED DATE
SURNEY_STORAGE ELOURED wALT © ‘Gecspatial |G13) Dataset
DEPARTMENT
[ P e
r_rﬂ;:;::m N o 1 | REQUIRED_RECORD D
o Fect | oo ZET o URED_FELD
HAMIE_TITLE COMPANY AnD e~ TN
STREET_AScAEss coumac [
e
TATE_CONT!
TECOEE_SONTACT Lescsbinsps Tl Comnnisction
r [Fiot L baitece Diog Dowe Lists)
A
ERAL
FRCILITY_WERSIT, )




Master Docks Plus Data Model
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How can we
document where
data subjects’
personal
information is
stored and how it
is used within a
database ?



Typical Information System Database Data Dictionary

4 - 3 E— MasterDocksPlus_Data_Dictionary [Read-Only] - Excel
ile Home Insert Pagelayout Formulas Data Review View ACROBAT PowerPivot () Tell me what you want to do..
- f
A B Cc D E F €] H | J K
MD+ Field Name MD+ Field Type MD+ Field Size Suggested Primary Foreign Notes Domain Constraints Filemaker TOWS
Eield Key Key Values Migration Migration
Size Field Field

Table Name: Contact
Contact info for an owner or operator of a navigaton unit. Each owner or operator may have multiple contact
records. This data was migrated from Filemaker

Contact_ID Number 38 12,0 Y Unique identifier for contact records Not Null none none

Operator_Owner_|D Number 38 12,0 ¥ Identifies the associated operator_owner record.  Operator_Owner_|D from Not Mull none none
mdpclient.operator_owner

City Character 100 100 city_mail

Department Character 150 150 department

Email Character 150 150 email_facility

Fax Character 50 50 fax

First_Name Character 50 50 first_name

Last_Name Character 60 60 last_name

Middle_lnitial Character 30 1 mi

Name_Title Character 40 40 mr_or_mrs

Official_Title Character 100 100 title

Phone Character 50 50 phone

PO_Box Character 50 50 po_box_no

Room_Number Character 50 50 room_no

State_Contact Character 2 2 State_Abbr from mdpgis.mdp_states state_for_mail

Street_Address_Contact Character 100 100 street_only

Zipcode_Contact Character A 10 zip

Qrganization Character 130 150 The organization that this contact belongs to. organization




Some challenging data protection requirements may be
solved with technigues presented here...

Data subjects have right to access, review and rectify their personal data

4. Data subjects have the right to withdraw given consent with effect for the future
and

Block access

Constrain processing and use

Erase their personal data

5. Personal data obtained for one purpose must not be processed for other purposes
not compatible with the original purpose



As a practical matter...

Data within information systems are often stored and organized as

datasets within files and/or databases...
Information System

Process 4

Regardless of application, there is reliance on data processing workflows to produce and use information

o]
ENEE ¢ Mim
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Data processing often transforms existing data into new data,
which is a double-edged sword...

Information System

» The resulting database may
have more information than
the older version f Process

» The meaning of the new information, however, is exogenous and not found in the data itself

Transformations

ID Attribute
27| ] -

; 71 ID Attribute

3 21 1™ 32.33
3, 21.00

5 45 —

6 54| Mode Derived data

Input data 13



Evaluating & judging data’s “fitness for use”

* Is not the responsibility of the producer
* Is the responsibility of the user ...and IT Auditor

Data produced for one purpose is often used to serve
other purposes

Data producers should provide information about data that
permit informed determinations of fitness for use



Datasets are often exchanged without information needed
to determine their fitness for use...

Among and
Within Organizations

Within Same Organization

Information Systemy Information Systemy
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The Bridge at Villeneuve-la-Garenne
1872

P rove n a n C e Traditional Provenance by Alfred Sisley British

Provenance traces back to 1294 in Old French Durand-Ruel, Paris, August 23, 1872 [1];
as a derivative of the Latin provenire Gatholing Lambert, New Jersey;

Lambert sale, American Art Association, Plaza Hotel, New York, NY,
February 21, 1916 until February 24, 1916, no. 67;
Durand-Ruel, Paris, until at least 1930;
[ ) ’ 3
TO Comefrom’ tO be due tO, be the re.SUlt Of purchased by Simon Bauer, Paris, by June 1936 [2];
anonymous sale, Parke-Bernet Galleries, Inc., February 25, 1970, no. 19 [3];
Sam Salz, Inc., New York, NY;

In the art domain, provenance entails an ~ Purehased by Museun, Tay 1978
artifact’s complete ownership history £17 Bought Exom the axeist.

[2] Listed and illustrated in "List of Property Removed from France
during the War 1939-1945" (no. 7114, as belonging to Simon Bauer).
[3] "Highly Important Impressionist, Post-Impressionist &
Modern Paintings and Drawings", illustrated.

Newbury, D. (2017) “Standardizing Museum Provenance for the
Twenty-First Century”, from talk given at the Yale Center for

Standardizing Museum Provenance — David Newbury (@workergnome) BrltlSh Art

There is an established research process for obtaining an artifact’s trusted provenance
* This information is highly valued, particularly to authenticate real versus fraudulent works

“Provenance” is now increasingly used in a broad range of fields with various degrees of conflation of
two closely related but distinct concepts of trust and metadata

Tullis, J.A. et al., 2016, “Geoprocessing, Workflows, and Provenance”, in Remote Sensing Handbook: Remotely Sensed Data Characterization, Classification, and Accuracies,
edited by P. Thenkabail, Vol. 1., pp. 401-422, Boca Raton, FL: CRC Press.
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Provenance

W3C Provenance Incubator Group’s definition of provenance (in a web
resource context):

* Provenance is a record that describes entities and processes involved in
producing and delivering or influencing a resource

* Provenance provides a critical foundation for assessing authenticity, enabling
trust, and allowing reproducibility

* Provenance assertions are contextual metadata that can become important
records with their own provenance

https://www.w3.org/TR/prov-primer/



ELLIOTT GENEALOGY CHART

Provenance and data lineage

“Data provenance” and “data lineage” is used
here interchangeably, overlooking subtle
differences in their meanings

» Data provenance suggests process history

e Data lineage implies a kind of genealogy or data pedlgree record relative
to both

1. Sources of data
2. Processing applied to the sources to produce an information product

This presentation explores how data lineage metadata can aid understanding and
establish trust of data



Early metadata standards for documenting lineage of data

producec

with Geographic Information Systems

FGDC-STD-001-1998

[BEDON
\EEAYT

XIS
“‘V,

National Spatial Data Infrastructure

Content Standard for Digital Geospatial Metadata

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

Federal Geographic Data Committee
Department of Agriculture ® Department of Commerce ® Department of Defense ® Department of

Energy
Department of Housing and Urban Development ® Department of the Interior ® Department of State
Department of Transportation ® Environmental Protection Agency
Federal Emergency Management Agency ® Library of Congress
National Aeronautics and Space Administration ® National Archives and Records Administration

Tennessee Valley Authority

EUROPEAN STANDARD
NORME EUROPEENNE
EUROPAISCHE NORM Agril 2014

ENI1SO 191151

1G5 35.240.70 Supersedes EM 150 19115:2005

English Yersion

Geographic information —
Metadata —
Part 1: Fundamentals
(IS0 19115-1:2014)

Information géographigus — Geninfarmaticn —
Médacdonnéas — Metadatan —

Partie 1: Principes de bass Teil 1: Grundadize

{50 18115-1:2014) (120 19115-1:2014)

This Eurapean Standard was approved by CEN an 22 February 2014.

CEN mamibers are bound to comply with the CENGENELEC Infernal Regulations which stipulats the conditons for gring this European
Standard the siafus of a natienal standard without eny slteration. Up-to-date lists and biblographical references cancaming such natienal
slandards may be oblained on applcalion Lo the CEN-CENELEC Managerment Canbre or Lo any CEM membser.

This Eurapean Standard exisls in three official versions (Englsh, French, German) A version in any other language made by translabon
under the responsibility of & CEN mamber into its ewn langusge and notified ke the CEN-CENELEG Managament Gardra has the same
siehus a3 the official versions,

CEN mambers are the national standards bodies of Austia, Belgium, Bulgana, Craafia, Cyprus, Gzech Republic. Denmark, Eslonia
Firtand, Former Yugaslaw Republic of Macedonsa, France, Germany, G Hungary, lceland, ireland, Haly, Latvia, Lithuania,
Lumambourg, Maka, Nethadands, Norway, Poland, Porfugal, Romania, wila, Slovania, Spain, Swaden, Switzerland, Tutkay and Linited
Hingdom,

-
FUROFEAN COM EE FOM STANDARDEZATION
COMITE EU N DE NOR M
EUROPAISCHES KOMITEE FUR NORMUNG

CEM-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

@ 3014 CEN A0 righis of eoploltation In any farm and by sny masns rasersed
it ldwide Tar CEN natisnal Memban.

Faf. Mo, EM IS0 1911512014 £




Geographic Information System (GIS)

* Provides similar data import, query, manipulation, analysis (e.g. statistics),
reformat, display/visualization, output and report capabilities as other

information systems S
. . . @ ;;(@' ; 2:;26}32,10 14,10
* Also organize their data in Pl ——

Polygon Attribute Table

* Data base management systems o o

Polygon  Area Humber Use Number Type Surface Width Lanes Name
* File systems ARt T Conerste s Ty
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FGDC-STD-001-1998

ST

IR A

NAEA
X7
RS

Nationa! Spatial Data Infrastructure

Content Standard for Digital Geospatial Metadata

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

Federal Geographic Data Committee
D of A lture @ D of Commerce ® Department of Defense ® Department of
Energy
Department of Housing and Urban Development ® Department of the Interior ® Department of State
Dy of T . Protection Agency
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15t automated capability for tracking the lineage of data
throughout their processing in information systems
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57 ABSTRACT

A lineage information processor enables a user to obtain
Jeforparion conerming (1€ varioma/dad layers in a
spatial data base contributed to any particular
Ty of b T compcoes e pries
input commands and determines if those commands t0
the spatial data processing and information systems are
valid. The lineage information processor also creates a
knowledge representation of the spatial database com-
prising @ meta-database consisting of a semantic net-
work that describes the various data layers in the spatial
database and the relationships among these layers. The
semantic network consists of parent and child links
symbolizing the relationship among data layers, nodes
describing the data layers in the spatial database, frames
comprising attributes that describe the input data layers,

e commands and command modifiers acting on those
data layers, and characteristics of the final products. By
means of rule-based processing, the lincage information
processor does not permit combinations of data layers
that are incompatible, and creates commands that can
alter incompatible data layers so that the layers can be
combined in the desired fashion. A query capability is
also provided that enables a user to query in a flexible
fashion, the lineage information processor concerning
the lineage of data layers in the spatial database.
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Information processing steps in the head of the user (PhD student) as he worked on a class

assignment and transformed the LOTS and ZONES datasets to derive COVA4...

LOTS

reselect }

COov1

uffer

b
P

Covz

intersect

| intersect

ZONES

-

COV3

|

N

COV4
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Information processing steps in the head of
the GIS user as he transformed the LOTS and
/ONES datasets to derive COVA4...

Datasets presented by the operating system
after data processing concluded...

e, Datasets organized as files in folders
<DIR> 5-05-89 10:26a
& <DIR> 5-05-89 @264
—).ms‘ﬂed GOV <DIR> 5-24-89 Hroep
- LOTS <DIR> 5-05-89 10:26a
buffer INFO <DIR> 5-05-89 10:26¢
~y ZONES <DIR> 50589 10:27a
covz ZONES OUTPUT <DIR> 5-05-89 18:27/a
ONELOT <DIR> 5-06-89 TS 2C
e DAV DIR>  531-80  1:35p
FINAL <DIR> 5-06-89 227D
3 CONS <DIR> 5-24-89 11:46p
intersect IF COV4 <D|R> 5"24‘89 MES P
- BUF <DIR> 5-06-89 12221p
CONZ2 <DIR> 5-24-89 (A,
s s DAV3 <DIR> 53189  1:45p
DAV4 <DIR> 5-31-89 1:49p
DAV2 <DIR> 5-31-89 1:42p

24



The PhD student wondered: “How can | program the computer to
help me remember what | knew about the data | was processing

when | was processing it?”

EXPLANATION
PATTERNS =5

B ROGERC, SCHANK

| ST

@ 350

USER
INPUT

354 352

[ Lp LINEAGE
= WETA-DATABASE

4 £ 353
615

| |

DATA
LAYERS

LIP = Lineage Information Processor

25



He wondered: “How do we understand differences among
datasets created during processing applications?”

LOTS

reselect

) covi

buffer

Cov2

intersect

1

intersect

ZONES

COv3

COovV4

Source

* LOTS
* ZONES

« COV1
* COV2
* COV3

« COV4

Or (i.e., is either one,
the other, or both)

1

' &
‘ lntcrmcdialeJ { Product J
<
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Data lineage vocabulary helped him understand & communicate how
data is processed in an information system
and also aids thinking about how to meet privacy by design requirements
[ Source ]

Source datasets may contain personal data
Derived :
" Derived datasets inherit this personal data from their input
7S * Using transformations such as:
TO""f"’" ks ecther ope *  Relational database joins and relates
the other, or both)

| * Queries, arithmetic, statistical, spatial processing...

Intermediate Product
\

27



Adding semantic “parent” & “child” metadata links enables
deductions about relationships among input & output datasets...

(—350

USER
INPUT LOTS
Map-1 - parent
N l

304 @E P e D e .
Llh LINEAGE parent /f\ child
META-DATABASE N chid
353 COV1
1—81155 Map-2
parent
- 354 Semantic parent and child links between layers. T
DATA child
LAYERS ]
COV2 ZONES
Input datasets provided with parent links pointing to output parent L =T
datasets can answer the question: Who am I the parent of? . 1 <J ]\
chilq+4 COV3 | Al

Output datasets’ child links connect them back to their input

datasets can answer the question: Who am I the child of? y”
COV4 — child




anbaal it L .

Descendants function traces parent links to identify all datasets ;
derived from a source or other derived input dataset used within { LOTS 6\
- parent

the application. {

(defun decendents (map) 'ﬂ\ :1,chﬂd

(cond ((null map) nil) -
((null (car (get map 'parent)))
(print (append (list map) ; COV1
(is a product map layer) (terpri))))
(t
(cond ((null (cdr (get map 'parent))) Y
(decendents (car (get map 'parent)))) parent /T\
(t (decendents (car (get map 'parent)))

(decendents (cadr (get map 'parent)))))))) \J/ child

TS R ey
Vi ”y _ i i
Descendants (“LOTS”) = (COV1, COV2, COV3, COV4) cov? | TTmb
i
parent Sooadewmmcmmasor preseend LB atlimeltn TR
. . . . . . parent parent
Ancestors function traces child links to identify input child \}
datasets used to create a derived dataset L.
x e d
child-< COV3
I
Ancestors (“COV4”) = (LOTS, COV3, ZONES, COV2, COV1, LOTS) parent
S
;i CO 4 'Chlld
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Source properties can include:

Command properties include details of the transformation \ G, _ |

Parent

Originating organization

Data content (i.e. entity and attribute definitions)
Timeliness (e.g. when collected, when acquired,...)
Accuracy

Confidentiality & privacy categorization of attributes

Product properties include the product’s

Intended goal

Users

When published
Responsible manager,...

Source
Source
properties
| T
Parent Child
Derived
intermediate
Command | |
properties
| 1
Parent Child
| |
Derived
e P intermediate
OImman
properties

Command
properties

Source Source
Source Source
properties properties
k Parent Pgrent )
Child " Child
Derived
Command intermediate
properties

Derived
product

Product

Parent

vy

Child

o’

properties




350

Meet Geo lineus
Source mEtadata InpUt LIP - LINEAGE i

META-DATABASE

353

1
[ 6Is

(geo_lineus)I am Geo lineus
Please give me information or ask questions: import cover landuse i
landuse DATA

LAYERS

What is the source name? landuse-landcover

Containing what cartographic features? hyvdrograph
agriculture wetland ydrography urban

What is the source date? 3/12/75 - Source
ORI CE

What is the source agency? USGS properties

What is the source scale? 1/24000

SOURCE DESCRIPTION FRAME

What is the SouEes projeCtion? UTM SOURCE: Digital line graph

FEATURES: Hydrography

What is the source accuracy? +-80 meters

S_DATE: 4/7/83
Thank You! AGENCY:  USGS
SCALE: 1:100,000

PROJECTION: Mercator

ACCURACY: +-10 meters Horiz

31



Command
metadata input...

(geo_lineus)

(I AM GEO_LINEUS)

(PLEASE GIVE ME INFORMATION OR ASK QUESTIONS) (renumber landuse

assigning 1 to 2 through 13 assigning 0 to 1 th
0 to 14 through 18 for wetuse) J rough 11 assigning

(I UNDERSTAND) (radiate wetuse to 2 for radlmap)
(I UNDERSTAND) (radiate wetuse to 6 for rad2map)

(I UNDERSTAND) (add radlmap to rad2map for adradmap)

USER
INPUT

350

351

LIP

G 352

LINEAGE

!
[ 6Is

353

354

DATA
LAYERS

META-DATABASE

}‘501

LANDUSE

504
502

503

RENUMBER

WETUSE

907
) A

RAD{MAP

514 \<m¢/ 212
)*511

513 515

903

RAD2MAP

ADRADMAP

518
516

517

RENUMBER -

ADRADMAP1
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Derived
intermediate

Command
| propertics

nputting product
metadata...

Derived

- intermaodiate
Command
| propertics

Command
properties
—

P —
| Product

1 ;-rn;\(ﬂx-\
——

—

Child

\ Derved

u‘
intermediate
Ce 'n'n.mi
propertics

Derived -
product

export cover adradmapl eco zones

What is the product's name? eco_zones

What is the product's use? Environmental protection of wetlands

Who are the product's users? Dept of Health and Environ.

Conservation

Who is responsible for the product? Diego Essinger
What is the product's release date? 3/5/89

Thank You!

350
USER
INPUT
351 32
LIP LINEAGE
META-DATABASE
$ 393
[ 6Is
354
DATA
LAYERS
901
LANDUSE

504 503
RENUMBER
502

507
RADIyJ r‘w IATE \
510

WETUSE

508

RAD{MAP

RAD2MAP

5132515

514 \iADD?/ 512
)‘511

ADRADMAP

518 517
RENUMBER. -
516

ADRADMAP1
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Querying data lineage metadata...

Is landuse a parent of adradmap

(YES INDEED LANDUSE IS A PARENT OF ADRADMAP)

350

USER
INPUT
351 =
LIP LINEAGE
META-DATABASE
353
IGS
354
DATA
LAYERS
/‘501
LANDUSE
504 503
RENUMBER
502‘\
WETUSE

RAD{MAP

5132515

514 \imof 512
}‘511

RAD2MAP

ADRADMAP

518

516-\

517

RENUMBER.

ADRADMAP1

34
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T 05 510 ' f50



Querying metadata...

Derived
intermediate

Command
propertics

i S

Derived

[ intermediate
Command }

propertics

Child

N

-~

Command

‘\hb‘\‘")\‘

What is the lineage of adradmapl

(INPUT TO ADRADMAP1 IS ADRADMAP COMMAND IS RENUMBER)

(INPUT TO ADRAPMAP IS RAD2MAP RADIMAP COMMAND IS ADD)

(INPUT TO RAD2MAP IS WETUSE
(INPUT TO WETUSE IS LANDUSE
(LANDUSE IS AN ORIGINAL MAP
(INPUT TO RADIMAP IS WETUSE
(INPUT TO WETUSE IS LANDUSE

(LANDUSE IS AN ORIGINAL MAP

COMMAND IS RADIATE)

COMMAND IS RENUMBER)
LAYER)

COMMAND IS RADIATE)

COMMAND IS RENUMBER)

LAYER)

350
USER
INPUT
351 (-352
LIP LINEAGE
META-DATABASE
‘ 353
[ 6Is
354
DATA
LAYERS
/‘501
LANDUSE
504 503
RENUMBER
502 %

WETUSE

507
RADIATE 55506 rw“ﬁi
5055 o0 508

RAD{MAP

5132515

514\‘\\<ADD?/ 512
)‘511

508

RAD2MAP

ADRADMAP

518
516"\

517
RENUMBER. -

ADRADMAP1
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350

USER
INPUT

Querying metadata...

32
LIP LINEAGE
META-DATABASE

l 333

[ 6Is

What are the final products of landuse

354

(ADRADMAP1 IS A PRODUCT MAP LAYER) DATA
LAYERS

/‘501

LANDUSE

504 503
RENUMBER

502 Ik

WETUSE

Why is rad2map a parent of adradmapl

507
09
506
(BECAUSE RAD2MAP IS A PARENT OF ADRADMAP AND ADRADMAP IS A PARENT MS FWATE-)
OF ADRADMAP1) L7 50 £
RADIMAP | 513 515 | RADZMAP

SMxK:<m§/ 512
)‘511

ADRADMAP

518 517
RENUMBER. -
516—\

ADRADMAP1
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In-class demonstration...

...a manager of decision support who was visiting the class from the South
Carolina State Economic Development Board exclaimed...

“I really need that to understand the
data and maps my staff are producing
with our GIS!”




This spurred the student to wondering:
Is this a solution to a significant problem?

One authority stated that geographic information system users:
“...are not generally explicitly aware of the source or accuracy of their data....

There may be several levels of abstraction and generalization between the
cartographic product and the ...data that was originally used to produce it.

Once a map product is produced, none of the associated data used to produce it
remains available.

That is, the product is divorced from the quality, reliability and timeliness of the
source material.... Only by knowing the source and derivation methods can we
begin to establish data accuracy.”

McKeown, D.M. Jr. 1987, “The Role of Artificial Intelligence in the Integration of
Remotely Sensed Data with Geographic Information Systems”, IEEE Transactions of
Geoscience and Remote Sensing, vol. GE-25, no. 3, pp. 330-347




Is this a solution to a significant problem?

Another pair of authorities indicated:

“Of six interrelated spatial data quality components: lineage, positional
accuracy, attribute accuracy, logical completeness and currency, lineage is the
only one that is ‘not testable’ in the course of spatial data processing.

Vonderohe, A.P. and N.R. Chrisman 1985, “Tests to Establish the Quality of Digital
Cartographic Data: Some Examples from the Dane County Land Records Project”,
Proceedings of the Seventh International Symposium on Computer-Assisted

Cartography, American Congress on Surveying and Mapping; Falls Church, VA, pp.
552-559




Adding a graphical user

interface...

5 Geolineus - /SANDBOX/GL-DEMO/GEQ
FILE DIAGRAM ICONS LINEAGE SELECT L

=)
BUFWELLS

Help onicons

Source layer. A basic data layer in the
GIS.

Derived layer. Layer was created as a
result of an ARC/INFO command like
BUFFER, INTERSECT or GRIDPOLY.

Product layer. A derived layer that
represents the final step in a GIS
application. To turn a derived layer
into a product. choose "Make product’
from the “lcons™ menu.

Coverage containing point features. It
has a point attribute table (PAT).

Coverage containing arc features. It has
an arc attribute table (AAT).

Coverage containing polygon features. It
has a polygon attribute table (PAT).

Coverage with both a point attribute table
and an arc attribute table.

Coverage with both an arc attribute table
and a polygon attribute table.

Grid with integer cell values.

Grid with integer cell values,
and a value attribute table (VAT)

Grid with floating point cell values.

v GRID scalar variable.

Coverage has been edited in ARCEDIT since the
last CLEAN and BUILD.

Coverage has been edited in ARCEDIT since the
last CLEAN and BUILD and polygon topology
needs rebuilding.

Coverage in which arc features have been rebuilt
but polygon topology still needs rebuilding.

Layer that is now out-of-date because one or
more of its sources has changed. Out-of-date
status is only displayed if the "Out-of-date”
option in the ‘Diagram’ menu is turned on.

Derived layer with incomplete command frame.
Icon was added to diagram by the "Create

from log” option from the ‘File” menu and
represents the result of a command, such as
RESELECT or ELIMINATE. The subcommands of
which cannot be extracted from the log

A “dimmed’ layer. This layer no longer exists.

It has ether been KiLLed, or moves to a new
location. Dimmed derived layers are recreated
with the "Recreate” option from the *Update’ menu.

A dimmed GRID scalar. Icon was added to diagram
with the "Create from log” option so
value is unknown

GUI design by Rupert Essinger
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Working with source and command metadata

FILE

DIAGRAM  ICONS

i ‘;I Geolineus - /EXPORT/PLAYGROUND/GDIMASTER/RELEASES/GEQLINEUS30/DEMO/DEMOG

LINEAGE

SELECT UPDATE DELETE  HELP

cova2

LANDUSE

WELLS

Source Frame - LOTS

NAME: LOTS

-i|

OUTPU

DESCRIPTION
DATA QUALITY
SPATIAL EXTENT
MAP_PROJECTION
DATUM
STATUS
POINT/VECTOR_OBJECTS
CONTACT
ENTITY_ATTRIBUTES

is coverage contains
attributes for both the land
parcel polygons and the
boundary lines between them.
We ran BUILD twice, first
with the LINE option, and

This is where CIA [E:
source metadata

would be added...

M: |Fri 1-Apr-1994 14:00

D:(Thu 15-Dec-1994 14:21

FILE DIAGRAM ICONS

LINEAGE

| Geolineus - /EXPORT/PLAYGROUND/GDIMASTER/RELEASES/GEOLINEUS30/DEMO/DEMG |
SELECT  UPDATE

DELETE  HELP |

=
cov2

OUTPUTS

i
metadata for

derived data is
found...

BUFWELLS

L 1 L

This is where CIA

[ ¥ Command Frame - BUFWELLS

COMMAND: [BUFFER

IN_COVER: [WELLS

OUT_COVER: [BUFWELLS

BUFFER_ITEM: [#]

BUFFER_TABLE: [#

BUFFER_DISTANCE: (120

FUZZY_TOLERANCE: [#

FEATURE_TYPE: [POINT

OK Import... |

Cancel |

is buffer distance may be
larger than the distance
specified by the client. To
change it, edit the distance
and then Eress the Ripple
button. This will recreate

NOTE:

FIRST_CREATED: [Sun 28-Apr-1991 16:33

LAST_RECREATED: (Mon 28-Apr-1996 11:39

OK Cancel |
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LE Geotneus - /SANDBOA/GL-DEMO/GEOLINEUSSO/UEMO/DEMOS.LNG !
FLE DIAGRAM ICONS LINEAGE SELECT UPDATE DELETE HELP |

Update propagation...

5 Geolneus - /SANDBOX/GL-DEMO/GEQ
FILE DIAGRAM ICONS LINEAGE SELECT L

|
¥ Commmands to update data

buffer walls bufwells § § 120 1§

D el

Bl ‘ covz /'/
BUFWELLS " /

ARC/INFO - Workspace /SANDBOX/GL-DEMO/GEOLINEUS30/DEMO

F11!33 bPutwelis with the ARC option

Arc: buffer wells bufwells # ¢ 120 ¢ point
Buffering ...

Sorting...

Intersecting...

Asserbling polygons...

Creating nev labels...

Finding inside polygons...

Dissolving...

Creating bufuells.PAT...

Arc: union bufwells cov2 outputs

Unioning bufvells with cov2 to create output$
Sorting...

Intersecting... p




LOTS
Source metadata-based integrity constraints =
COV1
¢ Parelnt/r
=. : ~ o ‘ . ‘, — .“. .' = ‘m, {}| - ld‘,“d
-.‘- FYRY i —_.. T paremc “ = L
9% L___Z 88 ﬁ?aPU[:ER‘ESE‘E?I.ggé;:ﬂ:ﬁ'[éiﬁumj* hild KK}‘M) - i)d\ﬂ : ]\
S "é‘%‘* AL a
g‘%g{‘g? e s & 1{#7

LINEAGE j’INFIERENCE |
META-DATABASE s

RULE BASED
RESTRAINTS

@
i~ child

COv4

R 3 ° oL "‘6‘ % N ‘.
‘?&Eﬁuﬁ?‘g@&}%% e
I

coy2

RESTRICTION ON COMMANDS

(setq intersect_rules e i
Reselectlng polygons...
'((rule intersectl Number of polygons (INPUT,OUTPUT)= 56 2
(if (not (equal (scale inmap) Number of arcs (INPUT,O0UTPUT)= 218 5
(scale intersectmap)))) creating...
(then ("INPUT SCALES NOT EQUAL"™ ))) C> [ARC] buffer covl cov2 } } 130 } poly
C> [ARC] intersect zones cou2 coud
(rule intersect2 C> [RRC] intersect lots coud coul
(if (not (equal (projection inmap) C> [ARC] intersect covl zips zip1
(projection intersectmap)))) C> [ARC]

(then ("INPUT PROJECTIONS NOT EQUAL")
("Reproject one of the maps.")) )))
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Data lineage metadata can help information systems meet
key data privacy by design requirements, including:

* Enabling data subjects access, review and rectify their personal data
* Enabling data subjects to withdraw given consent with effect for the

future by:
a. Blocking access to their personal data

b. Constraining processing and usage of their personal data

c. Erasing their personal data
* Blocking and restricting personal data obtained for one purpose from

being processed for other purposes not compatible with the original

yall

PARSED

purpose |
COlGHI(iND wELLS LANDUSE oS vEG

e e @S

89
RULE BASED/- o B
| ovtror

META-DATABASE

RESTRAINTS




...it also enables data quality modeling < 4 .
. ¥ o f

—

A Research Paradigm for Propagating Error in

Layer-Based GIS

David P. Lanter and Howard Veregin®
Dey of G GIA,

ity of California, Santa Barbara, CA 93106

ABSTRACT: This paper focuses on the nature of error in spatial databases and the implications of this error for spatial
data transformations in GIS applications. It describes an error propagation research paradigm as an information flow

linkin, i more formal of error

in & GIS context. These components include devel-

3 'P
t of conceptual models of error, creation of formal indices to measure error in spatial databases, implementation
o; mathematical functions to transform error indices and model the propagation of error as it is processed, and eval-
uation of the indices to gain insight into the utility of conceptual models used In error measurement and propagation.
d i i ion te

of error

The paradigm enables to formulate, manip

an with comp P o
determine their implications for decision making. The applicability of the paradigm s illustrated with a simple GIS
P

application in which error is propagated from sources to final
fus

nctions.

INTRODUCTION
EOGRAFPHIC INFORMATION SYSTEMS PROVIDE USERS WITH
¥, ient and i i r applying auto-
mated i ions to ip and analyze spa-

tial data. These capabilities expand the role and increase the
value of spatial databases used in a variety of decision-making
contexts. Such systems, however, often lack capabilities for es-
tablishing the accuracy and validity of products derived to sup-
port decisions. That is, a GIS provides a means of deriving new
i without Il ly providing a mechanism for
i its ility. The li detailing GIS applica-
tions shows that there is a lack of concern for error in spatial
and its propagation through of data trans-
In such applications input data quality is
often not ascertained, functions are applied to these data with-
out regard for the accuracy of derived products, and these prod-
ucts are presented without an associated estimate of their
reliability or an indication of the types of error they may con-
tain.
Such omissions do not imply that errors are of such low mag-
nitude that they can simply be ignored. Rather, they reflect the
lack of a standard framework for modelln; how error is prop-

roduct through a sequence of data transformation

Conceptual models
of error

f

Incices for
error measurement

v [ Eval

decis!

Error propagation
functions

Automated
rror

-]
E
S

Fia. 1. An error propagation research paradigm.

presented as a possible error propagation research paradigm.
The ptual model of error reflects notions of what error

agated through of data
Paradoxically, an enormous volume of research has been carried
out on the question of spatial database accuracy and the errors
introduced by various types of data transformation (Goodchild
and Gopal, 1989; Veregin, 19892). Numerous indices have been
developed to measure spatial and aspatial dimensions of error

signifies in a particular context. This ontological issue is of fun-
damental importance because error in spatial databases is in-
herently multi-dimensional. The utility of different dimensions
of error is a function of context defined by the requirements of
the uses and the classes of geographical data under consider-
ation. Once d ined, signifi di i of error must

in databases, and methods have been proposed for

the ways in which data transformation functions modify and

introduce error. Much of this research, however, has been car-

ried out in isolation from the broader context of error propa-

gation modeling in a GIS environment. There is a lack of a
thodology for specifying the i ions among these var-

ious error indices and models of error propagation. That is,

for modelt

be represented numerically as an index or set of indices for error
measurement. This permits error propagation to be imple-

mented by an error propag: function. Such model
how a particular type of error is modified as spatial data are
processed by a given data ion function. A

error propagation functions can be used to track errors present

there is no accepted paradi § error prof

that explicitly recognizes the interdependence between basic
concepts of spatial database accuracy and formal methods of
error propagation in an actual system.

in source data through specific sequences of data transforma-
i to d i

tion the quality of a GIS derived data
product.

The sections that follow discuss conceptual models of error
for g phic data, indices to measure those errors, and func-

Figure 1 an flow linking ly
more formal P of error propaga deling and is
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tions to propagate the indices in a GIS application. Error prop-
agation research is facilitated by a computer program for testing
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characterize data sources with error indices and implement
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DATA-QUALITY ENHANCEMENT TECHNIQUES
IN LAYER-BASED GEOGRAPHIC INFORMATION
SYSTEMS

Howard Veregin
Department of Geography, Kent State University, Kent, OH
David P. Lanter

Department of Geography, University of California, Santa Barbara, CA

ABSTRACT. Tifi.v study deals with the general issue of data quality in geographic information systems
(GIS)A. The specific focus is the propagation of source data errors through GIS data-transformation
)_imcuan.r. The ob}em’ve of the study is 1o describe quality enhancement (QE) tools that can be used to
improve the quality of derived data producis. These tools allow users to explore the error characteristics
of their databases, devise optimal sirategies for improving the accuracy of derived data, and enhance the
reliability of information used for decision-making purposes.

INTRODUCTION

The noed for data-quality assessment techniques and quality-assurance procedures in geo-
grap!’nc information systems. (GIS) no longer needs much by way of formal introduction or Jjusti-
fication. In recent years the issue has received a great deal of attention from the GIS community.
There has been a significant increase in the number of journal and conference articles related to
the issue of GIS data quality, and scveral books have recently been published on the topic
(Goodchild & Gopal, 1989; Hunter, 1991). The importance of data quality is also reflected in the
recent adoption of the Spatial Data Transfer Standard (SDTS), which includes a data-quality
component, as a Federal Information Processing Standard (FIPS) to serve all segments of the
U.S. federal geographical i ion p ing community. Nor is this type of activity restrict-
ed to the United States, as evinced by work on data quality being conducted by the International
Cartographic Association, the efforts to promote European data standards (such as DIGEST

Kent State Universi
442420001, e-mail: veregin @humboldt kent.edu, tate y, Kent, OH
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Case Study: First data provenance IT Audit y > 4

conducted in 1992 for Southern California Edison

Focus of the audit:

1. Document and help management understand the quality of their
decision support data

2. Test scientific replicability of data used in decision making



Data provenance audit problem...
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Extraction of metadata of data and processing

Geolineus user guide

Contents

What is Geolineus? 3
What does a lineage diagram show? 4
How does Geolineus store metadata? 9
Working with Geolineus 11
Geolineus demo 13

Creating frame templates
Creating a new lineage diagram

19
22

Documenting source data 24
Documenting derived data 26
Documenting product data 29

Deleting icons 30

Deleting data 31

Recreating deleted data 32

Modifying applications with the "Ripple" button

What happens if a ripple can't continue 37
Using "Ripple source" 38

Using "Update" 40

Using "Replace source" 42

Querying a lineage diagram 45

Database view integration with "Merge" 46
Removing redundancies with "Condense" 48

Re-using lineage diagrams 50

Index 55

To install Geolineus BR® see the separate ‘Geolineus Release N
Instructions’” document.

Creating a new lineage diagram

The Geolineus "Create from log" option in the "File" menu automatically creates a ]j:%
diagram for an ARC/INFO workspace by reading the workspace's ARC/INFO log file. Thg
workspace log file is maintained by ARC/INFO and records the commanals and their
parameters that have been performed on the layers in that workspace. When "Create from
log" reads a workspace's log file it looks for ARC/INFO commands that process data (see
"Help on commands" from the Geolineus "Help” menu for a list of these commands) and

creates a lineage diagram to represent the processing.that has taken place.

1. Make sure you are in the ARC/INFO workspace (I® page 11) you want to document.
2. Select "Create from log" from the "File” menu. This box pops up (¥).

will create will include lineage for layers that no longer exist. Normally., Qeo]ineus wijll
ignore any lines in the log file that do not contribute to the lineage of an existing layer. This
results in a lineage diagram that documents the current state of the workspace.

The check option enables you to choose whether or not the diagram that "Create from log"g

If you uncheck the option, Geolineus creates a diagram using all the lines in Qle log file, even
if they are in the lineage of layers that no longer exist. This results in a diagram showm.g

what has happened previously in the workspace in addition to its current state. Use
j to a o a logfi ich th is unavailable,
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198923021442
198923021442
198923021503
198923021505
198923021512
198923021514
198923021516
198923021520
198923021520
198923021520
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198923021520
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198923021530
198923021533
198923021536
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OARCPLOT
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Oarcplot
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Lineage metadata enabled audit of data and processing
at Southern California Edison

9 visits with SCE’s GIS Lab’s technical staff in 1992, collected:

1.

Descriptions of 14 data processing projects

L <=4

Metadata for data sources that were acquired and imported into the enterprise GIS

database for the projects

Processing log files for the projects

Source Metadata

Input
Processing

slz] =l =l
2 7

Information System

Analytic

Data Processing

=) =lmlz

Metadata System

Output

Data Processing

=g =g =5
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Lineage metadata enabled audit of data and processing L r<=4

1.

at Southern California Edison
Descriptions of 14 data processing projects

...for 7 corporate divisions were examined:
* Customer Service

* Engineering mm

. 1 map Spatial distribution of SCE substations relative to important features
* Environmental Research

* Information Services

* Power Generation

* Project Development

* Sewer & Hydrologic Engineering

2 5 maps SCE’s Service Territory and its various features
1 map SCE’s Service Territory and various features

4 1 map Areas in Redlands CA near power lines containing sensitive species

5 1 map Areas in Victorville CA near transmission lines containing sensitive species

6 1 map Route of proposed pipeline from Mandalay facility to Ormond Beach facility

7 datafile Locations of historic sites in Redlands CA

8 database Land use information for species habitat study

9 1 map Land use, street network, elevation contours in areas around microwave stations
10 Map Land use and street network reference map of Ormond Beach area

11 21 maps 3 maps each for 7 dam/reservoir sites in SCE Territory;
data file  Data file of calculated terrain units for use in hydrologic modeling project

12 database Environmental site suitability models for locating artificial reef to mitigate impact of San Onofre
Nuclear Generation Station as requirement of operation permit

13 1 map SCE Service Territory’s relationships between switching and intermediate processing centers

14 2 maps Congressional boundaries and demographic data



Linage metadata enabled audit of data and processing <=4
at Southern California Edison

2. ldentified data acquired from internal and external sources and collected
metadata on these data

* Entity types (“features”) and attribute content
* Format

e Area covered

* Geographic scale and spatial resolution

* Location coordinate system

Information System

e Spatial projection ]

+ Supplying agency o T Pl — P

e Original source organization @ _ : )

e Original publication date St Products

 Production source date =l sl =l =l sl =iz mlsl =izl

 Responsible staff member Y =g =50 =8 =60 =

« Statement of data quality Ll oY i N _’6%
Source Metadata = = =l = -l T

Metadata

Metadata System
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Metadata enabled audit of data and processing L <=4
at Southern California Edison
3. Processing log files obtained for each of the 14 projects

Reverse engineered lineage metadata from the log files

~— Information System .
— |
U —~
9 Input Analytic Output '
: Data : : Bl
Processing Processing Processing
= > %‘

Sources Products

Source Metadata Lineage

Metadata

Metadata System
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Metadata enabled audit of GIS data and processing <=4
at Southern California Edison

GIS Lab analysts identified 54 data files input into the Information System to

support their projects, obtained from:
* Internal client department
e Otherinternal departments
e California state agencies
e Qutside consultants

Log processing identified 806 datasets referenced in the log files :
e 487 source datasets (i.e. lacking child links pointing to inputs)
e 319 derived datasets



Metadata enabled audit of GIS data and processing

I_r<=4
at Southern California Edison

Next step... would have focused on use of metadata analysis to identify
commonalities and differences in:

1. Source data usage

2. Analytical processing logic
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Metadata enabled audit of GIS data and processing <=4
at Southern California Edison

...instead we found:
1. Much metadata for documenting the data sources were missing...

* GIS Lab Technical Staff analysts were unable to remember much about the data
they had used in earlier projects

* Of the 54 data files used as input to the GIS database:
o 89% were of unknown Spatial Projections
o 79% were of unknown Original Publication Dates
o 70% were of unknown Scales and Spatial Resolutions
o 68% were from unknown Original Source Organizations
o 43% contained attributes and spatial data assumed “fit for use” but untested



Metadata enabled audit of GIS data and processing <=4
at Southern California Edison

We also found:

2. Lack of naming conventions for identifying primary data source files and source

datasets once they were imported into the Information System
* For example,

 “TER” used as mnemonic device to name datasets after import:
5 datasets in Project 1: TERBND, TER.MRK, TERMRK1, TERMRK2, and TERMERK3

e 3 datasets in Project 2: TERRITORY, SCE-TERR, SCE-TERR2
* Information Analysts could not differentiate them
Utility company only had one service territory boundary, there were 8 different versions of it. Without taking the itme to

visually inspect and compare the actual data — it was not clear what, if any, significant differences existed among the
versions



Metadata enabled audit of GIS data and processing <=4
at Southern California Edison

Recommendation: )
e GIS Lab’s “..database was inadequately documented and should not be reused.

y .\;" Intemational Geographical Union Commission u)
METADATA ANALYSIS OF GIS DATA PROCESSING N on Geographic Information Systems
A CASE STUDY ]

SDH 94 jati Geographic Information
David P. Lanter and Chris Surbey Association for Sl

Topeis o e SDH 94 This resulted in a follow-on consulting

University of California
Santa Barbara, California 93105

Us contract to provide help SCE’s data

ChrioSaray Sixth International Symposium

GIAS Lab, 2nd Floor, G.0.3 (MD2) _ on ana/ysts with guide/ines and standards

Southemn California Edison - .
2131 Walnut Grove Avenue Spatial Data Handling

Rosemead, California 91770

s 5th- 9th September 1994 | for developing decision support data
WTRODUCTION : it st with data provenance documentation

This paper reports on the analysis of lineage metadata conducted to assess
the nature of data processing taking place within a production GIS facility. The
Southern California Edison (SCE) GIAS Lab was visited nine times during the
late spring and early summer of 1992. Information gathered during the visits

was used to assess the quality of the ARC/INFO databases and applications ADVAN CES m G'S RESEARCH
processing applied to create forty deliverable data products. The deliverables
consisted of thirty six maps, two GIS databases, and two attribute data files.
These were created in fourteen projects for eight different departments. The PRoCEEDINGS VOLU M E 1
SCE departments served by the projects examined in this study were: 4

Customer Service, Engineering, Environmental Research, Power Generation,
Project Development, Sewer & Hydrologic Engineering, and Information
Services.

Metadata were collected on 56 data sources and 806 ARC/INFO data layers.
Data sources were documented through interviews with the eleciric utility's GIS
technical staff. Data layers were identified and documented by using the .
GEOLINEUS (Lanter 1992) metadata management system to reverse engineer EDITORS
lineage metadata from the Lab's ARC/INFO databases. Metadata analysis
focused on determining the adequacy of data source documentation, coupling
of data source documentation to source layers used in ARC/INFO applications,

and complexity of data processing. A determination was made that the GIAS's Thomas C. Wauy h
database was inadequately documented and should not be reused. The low
level of complexity of the spatial analytic data processing indicated the and
existence of an early stage of GIS utilization not described in the literature.

Richard G. Healey
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Conclusion: Data lineage metadata can help information systems
meet key data privacy by design requirements, including:

* Enabling data subjects access, review and rectify their personal data
* Enabling data subjects to withdraw given consent with effect for the

future by:
a. Blocking access to their personal data

b. Constraining processing and usage of their personal data

c. Erasing their personal data
* Blocking and restricting personal data obtained for one purpose from

being processed for other purposes not compatible with the original
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Conclusion:

Data lineage metadata can be used to help information

system developers meet key data protection by design
reqguirements:

1. Data subjects have right to access, review and rectify their personal data

2. Data subjects have the right to withdraw given consent with effect for
the future and

* Block access
e Constrain processing and use
* Erase their personal data

3. Personal data obtained for one purpose must not be processed for
other purposes not compatible with the original purpose



Outlook: Commercial database management systems are beginning to
include lineage metadata capabilities for tracking attribute values

processed and transformed among relational database tables ...
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Agenda

v'Data protection by design

e System Security Plan
* Cloud computing specifications
e Security control inheritance

61



Cloud computing

Cloud computing enables ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources that can
be rapidly provisioned and released with minimal management effort

or service provider interaction

N'g Special Publication 800-145
National Institute of
Standards and Technology
U.S. Department of Commerce
L L]

The NIST Definition of Cloud

-
COI'I‘JI.ItII'Ig

Recommendations of the National Institute
of Standards and Technology

Peter Mell
Timothy Grance




Essential Characteristics of Cloud Computing

On-demand self-service
Broad network access
Resource pooling

Rapid elasticity

A o S

Measured service

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
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Which Service Model(s) of cloud computing is your
project’s information system providing to your end users?

FedRAMP® (High, Moderate, Low, LI-SaaS) Baseline System Security Plan (S5P)
<lnsert CEP Hame?> | <Insert C50 Name> | <Inser Version X.X= | <Insert MMWDDMNY Y Y=

[Table 3.1 provides a summary of the key attributes of the C50.

Table 3.1 System Information

System Information
CSP Name:
C50 Name:

FedRAMP Package
1D:

» Service Model:

Digital Identity Level
(DIL) Determination
(SSP Appendix E):

FIPS PUB 199 Level
(S5P Appendix K):

Fully Operational as
of:

Deployment Model:

Authorization Path:

General System
Description:

<Insert CSP Mame> <Insert CSP Abbreviation, as appropriate=
<Insert CSO Name> <Insert CS0 Abbreviation, as appropriate=
<Insert FedRAMP Package ID>

<Choose one: laa3, PaaS, SaaS, laaS/Paa3, laaS/PaaS/5aas,
laaS/SaaS, PaaS/5aa8, LI-SaaS>

<Choose one: IAL3/FAL3/AALS, IAL2/FAL2/AAL 2, IAL1/FALT/AALT=

<Choose one: High, Moderate, Low, LI-SaaS>

<Insert MM/DD/YYYY >

<Choose one: Public Cloud, Government-Cnly Cloud, Hybrid Cloud=

<Choose one: Joint Authorization Board Provisional Authorization,
Agency Authorization=

<Insert CS0 Name:> is delivered as [a/an] [insert based on the
Service Model above] offering using a multi-tenant [insert based on
the Deployment Model above] cloud computing envirenment. It is
available to [Insert scope of customers in accordance with
instructions above (for example, the public, federal, state, local, and
tribal governments, as well as research institutions, federal
contractors, government contractors etc.)].



3 Service Models of Cloud Computing

Infrastructure as a Service (laa$S)

Provides processing, storage, networks, and other fundamental
computing resources

Consumer is able to deploy and run arbitrary software, which can
include operating systems and applications

* The consumer does not manage or control the underlying cloud
infrastructure,

* but has control over operating systems, storage, and deployed applications;
and possibly limited control of select networking components (e.g., host
firewalls)

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



3 Service Models of Cloud Computing

Platform as a Service (Paa$S)

Consumer is provided capability to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programming
languages, libraries, services, and tools supported by the provider

* The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, or

storage,

* but has control over the deployed applications and possibly configuration
settings for the application-hosting environment

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



3 Service Models of Cloud Computing

Software as a Service (Saa$)

The capability provided to the consumer is to use the provider’s
applications running on a cloud infrastructure

* Accessible from various client devices through either a thin client
interface, such as a web browser or a program interface

* The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems,
storage, or even individual application capabilities, with the
possible exception of limited user specific application
configuration settings

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



Which cloud deployment model is your project’s
information system based on?

TABLE OF CONTENTS FedRAMPE (High, Moderate, Low, LI-SaaS) Baseline System Security Plan (SSF)
o <Insert CSP Mame? | <Insert GSO Name> | <Insert Version X.X> | <Insert MMIDDVYYY:
T INPQAUCHION ..o et e e e e e ]
2 PUIDOSE ... . .. 3
3 System Information.
4 System Owner [Table 3.1 provides a summary of the key attributes of the C50.
5  Assignment of Security Responsibility.............o 11 )
Table 3.1 System Information
6 Leveraged FedRAMP-Authorized Services. .. ...
7 External Systems and Services Not Having FedRAMP Authorization System Information
8 lllustrated Architecture and Narratives CSP Name: <Insert CSP Mame> zInsert CSP Abbreviation, as appropriate>
8.1 Mustrated Architecture .. e
) CS0 Name: <Insert CSO Name> <Insert CS0 Abbreviation, as appropriate=
B2 NaMmatiVe e e 22
9 Services, Ports, and ProOtOCOIS ..o oot e 24 FedRAMP Package <Insert FedRAMP Package ID>
10 Cryptographic Modules Implemented for Data At Rest (DAR) and Data In Transit (DIT) ............ 27 ID:
11 Separation of DUBES ... 29 Service Model: <Choose one: [aaS, PaaS, SaaS, laaS/PaaS, laaS/PaaS/Saas,
Pat Y ot SN SN SN SN SN SN SN o & laaS/SaaS, PaaS/SaaS, LI-SaaS>

Digital Identity Level | <Choose one: IAL3/FAL3/AALS, IAL2/FAL2/AALZ, IAL1/FALT/AALT>
(DIL) Determination
(SSP Appendix E):

FIPS PUB 199 Level | <Choose one: High, Moderate, Low, LI-SaaS>
(S5P Appendix K):

Fully Operational as | <Insert MM/DD/YYYY >
of:

» Deployment Model: | <Choose one: Public Cloud, Government-Only Cloud, Hybrid Cloud=

Authorization Path: <Choose one: Joint Authorization Board Provisional Authorization,

Agency Authorization=
General System <Insert CS0 Name:> is delivered as [a/an] [insert based on the
Description: Service Model above] offering using a multi-tenant [insert based on

the Deployment Model above] cloud computing envirenment. It is
available to [Insert scope of customers in accordance with
instructions above (for example, the public, federal, state, local, and
tribal governments, as well as research institutions, federal
contractors, government contractors etc.)].



4 Deployment Models of Cloud Computing

Public cloud

The cloud infrastructure is provisioned for open use by the
general public

* It may be owned, managed, and operated by a business,
academic, or government organization, or some combination of
them. It exists on the premises of the cloud provider

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



4 Deployment Models of Cloud Computing

Private cloud

The cloud infrastructure is provisioned for exclusive use by a
single organization comprising multiple consumers (e.g.,
business units)

* It may be owned, managed, and operated by the
organization, a third party, or some combination of them,
and it may exist on or off premises.

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



4 Deployment Models of Cloud Computing

Community cloud

Provisioned for use by a specific community of consumers

from organizations with shared concerns

* |t may be owned, managed, and operated by one or more of the
organizations in the community, a third party, or some combination of them,
and it may exist on or off premises

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



4 Deployment Models of Cloud Computing

Hybrid cloud

A composition of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities

e ...but are bound together by standardized or proprietary
technology that enables data and application portability

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf



Agenda

v'Data protection by design

v'Cloud computing specifications

* Security control origination

* Team project SSP progress review and discussion
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Security Control Origination

Ill

Security control “inheritance” exist when

an information system or application receives protection from
security controls developed, implemented, assessed,
authorized, and monitored by entities other than those
responsible for the system or application [=v

Responsible Role:

Parameter IA-5(3)-1:
N IST S P 800'5 3 Parameter IA-5(3)-2:

Parameter IA-5(3)-3:

Parameter IA-5(3)-4:

Implementation Status (check all that apply):
O Implemented

O Partially implemented
I Planned
O Alternative implementation

I Not applicable

Control Origination (check all that apply):

O Service Provider Corporate

O Service Provider System Specific

O Service Provider Hybrid (Corporate and System Specific)

O Configured by Customer (Customer System Specific)

O Provided by Customer (Customer System Specific)

O Shared (Service Provider and Customer Responsibility)

O Inherited from pre-existing FedRAMP Authorization for Click here to enter text. , Date of Authorization




Control Origination

Many controls needed to protect organizational information systems
are inheritable by other systems, e.g.
* Security awareness training
* Incident response plans
* Physical access to facilities
Rules of behavior
Public Key Infrastructure [PKI]
* Authorized secure standard configurations for clients/servers
* Access control systems
* Boundary protection
* Cross-domain solutions



Control Origination

Control Origination (check all that apply):

1 Service Provider Corporate

_1 Service Provider System Specific

L1 Service Provider Hybrid (Corporate and System Specific)
_1 Configured by Customer {Customer System Specific)

1 Provided by Customer (Customer System Specific)

_1 Shared (Service Provider and Customer Responsibility)

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

* Indicate what sections of the security control are inherited and provide a description of what is inherited
* |f a entire control is inherited, it must be clear to the Assessor what is inherited
 The writer does not need to describe how the leveraged service is performing the particular function

* That detail is found in the SSP of the leveraged system from which the control is inherited

If a published policy is referenced as the basis for an inherited security control, make sure that published document is
provided as an attachment, or a supporting artifact with the SSP when submitted for FedRAMP review

https://www.fedramp.gov/weekly-tips-cues-february-15-2017/



Control Origination

IA-5 (3) Control Summary Information

Responsible Role:

Parameter [A-5(3)-1:

Parameter [A-5(3)-2:

Parameter [A-53(3)-3:

Parameter [A-5(3)-4:

Implementation Status (check all that apply):
Ll Implemented

L1 Partially implemented

L Planned

L1 Alternative implementation

L1 Not applicable

Control Origination (check all that apply):
L1 Service Provider Corporate
L1 Service Provider System Specific
L1 Service Provider Hybrid (Corporate and System Specific)

L1 Configured by Customer (Customer System Specific)
L1 Provided by Customer (Customer System Specific)
L1 Shared (Service Provider and Customer Responsibility)




Agenda

v'ITACS Mentoring Program
v'Catch up... Centralized Remote Access Control Technologies

v'Data protection by design

v'System Security Plan
v'Cloud computing specifications
v'Security control inheritance
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