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Agenda

* Risk Management Framework — A quick review...

* Implementing controls — Host hardening...
 Security configuration checklist (with STIG Viewer)

e SCAP - Security Content Automation Protocol

 System Security Plan’s Appendix 1
* Select 1 Technical control family to fill out for your information system

e System Security Plan’s System Information
* Information System Type

* Team Project - SSP draft development...
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Which controls aid in Host Hardening... ?
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CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation. and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning Ccp
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC

Table 2: Security Control Class, Family, and Identifier
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A security configuration checklist is a document containing instructions or
procedures for:
e Configuring an information technology (IT) product to an operational environment
* Verifying that the product has been configured properly
e Identifying unauthorized changes to the product

Checklists can help you:
* Minimize the attack surface
* Reduce vulnerabilities
* Lessen the impact of successful attacks
* Identify changes that might otherwise go undetected
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NIST

Two types of checklists ot

http://\checklists.nist.gov

1. Non-Automated

* Designed to be used manually, such as written instructions that describe the
steps an administrator should take to secure a system or to verify its security

settings

2. Automated
e Used through one or more tools that automatically alter or verify settings
based on the contents of the checklist

 Many checklists are written in Extensible Markup Language (XML), and there
are special tools that can use the contents of the XML files to check and alter

system settings

* Security Content Automation Protocol (SCAP) is a common example used to express
checklist content in a standardized way that can be processed by tools that support SCAP



Security Configuration Checklist

* There is no checklist that can make a system or product
100 percent secure

* Using checklists does not eliminate the need for ongoing
security maintenance, such as patch installation

* Using checklists for hardening systems against software
flaws (e.g., by applying patches and eliminating
unnecessary functionality) and configuring systems
securely will typically:

* Reduce the number of ways in which systems can be attacked
* Result in greater product security and protection from threats

* Help verify the configuration of some types of security controls
for system assessments

NIST Special Publication 800-70
Revision 4

National Checklist Program for IT
Products — Guidelines for Checklist
Users and Developers
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Authentication, Authorization, and Accounting Services (AAA) Security Requirements Guide :: Version 1, Release: 2
Benchmark Date: 24 Jan 2020

Rule ID: SV-95527r1_rule  STIG ID: SRG-APP-000142-AAA-000020

Classification: Unclass

Vul ID: V-80817
Severity: CAT |

Group Title: SRG-APP-000142-AAA-000020

Rule Title: AAA Services must be configured to use protocols that encrypt credentials when authenticating clients, as defined in the
PPSM CAL and vulnerability assessments.

Discussion: Authentication protection of the client credentials (specifically the password or shared secret) prevents unauthorized
access to resources. The RADIUS protocol encrypts the password field in the access-request packet, from the client to the AAA
server. The remainder of the packet is unencrypted. Other information, such as username, authorized services, and accounting, can
be captured by a third-party. TACACS+ encrypts the entire body of the packet but leaves a standard TACACS+ header. Within the
header is a field that indicates whether the body is encrypted or not. Other protocols have similar protections. When unencrypted
credentials are passed, adversaries can gain access to resources.

Check Text: Verify AAA Services are configured to use protocols that encrypt credentials when authenticating clients. Both the
RADIUS and TACACS+ protocols are acceptable when configured to perform encryption. For any protocol implemented, the PPSM
CAL and vulnerability assessments must be reviewed to ensure the protocols are properly configured.

If AAA Services are not configured to use protocols that encrypt credentials when authenticating clients, as defined in the PPSM
CAL and vulnerability assessments, this is a finding.

Fix Text: Configure AAA Services to use protocols that encrypt credentials when authenticating clients. Both the RADIUS and
TACACS+ protocols are acceptable when configured to perform encryption. For any protocol implemented, the PPSM CAL and

vulnerability assessments must be reviewed to ensure the protocols are properly configured.

References

CCI: CCI-000382: The organization configures the information system to prohibit or restrict the use of organization defined
functions, ports, protocols, and/or services.

NIST SP 800-53 :: CM-7

NIST SP 800-53A :: CM-7.1 (iii)

NIST SP 800-53 Revision 4 = CM-7 b
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Citrix XenDesktop 7.x Windows Virtual Delivery Agent Security T...
EDB Postgres Advanced Server v11 on Windows Security Technic...
Google Chrome Current Windows Security Technical Implementa...
Microsoft Windows 10 Security Technical Implementation Guide
Microsoft Windows Server 2012/2012 R2 Domain Controller Sec...
Microsoft Windows Server 2012/2012 R2 Member Server Securit...

~

Profile: | No Profile -

¥ Filter Panel

Must match: (@) All Any
Keyword > Add

@) Inclusive (+) Filter

s

Exclusive (-) Filter

+ /- Keyword Filter

No content in table

Remove Filter(s) Remove All Filters

Vul ID
V-253254
V-253255
V-253256
V-253257
V-253258
V-253259
V-253260
V-253261
V-253262
V-253263
V-253264
V-253265
V-253266
V-253267
V-253268
V-253269
V-253270
V-253271
V-253272
V-253273
V-253274
V-253275
V-253276
V-253277
V-253278
V-253279
V-253280
V-253281
V-253282
V-253283
V-253284
V-253285
V-253286

Rule ID

SV-253254r82...
SV-253255r82...
SV-253256r82...
SV-253257r82...
SV-253258r82...
SV-253259r82...
SV-253260r82...
SV-253261r82...
SV-253262r82...
SV-253263r82...
SV-253264r82...
SV-253265r82...
SV-253266r82...
SV-253267r82...
SV-253268r82...
SV-253269r82...
SV-253270r82...
SV-253271r82...
SV-253272r82...
SV-253273r82...
SV-253274r84...
SV-253275r82...
SV-253276r82...
SV-253277r82...
SV-253278r82...
SV-253279r82...
SV-253280r82...
SV-253281r82...
SV-253282r82...
SV-253283r82...
SV-253284r82...
SV-253285r82...
SV-253286r82...

Showing rule 1 out of 253

Rule Name
SRG-0S-00048...
SRG-05-00042...
SRG-05-00042...
SRG-05-00042...
SRG-05-00019...
SRG-0S5-00040...
SRG-05-00040...
SRG-05-00012...
SRG-05-00037...
SRG-05-00048...
SRG-0S5-00048...
SRG-0S5-00008...
SRG-05-00048...
SRG-05-00013...
SRG-0S5-00046...
SRG-0S-00031...
SRG-0S5-00048...
SRG-05-00031...
SRG-05-00048...
SRG-0S-00007...
SRG-0S5-00031...
SRG-05-00009...
SRG-05-00009...
SRG-05-00009...
SRG-0S-00009...
SRG-0S5-00009...
SRG-05-00048...
SRG-05-00048...
SRG-05-00048...
SRG-0S5-00043...
SRG-0S5-00043...
SRG-05-00009...
SRG-05-00009...

* Microsoft Windows 11 Security Technical Implementation Guide :: Version 1, Release: 2 Benchmark Date: 14 Nov 2022

Vul ID: V-253254  Rule ID: SV-253254r828846_rule  STIG ID: WN11-00-000005

Severity: CAT Il Classification: Unclass

N

Group Title: SRG-0S-000480-GPOS-00227

Rule Title: Domain-joined systems must use Windows 11 Enterprise Edition 64-bit version.

Discussion: Features such as Credential Guard use virtualization-based security to protect information that could be used in
credential theft attacks if compromised. There are a number of system requirements that must be met in order for Credential Guard
to be configured and enabled properly. Virtualization-based security and Credential Guard are only available with Windows 11
Enterprise 64-bit version.

Check Text: Verify domain-joined systems are using Windows 11 Enterprise Edition 64-bit version.

For standalone systems, this is NA.

Open "Settings".

Select "System", then "About".

If "Edition" is not "Windows 11 Enterprise”, this is a finding.

If "System type" is not "64-bit operating system...", this is a finding.

Fix Text: Use Windows 11 Enterprise 64-bit version for domain-joined systems.

References

CCl: CCI-000366: The organization implements the security configuration settings.
NIST SP 800-53 = CM-6 b

NIST SP 800-53A :: CM-6.1 (iv)

NIST SP 800-53 Revision 4 :: CM-6 b



rf' DISA STIG Viewer : 2.15 : STIG Explorer
File Export Checklist Options Help

STIG Explorer
¥ STIGs

windows 10

CK Name
Microsoft Windows 10 Mobile Security Technical Implementation Guide
Windows 10 Security Technical Implementation Guide
Windows 10 Security Technical Implementation Guide

v Windows 10 Security Technical Implementation Guide

Profile: | No Profile -

¥ Filter Panel

Must match: (@) All Any
CATI ~ | CATI Add
®) Inclusive (+) Filter

+/- Keyword Filter

Exclusive (-) Filter

Mo content in table

Remove Filter(s) Remove All Filters

Vul ID
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V-220703
V-220704
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V-220706
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V-220714
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V-220717
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V-220719
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V-220721
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V-220726
V-220727
V-220728
V-220729
V-220730
V-220731
V-220732
V-220733
V-220734
V-220735

V-220736

Rule ID

5V-220698r569187_...
SV-220699r569187_..
5V-220700r569187_...
5V-220701r793197_...
SV-220702r569228_...
5V-220703r569288_...
5V-220704r569290_...
SV-220705r569187_..
SV-220706r646212_..
5V-220707r793194_...
SV-220708r565187_...
S5V-220709r569187_..
5V-220710r569187_...
5V-220711r569187_...
SV-220712r569187_...
5V-220713r569187_...
5V-220714r569187_...
SV-220715r569187_..
5V-220716r569187_...
5V-220717r569187_...
SV-220718r569187_...
SV-220719r569187_..
5V-220720r569187_...
SV-220721r565187_..
SV-220722r569187_..
5V-220723r569187_...
5V-220724r569187_...
SV-220725r569187 _..
5V-220726r569187_...
SV-220727r569187_...
SV-220728r569187_...
SV-220729r793187_..
5V-220730r793189_...
SV-220731r793191_..
SV-220732r569187_...
5V-220733r569187_...
SV-220734r565187_...
S5V-220735r569187_..
SV-220736r569187 ...

Rule Name

SRG-0S5-000480-GP...
SRG-05-000480-GP...
SRG-0S5-000480-GP...
SRG-0S-000191-GP...
SRG-0S5-000185-GP...
SRG-0S-000185-GP...
SRG-05-000185-GP...
SRG-0S-000370-GP...
SRG-0S-000480-GP...
SRG-0S-000480-GP...
SRG-0S-000080-GP...
SRG-0S-000480-GP...
SRG-0S5-000138-GP...
SRG-0S-000118-GP...
SRG-05-000324-GP...
SRG-0S-000480-GP...
SRG-0S-000095-GP...
SRG-0S5-000480-GP...
SRG-0S-000076-GP...
SRG-0S-000312-GP...
SRG-0S-000095-GP...
SRG-0S5-000096-GP...
SRG-0S-000095-GP...
SRG-0S-000096-GP...
SRG-0S-000096-GP...
SRG-0S-000480-GP...
SRG-0S5-000480-GP...
SRG-05-000480-GP...
SRG-0S5-000433-GP...
SRG-0S-000433-GP...
SRG-0S-000095-GP...
SRG-0S-000095-GP...
SRG-0S-000095-GP...
SRG-0S-000095-GP...
SRG-0S-000095-GP...
SRG-0S-000480-GP...
SRG-0S-000095-GP...
SRG-0S-000095-GP...
SRG-0S5-000480-GP...

Showing rule 1 out of 257

Windows 10 Security Technical Implementation Guide :: Version 2, Release: 3 Benchmark Date: 01 Nov 2021
Vul ID: V-220697  Rule ID: SV-220697r569187 _rule  STIG ID: WN10-00-000005

Severity: CAT Il Classification: Unclass Legacy IDs: \V-63319; SV-77809

Group Title: SRG-05-000480-GPOS-00227

Rule Title: Domain-joined systems must use Windows 10 Enterprise Edition 64-bit version.

Discussion: Features such as Credential Guard use virtualization based security to protect information that could be used in credential theft
attacks if compromised. There are a number of system requirements that must be met in order for Credential Guard to be configured and
enabled properly. Virtualization based security and Credential Guard are only available with Windows 10 Enterprise 64-bit version.

Check Text: Verify domain-joined systems are using Windows 10 Enterprise Edition 64-bit version.

For standalone systems, this is MA.

Open "Settings"”.

Select "System”, then "About".

If "Edition” is not "Windows 10 Enterprise”, this is a finding.

If "System type" is not "64-bit operating system...”, this is a finding.

Fix Text: Use Windows 10 Enterprise 64-bit version for domain-joined systems.

References

CCl: CCI-000366: The organization implements the security configuration settings.
MIST 5P 800-53 : CM-6 b

NIST SP B00-53A 1 CM-6.1 (iv)

MIST SP 800-53 Revision 4 = CM-6 b
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REANENESE Microsoft Vi e 05X 109 | | MssaL se
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Severity Category Code (CAT) Levels

The risk level associated with the information assurance (IA) security weakness and the
urgency for a corrective action to be completed

* CAT I Severity Code is assigned to findings that allow primary security protections to be bypassed,
allowing immediate access by unauthorized personnel or unauthorized assumption of super-user
privileges

* CAT | weaknesses must be corrected before an Authorization to Operate (ATO) is granted

» CAT Il Severity Code is assigned to findings that have a potential to lead to unauthorized system access or
activity.
e CAT Il findings shall be corrected or satisfactorily mitigated before an Authorization to Operate will be granted.

* A system with a CAT Il weakness can be granted an ATO only when there is clear evidence that the CAT Il weakness can be
corrected or satisfactorily mitigated within 180 days of the accreditation decision.

e CAT Ill Severity Code is assigned to recommendations that will improve IA posture but are not required
for an authorization to operate
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V-63319 WN10-00-000005 V-63325 WN10-CC-000315
= — . V-63321 WN10-CC-000310 K Name + V-63335 WN10-CC-000330
VOILE VIOEO JE55100 VIdNEagerment JeCurily REguirgiments uuiae ~ V-63323 WN10-00-000010 VUILE VIUEQ SESSIUN WIaNdyerment SECUrity REYUITEMETNLS Lbulae = V-63347 WN10-CC-000345
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Web Policy STIG V-63329 WN10-CC-000320 Web PelieySTIG V-63351 WN10-00-000045
Web Server Security Requirements Guide p— e Web Server Security Requirements Guide V63353 WN10-00-000050
Windows 10 Security Technical Implementation Guide V-63335 WN10-CC-000330 Windows 10 Security Technical Implementation Guide V-63361 WN10-00-000070
v Windows 10 Security Technical Implementation Guide VLT T RLTTMATETER v Windows 10 Security Technical Implementation Guide V-63377 WN10-00-000100
Windows 2008 Domain Controller Security Technical Implementation Guide V-63339 WN10-CC-000335 Windows 2008 Domain Controller Security Technical Implementation Guide V-53429 WN10-AC-000045
Windows 2008 Domain Controller Security Technical Implementation Guide V-63341 WN10-CC-000360 Windows 2008 Domain Controller Security Technical Implementation Guide V-63651 WN10-CC-000155
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| cci lcontent in table V-63383 WN10-00-000110
V-63385 WN10-00-000115
"
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Showing rule 14 out of 282 Showing rule 4 out of 25
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¥ Filter Panel
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Keyword > Add
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No content in table

Remove Filter(s) Remove All Filters
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Vul ID
V-253254
V-253255
V-253256
V-253257
V-253258
V-253259
V-253260
V-253261
V-253262
V-253263
V-253264
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V-253286

Rule ID

SV-253254r82...
SV-253255r82...
SV-253256r82...
SV-253257r82...
SV-253258r82...
SV-253259r82...
SV-253260r82...
SV-253261r82...
SV-253262r82...
SV-253263r82...
SV-253264r82...
SV-253265r82...
SV-253266r82...
SV-253267r82...
SV-253268r82...
SV-253269r82...
SV-253270r82...
SV-253271r82...
SV-253272r82...
SV-253273r82...
SV-253274r84...
SV-253275r82...
SV-253276r82...
SV-253277r82...
SV-253278r82...
SV-253279r82...
SV-253280r82...
SV-253281r82...
SV-253282r82...
SV-253283r82...
SV-253284r82...
SV-253285r82...
SV-253286r82...

Showing rule 4 out of 253

Rule Name

SRG-0S-00048...
SRG-0S-00042...
SRG-0S-00042...
SRG-0S-00042...
SRG-0S-00019...
SRG-0S-00040...
SRG-0S-00040...
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SRG-0S-00048...
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SRG-0S-00008...
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SRG-0S-00046...
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SRG-0S-00009...
SRG-0S-00009...
SRG-0S-00009...
SRG-0S-000089...
SRG-0S-00009...
SRG-0S-00048...
SRG-0S-00048...
SRG-0S-00048...
SRG-0S-00043...
SRG-0S-00043...
SRG-0S-00009...
SRG-0S-00009...

Microsoft Windows 11 Security Technical Implementation Guide :: Version 1, Release: 2 Benchmark Date: 14 Nov 2022
Vul ID: V-253257  Rule ID: SV-253257r828855_rule  STIG ID: WN11-00-000020

Severity: CAT Il Classification: Unclass

Group Title: SRG-0S-000424-GPOS-00188

Rule Title: Secure Boot must be enabled on Windows 11 systems.

Discussion: Secure Boot is a standard that ensures systems boot only to a trusted operating system. Secure Boot is required to
support additional security features in Windows 11, including virtualization-based Security and Credential Guard. If Secure Boot is
turned off, these security features will not function.

Check Text: Verify the system firmware is configured for Secure Boot.

For virtual desktop implementations (VDIs) where the virtual desktop instance is deleted or refreshed upon logoff, this is NA.

Run "System Information”.

Under "System Summary", if “Secure Boot State" does not display "On", this is a finding.

Fix Text: Enable Secure Boot in the system firmware.

References

CCl: CCI-002421: The information system implements cryptographic mechanisms to prevent unauthorized disclosure of information
and/or detect changes to information during transmission unless otherwise protected by organization-defined alternative physical
safeguards.

NIST SP 800-53 Revision 4 :: SC-8 (1)



Group Title: SRG-0S-000424-GPOS-00188

Rule Title: Secure Boot must be enabled on Windows 11 systems.

Discussion: Secure Boot is a standard that ensures systems boot only to a trusted operating system. Secure Boot is required to
support additional security features in Windows 11, including virtualization-based Security and Credential Guard. If Secure Boot is
a turned off, these security features will not function.

Check Text: Verify the system firmware is configured for Secure Boot.

For virtual desktop implementations (VDIs) where the virtual desktop instance is deleted or refreshed upon logoff, this is NA.
on

Run "System Information".

er

Under "System Summary", if "Secure Boot State" does not display "On", this is a finding.
Fix Text: Enable Secure Boot in the system firmware.

References

CCl: CCI-002421: The information system implements cryptographic mechanisms to prevent unauthorized disclosure of information  ler Version
and/or detect changes to information during transmission unless otherwise protected by organization-defined alternative physical

safeguards.
NIST SP 800-53 Revision 4 :: SC-8 (1)

cturer

Platform Role
Secure Boot State
PCRY Configuration
Windows Directory
System Directory

B e

Boot Device
Locale
Hardware Abstraction Layer

Value

Microsoft Windows 11 Pro

10.0.22621 Build 22621

Not Available

Microsoft Corporation

MIS-DLANTER-X1E

LENOVO

20Y5007QUS

x64-based PC

LENOVO_MT_20Y5_BU_Think_FM_ThinkPad X1 Extreme Gen 4i

11th Gen Intel(R) Core(TM) i7-11800H @ 2.30GHz, 2304 Mhz, 8 Core(s), 16 Log...

LENOVO N40ET37W (1.19), 8/26/2022
32

1.16

UEFI

LENOVO

20Y5007QUS

SDKOT76530 WIN

CAWINDOWS
CAWINDOWS\system32
\Device\HarddiskVolume1
United States

Version = “10.0.22621.1413"

1 User Name MIS-DLanter-X1E\David Lanter
a Time Zone Eastern Daylight Time
) Installed Physical Memory (RAM) 32.0 GB
Total Physical Memory 31.7GB
r Available Physical Memory 15.8 GB
Total Virtual Memory 33.7GB
j Available Virtual Memory 13.0GB
z Page File Space 2.00 GB
Page File C\pagefile.sys
Kernel DMA Protection On
Virtualization-based security Running

Find what:

Find

() Search selected category only

[[J search category names only

Close Find




CCI: CCI-002421: The information system implements cryptographic mechanisms to prevent unauthorized disclosure of information
and/or detect changes to information during transmission unless otherwise protected by organization-defined alternative physical

safeguards.
NIST SP 800-53 Revision 4 :: SC-8 (1)

References

NIST Special Publication 800-53A
Revision 5

Assessing Security and Privacy Controls
in Information Systems and
Organizations

JOINT TASK FORCE

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-53Ar5

January 2022

U.S. Department of Commerce
Gina M. Raimondo, Secretary

National Institute of Standards and Technology
Jomes K. Olthoff, Performing the Non-Exclusive Functions ond Duties of the Under Secretary of Commerce
for Standards and Technology & Director, National Institute of Standards and Technology

SC-08(01)

TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC PROTECTION

ASSESSMENT OBJECTIVE:

Determine if:

SC-08(01)_ODP

one or more of the following PARAMETER VALUES is/are selected: {prevent
unauthorized disclosure of information; detect changes to information};

$C-08(01)

cryptographic mechanisms are implemented to <5C-08(01)_ODP SELECTED
PARAMETER VALUE(S)> during transmission.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

SC-08(01)-Examine

[SELECT FROM: System and communications protection policy; procedures
addressing transmission confidentiality and integrity; system design
documentation; system configuration settings and associated documentation;
system audit records; system security plan; other relevant documents or records].

SC-08(01)-Interview

[SELECT FROM: System/network administrators; organizational personnel with
information security responsibilities; system developer].

SC-08(01)-Test

[SELECT FROM: Cryptographic mechanisms supporting and/or implementing
transmission confidentiality and/or integrity; mechanisms supporting and/or
implementing alternative physical safeguards; organizational processes for defining
and implementing alternative physical safeguards].
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V-253260
V-253261
V-253262
V-253263
V-253264
V-253265
V-253266
V-253267
V-253268
V-253269
V-253270
V-253271
V-253272
V-253273
V-253274
V-253275
V-253276
V-253277
V-253278
V-253279
V-253280
V-253281
V-253282
V-253283
V-253284
V-253285
V-253286

Rule ID

SV-253254r82...
SV-253255r82...
SV-253256r82...
SV-253257r82...
SV-253258r82...
SV-253259r82...
SV-253260r82...
SV-253261r82...
SV-253262r82...
SV-253263r82...
SV-253264r82...
SV-253265r82...
SV-253266r82...
SV-253267r82...
SV-253268r82...
SV-253269r82...
SV-253270r82...
SV-253271r82...
SV-253272r82...
SV-253273r82...
SV-253274r84...
SV-253275r82...
SV-253276r82...
SV-253277r82...
SV-253278r82...
SV-253279r82...
SV-253280r82...
SV-253281r82...
SV-253282r82...
SV-253283r82...
SV-253284r82...
SV-253285r82...
SV-253286r82...

Showing rule 6 out of 253

Rule Name

SRG-05-00048...
SRG-05-00042...
SRG-05-00042...
SRG-05-00042...
SRG-05-00019...
SRG-05-00040...
SRG-05-00040...
SRG-05-00012...
SRG-05-00037...
SRG-05-00048...
SRG-05-00048...
SRG-05-00008...
SRG-05-00048...
SRG-0S5-00013...
SRG-05-00046...
SRG-05-00031...
SRG-05-00048...
SRG-05-00031...
SRG-05-00048...
SRG-0S-00007...
SRG-0S-00031...
SRG-0S-00009...
SRG-0S-00009...
SRG-0S-00009...
SRG-0S-00009...
SRG-0S-00009...
SRG-0S-00048...
SRG-0S-00048...
SRG-0S-00048...
SRG-0S-00043...
SRG-0S-00043...
SRG-0S-00009...
SRG-0S-00009...

+

Microsoft Windows 11 Security Technical Implementation Guide :: Version 1, Release: 2 Benchmark Date: 14 Nov 2022
Vul ID: V-253259  Rule ID: SV-253259r828861_rule  STIG ID: WN11-00-000030

Severity: CAT Il Classification: Unclass

Group Title: SRG-0S5-000404-GPOS-00183

Rule Title: Windows 11 information systems must use BitLocker to encrypt all disks to protect the confidentiality and integrity of all
information at rest.

Discussion: If data at rest is unencrypted, it is vulnerable to disclosure. Even if the operating system enforces permissions on data
access, an adversary can remove non-volatile memory and read it directly, thereby circumventing operating system controls.
Encrypting the data ensures that confidentiality is protected even when the operating system is not running.

Check Text: Verify all Windows 11 information systems (including SIPRNet) employ BitLocker for full disk encryption.

For virtual desktop implementations (VDIs) in which the virtual desktop instance is deleted or refreshed upon logoff, this is NA.
For AVD implementations with no data at rest, this is NA.

If full disk encryption using BitLocker is not implemented, this is a finding.

Verify BitLocker is turned on for the operating system drive and any fixed data drives.

Open "BitLocker Drive Encryption” from the Control Panel.

If the operating system drive or any fixed data drives have "Turn on BitLocker", this is a finding.

Note: An alternate encryption application may be used in lieu of BitLocker providing it is configured for full disk encryption and
satisfies the pre-boot authentication requirements (WN11-00-000031 and WN11-00-000032).

Fix Text: Enable full disk encryption on all information systems (including SIPRNet) using BitLocker.

BitLocker, included in Windows, can be enabled in the Control Panel under "BitLocker Drive Encryption” as well as other
management tools.

Note: An alternate encryption application may be used in lieu of BitLocker providing it is configured for full disk encryption and
satisfies the pre-boot authentication requirements (WN11-00-000031 and WN11-00-000032).

References

CCI: CCI-002475: The information system implements cryptographic mechanisms to prevent unauthorized modification of
organization-defined information at rest on organization-defined information system components.
NIST SP 800-53 Revision 4 :: SC-28 (1)




Group Title: WN10-00-000030

Rule Title: Mobile systems must encrypt all disks to protect the confidentiality and integrity of all information at rest.

Discussion: If data at rest is unencrypted, it is vulnerable to disclosure. Even if the operating system enforces permissions on data
access, an adversary can remove non-volatile memory and read it directly, thereby circumventing operating system controls.

Encrypting the data ensures that confidentiality is protected even when the operating system is not running.

Check Text: Verify mobile systems employ DoD-approved full disk encryption.

If full disk encryption is not implemented, this is a finding.

If BitLocker is used, verify it is turned on for the operating system drive and any fixed data drives.
Open "BitLocker Drive Encryption” from the Control Panel.

if o . . Gl al il I Risl acl e ic o finl

Check Text: Verify mobile systems employ DoD-approved full disk encryption.
Fi

If full disk encryption is not implemented, this is a finding.

It BitLocker is used, verify it is turned on for the operating system drive and any fixed data drives.
Open "BitLocker Drive Encryption” from the Control Panel.

If the operating system drive or any fixed data drives have "Turn on BitLocker”, this is a finding.

d
n| Fix Text Install an approved DoD encryption package and enable full disk encryption on mobile systems.

Cq
di BitLocker can be enabled in "BitLocker Drive Encryption” in the Control Panel.
N T SC 2o T



® > Control Panel » System and Security »

Control Panel Home iw Security and Maintenance

System and Security Review your computer's status and resolve issues -y Change User Account Control settings

Troubleshoot common computer problems
Network and Internet

_ Windows Defender Firewall
B ok firewall status Allow an ann throuah Windows Firewall

Hardware and Sound

Programs

= |f the operating system drive or any fixed data drives have "Turn on BitLocker", this is a finding.
Appearance

Personalization

Clock and Region N\ Power Options qN <% > Control Panel > System and Security > BitLocker Drive Encryption

Z . ) “
Fase of Access < Change battery settings | Change what the power bu

File History
Save backup copies of your files with File History | Re Control Panel Home

BitLocker Drive Encryption

J%. Backup and Restore (Windows 7)
=" Backup and Restore (Windows 7) | Restore files from Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

BitLocker Drive Encr\/ptic{hjj
Manage BitLocker

BitLocker Drive Encry

Storage Spaces Protect your PC usin
Encryption.

Operating system drive

Manage Storage Spaces

Work Folders
g' Manage Work Folders

Windows (C:) BitLocker off

== -y Turn on BitLocker

Windows Tools
Free up disk space | Defragment and optimize your ¢
-y View event logs -y Schedule tasks

control panel open . . .
. . @ Uninstalla Fixed data drives

control panel windows 10

) Removable data drives - BitLocker To Go
control panel settings
Insert a removable USB flash drive to use BitLocker To Go.

control panel home

e
Er

™ .
CE'LntroI Panel
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* Select 1 Technical control family to fill out for your information system

e System Security Plan’s System Information
* Information System Type

* Team Project - SSP draft development...



Agenda

v'Risk Management Framework — A quick review...

v Implementing controls — Host hardening...
v'Security configuration checklist (w/DISA STIG Viewer)

e SCAP - Security Content Automation Protocol

 System Security Plan’s Appendix 1
* Select 1 Technical control family to fill out for your information system

* Team Project - SSP draft development...



SCAP (Security Content Automation Protocol) pronounced “ess-cap”

Purpose: Used for continuously monitoring deployed computer systems and applications
for detectable vulnerabilities and assure they incorporate security upgrades to software
(“patches”) and deploy updates to configurations

SCAP based on a number of open standards, widely used to enumerate software flaws
and configuration issues related to security

* The National Vulnerability Database (NVD) is the U.S. government content repository
for SCAP

* Vendors can get their computer system configuration scanner product validated against SCAP,
demonstrating that it will interoperate with other scanners and express the scan results in a
standardized way

 Validated tools for automating collection of assessment objects used in Examine,
Inspect and Test activities

https://en.wikipedia.org/wiki/Security Content Automation_Protocol



Examine: SCAP (Security Content Automation Protocol) validated tools
may be used to automate collection of assessment objects

Common SCAP uses

» Security configuration verification
* Compare settings in a checklist to a system’s actual configuration
 Verify configuration before deployment, audit/assess/monitor operational systems
* Map individual settings to high-level requirements (requirements traceability)
* Verifying patch installation and identifying missing patches

* Check systems for signs of compromise
* Known characteristics of attacks, such as altered files or the presence of a malicious service



1 DoD CYBER
y . EXCHANGE pustic

Security Content Automation Protocol (SCAP)

SEEUR"Y TEEHN'E L Ti ical | nent 1 Guides (STIG Security Content Automation Protocol (SCAP)
IMPLEMENTATION GUIDES
(STIGS)

SCAP 1.3 CONTENT

N R X

E Cisco |0S-XE Router NDM STIG Benchmark - Ver 1, Rel 6 15.35KB 13 Jan 2023

E Ciscol0S-XE Router RTR STIG Benchmark - Ver 1, Rel 2 6.95K8B 210ct 2022

SCAP 1.2 CONTENT

Show 10 entries Search:

T
E Adobe Acrobat Reader DC Continuous Track STIG Benchmark - Ver 2, Rel 2 1086 KB 210ct 2022
El Canonical Ubuntu 18.04 LTS STIG Benchmark - Ver 2, Rel 8 6201KB 13 Jan 2023
B Canonical Ubuntu 20.04 LTS STIG Benchmark - Ver 1, Rel 5 61.15KB 13 Jan 2023
E Google Chrome STIG Benchmark - Ver 2, Rel 8 24.25KB 13 Jan 2023
EI Microsoft .NET Framework 4 STIG Benchmark - Ver 2, Rel 2 7.51KB 13 Jan 2023
B Microsoft Defender Antivirus STIG Benchmark - Ver 2, Rel 3 23.2KB 25 May 2022
E Microsoft Edge STIG Benchmark - Ver 1, Rel 2 153MB 27 Oct 2022
EI Microsoft Internet Explorer 11 STIG Benchmark - Ver 2, Rel 4 66.02KB 13 Jan 2023
E Microsoft Windows 10 STIG Benchmark - Ver 2, Rel 7 100.42KB 13 Jan 2023
E Microsoft Windows 11 STIG Benchmark - Ver 1, Rel 1 94.76 KB 17 Nov 2022

Previou! 1 2 3 Next

SCAP TOOLS

LA SN S




O tenable.sc Dashboard v Analysis ¥ Scans v Reporting ~ Assets Workflow Users ¥

SOAP AUCM Summary a2 Switch Dashboard ~ £ Options ~

SCAP Audit Summary - Top 25 Linux Compliance Failed Checks SCAP Audit Summary - Top 25 Windows Compliance Failed Checks
Plugin ID Name Severity Total Plugin ID Name
1036199 CCE-27239-3::SV-68627r3_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1035021 CCE-43078-5::SV-78115r1_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036197 CCE-26875-5::SV-65579r1_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1035018 CCE-42970-4::SV-78109r1_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036193 CCE-27283-1::SV-50495r1_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1035012 CCE-43470-4::SV-78091r1_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036192 CCE-27283-1::SV-50493r1_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1034963 CCE-42218-8::SV-77923r2_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036191 CCE-27081-9::SV-50492r2_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1034959 CCE-42218-8::SV-77915r2_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036189 CCE-27626-1::SV-50488r3_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1034952 CCE-42187-5::SV-77901r2_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036182 CCE-27119-7::SV-50475r1_rule:RHEL_6_STIG_001.017:MAC-1_Classified m 1 1034950 CCE-42073-7::SV-77897r2_rule:Windows_10_STIG_001.007:MAC-1_Classified
1036181 CCE-27254-2::SV-50473r2_rule:RHEL_6_STIG_001.017:MAC-1_Classified [ High | 1
1036180 CCE-27515-6::SV-50472¢4] rule:RHEL_6_STIG_001.01 eAC-1 _Clagsified ° 1 ° ° °
tion Enumeration (CCE) The CCE List provid
1036177 CCE-26741 —9::SV—50459r59emLmT90!11.017:MACO—1I_10!asinfg u ra I O m 1e ra I o n e I s rOVI e s
s rannsese Y AiQUE identifiers to security-related-system configuration issues
SCAP Audit Summary - Compliance Summary SCAP Audit Summary - Top 10 CCE
Systems Passed Manual Check Failed W Info Medium B High I Host Total

~

o

o

w

n

Total

[72]
@
<
@
-
L~
o

8
Windows : o
1 e
Last Updated: Less than a minute ago
4
SCAP Audit Summary - Network Summary
IP Address Score Info Medium High Total
750 99 174 '
£-42218-8 CE-41528-1 218758 429704 CCE 420785 CCE-43470-4

CCE-42073-7 CCE4

210 3 24
Last Updated: 3 minutes ago
70 1 8



SCAP Compliance Scan Results

sag-fedora~dsxml - SCAP Workbench -
Flie Help
Title Guide to the Secure Configuration of Fedora
Custorrmsalon | [no customuzsbion) -
Fraftle :nn-m anl: ;m Geowal-Put pose Fedora Sydems v IC ‘.dm:v;
Target = Local Machine » Remuots Machine (over SSH)

| » gpacheck F nabled In Main Yurm Conbiguration
- » gpgcheck Enabled For All Yum Package Repositories pacs
* Disable Prelinking
* Butld ang Jest AIDE Detabase
, » Venify and Comrext File Pormiissons with RPN
’ * Verify ilie Hashes with RPM
» Shared Libvary Filles Hove Rantiictive Perisissions
| » Shared Library Fies Have Root Ownership pas
- » Systomn Exoculables Have Restrictive Pormissions
» System Executabies Have Root Ownership
» Direct root Logins Not Allowed
* Virtual Console Root | ogms Restrictod
* Serial Fort Root Logins Restrictod
» Only Root Has UID O




SCAP: Individual compliance check result for scanned host

FPolicies admir b

WiﬂdGWS 7 SCAP Scan Configure At Trail Laurich = Export =
Scans > Hosts Viulnerabilites Compliance m Hiztory
CCE-10103-0:Always prompt client for password upon connection Reference Information

UPDATED-DATE: 2002-02-24T10:00:00
RULE-ID: xccdf_gownist_benchrark_USGCE-
Windows-

Description

Always prompt client for password upon conmection
Facodf_gownist_prefile_united_states_government_
) o . i oL ! configuration_baseline_version_1.2.32.1 xccdf_gowvinis
The "Always Prompt Client for Password upon Connection” policy should ke set correctly for Terminal Services J 3 _
| t_rule_always_prompt_for_password_upon_cornecti

on

GEMERATED-DATE: 2012-02-24T10:00:00
Audit File SCARN-DATE: 2014-11-11T16:52:40

OWAL-DEF:

TAR - T 70 5 7
Wins-510-1L.27. 1= !
P owvaligovnistusgebwindowsseverndef 275

CCE CCE-10103-0
SEVERITY: unknowm
Policy Value

wecdf_gowonist_rule_always_prompt_for_password_upon_conmection: PASSED

Output

#ocdf gov.nist rule always prompt for password upon connection: FAILED



SCAP (Security Content Automation Protocol) validated tools may be used
to automate collection of assessment objects

National Vulnerability Database (NVD): https://nvd.nist.gov/
NVD SCAP Download: http://nvd.nist.gov/download.cfm
National Checklist Program (NCP): http://web.nvd.nist.gov/view/ncp/repository

NIST Special Publication 800-70
Revision 4

NIST SP 800-126r3, The Technical Specification for SCAP
NIST SP 800-70r4, National Checklist Program for IT Products

More documentation and tools:
https://csrc.nist.gov/projects/security-content-automation-protocol/scap-releases

National Checklist Program for IT
Products — Guidelines for Checklist
Users and Developers

Stephen D. Quinn
Murugiah Souppaya
Melanie Cook
Karen Scarfone

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-70r4

COMPUTER SECURITY

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce



https://nvd.nist.gov/
http://nvd.nist.gov/download.cfm
http://web.nvd.nist.gov/view/ncp/repository
https://csrc.nist.gov/projects/security-content-automation-protocol/scap-releases

‘Windows Server 2008 R2 Member Server

‘Windows Server 2012/2012 R2 Domain Controller Sec.
‘Windaws Server 2012/2012 R2 Member Serves Securi.
‘Windiows Server 2016 Sacusity Technical Implemantat

<)

Windows 10 Secuity TechnicalImplamantation Guide
Windows 7 Sacurity Techa uids

Bamoe Fiters || Samove Al Fners

DISA STIG Tool

Windows 10 Security Technical Inplementation Guide :: Releasa: 12 Benchmark Date: 26 Jan 2018

. |veasm WN10.00.000030 Vuln 10: V63337 Rule ID: SV-T7827¢1 rule STIGID: WIN10-00-000030
vena WHNI0-00000040 Severity CAT|  Check Reference: M Classification: Unclass
63351 Wh10-00-000045
w738 1000000046
V63353 WHN10-00-000050
V63361 WiN10-00-000070
63377 WN10-00-000100
68845 WHNI0-00-000145
66549 WHN10-00-000150
v7E2 WHNI0-00-000240
V612 W10 AC- 000045
63651 WhNI0-CC-000155
63667 WHN10-CC-000180
V63T WAN10-2C-000185
V63673 WN10-CC-000190
V63325 WNI0-CC-000315
V63335 WNI0-CC-000330
63347 WNID-CC-000345
v WHNI0-50-000140
v-eaTas WH10-5S0-000145
Ve WIN10-50-000150
vesa WHN10-50.000165
6397 WHN10-50.000195
v-636m WHN10-50.000205
63647 WHI0-UR-000015
63059 WNI0-UR-000045
63069 WINI0-UR-000065 e e e b

NIST 5P 800-53A - SC-281
NIST 5P 80053 Revision 4 = 5C 28
CE1.002475: The information i mechanisms 1o
rest on orgarization companents.
NIST 5P 800-53 Rension 4 = SC 28 (1)
CC1-002476: The information i mechanisms to crganization
S e don st rest o argarization dafined information systam comGONENts

SCAP Compliance Checker

SCAP Tool

SecurityCenter
SCAP Audit Summary B Swach Deweowa +
SCAP Autst Summary - Top 26 Linus Compilance Faded Checks > SCAP Auda Summary - Top 26 Windows Comptiance Faded Checks.
gD Neme  Seey  Towl MgnD  Mame Sevrt. 1
o I 0% =3
-~ =3 ok =
=3 - =
=3 ” o ]
- “ [ soon |
ot Uscnes o ag0 Upcutes 1o w90
SCAP Auit Summary - Complance Summary SCAP Audt Summary - Top 30 CCE's >
,,,,, - Manusi Chec Fates [ — ~ -
. [ »
_E g | o [ JE
ot e 1 e age
SCAP Audit Summary - Network Summary > "
® Aswess Score nte Mesum on Tow! ‘:
% s
e (B = =

The SCAP Compliance Checker 15 an automated comphance scanning tool that leverages the

DISA Secunty Technical Implementation Guidelines (STIGs) and operating system (OS) specific

baselines to analyze and report on the security configuration of an information system. The tool

can be run locally on the host system to be scanned, or scans can be conducted across a network

from any machine on the domain. In either scanming environment, the following requirement

applies: The user conducting the scan must have administrative privileges on the machine to be

scanned. If the machine to be scanned 1s not hosting the tool, domain-level admimstrative

privileges (or individual local administrator accounts) are required to remotely scan other systems

on the network.
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SSP’s Technical Controls: SSP’s Appendix A

NIST Special Publication 800-18
Revision 1
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CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation. and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning cp
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC

Table 2: Security Control Class, Family, and Identifier
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ldentification and Authentication

Organizations must identify information
system users, processes acting on behalf of
users, or devices and authenticate (or verify)
the identities of those users, processes, or
devices, as a prerequisite to allowing access to
organizational information systems.
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Minimum Security Requirements for Federal
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m FedRAMP® System Security Plan (SSP) Appendix A: High FedRAMP Security Canirols

m FedRAMP® System Security Plan (SSP) Appendix A: High FedRAMP Security Conirols
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|A-1 Identification and Authentication Policy and Procedures

Control: The organization:

a. Develops, documents, and disseminates to [Assignment: organization-
defined personnel or roles]:
1. Anidentification and authentication policy that addresses purpose, scope, roles,

responsibilities, management commitment, coordination among organizational
entities, and compliance; and

2. Procedures to facilitate the implementation of the identification and
aughentication policy and associated identification and authentication controls;
an

b. Reviews and updates the current:

a. ldentification and authentication policy [Assignment: organization-defined
frequency]; and

b. Identification and authentication procedures [Assignment: organization-defined
frequencyl].




1A-1 IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES

ASSESSMENT OBJECTIVE:

Determine if the organization: NIST Special Publication 800-53A

IA-1(a)(1) | 1a-1(a)(1)[1] | develops and documents an identification and authentication Rieisions
policy that addresses:
1A-1(a)(1)[1][a] | purpose;
(@M | scope: Assessing Security and Privacy Controls
WA | roles: in Information Systems and
1A-1(a)(1)[1][d] | responsibilities; 1 H
1A-1(a)(1)[1][e] | management commitment; O rga Ll t e
1A-1(a)(1)[1][] | coordination among organizational entities: Sl
1A-1(a)(1)[1][g] | compliance:

1A-1(a)(1)[2] | defines personnel or roles to whom the identification and
authentication policy is to be disseminated; and

1A-1(a)(1)[3] | disseminates the identification and authentication policy to

organization-defined personnel or roles:; This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-53Ar5

1A-1(a)(2) | IA-1(a)(2)[1] | develops and documents procedures to facilitate the
implementation of the identification and authentication policy
and associated identification and authentication controls:

January 2022

1A-1(a)2)[2] | defines personnel or roles to whom the procedures are to be
disseminated;

1A-1(a)(2)[3] | disseminates the procedures to organization-defined personnel or
roles;

1A-1(b)(1) | 1A-1(b)(1)[1] | defines the frequency to review and update the current
identification and authentication policy:

1A-1(b)(1)[2] | reviews and updates the current identification and authentication
policy with the organization-defined frequency; and

IA-1(b)(2) | IA-1(b)(2)[1] | defines the frequency to review and update the current U.S. Department of Commerce
identification and authentication procedures; and Gina M. Ralmondo, Secretary

S P : : : : : National Institute of Standards and Technology
" 1(b)(2)[2] reviews and ” dates the current 'de”"ﬁamon and authentication James K. Olthoff, Performing the Non-Exclusive Functions and Duties of the Under Secretary of Commerce

procedures with the organization-defined frequency. for Standards and Technology & Director, National Institute of Standards and Technology

POTENTIAL ASSESSMENT METHODS AND OBJECTS!:

Examine: [SELECT FROM: Identification and authentication policy and procedures; other relevant
documents or records).

Interview: [SELECT FROM: Organizational personnel with identification and authentication responsibilities;
organizational personnel with information security responsibilities).
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Supermmr
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Department Name Policy # IT-LAl Issue Date:

Technology Services March 16, 2016

Approved by:

1. Purpose

The Umiversity of Wisconsin Superior fosters intellectual growth and career preparation within a
liberal arts tradition that emphasizes individual attention, embodies respect for diverse cultures
and multiple voices, and engages the community and region. This policy establishes the
Identification and Authentication Policy and Procedures. This policy addresses the establishment of
procedures for the effective implementation of selected security controls and control
enhancements in the Identification and Authentication Policy and Procedures Family.

2. Scope

The scope of this policy is applicable to all Information Technology (1T) resources owned or
operated by the University of Wisconsin Superior. Any information, not specifically identified
as the property of other parties, that is transmitted or stored on University of Wisconsin Superior
IT resources (including e-mail, messages and files) is the property of the University of
Wisconsin Superior. All users (University of Wisconsin Superior employees, Students,
contractors, vendors or others) of IT resources are responsible for adhering to this policy.

3. Data Classification
Authorization to access institutional data varies according to its sensitivity (the need for care or
caution in handling). Access Controls will vary depending upon the following classifications:

Level I: Low Sensitivity/Public Data:

Access to Level I institutional data is targeted for general public use and may be granted to any
requester or may be published with no restrictions. Level [ data 1s specifically defined as public
in local, state, or federal law, or data whose original purpose was for public disclosure.

Examples of Level [ (low sensitivity) institutional data:
¢ published “white pages” directory information
* maps
* university websites intended for public use
* course catalogs and schedules of classes (timetables)
*  Campus newspapers, magazines, or newsletters
s press releases
* campus brochures

Level III: Moderate Sensitivity/Internal Data:

Access to Level 1 institutional data is authorized for all employees for business purposes unless
restricted by a data steward. Access to data of this level is generally not available to parties
outside the university community and must be requested from, and authorized by, the data
steward who 1s responsible for the data.
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e E INITIAL CONTROL BASELINES
e CONTROL NAME &
& LOW MOD HIGH
Identification and Authentication
1A-1 Identification and Authentication Policy and P1 IA-1 IA-1 1A-1
Procedures
1A-2 Identification and Authentication P1 1A-2 (1) (12) 1A-2 (1) (2) (3) 1A-2 (1) (2) (3)
(Organizational Users) (8) (11) (12) (4) (8) (9) (11)
(12)
1A-3 Device Identification and Authentication P1 Not Selected IA-3 1A-3
IA-4 Identifier Management P1 IA-4 IA-4 IA-4
IA-5 Authenticator Management P1 1A-5 (1) (11) 1A-5 (1) (2) (3) 1A-5 (1) (2) (3)
(11) (11)
IA-6 Authenticator Feedback P2 IA-6 IA-6 IA-6
IA-7 Cryptographic Module Authentication P1 IA-7 IA-7 IA-7
IA-8 Identification and Authentication (Non- P1 1A-8 (1) (2) (3) 1A-8 (1) (2) (3) 1A-8 (1) (2) (3)
Organizational Users) (4) (4) (4)

A-2 is a common control to all baselines




|A-2 |dentification and Authentication (Organizational Users)

Control: The information system uniquely identifies and authenticates
organizational users (or processes acting on behalf of organizational

users)

1A-2

IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)

ASSESSMENT OBJECTIVE:

Determine if the information system uniquely identifies and authenticates organizational
users (or processes acting on behalf of organizational users).

POTENTIAL ASSESSMENT METHODS AND OBJECTS!:

Examine: [SELECT FROM: Identification and authentication policy; procedures addressing user
identification and authentication; information system design documentation; information
system configuration settings and associated documentation; information system audit
records; list of information system accounts; other relevant documents or records).

Interview: [SELECT FROM: Organizational personnel with information system operations responsibilities;
organizational personnel with information security responsibilities; system/network
administrators; organizational personnel with account management responsibilities; system
developers).

Test: [SeLeCT FROM: Organizational processes for uniquely identifying and authenticating users;

automated mechanisms supporting and/or implementing identification and authentication
capability].
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[Table 3.1 provides a summary of the key attributes of the CSO.

Table 3.1 Sysfem informaltion
System Information
CSP Name:

CS0 Name:

FedRAMP Package
1D:

Service Model:

Digital Identity Level
(DIL) Determination
(SSP Appendix E):

FIPS PUB 199 Level
[SSP Appendix K):

Fully Operational as
of:

Deployment Model:

Authorization Path:

General System
Description:

<Insert CSP Mame> <Insert CSP Abbreviation, as appropriate>
<Insert CSO Mame> <Insert CSO Abbreviation, as appropriate>
<Insert FedRAMP Package ID=>

<Choose one: laaS, PaaS, Saa8, laaS/PaaS, laaS/PaaS/Saas,
laaS/SaaS, PaaS/Saa8S, LI-SaaS>

<Choose one: IALI/FAL3/AALS, IAL2/FAL2/AALZ, IAL1/FAL1/AALT=

<Choose one: High, Moderate, Low, LI-SaaS=>
<Insert MM/DD/YYYY =

<Choose one: Public Cloud, Government-Only Cloud, Hybrid Cloud>

<Choose one: Joint Authorization Board Provisional Authorization,
Agency Authorization=

<Insert CS0O Mame> is delivered as [afan] [insert based on the
Service Model above] offering using a multi-tenant [insert based on
the Deployment Model above] cloud computing environment. It is
available to [Insert scope of customers in accordance with
instructions above (for example, the public, federal, state, local, and

Assurance Level

Impact Categories

Inconvenience. distress or damage to
standing or reputation

Financial loss or agency liability

interests

Harm to agency programs or public

information

Unauthorized release of sensitive

Personal Safety

Civil or criminal violations

1 2 3
Low Mod ’ High
Low Mod High

1
N/A Low/Mod High

N/A Low/Mod High
N/A Low Mod/High
N/A Low/Mod High

Inconvenience, distress or | | . Harm to agency | Unauthorized release . ..
damage to standing or Flnamal.lus.s.or programs of sensitive Personal Safety CMI_M cflmIMI IAL | AAL

Business Area Business Area 1D Information Type reputation agency liability or public interests information violations
Environmental Management 0.8 Pollution Prevention and Control Low Low Low Low Low Low
Public Goods Creation & Management D22 Public Resources, Facility and Infrastructure Management Moderate Low Low Moderate Low Low
Tenant Data Moderate Low Low Moderate Low Low
Information & Technology Management C.355 Information Security Moderate Low Moderate Moderate Low Low
Information & Technology Management C356 Record Retention Moderate Low Moderate Moderate Low Low

Information & Technology Management C357 Information Management Moderate Low Moderate Moderate Low Low 212
Information & Technology Management C35 Sy=tem and Network Monitoring Moderate Low Moderate Moderate Low Low
System Data Moderate Low Moderate Moderate Low Low
Moderate Low Moderate Moderate Low Low
Assurance Level: 2 1 2 2 2 2
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m FedRAMPE (High, Moderate, Low, LI-SaaS) Baseline System Secusity Fian (S5P)

=Insan CEP Name> | <insert CS0 Name> | <insert Version X0 | <insan MMWDDM Y YY>

Appendix E <Insert CSO Name> Digital |dentity
Worksheet

This appendix applies to all baselines (LI-Saas, Low, Moderate, and High).

Complefe Table E.2, below; a separate affachment is not required. Autheniication solutions,
provided by a CSF for CSP-personne! fo access and administer the CS0, must meet digital
identity requirements. Authentication solutions provided by a CSF, for customers fo access
the CS0, must also meet digital identity requirements.

Delefe this note and all other instructional fext from your final version of this document.

Mapping FedRAMP Levels to NIST SP 800-63 Levels

Digital identity is the process of establishing confidence in user identities electronically
presented to an information system. Authentication focuses on the identity proofing process, the
authenticator management process, and the asserfion protocol used in a federated environment
to communicate authentication and attribute information, if applicable.

Table E 1, below, "Mapping FedRAMP Levels to NIST SP 800-63 Levels”, maps the FedRAMP
impact levels (Low/LI-SaaS, Moderate, and High) to NIST SP 800-63 Digital Identity Guidslines
levels]

= |denfity Assurance Level (lAL) - Refers to the identity proofing process
= Authenticator Assurance Level (AAL) - Refers to the authentication process

» Federation Assurance Level (FAL) - Refers to the strength of an assertion in a federated
environment, used to communicate authentication and attribute information (if
applicable), to a relying party (RP)

Table E.1 Mapping FedRAMP Levels fo NIST 5F 800-63 Levels

FedRAMPE (High. Modersie. Low, LI-5a3a5) Baseline System Security Plan (S5P)
<Inesart CEP Mames | <Inser CSO Names | <insert Varsion X0 | <Inssrt MMDONYYYY>

FedRAMP Impact Identity Assurance | Authenticator Federation
Level Level (IAL) Assurance Level Assurance Level
(AAL) (FAL)
High IAL3: In-person or AALY: Multi-factor FAL3: The assertion
supervised remote required:; is signed and
identity proofing authenticators and encrypted by the
verifiers use FIPS identity provider,
140-validated such that only the
cryptography; relying party can
authenticator must be | decrypt it. For very
hardware-based high value or very
high-risk situations,
the subscriber (user)
must provide proof of
possession of a
secure, cryptographic
key, and a HW based
device to provide
verifier impersonation
resistance. The
device may fulfill both
requirements.
Moderate IALZ: In-person or AALZ: Multi-factor FALZ: Assertion is
remote, potentially required, signed and encrypted
involving a “trusted authenticators and by the identity
referee” verifiers use FIPS provider, such that
140-validated only the relying party
cryptography can decrypt it
Low and IAL1: Self-asserted AAL1: Single-factor FAL1: Assertion is
FedRAMP LI-Saa$S or multi-factor; digitally signed by the
verifiers use FIFS identity provider
140-validated
cryptography

=|nsert CEP Name> | <insert CS0 Name> | <insert Version X0 | <insan MMWDOMY Y YY>

R FedRAMPE (High, Moderate, Low, LI-SasS) Baseline System Security Plan (SSF)

Sefect the lowest level that will cover all pofential impacts identified from the table above.
Delete this and all other instructional text from your final version of this document.

Digital Identity Level Selection

The <Insert CSF Name= has identified that they support the digital identity level that has been
selected for the <Insert CS0O Name=. The selected digital identity level indicated is supported
for federal agency consumers of the CSO. Implementation details of the digital identity
mechanisms are provided in Appendix A under control 1A-2.

Tabie E.2 Digital laentity Level
Digital Identity Level Maximum Impact Selection
Profile
Level 1: AAL1, IAL1, FAL1 Low/LI-Saas
Level 2: AALZ, IAL2, FAL2 Moderate
Level 3: AAL3, IAL3, FAL3 High




|A-2 ldentification and Authentication

Control Enhancement:

1A=2(1)

IDENTIFICATION AND AUTHENTICATION I NETWORK ACCESS TO PRIVILEGED ACCOUNTS

ASSESSMENT OBJECTIVE.

Determine if the information system implements multifactor authentication for network
access to privileged accounts.

FOTENTIAL ASSESSMENT METHODS AND OBJECTS.

Examine: [SELECT FROM: ldentification and authentication policy; procedures addressing user
identification and authentication; information system design documentation; information
system configuration settings and associated documentation; information system audit
records; list of information system accounts; other relevant documents or records].

Interview: [SELECT FROM: Organizational personnel with information system operations responsibilities;
organizational personnel with account management responsibilities; organizational personnel
with information security responsibilities; system/network administrators; system developers].

Test: [SELECT FROM: Automated mechanisms supporting and/or implementing multifactor authentication
capability].




Requiremant AAL1 AAL2 AAL3
Memorized Secret; e
Look-Up Secret; Iﬁg gTP t?g;;i;m_ MF Crypto Device;
Out-of-Band; ME CU’P to Device- * | SF Crypto Device plus
SFOTP Device; | o =P 0 “FEC | Memonized Secret;
Permitted MTF OTP Device; p11;5' SF OTP Device_phls
;]’tuthenntnmr SF C:lryptp - Look-Up Secret MF CWO Device or
Vpes Software;  Out-of-Band Software;
SF Crypto Device; . SF OTP Device plus
= 5F OTP Device .
MF Crypto « SF Crvoto Softy SF Crypto Software
Software; . I‘SF ijtg Dew.ri:':'gm plus Memorized Secret
MEF Crypto Device S LY
Level 2 overall (MF
authenticators)
Level 1 overall
Level 1 Level 1 (Government -
m.s 14“. {Government agency authenficators (venfiers and SF
Verification a verifiers) and verifiers) Crypto Devices)
gency Level 3 physical
security (all
authenticators)
12 hours or 30 12 hours or 15 minutes
_ numites mactivity; inactivity; SHALL use
Reauthentication | 30 days MAY use one both authentication
authentication factor | factors
SP 800-53 Low SP 800-53 Moderate | SP 800-53 High
Security Conirols Baseline {or Baseline (or Baseline (or
equivalent) equivalent) equivalent)
MirM Resistance Required Required Required
Verifier-
Impersonation Not required Not required Required
Resistance
Verifier-
Compromise Mot required Not required Required
Resistance
Replay Resistance Not required Not required Required
Suthentication Not required Recommended Required
Reclor_ds' Retention Required ired red
Policy ! 4 !
Privacy Controls Required Required Required

Authenticator Assurance

Start

\

What are the risks (to the organization or the subject) of providing the digital service?

'

Inconvenience, distress, or damage to standing or reputation
Financial loss or agency liability

Harm to agency programs or public interests

Unauthorized release of sensitive information

Personal safety

Civil or criminal violations

Did you assess at low for harm to agency programs or
public interests, unauthorized release of sensitive

Low
Low
Low
Low
Low

Low

Moderate High
Moderate High
Moderate High
Moderate High
Moderate High
Moderate High

\

Did you assess at high for any of the above?

information, personal safety, or civil or criminal violations?

A
,— P e S

The service fits the profile for level 1 as you
assessed at low for the remaining categories
or no impact for any of the categories.

v

Are you making personal data accessible?

Did you assess at moderate for any
of the remaining categories?

v
Did you assess at moderate
for personal safety?

\

- l >
L A
AAL1 AAL2
| v

» End

AALL : =
AAL2 : =
AAL3 : =

1 Factor
2 Factors

AA’LS‘J :

See federation recommendations.

AAL = Authenticator Assurance Level

2 Factors: Hardware-based authenticator and an

authenticator that provides verifier impersonation resistance
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[Table 3.1 provides a summary of the key attributes of the CSO.

Table 3.1 System Information
System Information
CSP Name: . <Insert CSP Name> <Insert CSP Abbreviation, as appropriate>
CSO Name: : <Insert CSO Name> <Insert CSO Abbreviation, as appropriate>
FedRAMP Package | <Insert FedRAMP Package ID>
ID:

Service Model:

<Choose one: laaS, PaaS, SaaS, laaS/PaaS, laaS/PaaS/SaaS,
laaS/Saa$, PaaS/SaaS, LI-SaaS>

Digital Identity Level | <Choose one: IAL3/FAL3/AAL3, IAL2/FAL2/AAL2, IAL1/FAL1/AALT>
(DIL) Determination

(SSP Appendix E):

FIPS PUB 199 Level | <Choose one: High, Moderate, Low, LI-SaaS>

(SSP Appendix K):

Fully Operational as | <Insert MM/DD/YYYY>

of:

Deployment Model: | <Choose one: Public Cloud, Government-Only Cloud, Hybrid Cloud>
Authorization Path: | <Choose one: Joint Authorization Board Provisional Authorization,

Agency Authorization>

General System
Description:

<Insert CSO Name> is delivered as [a/an] [insert based on the
Service Model above] offering using a multi-tenant [insert based on
the Deployment Model above] cloud computing environment. It is
available to [Insert scope of customers in accordance with
instructions above (for example, the public, federal, state, local, and
tribal governments, as well as research institutions, federal
contractors, government contractors etc.)].
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[Table 3.1 provides a summary of the key attributes of the CSO.

Table 3.1 System Information

System Information
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<Insert CSP Name> <Insert CSP Abbreviation, as appropriate>
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FedRAMP Package @ <Insert FedRAMP Package ID>
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Service Model:

<Choose one: laaS, PaaS, SaaS, laaS/Paa$, laaS/PaaS/SaaS,
laaS/SaaS, PaaS/SaaS, LI-SaaS>
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Fully Operational as = <Insert MM/DD/YYYY>

of:

Deployment Model: | <Choose one: Public Cloud, Government-Only Cloud, Hybrid Cloud>
Authorization Path: | <Choose one: Joint Authorization Board Provisional Authorization,

Agency Authorization>
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Service Model above] offering using a multi-tenant [insert based on
the Deployment Model above] cloud computing environment. It is
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tribal governments, as well as research institutions, federal
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Cloud Service Models

Infrastructure as a Service (laaS)

The capability provided to the consumer is to provision processing, storage, networks, and other fundamental
computing resources where the consumer is able to deploy and run arbitrary software, which can include
operating systems and applications

The consumer does not manage or control the underlying cloud infrastructure but has control over operating

systems, storage, and deployed applications; and possibly limited control of select networking components (e.g.,
host firewalls)

Platform as a Service (PaaS)

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired
applications created using programming languages, libraries, services, and tools supported by the provider
The consumer does not manage or control the underlying cloud infrastructure including network, servers,

operating systems, or storage, but has control over the deployed applications and possibly configuration settings
for the application-hosting environment

Software as a Service (SaaS)

The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure.
The applications are accessible from various client devices through either a thin client interface, such as a web
browser (e.g., web-based email), or a program interface

The consumer does not manage or control the underlying cloud infrastructure including network, servers,

operating systems, storage, or even individual application capabilities, with the possible exception of limited
userspecific application configuration settings



Cloud Deployment Models

Private cloud

The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers
(e.g., business units)

It may be owned, managed, and operated by the organization, a third party, or some combination of them, and it
may exist on or off premises

Community cloud

The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from

organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance
considerations)

It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or
some combination of them, and it may exist on or off premises
Public cloud

 The cloud infrastructure is provisioned for open use by the general public

It may be owned, managed, and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider

Hybrid cloud

The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community, or

public) that remain unigue entities, but are bound together by standardized or proprietary technology that enables
data and application portability (e.g., cloud bursting for load balancing between clouds)




R FedRAMP® (High, Moderate, Low, LI-SaaS) Baseline System Security Plan (SSP)

<Insert CSP Name> | <insert CSO Name> | <Insert Version X.X> | <insert MMODD/YYYY>

Service Provider Cloud Deployment Model [Table 3.1 provides a summary of the key attributes of the CSO.

O Public Cloud services and infrastructure supporting muitiple organizations and agency Table 3.1 System Information
- System Information \
0 Private Cloud services and infrastructure dedicated to a specific organization/agency and no : :
other clients CSP Name: | <Insert CSP Name> <Insert CSP Abbreviation, as appropriate>
0 Government Only Cloud services and infrastructure shared by several organizations/agencies with ' CSO Name: <Insert CSO Name> <Insert CSO Abbreviation, as appropriate> |
. . - 4 4
Community same policy and compliance considerations FedRAMP Package | <Insert FedRAMP Package ID>
O Hybrid Explain: (e.g., cloud services and infrastructure that provides private cloud for ID:
m_awmm and data where required and public doud for other Service Model: A"<Choose one: laaS, PaaS, SaaS, laaS/PaaS, laaS/PaaS/SaaS, |
applications and data) laaS/Saa$S, PaaS/Saa$, LI-SaaS>
Click here to enter tod. Digital Identity Level H<Choose one: IAL3/FAL3/AAL3, IAL2/FAL2/AAL2, IAL1/FAL1/AALT> A
(DIL) Determination
(SSP Appendix E): ‘
FIPS PUB 199 Level | <Choose one: High, Moderate, Low, LI-SaaS> ‘
(SSP Appendix K):

Fully Operational as | <Insert MM/DD/YYYY>
of:

- Deployment Model: | <Choose one: Public Cloud, Government-Only Cloud, Hybrid Cloud> ‘

Authorization Path: ><Choose one: Joint Authorization Board Provisional Authorization,

Agency Authorization>
| General System <Insert CSO Name> is delivered as [a/an] [insert based on the
Description: Service Model above] offering using a multi-tenant [insert based on

the Deployment Model above] cloud computing environment. It is
available to [Insert scope of customers in accordance with
instructions above (for example, the public, federal, state, local, and
tribal governments, as well as research institutions, federal
contractors, government contractors etc.)].




Agenda

v'NIST Risk Management Framework — A quick review...

v Implementing controls — Host hardening...
v'Security configuration checklist (w/DISA STIG Viewer)

v'NIST 800-53Ar4 — How Controls are Assessed
v'SCAP - Security Content Automation Protocol

v'FedRAMP System Security Plan’s Section 13 — A controls deep dive
v'Identity and Authentication — controls assessment questions

v'System Security Plan’s Section 8
v'Information System Type

 Team Project - SSP drafts...



Next Class — Logical diagrams

Unit # Team Project Schedule Due
8 1°* Rough Draft System Security Plan (SSP) review 3/13
10 2" Draft SSP review 3/27
11 3 Draft SSP review 4/3

* Network diagram depicting locations and

relationships among:
* Servers
* Security components
* Internet
* Users
* Interconnected systems

Boundary diagram - network diagram that also
depicting boundaries and flow of data across
interconnections that cross internal and
external boundaries:

* Security zones
* Internal Interconnections to external systems

Data flow (simplifiedz]— a series of individual
boundary diagrams that also depict data flowing
to/from individual classes of users that enable
seeing how their data packets are secured as
they flow across the boundaries and through
the logical network

* End users

* System administrators

* Testers

* Developers



What can be improved in this security architecture?
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Agenda

v'Risk Management Framework — A quick review...

v Implementing controls — Host hardening...
v'Security configuration checklist (with STIG Viewer)

v'SCAP - Security Content Automation Protocol

v'System Security Plan’s Section 13
v'Select 1 control family to fill out for your information system

v'System Security Plan’s Section 8
v'Information System Type

v'Team Project - SSP draft development...
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