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Agenda

* Threat Modeling Exercise

* Information Systems — some definitions

* Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families



Automotive Security example

https://www.youtube.com/watch?v=MKQOSrxBC1xs

Modern cars are computer networks on wheels, with most have many
computers that control various aspects of the car

Two hackers developed a tool that can hijack a Jeep over the internet.
WIRED senior writer Andy Greenberg takes the SUV for a spin on the
highway while the hackers attack it from miles away.
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https://en.wikipedia.org/wiki/Automotive_security
https://www.youtube.com/watch?v=MK0SrxBC1xs

University of Washington Security Cards

A security threat brainstorming activity — find threat modeling cards
here:

Break up into teames:

* Pretend you are security professionals

* A car company tasked you with thinking through the security implications of the modern
car computer systems

e Start with the blue suit of cards (“Human Impact”), consider what impacts to
people would result if an attacker misused modern car systems like the attack
you just witnessed

e Either think about one car, or think about the entire car product line
* Rank order the cards from most relevant
* Explain your 3 top choices



http://securitycards.cs.washington.edu/cards.html
http://community.mis.temple.edu/mis5214sec951spring2020/files/2020/03/security-cards-deck_HumanImpact.pdf

University of Washington Security Cards

A security threat brainstorming activity

* Next move onto the orange “Adversary Motivation” suit

e Consider what motivations adversaries might have for attacking modern car
systems
* Either think about one car, or think about the entire car product line
e Rank order the adversary motivations from most relevant to least
* Explain your 3 top choices
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http://community.mis.temple.edu/mis5214sec951spring2020/files/2020/03/security-cards-deck_AdvisaryMotivations.pdf

University of Washington Security Cards

A security threat brainstorming activity

* Next move onto the red “Adversary’s Resources” suit

e Consider what resources adversaries might have for attacking modern car
systems
* Either think about one car, or think about the entire car product line
* Rank order the cards from most relevant
* Explain your 3 top choices
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http://community.mis.temple.edu/mis5214sec951spring2020/files/2020/03/security-cards-deck_AdvisaryResources.pdf

STR

DE

nreat model created by Microsoft, based on 6 types of threats:

1. Spoofing — Can an attacker gain access using a false identity?
Tampering — Can an attacker modify data as it follows through the application?

Repudiation — If an attacker denies doing something, can we prove he/she did it?

P W N

Information disclosure — Can an attacker gain access to private or potentially
injurious data?

5. Denial of service — Can an attacker crash or reduce the availability of the system?

6. Elevation of privilege — Can an attacker assume the identify of a privileged user?



STRIDE Threat Modeling

A security threat brainstorming activity

e Set aside the cards, and use the STRIDE model

e Consider what methods adversaries might use for attacking modern car systems
1. Either think about one car, or think about the entire car product line
2. Rank order the threats from most relevant

3. Explain your 3 top choices Threat Desired property
Spoofing Authenticity
Tampering |I'I'[E!;;|Fi’['{,-"
HEDLIdiETiDH NDI’I—FEDLIUiE]D”i’[}:’

Information disclosure | Confidentiality
Denial of Service Availability

Elevation of Privilege | Authorization
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Threat Modeling

e Can be a full-time job for cyber security professionals

* Is now a skill information systems designers, developers and
architects need to have

‘. Vision - Model
. Describe Decompose Chahve
Identify Assets Architecture Application |
i Identify
LThreats
J
. o Mitigate
— ocument entify
HAEE TARESES Threats LLGELS - <
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https://www.indeed.com/q-Threat-Modeling-Security-Architect-jobs.html

Agenda

v'Threat Modeling Exercise

* Information Systems — some definitions

* Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families



Information Systems — some definitions

e Data Structure is a particular way of organizing data in a
computer so that it can be manipulated by an algorithm

* Algorithm is a step-by-step procedure in a computer program for
solving a problem or accomplishing a goal

Programs = Algorithms + Data Structures

Software are programs used to direct the operation of a computer

Hardware are tangible physical parts of a computer system and IT network

Firmware is software embedded in a piece of hardware

Information systems are software and hardware systems that support data-intensive
applications

Enterprise information system is an information system which enable an organization
to integrate and improve its business functions

MIS 5214 Security Architecture 11



Information System Architecture

* |s an abstraction that provides the “big picture” goals for the system

* Guides the development process, answering questions including:
* How is it going to be used?
 What environment will it work within?
* What type of security and protection is required?
* What does it need to be able to communicate with?

* Describes the major components of the system and how they
interact with each other, with the users, and with other systems



What is meant by the term “abstraction” ?

* A fundamental human capability that enables us to
deal with complexity

* Its purpose is to limit the universe so we can do things
* Selective examination of certain aspects of a problem

* Its goal is the purposeful isolation of important l\ |
aspects and suppression of unimportant aspects 7%
(i.e. omitting details)

* Purpose determines what is and what is not important

* All abstractions are incomplete and inaccurate —but /- |
this is their power and does not limit their usefulness \ olution |

\‘-.

* Many different abstractions of the same thing are possible

* Depending on the purpose for which they are made — The problem solving context
explains the source of their intent



What is a conceptual model ? Concepiual Model

* An abstraction of things for the purpose of understanding them

Enables dealing with systems that are too complex to understand directly

Omits nonessential details making them easier to manipulate than the
original entities
 The human mind can cope with only a limited amount of information at one time

* Models reduce complexity by separating out a small number of important things to
deal with at a time

Aids understanding complex systems by enabling visualization and communication of
different aspects expressed as individual models (“views”) using precise notations
« Communicate an understanding of content, organization and function of a system

» Useful for verifying that the system meets requirements

* To be relied on, models must be validated by comparison to the implemented system to assure they accurately
represent and document the implemented system

Serves several purposes
» Testing a physical entity before building it

 Communicating a shared understanding of the system with stakeholders, users, developers, information
system auditors and testers



Models help us understand Information Systems...
and how to defend them...

Models are ways to describe reality

Model quality depends on skill of model designers and qualities of the
selected model

Building blocks of models is a small collection of abstraction mechanisms
* Classification
* Aggregation
* Generalization
* Can you think of any others?

Abstractions help the designer understand, classify, and model reality



Classification

* An abstraction used to define one concept as a class of real-world objects
characterized by common properties

Client Layer

Classes of software types within an
enterprise service-oriented architecture

Service Layer

Database Layer
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Aggregation

An aggregation abstraction defines a new composite class from a set

of other classes that represent it components

“Gateways”
Field Data Industry Interagency .
Gateway Gateway Gateway LU
| [
Workflow Notifications
Management
0 Enterprise Service Bus )
@ COTS Bus ) —- Integrated Data Bus— ) —————Custom Applications Bus }
4 N T
Case UST Custom
Management EQuIS FogBugz ADMIN+ AMI+ H Petro+ REM+ Interface App
Ad-Hoc N
System
Integrated Query
“ . . Database Analysis “Cust Apblicati ”
\COTS = Commercial Off The Shelf ) Reporting \ -ustom Applications
MIS 5214 Security Architecture 17




Classification and Aggregation

Are the two basic abstractions used for
* Building data structures within databases and programming languages
* Building and organizing computational processes within applications
* Building and organizing applications within systems
* Building and organizing minor systems and applications within major systems




MIS 5214

View 2

l

binary
consolidation

consolidation methodology
“view integration”

model integration achieved by:

1. ldentifying,
View 3 2. Resolving, and

3. Consolidating

Security Architecture

b_ - Commonalities (and synonyms)
inary
consolidation

and

 Differences (and homonyms)
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......

Information models from disparate
business units

MIS 5214 Security Architecture
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Common Geospatial Components

Unique Components
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System A

-Location Code
-Dock Code
-Dock Name
-Dock Facility T

System B

.Dock Status Code
-Shipping/Receiving Code
.Activated (Meta)
-Terminated (Meta

-Location Code
-Dock Code
-PWD Name
-NDC Code

-Purpose

-Date of Initial Service
-Ferry Terminal?
-Verfication (Meta)

-Verification Date (Meta)
-Last Modified Date (Meta)
r

D

¢

1

Cargo

Foreign Cargo?

System C

-Location Code
-Dock Code
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G e n e ra | i Z a t i O n Datasets = {Dataset; : i = source. derived}.
1

Dataset 3,,iveq = {Dataset j,i.0q 5 - k = intermediate. product}.

* A generalization abstraction
defines a subset relationship

between elements of two more Source :
classes — Derived

* In generalization, all the - _—
abstractions defined for the | | ho other, or both)
generic class (super-class) are |
inherited by all the subset classes Transformed Intermediate Product
(sub-class)

Data lineage metadata model

MIS 5214 Security Architecture 23



Generalization enables partitioning objects and
structuring common properties and methods

Source

Derived

Or (i.e. is either one,
the ether, er beth)

Transformed Intermediate

Product ‘

Example of generalizations of
different types of datasets

MIS 5214 Security Architecture
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Properties .

Command
Properties

Command
Properties

SOURCE SOURCE SOURCE
Source Source L
Properties Properties

I ) ( )
parent child

i I parent parent

chitd > <~ child

DERIVED DERIVED

Intermediate Intermediate
L Command
Properties

| t
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DERIVED
Intermediate
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Data Lineage Metadata System

" | Geolineus - /EXPORT/PLAYGROUND/GDIMASTE R/REL!ASES/GEOUNEUSSO/DEMO/DEMO-
FILE DIAGRAM ICONS LINEAGE SELECT UPDATE DELETE HELP |l

WELLS

/ BUFFER_ITEM: [! -
BUFFER_TABLE:[#

BUFFER_DISTANCE: 120

FUZZY_TOLERANCE: [#

FEATURE_TYPE: [POINT S k

NOTE; [@his buffer distance may be
arger than the distance
ﬁecxfled by the client.
OUTPUTS ange it, edit the distance
and then gress the Ripple
button. This will recreate

I:_
: FIRST_CRFEATED: [Sun 28-Apr-1991 18:33

MIS 5214 Security Architecture LAST_RECREATED: [Mon 28-Apr-1868 11:38

l
I
l
|

0K Ripple... | Cancel |

Source ~

Source
Properties

Command
Properties

Command
Properties

Derived =

Or (i.e. is either one,
the ether, or both)

Intermediate J Product J

Transformed

SOURCE SOURCE SOURCE
Source L Source
Properties Properties
L | )
parent child
\L | parent parent
chid > " chiia
DERIVED ~.__ DERVED
Intermediate Intermediate
Command
1 Properties 1
parent child
DERIVED
Intermediate
L parent
\\ child
child
“-‘______
parent
\\_____' DERIVED
. Product
Properties
Product 1
Properties 25



Conceptual models of information system design
and development... ‘

Conceptual
design

PLANNING ¢

Conceptual schema

| ANALYSIS ‘

MAINTENANCE

Logical
design

|

Logical schema

DESIGN i

‘ Physical
design
DEVELOPMENT ¢

Physical schema

IMPLEMENTATION

INTEGRATION & TESTING

MIS 5214 Security Architecture 26
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Models help us understand enterprise information
systems and their security

Business Architecture

[

Business Architecture

Horatio Huxham’s BITS

https://en.wikipedia.org/wiki/Enterprise_informatio

MIS p2gécirityarchitectare re

Contextual Security Architecture

A.
Architecture
Vision

H Conceptual Security Architecture

Architecture
Change
Management

B.
Business
Architecture

Logical Security Architecture

C.
Information
Systems
Architectures

G.
Implementation
Governance

Requirements
Management

Physical Security Architecture

Component Security Architecture

7
Migration
Planning

D.
Technology
Architecture

alnpayaly Ajunaas euonelado

=

Opportunities
and

Solutions

Sherwood Applied Business Security
Architecture

The Open Data Group Architecture Framework
(TOGAF) Version 9.1

https://www.opengroup.org/architecture/togaf91/downloads.htm http://www.sabsa.org/white_pa;}er



Wikipedia: https://en.wikipedia.org/wiki/Enterprise information security architecture, accessed 2017-1-19

re
|

Enterprise architecture
consists of:

* Business Architecture

* |Information Architecture
* Technology Architecture
e Security Architecture

) Business Architectu

Horatio Huxham’s BITS

https://en.wikipedia.org/wiki/Enterprise_informatio
n_security_architecture

Business Architecture

MIS 5214 Security Architecture


https://en.wikipedia.org/wiki/Enterprise_information_security_architecture

Business Architecture

MIS 5214 Security Architecture

Board of Directors

President

Compliance and
Governance -

Investor Relations

Accounting

Administration

Human Resources

Commercial

International
Affairs
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MIS 5214 Security Architecture

The Open Data Grop Architecture Framework
(TOGAF) Version 9.1
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Preliminary

Information Architecture

Preliminary

Business Architecture

Motivation

A
Architecture
Vision Organization
H.
Architecture Business
Ma?;::%eem it Data Craanizaton
Architecture

Function

G. C.
. Information Business Processes
I r 3
i Spens s
Architectures Contracts, Contrals,

Service Qualities Products

Application

MIS 5214 Security Architecture

= e Architecture
g:g:::,?g ,T\m'::éﬁ,g,‘; Oppoertunities, Solutions, and Migratien Planning
o
Opportunities Capabilities Work Packages
and
Solutions

Architecture Principles, Vision, and Requirements

Architecture Vision

Technology Business Principles,
Stralegy Qbjectives, and Drivers

Architecture Requirements

Canstraints Assumplions

Information Systems Architecture

Data Application

Infarmation
Data Entities System
Services

Architecture Realization

Agrl‘teau“ Et:a Guidelines

TOGAF Content Metamodel

Implementation Governance

Technology
Architecture

Platfarm
Services
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Information Architecture

Information Systems Architecture Technology
Architecture

Business Architecture

Data Application

Motivation

Information
Dala Entities System
Services

Organization

Location

MIS 5214 Security Architecture 32



Conceptual models of Information Systems

Information Systems Architecture

Data Application
Wyel
Infarmation ey ¥veb
Data Entities System |:| 2Sver
= Application Data
D / Server Server
’ R eguest —ww~ L Execute

E -—Relt— T Request DBm =

D \ 1Re‘curn
Rezult

[—]

Content & Function &
Strgeturescurity Architecture Use 33



Conceptual models of Information Systems

Content & Structure —

MIS 5214 Security Architecture

Information Systems Architecture

Data

Dala Entities

Application

Information
System
Senvices

>  Function & Use
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Information Systems — Models of Information Flows

“Enterprise applications automate processes that span multiple
business functions and organizational levels and may extend
outside the organization”

Suppliers. Customers, Transaction Processing Systems  Management Information Systems
Business Partners
Order MIS FILES
file
Sales
data
- Materials
P':g‘;f::’" “ resource ) ' Unit
file planning L., product
a system & cost data
_ _ _Processes ° — H
........... o s 1 Product
. change
data Reports Online Displays
f and Dashboards
Accounting -
files : Expense
& data
Sales and Manufacturing Finance and Human
Marketing and Production Accounling Resources
MIS 5214 Security Architep NS TIONAL Laudon, K.C. and Traver, C.G. (2011), Management Information Systems, P#¥éntice Hall

AREAS



e i Bn b ST R
|mp0rta nt Secu rlty IR R A N R =

Architecture Model:

P 083 iy 8 = -
LR T T

d Htil‘“'il“,”
Defense in Depth .

Also known as: ot
e Layered Security | R

JOC R O =t

We will studying elements of layered security
moving forward...
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N-Tier Architecture for kids

Play (k)

.
1

—— A S=E24 Security Architecture

Scroll for details
v
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In-Class Exercise: Draw an N-Tier Architecture for a
Web-Based System

* Consider the purpose and contents of a web-based system for
managing the data of public utilities for a small town

* Identify who the users are

* Using what you learned in the video, draw an N-Tier Architecture for
the web-based system

https://app.diagrams.net/



https://app.diagrams.net/

Agenda

v'Threat Modeling Exercise

v'Information Systems — some definitions

v'Conceptual models of information systems

* NIST Risk Management Framework

* FIPS 199 Security Categorization

* Transforming qualitative risk assessment into quantitative risk assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification of security control families



NIST Risk Management Framework

- Multitier Organization-Wide Risk Management

- Implemented by the Risk Executive (Function) STRATEGIC RISK
- Tightly coupled to Enterprise Architecture
and Information Security Architecture
- System Development Life Cycle Focus ORGANZATION
- Disciplinaed and Structured Process (Governance)
- Flexible and Agile Implementation
MISSION | BUSINESS PROCESS
(Information and Information Flows) TACTICAL RISK

INFORMATION SYSTEM
(Environment of Operation)

This publication is available free of charge from: http:/idx.doi.org/10.6028/NIST.SP.800-37r1

NIST Special Publication 800-37

Revision 1

Guide for Applying the Risk
Management Framework to

Federal Information Systems
A Security Life Cycle Approach

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

Computer Security Division
Information Technology Laboratory
National Institute of Standards and Technology

http://dx.doi.org/10.6028/NIST.SP.800-37r1

February 2010
INCLUDES UPDATES AS OF 06-05-2014: PAGE IX

U.S. Department of Commerce
Gary Locke, Secretary

National Institute of Standards and Technology
Patrick D. Gallagher, Director

MIS 5214 Security Architecture
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NIST Risk Management Framework

Repeat as necessary

-

Starting
Point

Step 6

MONITOR
Security Controls

Step 1

CATEGORIZE
Information System

-

Step 5

AUTHORIZE
Information System

RISK
MANAGEMENT
FRAMEWORK

Step 2

SELECT
Security Controls

<=

MIS 5214 Security Architecture

Step 4

ASSESS
Security Controls

Step 3

IMPLEMENT
Security Controls

<=
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NIST Risk Management Framework

Starting Point
FIPS 199/ SP 800-60 FIPS PUB 199
SP 800-37 / SP 800-53A FIPS 200 / SP 800-53
FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
) CATEGORIZE
MONITOR ' SELECT
Security Controls Security Controls Standards for Security Categorization of
Federal Information and Information Systems
SP 800-37 RlSKfNAﬁEM‘ENT SP 800-53 / SP 800-30
AUTHORIZE F
"‘ = i ] FIPS PUB 199
SP 800-53A
FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
~ ASSESS
Security Controls _
1

Standards for Security Categorization of
Federal Information and Information Systems

MIS 5214 Security Architecture 42



FIPS 199: Qualitative risk assessment based on security

objectives

POTENTIAL IMPACT

FIPS PUB 199

Security Objective

LOwW

MODERATE

HIGH

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 208098900

February 2004

_ETor Do‘%

-

%
®
N
<
K
=/

U.S, DEPARTMENT OF COMMERCE
Donald L. Evans, Secretary

TECHNOLOGY ADMINISTRATION
Phillip J. Bond, Under Secretary for Technalogy

Arden L. Bemens, Jr., Director

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 U.5.C., S5EC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serions adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C., SEC. 3542]

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals,

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals,

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

MIS 5214 Security Architecture

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.5.C., S5EC. 3542]

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.
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What are the security categorizations of these datasets?

Dataset Confidentiality Integrity Awvailability Impact Rating
Communication High Moderate | Moderate
Electric Moderate Moderate| Moderate
Traffic control Low Low Low

Comm_Electric Geodatabase

Water Distribution System Moderate Moderate Low
Sanitary Collection System Low Low Low
Storm Collection System Low Low Low

Water_Sewer Geodatabase

Parcel Boundary Shapefile Low Low Low

MIS 5214 Security Architecture 44



FIPS Pub 199 Standards for Security Categorization Low: Limited adverse effect

Medium: Serious adverse effect
High: Severe or catastrophic adverse effect

The generalized format for expressing the security category, SC, of an information system 1s;

SC information svstem = {{confidentiality, impact), (integrity, impact), (availability, impocs) |,

where the acceptable values for potential impact are LOW, MODERATE, or HIGH.

Example with multiple information types:

SO contract information = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, Low) |},

= MODERATE rating

and

SC administrative information = {{confidentiality, Low), (integrity, Low), (availability, Low) |,

= LOW rating

The resulting secunty category of the information system 15 expressed as:

SC acquisition system = {{ confidentiality, moperaTe), (integrity, MonerATE), (availability, Low) ),

= MODERATE rating

MIS 5214 Security Architecture
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What is the overall impact ratings of the datasets?

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low

Comm_Electric Geodatabase

Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low

Water_Sewer Geodatabase

Parcel Boundary Shapefile Low Low Low Low

MIS 5214 Security Architecture 46



What is the overall Information System impact rating?

System - Critical Infrastructure Information

Communication High Moderate| Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low
Comm _Electric Geodatabase High Moderate | Moderate High
Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low
Water Sewer Geodatabase Moderate Moderate Low Moderate
Parcel Boundary Shapefile Low Low Low Low

MIS 5214 Security Architecture




How would you transform these ordinal impact ratings into

quantitative risk measures?

System - Critical Infrastructure Information

Communication High Moderate | Moderate High
Electric Moderate Moderate| Moderate Moderate
Traffic control Low Low Low Low
Comm_Electric Geodatabase High Moderate | Moderate High
Water Distribution System Moderate Moderate Low Moderate
Sanitary Collection System Low Low Low Low
Storm Collection System Low Low Low Low
Water Sewer Geodatabase Moderate Moderate Low Moderate
Parcel Boundary Shapefile Low Low Low Low

High

MIS 5214 Security Architecture

48




How would you quantify risk to prioritize asset types
for cost-effective information security protection?

Communication High High
Electric Moderate oW
Traffic control Low oW
Water Distribution System Moderate _OW
Sanitary Collection System oW _OW
Storm Collection System oW _LOW
Parcel Boundary Shapefile Low Moderate
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® . .
NIST Special Publication 800-100 Informatlon Securlty

Handbook: A Guide for

Managers - .- Impact
NIST . . Threat Likelihood Low (10) Moderate (50) High (100)
Recommendations of the National
National Institute of Institute of Standards and Technology High (1.0) 10x1.0=10 50 x 1.0 = 50 100 x 1.0 = 100
Standards and Technol
T uhn ‘," D A e Moderate (0.5) 10x05=5 50 x 0.5 = 25 100 x 0.5 = 50
echnology Administration .
U.S. Department of Commerce e wan Low (0.1) 10x01=1 50x0.1=5 100 x 0.1 = 10
Joan Hash
Mark Wilson Risk Scale: High (>5010 100)  Moderate (>10t050)  Low (10 10) b

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

October 2006

WT OF ¢,
Rt Oy,

n * Og,
Jf 3
&
(S <3
Pica ¢ 3

%,

W
Tares of

U.S. Department of Commerce
Carlos M. Guuierrez, Secretary

Technology Administration
Robert Cresanii, Under Secretary of Commerce for Technology

National Institute of Standards and Technology
Willtam Jeffrey, Director

MIS 5214 Security Architecture 50



ransformation of ordinal qualitative risk categories
to interval quantitative risk measures

Threat

(. @ Impact
Threat Likelihood Low (10) Moderate (50) High (100)
High (1.0) 10x1.0=10 50x 1.0=50 100 x 1.0 = 100
Moderate (0.5) 10x05=5 50x0.5=25 100 x 0.5 =50
Low (0.1) 10x01=1 90x0.1=5 100 x 0.1 =10

01527
Risk Scale: High (>50 to 100) Moderate (>10 to 50) Low (1toc 10) ;

Requires the risk analyst to contribute additional
information to move ordinal onto interval scale...

NIST SP 800-100 “Information Security Handbook: A Guide for Managers”, page 99



. Dataset Impact Rating Likelihood Risk
Solution Communication 100 1 100
Electric 50 0.1 5
Dataset Impact Rating  Likelihood Traffic control 10 0.1 1
Communication High High Comm Electric Geodatabase Hfﬂh
Electric Moderate Low =
Traffic control Low Low 0
Water Distribution System Moderate Low Water Distribution System 50 0.1 5
Sanitary Collection System Low Low N N
Storm Collection System P it Sanitary Collection System 10 0.1 1
Parcel Boundary Shapefile Low Moderate Storm Collection System 10 0.1 1
+ Water_Sewer Geodatabase Moderate 0.1
- 0
K":"'/"}'-:.”Q'/ Impact
S ” D Parcel Boundary Shapefile 10 0.5 5
o T o mEE Dataset Impact Rating  Likelihood  Risk
Riskﬁ;q::izn (>80 10 100)1ox::d:f:fe (>10t0 50) 5(:.::(: ::510) — o Communication 100 1 100
Electric 50 0.1 5
Water Distribution System 50 0.1 5
=7 Parcel Boundary Shapefile 10 0.5 5
Traffic control 10 0.1 1
Sanitary Collection System 10 0.1 1
MIS 5214 Security Architecture Storm Collection System 10 0.1 52 1




How do we use security categorization to select
security controls?

Starting Point FIPS PUB 200
FIPS 193/ SP 800-60
SP 800-37 / SP 800-53A FIPS 200/ SP 800-53 FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
- CATEGORIZE
MONITOR Information System SELECT
Security Controls Minimum Security Requirements for Federal
Information and Information Systems
SP 800-37
RISK MANAG EM ENT NIST Special Publication 800-53
AUTHOR‘ZE FRAM Ewo R K SUPPLE"ENT Revision 4
Information System ki 3 Security Controls
Security Life Cycle
SP 800-53A SP 800-18 Security and Privacy _Controls for P e
SP 800-70 Federal Information Systems [*
ASSESS DOCUMENT and Organizations
Security Controls _ IMPLEMENT _ Security Controls
Security Controls

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This putlication is available free of charge from
hitpolidx doi org ZENIST SP 800-53rd
ERCE

NDARDS AND TECHNOLOGY

NIST

National Institute of
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Agenda

v'Information Systems — some definitions
v'Conceptual models of information systems
v'NIST Risk Management Framework

v'FIPS 199 Security Categorization

v’ Transforming qualitative risk assessment into quantitative risk
assessment

* FedRAMP System Security Plan — overview
* NIST 800-53 Security controls
* Role of FIPS 199 in selecting a security control baseline
* NIST 800-18 classification system for security control families
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System Security Plan (SSP)

FedRAMP = Federal Risk and
Authorization Management Program

FEDRAMP
SECURITY P

MODERATE FEDRAMP SYSTEM https://community.mis.temple.edu/
SECURITY PLAN (SSP) mis5214sec951spring2020/week-03/

ud Service Pr HIGH BASELINE
Information Syst T E M P L AT E

Version

Cloud Service Provider Name
Information System Name
Version #

Version Date

FedRAMP

FedRAMP

FedRAMP
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Information System Security Plan (SSP)

Starting Point

FIPS 199/ SP 800-60
SP 800-37 / SP 800-33A ' '

FIPS 200 / SP 800-53 FEDRAMP

T SECURITY P
o MONITOR Information System SELECT MODERATE FEDRAMP SYSTEM
cunty Controls Security Controls SECURITY PLAN (SSP)
HIGH BASELINE
i RISK MANAGEMENT _SP80053/5P 80030 TEMPLATE
AUTHORIZE FRAMEWORK SUPPLEMENT ——
Information System h , Security Controls Version #
Security Life Cycle
SP 800-53A SP 800-18
SP 800'70 FedRAMP
ASSESS DOCUMENT
Security Controls - IMPLEMENT - Security Controls E
Secutity Controls FedRAMP

FedRAMP
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Information System Security Plan (SSP)

Starting Point
FIPS 199/ SP 800-60

SP 800-37 / SP 800-53A FIPS 200 / SP 800-53
MONITOR ‘ m System SELECT FEDRAMP
Security Controls Security Controls SECURITY P
MODERATE FEDRAMP SYSTEM
SP 800-37 SP 800-53 / SP 800-30 SECURITY PLAN (SSP)
R'SK MANAGEMENT I HIGH BASELINE
AUTHORIZE FRAMEWORK SOPHT T TEMPLATE
Information System ) , Security Controls Version
securlty Llfe Cycle cu"ty Version D Cllo;Jd-Ser[\:ice:rL:videLName
SP 800-53A SP 800-18 ot
SP 800-70
ASSESS DOCUMENT
Seeunty Controls _ IMPLEMENT - sec"'ﬁy Controls FedRAMP
Security Controls ’

FedRAMP

FedRAMP
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FIPS 200 Minimum Security Control Requirements

A e

O 0 N O U

Access Control (AC)
Awareness and Training (AT)
Audit and Accountability (AU)

Certification, Accreditation, and Security
Assessment (CA)

Configuration Management (CM)
Contingency Planning
Identification and Authentication
Incident Response (IR)
Maintenance (MA)

10.
11.
12.
13.
14.
15.
16.
17.

Media Protection (MP)

Physical and Environmental Protection *PE)
Planning (PL)

Personal Security (PS)

Risk Assessment (RA)

System and Services Acquisition(SA)

System and Communications Protection (SC)

System and Information Integrity (Sl)



NIST Risk Management Framework

—>

SP 800-37 / SP 800-53A

MONITOR
Security Controls

SP 800-37

AUTHORIZE
Information System

SP 800-33A

ASSESS
Security Controls

Starting Point
FIPS 199/ SP 800-60

{ FIPS 200 P 000-53
I
{ Security Controls
RISK MANAGEMENT SFB00537 5P 80090
FRAMEWORK S Eae
Security Life Cycle By S
SP 800-18
SP 800-70
DOCUMENT

éam =

NIST Special Publication 800-53

Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of charge from:
Rl i 10. IST.SP.

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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How do we use FIPS 199 security
categorization to select security controls?

Starting Point FIPS PUB 200
FIPS 193/ SP 800-60
SP 800-37 / SP 800-53A FIPS 200/ SP 800-53 FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
‘ CATEGORIZE
MONITOR Information System SELECT
Security Controls Minimum Security Requirements for Federal
Information and Information Systems
SP 800-37
RISK MANAG EM ENT NIST Special Publication 800-53
m FRAM Ewo R K SUPPLE"ENT Revision 4
Information System 5 3 Security Controls
Security Life Cycle
SP 800-53A SP 800-18 Security and Privacy _Controls for P e
SP 800-70 Federal Information Systems [*
ASSESS DOCUMENT and Organizations
Security Controls _ IMPLEMENT _ Security Controls
Security Controls

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This putlication is available free of charge from
hitpolidx doi org ZENIST SP 800-53rd
ERCE

NDARDS AND TECHNOLOGY

NIST

National Institute of
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NIST Special Publication 800-53
Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of charge from:
hittp:'dx.doi.org/10.8028/NIST.SP.800-53r4

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

CNTL
NO.

INITIAL CONTROL BASELINES

CONTROL NAME E
£ LOW

MOD

HIGH

Awareness and Training

AT-1

Security Awareness and Traming Policy and P1 AT-1

Procedures

AT-1

AT-1

AT-2

Security Awareness Training P1 AT-2

AT-2(2)

AT-2(2)

AT-3

Role-Based Secunty Training P1 AT-2

AT-3

AT-3

AT+

Security Traming Records P3 AT4

AT-4

AT-4

. INITIAL CONTROL BASELINES
AT-5 Withdrawn - - - - °,:‘D“ CONTROL NAME g
- P Low MOD HIGH
Mdlt and muumzblllw SC-25 | Thin Nodes PO Not Selected Not Selected Not Selected
- — - 520 [ Honeypors PO | ot Selecte | Mot Selacted | Mot Selectea
AL Audit and Accountability Policy and P1 AL AL AL 5oz | Plarom catons PO | torSeiecied | Notseleces | orselectea
PmcedurES 5C-28 | Protection of Information at Rest P1 Not Selected ;SSEVZM = ;SEVZM
- - — INTIAL CONTROL BASELINES =
All-2 Audit Events P1 A2 AL-2 (3) ALU-2 (3) om CONTROL NAME § tSclected | Mot Seleciea
— £ Low MoD HIGH t Selected Mot Selected
AU-3 | Content of Audit Records P1 All-3 AL-3 (1) A3 (1) (2) 5410 | Develope: Contguaton Morsgement | P1 | NorSelred | a0 s | Lockeeed | Mot Seleed
SA-11_| Developer Securey Tesing and Evaluation | P1 | Mok Seeced | 5- Ex
4 F - i A4 4 SA-12_| Supply Chan Protection 71 | NotSelecied | Not Selecied sang__|iSelected | Mot Selected
L Auiit Sint=ge Capacity fal R L L e 70 | i e | niorsemcns | ot soems | 150kt | ot Sl
- - - - P s {Selecied | Mot Selected
AU-5 | Response to Audit Processing Falures P1 A5 AL-5 AU-5 (1) (2) o S i INTIAL CONTROL BASELIES T = \Selected | Mot Seleoea
o
N N . B H — tSelected | Mot Selected
AU-3 | Audit Review, Analysis, and Reporting P1 Al-3 AL-3 (1} (3) bl — S N I v scae
\ PE-17_| Alternate Work Site P2 Not Selected PE-T PE-1T. lot Selected SA-17. tSelected Mot Selected
(8} 16 | Locaionof o Sy Gorpares | 75 | ot someies” | e | s raveont | i ecaemi | = =
PE18_| Informaton Leakage 0 | NotSelecied | NotSelected | ot Selected | jot Selected | Not Selected | Lomeoied Holelecie
AU-7 Audit Reduction and Report Generation P2 Mot Selected ALU-T (1) AT (1) PE20 | Assat Monitorng and Trasking PO | NotSelecisd | MotSsiected | NotSelecied | orselected | NotSeleciza E:z: :ZE:?:
]
AU-3 | Time Stamps P1 All-3 AU-8 (1) All-3 (1) o : INTIAL CONTROL BASELINES - e o eeeet |iSekoer | NotSelecis
n - - — NO. CONTROL NAME = =
AL Protection of Audit Information P1 AL-G AL-D [4) AL (2} (3)(4) | oo ool |— T
R2_| Incigent Response Testng P2 | NotSelected -3 (2) R3 (2) - —
AlU-10 | Mon-repudiation P2 Not Selected Mot Selected AU-10 = =t b B | =l T - =2
R-5_| Incident Montoring P1 RE RE R (1) e
R P = : 2 04
AU-11 | Audit Record Retention Pa AU Al AU-11 - - =1 =i E]
- § e 0 ot Seeced_| oo
Al-12 | Audit Generation P1 AlJ-12 Al-12 AL-12 (1) {3) HO CONTROL NAME ) — oo o | | erouesas B
J ]
g | ot Seleces
Al-13 | Monitoring for Information Disclosure PO Mot Selected Mot Selected Mot Selected T [T S 5 —
= . CM&_ | Informaton System Component Inventr 1 ) MA- uk scio
AU-14 | Session Audit PO | Mot Selected Mot Selected Mot Selected i e TTanE s
EITN [y re——— P | Wetseeoes | owe ETER [ ey B on
AU-15 | Altemnate Audit Capability FO Not Selected Mot Selected Not Selected T B o = a2 [ wsae 17 E=0 eced
. - Contingency Plannin; et F - Not Selected
AU-16 | Cross-Organizational Auditing PO Mot Selected Mot Selected Not Selected R E————— = = o —— o ot Seecied
fures. . lot Selected SI-18
Security Assessment and Authorization 2 | ContmosrerPen I I = L i5elecied | Mot Selsced
. - o5 | commgmrer g = = - | =
CA-1 Security Assessment and Authorization P1 CA-1 CA-1 CA-1 <o+ [Corrgene PanTesing P ] ces cPa) RS |
Policies and Procedures il e o1 | it s et oo | o =
CA-2 | Security Assessments P2 CA-2 CA-2 (1) CA-Z (1) 2} —_—e—_— e | 2 o=
- - - wn =
CA-3 System Interconnections P1 CA-3 CA-3(5) CA-3 (5) P9 [ nfoumaton Sysiem Backup DS cra(t Fseesme | scas
) P10 | ifommatn Sysem Recovery 8 N T :
ca-4 | Withdrawn — — — — Reconsfaion [
P11 | Allermate Commonicatons Profocis PO |t Selcied | ot Selcied | et Selcid s
= e R n = = = P12 | Sate Mode PO | ot Selrted_| ot Selrted_| ot Selrted -
-5 | Plan of Action and Milestones P3 CAS CA-S CA-S SR 0|t s | e | i cotent | =
CA-8 | Security Authorization 2 CAG CA-B CA8 e P e L T T =
CA-7 | Continuous Monitoring P2 CA-T CA-T (1) CA-7 (1) L3 | il Ul i
CA-3 Penetration Testing P2 Mot Selected Mot Selected CA-3 = ;‘:_‘j:!‘j;;“_’::;”jj"““‘“*"‘““““ T
5 thenticator Management 5 (1) i
CA-0 | Intemnal System Connections P2 CA-D CA-D CA-0 | i
o | Aumertesior Feamaer = e
{:nnﬁguraliun Ma nagement 17| Cryptographic Module Authenteaton 3] a7
s | ettaton g Aunnicton i [ wemme | memae
catonal sy f
CM-1 Co "ﬁgu ration Manage-ne nt PD"IL"Y-EHI:I P1 CM-1 CM-1 CM-1 10| Servis Iaentficaton and Auhentication PO | Motceleosd | Notoskowd | Notoskmed
10| Adaptvs ientfeaton and Auherseaton | PO | ot eleted_| Mot eletes | ot Selctea
Procedures 11 [ sanaricson o | it sl | ot sles | or sl
- - — — ——— S
CM-2 | Baseline Configuration P1 CM-2 CM-2 (1) {2 (T) | CM-2 (1} (2)(2) Rt [inodent Resporse PoymaProcesurss [ #1 | 1 | mi [
Fra 2| incdent Resporss Traming [ " [ w [ weow
CM-3 | Configuration Change Control P1 Mot Selected CM-3(2) CM-3 (1) (2)
CM-4 | Security Impact Analysis P2 Ch-4 Ch-4 CM-4 (1)

CM-5

Access Restrictions for Change P1 Not Selected

CM-5

CM-5 (1) (2) ()




TABLE D-2: SECURITY CONTROL BASELINES ™

CNTL
NO.

CONTROL NAME

=

4
]

&

INITIAL CONTROL BASELINES

LOW

MOD

HIGH

AC-1

Access Control

Access Control Policy and Procedures

P1

AC-1

AC-1

AC-1

AC-2

Account Management

P1

AC-2

AC-2(1)(2) (3)
4)

AC-2(1)(2) (3)
4) (3) (11) (12)
13)

AC-3

Access Enforcement

P1

AC-3

AC-3

AC-3

AC4

Information Flow Enforcement

P1

Not Selected

AC4

AC4

AC-5

Separation of Duties

P1

Not Selected

AC-5

AC-5

AC-6

Least Privilege

P1

Not Selected

AC-6 (1) (2) (5)
(9) (10)

AC-6 (1) (2) (3)
() (9) (10)

AC-7

Unsuccessful Logon Attempts

P2

AC-7

AC-7

AC-7

AC-8

System Use Notification

P1

AC-8

AC-8

AC-8

AC-9

Previous Logon (Access) Notification

PO

Not Selected

Not Selected

Not Selected

AC-10

Concurrent Session Control

P3

Not Selected

Not Selected

AC-10

AC-11

Session Lock

P3

Not Selected

AC-11 (1)

AC-11 (1)

AC-12

Session Termination

P2

Not Selected

AC-12

AC-12

AC-13

Withdrawn

AC-14

Pemitted Actions without Identification or
Authentication

P3

AC-14

AC-14

AC-14

AC-15

Withdrawn

AC-16

Security Attributes

PO

Not Selected

Not Selected

Not Selected

AC-17

Remote Access

P1

AC-17

AC-17 (1) (2)
(3)4)

AC-17 (1) (2)
(3) 4)

AC-18

Wireless Access

P1

AC-18

AC-18 (1)

AC-18 (1) (4)
(5)

AC-19

Access Control for Mobile Devices

P1

AC-19

AC-19 (5)

AC-19 (5)

AC-20

Use of External Information Systems

P1

AC-20

AC-20 (1) (2)

AC-20 (1) (2)

om E INITIAL CONTROL BASELINES
No. CONTROL NAME
4 Low MOD HIGH
528 | Thin Nodes PO | NotSelected | NotSelected | Mot Selected
528 | Honeypots PO | NotSelected | NotSelected | Not Selected
sc27 | P PO | NotSelecied | NotSelectes | Mot Selected
5C-28 | Proteion of Information at Rest P1 | Not Selecied ) sc2e
tSekected | Not Selected
o E INITIAL CONTROL BASELINES e
no. CONTROL NAME H o oo, won | ekecies | Mot Selecrea
tSelected | Mot Selected
oper 71| MNotSeleed | sai0 Sato = =
 Testg P1 | Nesesasa | sann Sait
Supply Cram Protecton 71 | Mot Seleciea | ot seeres R | el M ekl
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Control Family: Access Control

How many access controls are
relevant to the web-based system
you began designing for managing
the data of public utilities for the
small town ?

NIST Special Publication 800-53
Revision 4

Security and Privacy Controls for

Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of change from:
ttp:ifda. doi.ong/10.6028/MNIST SP.B00-53r4
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U.5. Department of Commerce




NIST 800-53 Controls are presented alphabetically

A e

© 0 N O u

Access Control (AC)
Awareness and Training (AT)
Audit and Accountability (AU)

Certification, Accreditation, and Security
Assessment (CA)

Configuration Management (CM)
Contingency Planning
Identification and Authentication
Incident Response (IR)
Maintenance (MA)

10.
11.
12.
13.
14.
15.
16.
17.

Media Protection (MP)

Physical and Environmental Protection *PE)
Planning (PL)

Personal Security (PS)

Risk Assessment (RA)

System and Services Acquisition(SA)

System and Communications Protection (SC)

System and Information Integrity (Sl)



NIST 800-53 Controls are grouped by “Class”

CLASS FAMILY IDENTIFIER
I Management Risk Assessment RA
NIST Special Publication 800-18 :
Revision 1 B e e Management Planning PL
Plans for Federal Information Management System and Services Acquisition SA
Systems — - — - -
NIST Management Certification, Accreditation, and Security Assessments CA
i ity Marianne Swans : - .
e e Operational Personnel Security PS
Technology Administration Pauline Bowen . . . .
US. Deperiment of Commercs Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
INFORMATION SECURITY Operational Contiguration Management CM
Operational Maintenance MA
- Operational System and Information Inteerity SI
Computer Security Division - — -
Information Technology Laboratory . . .
b e e Operational Media Protection MP
February 2006 Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication [A
Technical Access Control AC
ke b Technical Audit and Accountability AU
P Technical System and Communications Protection SC

Table 2: Security Control Class, Family, and Identifier



Risk Assessment (RA) Controls

Risk Assessment

RA-1 Risk Assessment Policy and Procedures P1 RA-1 RA-1 ~A-1

RA-2 Securnty Categorization P1 RA-2 RA-2 RA-2

RA-3 Risk Assessment P1 RA-3 RA-3 RLA-3

RA-4 Withdrawn -- --- —- ---

RA-5 Vulnerability Scanning P1 RA-S RA-E (1} (2) (5) | RA-5(1)(2) (¢4)
(5)

RA-G Technical Surveillance Countermeasures PO Mot Selected Mot Selected Mot Selected

Survey




FAMILY: RISK ASSESSMENT

R A - 1 RA-1 RISK ASSESSMENT POLICY AND PROCEDURES
Control: The organization:

a. Develops. documents. and disseminates to [Assignment: organization-defined personnel or
roles]:

pose, scope. roles, responsibilities.
10ng organizational entities. and compliance:

of the risk assessment policy and associated

ization-defined frequency]: and
organization-defined frequency).

tablishment of policy and procedures for the
Is and control enhancements in the RA family.
. Executive Orders. directives. regulations,
policies and procedures at the organization

s and procedures unnecessary. The policy can
ty policy for organizations or conversely. can
plex nature of certain organizations. The

am in general and for particular information
nent strategy is a key factor in establishing

policy and procedures. Related control: PM-9.
Control Enhancements: None.
References: NIST Special Publications 800-12, 800-30, 800-100.

Priority and Baseline Allocation:




RA-1

SSP — Control Inventory Example

RISK ASSESSMENT POLICY AND PROCEDURES

Control: The organization:

Develops. documents. and disseminates to [Assignment: organization-defined personnel or
roles]:

1. Arisk assessment policy that addresses purpose. scope. roles, responsibilities.
management commitment. coordination among organizational entities, and compliance:
and

2. Procedures to facilitate the implementation of the risk assessment policy and associated
risk assessment controls: and

Reviews and updates the current:
1. Risk assessment policy [Assignment: organization-defined frequency]: and
2. Risk assessment procedures [Assignment: organization-defined frequency).

RA-1 Control Summary Information

Responsible Role:

Parameter RA-1(a):

Parameter RA-1(b)(1):

Parameter RA-1(b)(2):

Implementation Status (check all that apply):
Implemented

Partially implemented

Planned

Alternative implementation

Mot applicable

Control Origination (check all that apply):

] Service Provider Corporate

] Service Provider System Specific

] Service Provider Hybrid ({Corporate and System Specific)

RA-1 What is the solution and how is it implemented?

Part a

Partbh




RA-2 SECURITY CATEGORIZATION
Control: The organization:

R A - 2 a. Categorizes information and the mformation system in accordance with applicable federal
laws, Executive Orders, directives, policies, regulations. standards. and guidance;

b. Documents the security categorization results (including supporting rationale) in the security

f"llf'-lﬂ 'FI"'|1' 1'1'1F"- ‘i1"|FI"'|1"I'I'I!'-I1";I"'|1"I SR TET - !'-I1"|I"I

RA-2 SECURITY CATEGORIZATION - o
ntative reviews

Control: The organization:

for effective

a. Categorizes mmformation and the mformation system in accordance with applicable federal e impacts to

laws, Executive Orders, directives, policies. regulations, standards. and smidance; nformation and
. .. : : . . : . ratlability.
b. Documents the security categorization results (including supporting rationale) in the security na?ﬁ:,i;, with
plan for the information system: and . information

nzations also

c. Ensures that the authonzing official or authorizing official designated representative reviews ., o s
and approves the security categorization decision. 1ational-level

el bl W L L.I.l].j..'-ﬂ.'._l‘:-. R LEL l.l_]' 'i.q.tlEEUl Ll LWL j..'l LD ol L LR PLEL L-'}' UI.Ei.LL.L.I.LﬂI.J.ULI‘:- 1;1!.'.“1].11'31"3‘ T}].E"

development of inventories of information assets, and along with CM-8, mappings to specific
information system components where information 1s processed. stored. or transmutted. Related
controls: CM-8, MP-4. RA-3, SC-7.

Control Enhancements: None.

References: FIPS Publication 199; NIST Special Publications 800-30, 800-39, 800-60.

Priority and Baseline Allocation:

P1 | LOW RA-2 MOD RA-2 HIGH RA-2 71




SSP — Control Inventory Example

RA-2 Contrel Summary Information

Rezponsible Role:

RA-Z SECURITY CATEGORIZATION Implementation Status (check all that apply):

Control: The organization: 2 Implemented

a. Categonzes mformation and the mformation system in accordance with applicable federal 1 Partially implemented
laws, Executive Orders, directives, policies, regulations, standards, and guidance; 7 Planned

b. Documents the security categorization results (including supporting rationale) in the security 1 alternative implementation
plan for the information system; and T Mot applicable

c. Ensures that the authorizing official or authorizing official designated representative reviews

and approves the security categorization decision. Control Origination (check all that apply):

| Service Provider Corporate

] Service Provider System Specific

| Service Provider Hybrid (Corporate and System Specific)
_ Configured by Customer (Customer System Specific)

_ Provided by Customer (Customer System Specific)

_ Shared [Service Provider and Customer Responsibility)

Inherited from pre-existing FedRAMP Authorization for Click here to enter text. , Date of Authorization

RA-2 What iz the solution and how is it implemented?

Parta

Part b

Part c




RA -3

RA-3

RISK ASSESSMENT

£

Control: The organization

RA-3

RISK ASSESSMENT

Control: The organization®

a.  Conducts an assessment of risk, including the likelihood and magnitude of harm from the

unauthonized access, use, disclosure, disruption. modification, or destruction of the
information system and the information it processes, stores, or transmits;

b.  Documents risk assessment results in [Selection: securify plan, risk assessment report;

[4ssignment: organization-defined document]]:

™ - - 4 P 4. T @ . P - Pr LI

Conducts an assessment of risk, including the likelihood and magmtude of harm, from the
unauthonzed access, use, disclosure, disruption. modification, or destruction of the
mformation system and the information it processes, stores, of transnuts;

Documents risk assessment results in [Selecrion: security plan; risk assessment réport;
[Assignment: organization-defined document]].

Reviews risk assessment results [Assignment. organization-defined frequency].
Dissenuinates risk assessment results to [Assignment. organization-degfined personnel or

roles); and

Updates the risk assessment [Assiegnment. organization-defined frequency] or whenever there
are significant changes to the information system or environment of operation (including the
identification of new threats and vulnerabilities). or other conditions that may impact the

security state of the system.

LOMND ENNEncements. LNULIC.

References: OMB Memorandum 04-04; NIST Special Publications 800-30, 800-39;
Web: hitp://idmanagement. gov.

Prionty and Baseline Allocation:
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SSP — Control Inventory Example

RA-3 Control Summary Information

Responsible Role:

RA-3 RISK ASSESSMENT
Parameter RA-3(b):

Control: The orgamzation:

a. Conducts an assessment of nisk, including the likelihood and magnitude of harm, from the
unauthorized access, use, disclosure, disruption. modification, or destruction of the Parameter RA-3(d):
information system and the information it processes, stofes, of transmits;

b.  Documents nisk assessment results in [Selection: security plan, risk assessment report;
[Assignment: organization-defined document]];

Parameter RA&-3(c):

Parameter RA-3(e):

Implementation Status (check all that apply):

CImplemented

c. Reviews risk assessment results [Assignment. organization-defined frequency]; O Partially implemented
d.  Disseminates risk assessment results to [dssignment: organization-defmed personnel or E Planned
roles]; and  Alternative implementation

_ Mot applicable

e Updates the risk assessment [dssignment. organization-defined frequency] or whenever there
are significant changes to the information system or environment of operation (including the Control Origination (check all that apply):
identification of new threats and vulnerabilities), or other conditions that may impact the
security state of the system.

_ Service Provider Corparate

 Service Provider System Specific

 service Provider Hybrid (Corporate and System Specific)
Z Configured by Customer [Customer System Specific)

_ Provided by Customer [Customer System Specific)

] shared (Service Provider and Customer Responsibility)

C Inherited from pre-existing FedRAMP Authorization for Click here to enter text. , Date of Authorization

RA-3 What is the solution and how is it implemented?

Part a

Part b

Part c

Part d

Part e
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SSP Contains & Documents the status of the System’s Control Inventory

Control Summary Information

Responsible Role:

Implementation Status (check all that apply):
_ Implemented

I Partially implemented

1 Planned

Alternative implementation

_ Mot applicable

Management Risk Assessment 10

Management Planning B

Management System & Service Acquisition 22 I]
Management Security Assessments & Authorization s 1 1
Technical Identification & Authentication 27 3 3 8 9 29
Technical Access Control 43 4 % 26 1 13 43
Technical Audit & Accountability 13 1 3 13 4 21
Technical System & Communication Protection 32 17 8 9 1 5 40
Operational Personnel Security 3 B 1 s 9
Operational Physical & Environmental Protection 20 19 19
Operational Contingency Planning 249 1 2 24 27
Operational Configuration Management 26 8 B 1 5 30
Operational Maintenance 1 0
Operational System & Information Integrity 28 5 16 8 33
Operational MediaProtection 10 2 3 5
Operational Incident Response 18 0
Operational Awareness & Training 5 5 5

Total: 325 55 116 S 639 283

MIS 5214 Security Architecture
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Agenda

v'Threat Modeling Exercise

v'Information Systems — some definitions

v'Conceptual models of information systems

v'NIST Risk Management Framework

v'FIPS 199 Security Categorization

v’ Transforming qualitative risk assessment into quantitative risk assessment

v'FedRAMP System Security Plan — overview
v'NIST 800-53 Security controls
v'Role of FIPS 199 in selecting a security control baseline
v'NIST 800-18 classification of security control families



