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Agenda

* Risk Management Framework and IS Security Categorization
* Mapping Information Types to Security Categorizations
* Exercise: How to assess and information security policy?

* Exercise — Determine Information and Information System Types and
provisional security categorization

e Security Control Baselines — review
* Minimum Security Controls and Security Control Baselines
e Security Control Families

e Risk Assessment Controls
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Risk Assessment based on security objectives and impact

ratings for informatio

n and information system
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POTENTIAL IMPACT

Security Objective

Low

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means tor
protecting personal
privacy and proprietary
information.

[44 U.5.C., SEC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals,

Inregrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C.. SEC. 3542]

The unautherized
maodification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unautherized
maodification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
maodification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.S.C., SEC. 3542]

The disruption of access to
or usc of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals,

The disruption of access to
or usc of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or usc of information or an
information system could
be expected to have a
severe or catastrophic
adverse cffect on
organizational operations,
organizational assets, or
individuals. 4
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2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information Systems
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Mission-based Information and Information Systems

1. Defense and National Security
2. Homeland Security

3. |Intelligence Operations

4. Disaster Management

5. International Affairs and Commerce
6. Natural Resources

/. Energy

8. Environmental Management

9. Economic Development

10. Community and Social Services

11. Transportation

12. Education

13. Workforce Management

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

Health

Income Security

Law Enforcement

Litigation and Judicial Activities

Federal Correctional Activities

General Sciences and Innovation
Knowledge Creation and Management
Regulatory Compliance and Enforcement
Public Goods Creation and Management
Federal Financial Assistance

Credit and Insurance

Transfers to State/Local Governments
Direct Services for Citizens



Disaster Management Information System Example

Geography

Spatial Context: Filter to levees that fall within predefined
geographical boundaries

The Nation

Click on a state below or on the map to zoom in. You can
select other territory types from the drop-down menu.

States and Counties -

Q

Alabama

Alaska

American Samoa
Arizona
Arkansas
California
Colorado

Commonwealth of the Northern Mariana
Islands

Connecticut
Delaware
District of Columbia

Florida -

Levees of The Nation e

~ 8,609 Levee Systems # 27,830 Miles of Levees . 45,972 Levee Structures X 56 years Average Levee Age

Q BROWSE THESE LEVEES

| Categorizeby
Basemap: Basic
LEGEND -

Puerto Rico & U.S. Virgin
Islands
- e
PhEE 0 =
-
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2 Broad Types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information
Systems

i. Services Delivery Support Functions

ii. Government Resource Management Functions



Services Delivery Support Functions and Information Types

1. Controls and Oversight

Regulatory Development

Planning and Budgeting

nternal Risk Management and Mitigation
Revenue Collection

Public Affairs

_egislative Relations

© N O U AWN

. General Government



Example Management & Support Information & Information Systems

Table 5: Services Delivery Support Functions and Information Types"

(C.1.1 Controls and Oversight
Corrective Action (Policy/Regulation)

Program Evaluation

Program Monitoring
C.1.2 Regulatory Development

Policy & Guidance Development
Public Comment Tracking
Regulatory Creation
Fule Publication

(.2.3 Planning & Budgeting
Budget Formulation
Capital Planming
Enterprise Architecture
strategic Planning
Budget Execution
Workforce Planning
Management Improvement
Budgeting & Performance Integration
Tax & Fiscal Policy

(C.1.4 Internal Risk Management &

Mitigation

Contingency Planming
Continuity of Operations
Service Recovery

(".1.5 Revenue Collection
Debt Collection
User Fee Collection
Federal Asset Sales

(.26 Public Affairs

Customer Services
Official Information Dissemination
Product Outreach
Public Relations

C.1.7 Legislative Relations
Legislabion Tracking
Legislation Testimony
Proposal Development
Congressional Liaison Operations

C.1.8 General Government
Central Fiscal Operations
Legislative Functions
Executive Functions
Central Property Management
Central Personnel Management
Taxation Management
Central Records & Statistics

Management
Income Information
Personal Identity and Authentication
Entitlemient Event Information
Representative Payee Information
Creneral Information

MIS5214 Security Architecture
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Example Resource Management Functions & Information Types

Administrative Management
Financial Management

Human Resources Management
Supply Chain Management

A S

Information and Technology Management



Example Management and Support Information and Information Systems

Table 6: Government Resource Management Functions and Information Types"™

C.3.1 Administrative Management C.3.3 Human Resource Management C.3.5 Information & Technology

Facilmes, Fleet, and Equipment HR Strategy Management

Management Staff Acquisition System Development
Help Desk Services Orgamzation & Position Mgmt Lifecycle/Change Management
Security Management Compensation Management System Maintenance
Travel Benefits Management IT Infrastructure Maintenance
Workplace Policy Development & Employee Performance Mgmi Information Security

Management Employee Relations Record Retention

(C.3.2 Financial Management Labor Relatons Information Management

Accounting Separation Management System and Network Monitoring
Funds Control Human Resources Development Information Sharing
Payments C. 3.4 Supply Chain Management
Collections and Receivables Goods Acquisiiion
Asset and Liability Management Inventory Control
Reporting and Information Logistics Management
Cost Accounting/ Performance Services Acquisition

Measurement

MIS5214 Security Architecture 15



1. Identifty Information Types

Process Inputs

Identify Information
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Figure 2: SP 800-60 Security Categorization Process Execution

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1rl.pdf
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Disaster Management Information Types

Table 4: Mission-Based Information

Mission Areas and Information

D.1 Defense & Mational Security
Strategic National & Theater Defense
Operational Defense
Tactical Defense

D.2 Homeland Security
Border and Transportation Security
Key Asset and Critical Infrastructure

Protection
Catastrophic Defense
Executive Functions of the Executive

Office af the President (EOP)

D.3 Intelligence Operations
Intelligence Planning
Intelligence Collection
Intelligence Analysis & Production
Intelligence Dussemination

D4 Disaster Management
Disaster Momitoring and Prediction

Disaster Preparedness and Planning
Disaster Repair and Restoration
Emergency Rﬂpﬂni&

Commerce
Foreign Affairs
International Development and
Humanitaran Aid
Global Trade
.6 Matural Resources
Water Resource Management
Conservation, Marine and Land
Management
Recreational Resource Management and
Tourism

Energy Supply
Energy Conservation
Energy Resource Mary
Energy Production
D.8 Environmenta
Environmental Momito
Forecasting
Environmental Remed
Pollution Prevention
D.% Economic I
Business and Industry
Intellectual Property
Financial Sector Owvers
Industry Sector Incomsé
D10 Community & %m:lnl ‘;tn'ltt;
Homeownership Promaotion
Community and Regional Development
Social Services
Postal Services
.11 Transportation
Ground Transportation
Water Transportation
Aur Transportation
Space Operations
D.12 Education
Elementary, Secondary, and Vocational
Education
Higher Education
Cultural and Historic Preservation
Cultural and Historic Exhibition
.13 Workforce Management
Training and Employment
Labor Rights Management

ARicbBard ripercnipr gnd Seinvigesture Worker Safety

D.4 Disaster Management

D24 Credit and Insurance

= Disaster Monitoring and Prediction feesmee

Dhrect Loans
Loan Guarantees

.25 Transfers to State/ Local
Governments

Disaster Preparedness and Planning |

Criminal Apprehemmn

Disaster Repair and Restoration
Emeroency Response

Formula Grants

Earmarked Grants
State Loans

Mulitary Operations
Civilian Operations

Project/Competitive Grants

D.26 Direct Services for Citizens

Criminal Investigation and Surveillance Rown 1 eeseml - Volume |:
= Guide for Mapping Types of
Citizen Protection N Information and Information
i lSI Systems to Security Categories

Leadership Pratgc‘tmn o yS ty Categ
Property Protection Standards and Technology Kevin Stine

) o . U.S. Deporiment of Commerce Rich Kissel
Substance Control Wiiam C. Barker
Crime Prevention Jessica Gk

Trade Law Enforcement
D.17 Litigation & Judicial Activities
Judicial Hearings
Legal Defense
Legal Investigation
Legal Prosecution and Litigation

INFORMATION SECURITY

Computer Security Division

Informasion Technology Laboratory

National institute of Standards and Technology
Gathersburg, MO 20696-8930

. . August 2008
Resolution Facilitation
D.18 Federal Correctional Activities If"g\
Criminal Incarceration X% :
Criminal Rehabilitation »‘.m;j
D.19 General Sciences & Innovation
U.S. DEPARTMENT OF COMMERCE

Scientific and Technological Research
and Innovation
Space Exploration and Innovation

Corlos M. Gurre. Scresay
NATIONAL INSTITUTE OF STANDARDS AND 1 7

TECHNOLOGY
James M. Turwer, Deputy Direcior




IST Special Publication 800-60 Volume 11

Revisko 1 Volume II: Appendices to

e s ) Select Provisional Impact Levels for the

National Institute of

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

Process Inputs

e Identify Infarmation
R Systems
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Types Impact Levels | |Impact Levels ! ity
: Impact Levels| | Category
: :
Process ! l
____________________________________ 1
Process Du[puts FIPS 200/ SP 800-53 s v .
Security Control ~ #—— ecurity
Selection Categorization

Figure 1: 5P 300-60 Security Categorization Process Execution
MIS5214 Security Architecture 18
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nsr o sememmese | Disaster Management Information Types
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D.2.3 Catastrophic Defense Information Type............. e 111
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Disaster Management Information Impact

D.4 Disaster Management

Disaster management involves the activities requured to prepare for. mitigate. respond to. and

repair the effects of all physical and humanitarian disasters whether natural or man-made.
Compromise of much information associated with any of the missions within the disaster

management mission area may seriously impact the security of a broad range of critical
infrastructures and key national assets.

MIS5214 Security Architecture 20



Can you use...

e NIST SP 800-60 V.2 R1 to determine the Impact Levels for the Disaster
Information Types ?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level

Disaster Monitoring and Prediction

Disaster Preparedness and Planning

Disaster Repair and Restoration

N "V |V [V
NV Y
N "V [V

Emarganw Response Information Type

MIS5214 Security Architecture
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Disaster Management

Information

Identify Information
Systems

_.i_._._._..

Types

Identify @
Information |
Types

Select @
Provisional
Impact Levels

MIS5214 Security Architecture

D.4.1 Disaster Monitoring and Prediction Information Type

Disaster monitoring and prediction involves the actions taken to predict when and where a
disaster may take place and communicate that information to affected parties. [Some disaster
management information occurs i humanitarian aid systems under the International Affairs and
Commerce line of business (e.g.. State Department disaster preparedness and planning).] The
recommended provisional categorization of the disaster monitoring and protection information
type follows:

Security Category = {(confidentiality, Low), (integrity, High), (availability, High)}

D.4.2 Disaster Preparedness and Planning Information Type

Disaster preparedness and planning involves the development of response programs to be used n
case of a disaster. This involves the development of emergency management programs and
activities as well as staffing and equipping regional response centers. The recommended
provisional categorization of the disaster preparedness and planning information type follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)}

D.4.3 Disaster Repair and Restoration Information Type

Disaster repair and restoration involves the cleanup and restoration activities that take place after
a disaster. This involves the cleanup and rebuilding of any homes. buildings. roads.
environmental resources, or infrastructure that may be damaged due to a disaster. The
recommended provisional categorization of the disaster repair and restoration information type
follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)} 22



Disaster Management

| nformatlon Types D.4.4 Emergency Kesponse Information Tvpe

Emergency Response involves the immediate actions taken to respond to a disaster (e g, wildfire

management). These actions include providing mobile telecommunications, operational support,
power generation, search and rescue, and medical life saving actions. Impacts to emergency

e R s M response information and the information systems that process and store emergency response
information could result in negative impacts on cross-junisdictional coordination within the

Identify Information

Identi @ Select @ critical emergency services infrastructure and the general effectiveness of organizations tasked
Inf dt?on | Prociional with emergency response nussions. The recommended provisional categorization of the
Types Impact Levels emergency response information tvpe follows:

Security Category = {(confidentiality, Low). (integrity, High). (availability, High)}

MIS5214 Security Architecture 23



Question

* Can you determine Summary Impact Levels for Disaster Information Types ?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High ?
Disaster Preparedness and Planning Low Low Low ?
Disaster Repair and Restoration Low Low Low ?
Emergency Response Information Type Low High High ?

MIS5214 Security Architecture 24



Answer...

 Summary Impact Levels for the Disaster Information Types

Disaster Management Information Systems

Information Types Confidentiality Integrity Availability
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High

MIS5214 Security Architecture
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Question -

* Can you determine Overall Impact Levels for Disaster Information Types?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Awailability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: ? ? ?

MIS5214 Security Architecture 26



Answer

* Overall Impact Levels for the Disaster Information Types

Disaster Management Information Systems

Summary
Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High

MIS5214 Security Architecture 27



Question

* Can you determine overall Impact Level of a system of Disaster Information
Systems ?

Disaster Management Information Systems

Summary
Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High ?

MIS5214 Security Architecture 28



Answer

e Overall Impact Level of Disaster Information Systems

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High High

MIS5214 Security Architecture

29




:;SﬁTsiSu?.E;:ia\ Publication 800-60 Volume Il Volume ” Appendlces tO
Guide for Mapping Types of

NlSl' Information and Information
Systems to Security Categories

National Institute of

Standards and Technology L

U.S. Depariment of Commerce Kevin Stine

Rich Kissel
William C. Barker
Annabelle Lee
Jim Fahlsing

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

August 2008

"‘,;,«urcg,'”’b

x

§ %
% Pre £
K ",»3

Tares oF

U.S. DEPARTMENT OF COMMERCE
Carlos M, Guilerrez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY
James M. Turner, Deputy Director

3. Adjust Information Impact Level

MIS5214 Security Architecture

Process Inputs

Identify Infermation

Systems

Identify @ Select @I Review ;.djugl.f Assign
. - - inalize System
Information | Provisional Provisional > N :
Types Impact Levels Impact Levels Information Security
X Impact Levels Category
Process
Process Outputs FIPS 200/ SP 800-53 Y
Security Control SE‘E'-'_”"EI"_
Selection Categorization

Figure 1: 5P 300-60 Security Categorization Process Execution
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To adjust preliminary impact levels...

Use NIST SP 800 60 V2R1

 ...looking at the “Special Factors” affecting CIA impact levels for each
Disaster Management information type

 How might we adjust the impact levels ?

Disaster Management Information Systems

Summary
Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High High

MIS5214 Security Architecture


http://community.mis.temple.edu/mis5214sec001sp2017/files/2017/02/nistspecialpublication800-60v2r1.pdf

NIST Special Publication 800-60 Volume 11

Revision 1 Volume II: Appendioes to

wer aeemwze |20 Select Provisional Impact Levels for

National Institute of
Standards and Technology L
U.S. Depariment of Commerce Kevin Stine

the identified information system

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

Process Inputs

August 2008

) Identify Infermation
."_g:““

:i"a )% r"i; Bﬁterm
ot o ey MERCE r‘“"'“‘““‘i‘z‘]j“““““““““
NATIONAL INSTITUTE OF STANDARDS AND i ¥
e e Identify - Select @) i | Review If.“d‘L:.E'”
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Types Impact Levels i |Impact Levels S
I Impact Levels
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Security Control SE‘E'-'_FW'&"_
Selection Categorization

Figure 1: 5P 300-60 Security Categorization Process Execution
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Exercise: How would you approach assessing the completeness

(breadth & depth) of the Generic Information Security Policy

example:

MANAGEMENT INFORMATIOMN SYSTEMS

HOMEPAGE INSTRUCTOR SYLLABUS

Unit 03 - Planning

Readings:

Exercise 1:

MIS5214 Security Architecture

Security Architecture

SCHEDULE DELIVERABLES

First Half of the Semester

Second Half of the
Semester

HARVARD COURSEPACK GRADEBOOK

Unit o1 - Threat

Environment

KLY DISCUSSIOMNS

Unit oz - System Security
Flan

Unit o4 - Cryptography

Unit o5 - Secure
Netwarks

Unit 06 - Firewalls

Unito7 - Mid-Term Bxam Fox School of Business

TEMPLE UNIVER: Y

Information Security Policy

Subject Palicy Number Effactive Date

Information Security

clo clo

Purpose:

The purpose of this Policy is 1o establish the requirements and management expectations for protecting
the organization's Confidential information systems and assets.

Applies to:

All compiter and network systems, saftware, and paper filss owned by andior administered by the
Organization, (Computer and netwark systems include, but are not limited to, the following items owned
or leased by the Organization, and used by the Organization personnel for information access: sarvers,
storage systems, personal or laplop computers, network equipment, lelecommunications systems and
mobile devices. Software includes ling systems. and ications, whether by
then Organization or purchased from software vendors, or i use within p ion
systems), all Organization employees worldwide, except where compliance with this policy would violate
any law or regulation in the couniry where the subject is located, and components listed above that are
managed or administerad by third parties for the organization. Third parties include consultants,
contractors, temporary workers, service providers, or business pariners who access company system
resources.

Definitions:

Please refer to Information Security Policies or Standards Definition, Organization for
applicable definitions.

Paolicy:
I Security Program Management
A Information Security Program

a. This Information Security Policy outlines the responsibilities and
expectations for securily of information assels and information
owned, hald or licensed by the Organization. The controls described
in this Policy are collectively known as the Organization's Information
Security Program, which is designed to reflect the Company’'s
business objectives, prevent the unautharized use of or access o
our information and information systems, and maintain the
confidentiality, integrity, availability and resilience of information.

b. The Palicy is guided by business and regulalory requirements
spacific to our business, and industry standards for information
security and privacy. Specific business projects may require
compliance with specific standards or directives pertinant o special

ies, sansitive or i i A list of L
laws, ives, and is maintai by the Policy owner.
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Information Security Control Families of NIST SP 800-53/800-53A grouped within 3
classes of NIST SP 800-18 provide a good framework for assessing completeness of
Information Security Policies and controls

CLASS FAMILY IDENTIFIER
T\'IST Special Publication 800-18
Revision | Guide for Developing Security Management Risk Assessment RA
Plans for Federal Information .
Management Plannin PL
Systems g g
NIST Management System and Services Acquisition SA
MNational Institute of Marianne Swanson - : - . . - -
povmte et el T Joan Hash Management Certification, Accreditation, and Security Assessments CA
Technology Administration Pauline Bowen . . -
U.S. Department of Commerce Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
INFORMATION SECURITY . § . .
Operational Configuration Management CM
Operational Maintenance MA
Computer Securty Division Operational System and Information Integrity SI
Information Technology Laboratol
Mational Institute of Standards and Technol . . -
Gathersour, MD 20895.8930 ~ Operational Media Protection MP
February 2006 Operational Incident Response IR
ey Operational Awareness and Training AT
s %,
£ » . . . . .
% . Technical Identification and Authentication IA
g Technical Access Control AC
US. Department of Commerce Technical Audit and Accountability AU
Carlos M. Gurierrez, Secretary . - . . . "
ool Ittt of Stndands and Techraors Technical System and Communications Protection SC
ational Institute o andards anm echnology
William Jeffrey, Director

MIS5214 Security Architecture

Table 2: Security Control Class, Family, and Identifier
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Information Security Control Families of NIST SP 800-53/800-53A grouped within 3
Control Classes of NIST SP 800-18 provide a framework for assessing completeness
of Information Security Policies and controls

Management
Management Planning
Management
Management
Technical
Technical
Technical
Technical
Operational
Operational
Operational
Operational
Operational
Operational
Operational
Operational
Operational

Risk Asmsment

System & Service Acquisition
Security Assessments & Authorization

Identification & Authentication
Access Control

Audit & Accountability

System & Communication Protection
Personnel Security

Physical & Enwironmental Protection
Contingency Planning
Configuration Management
Maintenance

System & Information Integrity

Media Protection

Incident Response

Awareness & Training

Total:

MIS5214 Security Architecture
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Exercise

Using NIST SP 800-60, find a preliminary categorization for the following information system and adjust the
categorization based on your analysis — present justifications for both preliminary and adjusted categorizations

Purpose: The system has two overarching purposes:

1. Forclientsitis a system intended to help understand sewage and storm water collection and treatment
systems (i.e. pipe networks, pump stations, and treatment plants) and their capacities, overflow
characteristics and controls

2. Forthe firm the system is intended to provide revenue through pay by clients for direct use of the service(s) of

the system
Users:
1. Municipal and regional water and sewer utilities and governmental organizations will use the system to help plan capital
improvement, operations, and maintenance of sewer systems (i.e. treatment plants and sewage collection networks)
2. External consultants helping municipal and regional water and sewer utilities plan capital improvement, operations, and

maintenance of sewer systems

3.  The firm’s technical information system development staff will work directly on the information system to provide,
maintain, enhance and extend the services of the information system



Below is a preliminary categorization for the information system based on NIST SP 800-60 Vol

- q 2 . . . .. ... | Information Type | Sub-System System
Business Area Information Type ID Information Type Confidentiality| Integrity | Availability Gritainrian | Graaint il Gr T
Environmental Management D.8.3 Pollution Prevention and Control Low Low Low Low
Public Goods Creation & Management D.22.3 Public Resources, Facility and Infrastructure Management Low Low Low Low Low
Tenant Data Low Low Low Low
Information & Technology Management C.3.5.5 Information Security Low Moderate Low Moderate Pt
Information & Technology Management C.3.5.6 Record Retention Low Low Low Low Moderate
Information & Technology Management C.3.5.7 Information Management Low Moderate Low Moderate
Information & Technology Management C.3.5.8 System and Network Monitoring Moderate |Moderate Low Moderate
System Data| Moderate |Moderate Low Moderate
gﬁrsz??, Publication 800-60 Volume | Volume I: :z;;pe;:ual Publication 800-60 Volurne II Volume II: Appendices to
Guide for Mapping Types of Guide for Mapping Types of FIPS PUB 199
Information and Information NIST Information and Information
NH Systems to Security Categori es Nt o of Syslems to Secunty Categorles FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
National Institute of Standards and Technology )
Standards and Technology Kevin Stine U.$. Department of Commerce Kevin Stine
U.5. Department of Commerce Rich Kissel Rich Kissel Standards for Security Categorization of
‘l':':""::'mim ':""" illiam ©. Barker Federal Information and Information Systems
Jessica Gulick Jim Fahlsing
INFORMATION SECURITY INFORMATION SECURITY
Computer Securtty Division
Computer Security Division ﬁﬂ;ﬂ&%ﬂkﬂ}ﬁgmw :\: » at y ad Techasiogy

Information Technology Laboratory National Institute of Standards and Technology
National Institute of Standards and Technology Gaithersburg, MD 20899.8930
Gaithersburg, MD 20839-8330
February 2odd
August 2008
August 2008 o or <o,
' ‘-{ %
F s
ST OF S8R OF £ P .
_a A VR
§ - ) - % ks
- . A i - 00 “'
= b i Targy oF
£ "‘»,a i
rargs ot " rargp ot ©
ABMBITRATION
U.S. DEPARTMENT OF COMMERCE U.S. DEPARTMENT OF COMMERCE * Secretary for Techaslopy
Carlas M Gutterre, Secretary Carlos M, Gusierrez, Secretary Narw e
NATIONAL INSTITUTE OF STANDARDS AND NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY TECHNOLOGY

James M. Turner, Deputy DNrector James M, Turner, Deputy Directar
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Agenda

v'Risk Management Framework and IS Security Categorization
v'"Mapping Information Types to Security Categorizations
v Exercises — Determine and finalize impact levels

v Exercise — Determine Information and Information System Types and
provisional security categorization

e Security Control Baselines — review
* Minimum Security Controls and Security Control Baselines
e Security Control Families

* Risk Assessment Controls
* Team Exercise Find and assess risk assessment policy



Risk Management Framework

SP 800-37 / SP 800-53A

MONITOR
Security Controls

SP 800-37

—

Information System

SP 800-33A

MIS5214 Security Architecture

—>

RISK MANAGEMENT

Starting Point
FIPS 199 / SP 800-60

CATEGORIZE

Information System

FRAMEWORK

Security Life Cycle

&=

SP 800-70

IMPLEMENT
Security Controls

G




Minimum Security Control Requirements

A e

O 0 N O U

Access Control (AC)
Awareness and Training (AT)
Audit and Accountability (AU)

Certification, Accreditation, and Security
Assessment (CA)

Configuration Management (CM)
Contingency Planning
Identification and Authentication
Incident Response (IR)
Maintenance (MA)

10.
11.
12.
13.
14.
15.
16.
17.

Media Protection (MP)

Physical and Environmental Protection *PE)
Planning (PL)

Personal Security (PS)

Risk Assessment (RA)

System and Services Acquisition(SA)

System and Communications Protection (SC)

System and Information Integrity (Sl)



Risk Management Framework

Starting Point
SP 800-37 / SP 800-53A bl { ‘F-PS-NTE-P—:O-::! [
wonror | HEEED | o (EDY I
Security Controls B| security Controis |
P 800-37 RISK MANAGEMENT 5P 80as3/spaonso
I v FRAMEWORK e l
' Security Life Cycle SRR Ca
SP 800-53A SP 800-18
SP 800-70
ASSESS DOCUMENT

MIS5214 Security Architecture
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NIST Special Publication 800-53
Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of charge from
hittp-/dx.doi.org/10.8028/NIST.SP.800-53r4

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

- E INITIAL CONTROL BASELINES
= CONTROL NAME
4 Low MoD HIGH
SC-25 | Thin Nodes PD | MNotSelected | MotSelectsd | Mot Selected
528 | Honeypots PD | MotSelected | MNotSelected | Not Selected
SC-27_| Platform- ppications PD | MNotSelected | MotSelectsd | Mot Selected
5C-28_| Protection of Information at Rest P1_| Mot Selected sC-28 5C28
tSelected | Not Selected
o E INITIAL CONTROL BASELINES e T e
No. CONTROL NAME i o oo won | L5ckested | Not Selected
tSelected | Not Selected
5A-10_| Developer Configuration Management P1 | Not Selected SA-10 SA-10 — —
. Developer Security Testing and Evaluation | F1 | Not Selected sA11 SA-
SA-12 | Supply Chain Protection P1 | NotSelectsd | NotSeleoted sA12 feesr || e
5A-13 | Trustworthiness PO | NotSekected | NotSelected | Mot Selecteg |LSlected | Not Selected
{Selecied | Not Selected
INITIAL CONTROL BASELINES atSeiected | NotSelected
caTL LT al Selected S5 |iSelected | Not Selected
Mo £ - — meT tSelected | Not Selectsd
Altemate Work S 2 | Mot Selected PE-1T PE1T — o o e
ate o % Select 1 -1 SAf
= = geae AT | Selcied | NetSekeasd
Location of Information System Components | P3 | Not Selected | Not Selected PE-1B otSelected | Mot Selected
Information Leakage PO | Mot Selected | NotSelecied | Not Selecied | ot Selecied_| ot Selected | Loiecied | Not Selected
‘Asset Monitoring and Tracking PO | NotSelected | MNotSelected | NotSelecied | otSelected | Mot Selected |Lociected | Not Selected
Flanning tSelected | Not Selectsd
. otSelected | Mot Selected |t Selected | Not Selected
p E INITIAL CONTROL BASELINES. = A Selooted | Hot Sekeoted
= CONTROL NAME J
£ Low MoD HIGH = — - s St
7 P SC-1 sC-1
R2_| incident Respanse Testing P2 | Mot Selected R3(2) R3(2) — TaoE
R4 | Incident Handling Pi R4 R4 (1) R4 (1) (4) sc2 sc2
- Selecisd 03 S13(1)(2)
R-5__| Incident Monitoring P1 RS R (1) P -
Not Selected | ., S SH4 (2 4) (5)
RS | Incident Reporting F1 RS R8 (1) RE (1) < c-
PLE - = 515 (1)
RT (1) = o o5 )
p— E INITIAL CONTROL BASELINES = Not Selected | */c g | Mok Selected | tSelected 518
NO. CONTROL NAME R 73) @) () ST (11 (2} i)
H Low MOD HIGH 1 P5-1 @ {7) (14)
ed | NotSelected =
CM-6 | Configuration Settings. P1 CM-6 CM-8 CM-6 (1)(2) 2 PS2 scat SIE (1) (2)
€M7 | Least Functionality Fi cM-T CM7 (1) (2) (4) I3 PS3 - - - —_
CM8 | Informabon System Component Inventory | P1 cMs CM3 (1) (3) () MA l PS4(2) £zl Sl 5110 Sk-10
waz@  |S PS5 otSelected | Mot Selected | - =T
[ T =
et E INITIAL CONTROL BASELINES. ‘"'fﬂ @ | Mazm@e) |8 FS6 sc-i2 SC-12 (1) == S
NO. CONTROL NAME B 3 Ma4 23 |7 EET = 5013 |iSelecied | Net Selecied
£ Low MoD HIGH was) |2 PS8
=1 - — tSelected | Not Selectsd
Awareness and Training = m e [
ATt | Security Awareness and Training Policy and | F1 AT AT- ATA [T S8
Procedures wea |2
AT-2 | Security Awareness Training P1 AT2 AT-2(2) AT2(2) NP2 l2 t Selected Not Selected
AT-3_| Role-Based Securty Training Pl AT3 AT3 AT 23 [
AT4 | Securty Training Records. P3 AT4 AT AT4 am = @
TABLE D-2: SECURITY CONTROL BASELINES - E = P54
P " — Not Selected
cP&(1)(2) (3) WP5(1)(2) 1) 502 sC2
e 3 INITIAL CONTROL BASELINES T FIm@M |3 weT )
NO. CONTROL NAME S Not Selected sc» scn
E Low | MOD. | HIGH A2 ot Selected |4 SA-1
BEEEEER sc sc23
AU (1) 2
| Asme | 2
Acoass Control F= ot Selected sC24
AC-1_| Access Control Policy and Procedures P1 AC1 ACH AC 3
AC2 | Account Management P1 AC2 AC2(1)) @) | AC2(1)(2)3) GRA0) (1) PE2 (2) ()
@ @) (5 (1) (12) Pea(r) L
13) slecied | Not Selected 5
AC3 | Access P1 AC3 AC3 AC3 slected | Mot Selected —
AC4_| Information Fi P1 | Not Selected AC4 AC4 = || mEr] fF -
AC5_| Separation of Duties P1 | Not Selected ACS ACS s sA8
AC6 | Least Privilege P1 | NotSelected | AC6(1)(2)(8) | AC6(1)(2 (@) @ SA-0(2)
(9) (10) 5)(9) (10)
AcT | Logon Attempts P2 ACT ACT. ACT j
AC8_| System Use Notification P1 ACS ACS ACS
AC9_| Previous Logon (Access) Notification PO | NotSelected | NotSelected | NotSelected i
AC-10_| Concument Session Control P3 | NotSelected | NotSelected AC-10 3
AC-11_| Session Lock P3 | Not Selected AC11 (1) AC-11(1)
AC-12_| Session Temination P2 | Not Selected AC-12 AC-12 |
AC-13_| Withdrawn = = = = i
AC-14 | Pemitted Actions without Identificationor | P3 AC-14 AC14 AC-14 b
AC-15_| Withdrawn - = = = Seded | NotBelodted
AC-16_| Securty Attributes PO | NotSelected | NotSelected | NotSelected | — slected | ot Selected
AC-17 | Remote Access P1 ACAT ACTT()@ | ACIT()@ | T slected_| Mot Selected
@@ B @
AC-18 | Wireless Access P1 AC18 AC-18 (1) AC-18 (1) (4) =
4 1 [ R-
) i —
AC-19_| Access Control for Mobile Devices P1 AC19 AC19 (5) ac19) | | = w200 @)
AC-20 | Use of External Information Systems P1 AC20 ACH(1)@ | AC2@ |
AC-21 | Information Sharing P2 | Not Selected AC-21 AC-21 &
AC-22 | Publicly Accessible Content P3 AC22 AC2 AC22 e
AC-23 | Data Mining Protection PO | NotSelected | NotSelected | NotSelected (
AC-24 | Access Control Decisions PO_| Not Selected Not Selected Not Selected CM3(1)2)
AC-25 | Reference Monitor PO | NotSelected | NotSelected | NotSelected | __ | CMA[T) |
" [emsm@e

https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-53r4.pdf
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CNTL
NO.

INITIAL CONTROL BASELINES

CONTROL NAME E
£ LOW

MOD

HIGH

Awareness and Training

AT-1

Security Awareness and Traming Policy and P1 AT-1

Procedures

AT-1

AT-1

AT-2

Security Awareness Training P1 AT-2

AT-2(2)

AT-2(2)

AT-3

Role-Based Secunty Training P1 AT-2

AT-3

AT-3

AT+

Security Traming Records P3 AT4

AT-4

AT-4

. INITIAL CONTROL BASELINES
AT-5 Withdrawn - - - - °,:‘D“ CONTROL NAME g
- P Low MOD HIGH
Mdlt and muumzblllw SC-25 | Thin Nodes PO Not Selected Not Selected Not Selected
- — - 520 [ Honeypors PO | ot Selecte | Mot Selacted | Mot Selectea
AL Audit and Accountability Policy and P1 AL AL AL 5oz | Plarom catons PO | torSeiecied | Notseleces | orselectea
PmcedurES 5C-28 | Protection of Information at Rest P1 Not Selected ;SSEVZM = ;SEVZM
- - — INTIAL CONTROL BASELINES =
All-2 Audit Events P1 A2 AL-2 (3) ALU-2 (3) om CONTROL NAME § tSclected | Mot Seleciea
— £ Low MoD HIGH t Selected Mot Selected
AU-3 | Content of Audit Records P1 All-3 AL-3 (1) A3 (1) (2) 5410 | Develope: Contguaton Morsgement | P1 | NorSelred | a0 s | Lockeeed | Mot Seleed
SA-11_| Developer Securey Tesing and Evaluation | P1 | Mok Seeced | 5- Ex
4 F - i A4 4 SA-12_| Supply Chan Protection 71 | NotSelecied | Not Selecied sang__|iSelected | Mot Selected
L Auiit Sint=ge Capacity fal R L L e 70 | i e | niorsemcns | ot soems | 150kt | ot Sl
- - - - P s {Selecied | Mot Selected
AU-5 | Response to Audit Processing Falures P1 A5 AL-5 AU-5 (1) (2) o S i INTIAL CONTROL BASELIES T = \Selected | Mot Seleoea
o
N N . B H — tSelected | Mot Selected
AU-3 | Audit Review, Analysis, and Reporting P1 Al-3 AL-3 (1} (3) bl — S N I v scae
\ PE-17_| Alternate Work Site P2 Not Selected PE-T PE-1T. lot Selected SA-17. tSelected Mot Selected
(8} 16 | Locaionof o Sy Gorpares | 75 | ot someies” | e | s raveont | i ecaemi | = =
PE18_| Informaton Leakage 0 | NotSelecied | NotSelected | ot Selected | jot Selected | Not Selected | Lomeoied Holelecie
AU-7 Audit Reduction and Report Generation P2 Mot Selected ALU-T (1) AT (1) PE20 | Assat Monitorng and Trasking PO | NotSelecisd | MotSsiected | NotSelecied | orselected | NotSeleciza E:z: :ZE:?:
]
AU-3 | Time Stamps P1 All-3 AU-8 (1) All-3 (1) o : INTIAL CONTROL BASELINES - e o eeeet |iSekoer | NotSelecis
n - - — NO. CONTROL NAME = =
AL Protection of Audit Information P1 AL-G AL-D [4) AL (2} (3)(4) | oo ool |— T
R2_| Incigent Response Testng P2 | NotSelected -3 (2) R3 (2) - —
AlU-10 | Mon-repudiation P2 Not Selected Mot Selected AU-10 = =t b B | =l T - =2
R-5_| Incident Montoring P1 RE RE R (1) e
R P = : 2 04
AU-11 | Audit Record Retention Pa AU Al AU-11 - - =1 =i E]
- § e 0 ot Seeced_| oo
Al-12 | Audit Generation P1 AlJ-12 Al-12 AL-12 (1) {3) HO CONTROL NAME ) — oo o | | erouesas B
J ]
g | ot Seleces
Al-13 | Monitoring for Information Disclosure PO Mot Selected Mot Selected Mot Selected T [T S 5 —
= . CM&_ | Informaton System Component Inventr 1 ) MA- uk scio
AU-14 | Session Audit PO | Mot Selected Mot Selected Mot Selected i e TTanE s
EITN [y re——— P | Wetseeoes | owe ETER [ ey B on
AU-15 | Altemnate Audit Capability FO Not Selected Mot Selected Not Selected T B o = a2 [ wsae 17 E=0 eced
. - Contingency Plannin; et F - Not Selected
AU-16 | Cross-Organizational Auditing PO Mot Selected Mot Selected Not Selected R E————— = = o —— o ot Seecied
fures. . lot Selected SI-18
Security Assessment and Authorization 2 | ContmosrerPen I I = L i5elecied | Mot Selsced
. - o5 | commgmrer g = = - | =
CA-1 Security Assessment and Authorization P1 CA-1 CA-1 CA-1 <o+ [Corrgene PanTesing P ] ces cPa) RS |
Policies and Procedures il e o1 | it s et oo | o =
CA-2 | Security Assessments P2 CA-2 CA-2 (1) CA-Z (1) 2} —_—e—_— e | 2 o=
- - - wn =
CA-3 System Interconnections P1 CA-3 CA-3(5) CA-3 (5) P9 [ nfoumaton Sysiem Backup DS cra(t Fseesme | scas
) P10 | ifommatn Sysem Recovery 8 N T :
ca-4 | Withdrawn — — — — Reconsfaion [
P11 | Allermate Commonicatons Profocis PO |t Selcied | ot Selcied | et Selcid s
= e R n = = = P12 | Sate Mode PO | ot Selrted_| ot Selrted_| ot Selrted -
-5 | Plan of Action and Milestones P3 CAS CA-S CA-S SR 0|t s | e | i cotent | =
CA-8 | Security Authorization 2 CAG CA-B CA8 e P e L T T =
CA-7 | Continuous Monitoring P2 CA-T CA-T (1) CA-7 (1) L3 | il Ul i
CA-3 Penetration Testing P2 Mot Selected Mot Selected CA-3 = ;‘:_‘j:!‘j;;“_’::;”jj"““‘“*"‘““““ T
5 thenticator Management 5 (1) i
CA-0 | Intemnal System Connections P2 CA-D CA-D CA-0 | i
o | Aumertesior Feamaer = e
{:nnﬁguraliun Ma nagement 17| Cryptographic Module Authenteaton 3] a7
s | ettaton g Aunnicton i [ wemme | memae
catonal sy f
CM-1 Co "ﬁgu ration Manage-ne nt PD"IL"Y-EHI:I P1 CM-1 CM-1 CM-1 10| Servis Iaentficaton and Auhentication PO | Motceleosd | Notoskowd | Notoskmed
10| Adaptvs ientfeaton and Auherseaton | PO | ot eleted_| Mot eletes | ot Selctea
Procedures 11 [ sanaricson o | it sl | ot sles | or sl
- - — — ——— S
CM-2 | Baseline Configuration P1 CM-2 CM-2 (1) {2 (T) | CM-2 (1} (2)(2) Rt [inodent Resporse PoymaProcesurss [ #1 | 1 | mi [
Fra 2| incdent Resporss Traming [ " [ w [ weow
CM-3 | Configuration Change Control P1 Mot Selected CM-3(2) CM-3 (1) (2)
CM-4 | Security Impact Analysis P2 Ch-4 Ch-4 CM-4 (1)

CM-5

Access Restrictions for Change P1 Not Selected

CM-5

CM-5 (1) (2) ()
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TABLE D-2: SECURITY CONTROL BASELINES™*

Revision 4
S
i z INITIAL CONTROL BASELINES
Mo CONTROL NAME S
& | Low MOD HIGH
Security and Privacy _Controls for Acess Gorii
Federal Information S_ySt_ems AC-1 | Access Control Policy and Procedures P1 AC-1 AC-1 AC-1
and Organizations AC-2 | Account Management P1 AC-2 AC-2(1)(2) (3) | AC2(1)(2) (3)
(4) (4) (5) (11) (12)
(13)
JOINT TASK FORCE AC-3 | Access Enforcement P1 AC-3 AC-3 AC-3
TRANSFORMATION INITIATIVE AC4 | Information Flow Enforcement P1 | Not Selected AC4 AC4
AC-5 | Separation of Duties P1 | Not Selected AC-5 AC-5
AC-6 | Least Privilege P1 | NotSelected | AC6(1)(2)(5) | AC6(1)(2)(3)
(9) (10) (5) (9) (10)
s puion's avaiaie pes o chrs fom: AC-7 | Unsuccessful Logon Attempts P2 AC-7 AC-7 AC-7
AC-8 | System Use Notification P1 AC-8 AC-8 AC-8
AC-9 | Previous Logon (Access) Notification PO | NotSelected | NotSelected | Not Selected
AC-10 | Concument Session Control P3 | NotSelected | Not Selected AC-10
AC-11_| Session Lock P3 | Not Selected AC-11 (1) AC-11 (1)
AC-12 | Session Termination P2 | Not Selected AC-12 AC-12
AC-13 | Withdrawn — = s —
AC-14 | Pemmitted Actions without Identification or P3 AC-14 AC-14 AC-14
Authentication
NIST AC-15 | Withdrawn = = = =
National Insti of
Standards and Technology AC-16 | Security Attributes PO | NotSelected | NotSelected | Not Selected
U.S. Department of Commerce
AC-17 | Remote Access P1 AC-17 AC17(1)(2) | Ac17(1)(@)
(3) @) (3) @)
AC-18 | Wireless Access P1 AC-18 AC-18 (1) AC-18 (1) (4)
(5)
AC-19 | Access Control for Mobile Devices P1 AC-19 AC-19 (5) AC-19 (5)
AC-20 | Use of External Information Systems P1 AC-20 AC20(1)(2) | Ac20(1)(2)
AC-21 | Information Sharing P2 | Not Selected AC-21 AC-21
AC-22 | Publicly Accessible Content P3 AC-22 AC-22 AC-22
AC-23 | Data Mining Protection PO | NotSelected | NotSelected | Not Selected
AC-24 | Access Control Decisions PO | NotSelected | NotSelected | Not Selected
AC-25 | Reference Monitor PO | NotSelected | NotSelected | NotSelected
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AC-1

NIST Special Publication 800-53
Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of charge from:
hittp:iidx.doi.crgi10.8028/NIST.SP.800-53r4

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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FAMILY: ACCESS CONTROL

AC-1 ACCESS CONTROL POLICY AND PROCEDURES
Control: The organization:

a. Develops. documents. and disseminates to [4ssignment: organization-defined personnel or
roles]:

1. An access control policy that addresses purpose. scope. roles, responsibilities.
management commitment, coordination among organizational entifies. and compliance:
and

J

Procedures to facilitate the implementation of the access control policy and associated
access controls: and

b. Reviews and updates the current:
1. Access confrol policy [4ssignment: organization-defined frequency]; and
2. Access control procedures [Assignment: organization-defined frequency].

Supplemental Guidance: This control addresses the establishment of policy and procedures for the
effective implementation of selected security controls and control enhancements in the AC family.
Policy and procedures reflect applicable federal laws, Executive Orders, directives. regulations.
policies. standards, and guidance. Security program policies and procedures at the organization
level may make the need for system-specific policies and procedures unnecessary. The policy can
be included as part of the general information security policy for organizations or conversely, can
be represented by multiple policies reflecting the complex nature of certain organizations. The
procedures can be established for the security program in general and for particular information
systems, if needed. The organizational risk management strategy is a key factor in establishing
policy and procedures. Related control: PM-9.

Control Enhancements: None.

References: NIST Special Publications 800-12. 800-100.

Priority and Baseline Allocation:
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What kind of control is Access Control?

NIST Special Publication 800-18
Revision 1

NIST

National Institute of
Standards and Technology
Technology Administration
U.S. Depariment of Commerce

INFORMATION S ECURITY

Guide for Developing Security
Plans for Federal Information

Systems

Marianne Swanson
Joan Hash
Pauline Bowen

Computer Security Division

Inf tion Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 206%9-8930

February 2006

U.S. Department of Commerce
Carlos M Gutierrez, Secretary

National Institute of Standards and Technology
William Jeffrsy, Divector

MIS5214 Security Architecture

CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation. and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC
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NIST Special Publication 800-18
Revision 1

NIST

National Institute of
Standards and Technology
Technology Administration
U.S. Depariment of Commerce

Guide for Developing Security
Plans for Federal Information
Systems

Marianne Swanson
Joan Hash
Pauline Bowen

INFORMATION SECURITY

Computer Security Division

Inf tion Technalogy Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

February 2006

é“aﬂ oF Ou“%
§ %
- -
% V'

*rareg ot ©
U.S. Department of Commerce
Carlos M. Gutierrez, Secretary

National Institute of Standards and Technology
William Jeffey, Director
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CLASS FAMILY IDENTIFIER
l Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification. Accreditation. and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC
Table 2: Security Control Class, Family, and Identifier
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Risk Assessment (RA) Controls

Risk Assessment

RA-1 Risk Assessment Policy and Procedures P1 RA-1 RA-1 ~A-1

RA-2 Securnty Categorization P1 RA-2 RA-2 RA-2

RA-3 Risk Assessment P1 RA-3 RA-3 RLA-3

RA-4 Withdrawn -- --- —- ---

RA-5 Vulnerability Scanning P1 RA-S RA-E (1} (2) (5) | RA-5(1)(2) (¢4)
(5)

RA-G Technical Surveillance Countermeasures PO Mot Selected Mot Selected Mot Selected

Survey




FAMILY: RISK ASSESSMENT

RA-1 RISK ASSESSMENT POLICY AND PROCEDURES
Control: The organization:
a. Develops. documents. and disseminates to [Assignment: organization-defined personnel or

scope. roles. responsibilities.
rganizational entities. and compliance:

risk assessment policy and associated

n-defined frequency]: and
ation-defined fiequency).

ument of policy and procedures for the
control enhancements in the RA family.
utive Orders. directives. regulations,
es and procedures at the organization
procedures unnecessary. The policy can
cy for organizations or conversely. can
nature of certain organizations. The
eeneral and for particular information

s : he organizational risk management strategy is a key factor in establishing
policy and procedures Related control: PM-9.

Control Enhancements: None.
References: NIST Special Publications 800-12, 800-30, 800-100.
Priority and Baseline Allocation:

MIS5214 Security Architecture @j y:f"?ﬁ’a‘-"i

Thieh rRAT 50




RA-2 SECURITY CATEGORIZATION
Control: The organization:

a. Categorizes information and the mformation system in accordance with applicable federal
laws, Executive Orders, directives, policies, regulations. standards. and guidance;

b. Documents the security categorization results (including supporting rationale) in the security

f"llf'-lﬂ 'FI"'|1' 1'1'1F"- ‘i1"|FI"'|1"I'I'I!'-I1";I"'|1"I SR TET - !'-I1"|I"I

RA-2 SECURITY CATEGORIZATION - o
ntative reviews

Control: The organization:

for effective

a. Categorizes mmformation and the mformation system in accordance with applicable federal e impacts to

laws, Executive Orders, directives, policies. regulations, standards. and smidance; nformation and
. .. : : . . : . ratlability.
b. Documents the security categorization results (including supporting rationale) in the security na?ﬁ:,i;, with
plan for the information system: and . information

nzations also

c. Ensures that the authonzing official or authorizing official designated representative reviews ., o s
and approves the security categorization decision. 1ational-level

el bl W L L.I.l].j..'-ﬂ.'._l‘:-. R LEL l.l_]' 'i.q.tlEEUl Ll LWL j..'l LD ol L LR PLEL L-'}' UI.Ei.LL.L.I.LﬂI.J.ULI‘:- 1;1!.'.“1].11'31"3‘ T}].E"

development of inventories of information assets, and along with CM-8, mappings to specific
information system components where information 1s processed. stored. or transmutted. Related
controls: CM-8, MP-4, RA-3 SC-7.

Control Enhancements: None.

References: FIPS Publication 199; NIST Special Publications 800-30, 800-39, 800-60.

Priority and Baseline Allocation:
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RA-3 RISK ASSESSMENT
Control: The organization®

a.  Conducts an assessment of risk, including the likelihood and magnitude of harm from the
unauthonized access, use, disclosure, disruption. modification, or destruction of the
information system and the information it processes, stores, or transmits;

b.  Documents risk assessment results in [Selection: securify plan, risk assessment report;
[4ssignment: organization-defined document]]:

™ - - 4 P 4. T @ . P - Pr LI

RA-3 RISK ASSESSMENT

Control: The organization e
i@ the

a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the -
unauthonzed access, use, disclosure, disruption. modification, or destruction of the
mformation system and the information it processes, stores, of transnuts;

ive

b.  Documents risk assessment results in [Selection: security pian, risk assessment report; o I
[Assignment: organization-defined document]]; wcing

c. Reviews risk assessment results [Assignment. organization-defined frequency]; “access

d. Dissenunates risk assessment results to [Assignment. organizartion-defined personnel or
roles); and 5o be

e. Updates the nisk assessment [Assignment: organization-defined frequency] or whenever there
are significant changes to the information system or environment of operation (including the e

t role

identification of new threats and vulnerabilities). or other conditions that may impact the 1ce.
security state of the system.

LOMND ENNEncements. LNULIC.

References: OMB Memorandum 04-04; NIST Special Publications 800-30, 800-39;
Web: hitp://idmanagement. gov.

Prionty and Baseline Allocation:
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Exercise

1. Using your favorite search engine...
* Find an organization’s IT risk assessment policy and procedures
* Assess how well the policy meets requirements of RA-1
* Assess how well the procedures meet RA2 and RA3

2. Return to class discussion
3. Present your findings



Agenda

v'NIST Risk Management Framework and FIPS 199
v'Use of NIST SP 800-60 Volume 1 and Volume 2
v Exercise — Determine and finalize impact levels

v Exercise — Determine Information and Information System Types and
provisional security categorization

v'Security Control Baselines — review
v'FIPS 200 and NIST 800-53 Security Control Baselines
v'Security Control Families

v'Risk Assessment Controls
v'Team Exercise Find and assess risk assessment policy



Unit #3
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