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Risk Assessment based on security objectives and impact

ratings for informatio

n and information system

M
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Fehraary 2004
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Danald L. Evans, Secretary

TECHRNOLOGY ADMINISTRATION

Phillip J. Bond, Under Secretary for Technalogy
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
Arden L. Bement, Jr., Director
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POTENTIAL IMPACT

Security Objective

Low

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means tor
protecting personal
privacy and proprietary
information,

[44 US.C.SEC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Inregrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C.. SEC. 3542]

The unauthorized
maodification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals,

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.5.C.. SEC. 3542]

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals,

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assels, or
individuals. 6
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Map

oing IS Types to Security Categories

NIST Special Publication 800-60 Volume |
Revision 1

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

Volume I

Guide for Mapping Types of
Information and Information
Systems to Security Categories

Kevin Stine

Rich Kissel
William C. Barker
Jim Fahlsing
Jessica Gulick

INFORMATION SECURITY

Computer Security Divigion
ion Technology L

Y
National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

August 2008
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U.S. DEPARTMENT OF COMMERCE

Carlos M. Guiervez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY

James M. Turner, Deputy Director
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Revision 1

NST
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Standards and Technology
U.S. Depariment of Commerce

Volume |l: Appendices to
Guide for Mapping Types of
Information and Information
Systems to Security Categories

Kevin Stine

Rich Kissel
William C. Barker
Annabelle Lee
Jim Fahlsing

INFORMATION SECURITY

Computer Security Division

T Lab ¥
National Institute of Sta,ndards and Technology
Gaithersburg, MD 20899-8930

August 2008

U.S. DEPARTMENT OF COMMERCE
Cavlox M. Gutierres, Secretary

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY
Janves M. Turner, Deputy Direcior

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1rl.pdf

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2rl.pdf
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1rl.pdf

Process Inputs

Identify Information
Systems

—_— () — |
i - , -
identify = Select &) || Review :ﬂgi : gyﬁ:t'g;
Information »| Provisional Provisional _ — .
Types Impact Levels | |Impact Levels L I Sedity
Y i Impact Levels| ! Category
e | i
Process I :
Process Outputs FIPS 200/ SP 800-53 A\l
P Security Control =~ €—— _ Security
Selection Categorization

Figure 2: SP 800-60 Security Categorization Process Execution



2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information Systems

:LiTs"Smpe::al Publication 800-60 Volume | Volume ':
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Information and Information
ler Systems to Security Categories
National Institute of
Standards and Technology Kevin Stine
U.S. Department of Commerce Rich Kissel

William C. Barker

Jim Fahlsing

Jessica Gulick

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

August 2008
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James M. Turner, Deputy Director




Mission-based Information and Information Systems

1. Defense and National Security
2. Homeland Security
3. Intelligence Operations

4. Disaster Management

5. International Affairs and Commerce
6. Natural Resources

/. Energy

8. Environmental Management

9. Economic Development

10. Community and Social Services

11. Transportation

12. Education

13. Workforce Management

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

Health

Income Security

Law Enforcement

Litigation and Judicial Activities

Federal Correctional Activities

General Sciences and Innovation
Knowledge Creation and Management
Regulatory Compliance and Enforcement
Public Goods Creation and Management
Federal Financial Assistance

Credit and Insurance

Transfers to State/Local Governments
Direct Services for Citizens



Disaster Management Information System Example

Geography
Spatial Context: Filter to levees that fall within predefined
geographical boundaries

The Nation

E= Layer Controls

Click on a state below or on the map to zoom in. You can
select other territory types from the drop-down menu.

States and Counties -

Q

Alabama

Alaska

American Samoa
Arizona
Arkansas
California
Colorado

Commonwealth of the Northern Mariana
Islands

Levees of The Nation e

~ 6,993 Levee Systems »* 24,600 Miles of Levees X 58 years Average Levee Age

Q. BROWSE THESE LEVEES

surers | LEGEND  ~

Lamwenes SIS

Connecticut
Delaware

District of Columbia

Florida

National Levee
Database
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https://levees.sec.usace.army.mil/#/

NIST cial Publication 800-60 Volume | B
Revsins Volume I

Guide for Mapping Types of

Information and Information
NlSI' Systems to Security Categories
National Institute of
Standards and Technology Kevin Stine
U.S. Department of Commerce Rich Kissel

2 Broad Types of Information and Information Systems

INFORMATION SECURITY

Computer Division
Information Technology Laboratory

ational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

1. Mission-based Information & Information Systems
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2. Management and Support Information & Information
Systems

i. Services Delivery Support Functions

li. Government Resource Management Functions



Services Delivery Support Functions and Information Types

1. Controls and Oversight

Regulatory Development

Planning and Budgeting

nternal Risk Management and Mitigation
Revenue Collection

Public Affairs

_egislative Relations

© N O U AW N

. General Government



Example Management & Support Information & Information Systems

Table 5: Services Delivery Support Functions and Information Types"

C.1.1 Controls and Oversight
Corrective Action (Policy/Regulation)

Program Evaluation

Program Monitoring
C.1.1 Regulatory Development

Policy & Guidance Development
Public Comment Tracking
Regulatory Creation
Rule Publication

(.2.3 Planning & Budgeting
Budget Formulation
Capital Planning
Enterprise Architecture
strategic Planning
Budget Execution
Workforce Planning
Management Improvement
Budgeting & Performance Integration
Tax & Fiscal Policy

(C.1.4 Internal Risk Management &

Mitigation

Contingency Planning
Continuity of Operations
Service Recovery

(.15 Revenue Collection
Debt Collection
Liser Fee Collection
Federal Asset Sales

(C.2.6 Public Affairs

Customer Services
Official Information Dissemination
Product Outreach
Public Relations

C.1.7 Legislative Relations
Legislation Tracking
Legislation Testimony
Proposal Development
Congressional Liaison Operations

C.L5 General Government
Central Fiscal Operations
Legislative Functions
Executive Functions
Central Property Management
Central Personnel Management
Taxation Management
Central Records & Statistics

Management
Incame Information
Personal Identity and Authentication
Entitlement Event Informaiion
Representative Payee Informaiion
Creneral Information

MIS5214 Security Architecture

15



Example Resource Management Functions & Information Types

. Administrative Management

Financial Management

Human Resources Management

Supply Chain Management

Information and Technology Management

AR S



Example Management and Support Information and Information Systems

Table 6: Government Resource Management Functions and Information Types"™

C.3.1 Administrative Management C.3.3 Human Resource Management C.3.5 Information & Technology
Facilimes, Fleet, and Equipment HR Strategy Management

Management Staff’ Acquisition System Development
Help Desk Services Orgamzation & Position Mgmt Lifecycle/Change Management
Security Management Compensation Management System Maintenance
Travel Benetits Manapement IT Infrastructure Maintenance
Workplace Policy Development & Employee Performance Mgmi Information Security

Management Employee Relations Record Retention

(C.3.2 Financial Management Labor Relatons Information Management

Accounting Separation Management System and Network Monitoring
Funds Control Human Resources Development Information Sharing
Payvments C.3.4 Supply Chain Management
Collections and Receivables Cronds Acquisition
Asset and Liability Management Inventory Control
Reporting and Information Logistics Management
Cost Accounting/ Performance Services Acquisition

Measurement

MIS5214 Security Architecture 17



1. Identify Information Types

EoT oo Qubtcaton s00:0 Youre BB/ olume
Guide for Mapping Types of
Information and Information
NISI' Systems to Security Categories
National Institute of
Standards and Technology Kevin Stine
U.S. Department of Commerce Rich Kissel
William C. Barker

Jim Fahlsing
Jessica Gulick

INFORMATION SECURITY

U.S. DEPARTMENT OF COMMERCE
Carlos M Gutierrez. Secretary

OF

TECHNOLOGY
James M. Turner, Deputy Director

Process Inputs

Identify Information

Systems
s T T T T T T e, T T T T YT T T T T TTTTT T
I 1
seet @| || Review © Aapustf i rasgn
Frovisional o Provisional j—p| FiAIEZE | . | System
Impact Levels| ! |impact Levels | | Sedity
i Impact Levels| | Category
R : i
Process ! :
Process Outputs FIPS 200/ SP 800-53 A\
: Security Control ~ €—— _ Security
Selection Categorization
Figure 2: SP 800-60 Security Categorization Process Execution
http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1rl.pdf
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf

Disaster Management Information Types

Table 4: Mission-Based Information

Mission Areas and Information

D.1 Defense & Mational Security
Strategic Mational & Theater Defense
Operational Defense
Tactical Defense

D.2 Homeland Security
Border and Transportation Security
Key Asset and Critical Infrastructure

Protection
Catastrophic Defense
Executive Functions of the Executive

Office of the President (EQP)

D.3 Intelligence Operations
Intelligence Planning
Intelligence Collection
Intelligence Analysis & Production
Inte]llgeme Dlss-emlmtlcm

.4 Disaster Management
Disaster Momitoring and Prediction

Disaster Preparedness and Planning
Disaster Repair and Restoration
Emergency Rﬂpnns.e

Commerce
Foreign Affairs
International Development and
Humanitarian Aid
Global Trade
.6 Matural Resources
Water Resource Management
Conservation, Marine and Land
Management
Recreational Resource Management and
Tourism

Energy Supply
Energy Conservation 3
Energy Resource Ma
Energy Production
D.8 Envirome it
Environmental Monito
Forecasting
Environmental Remed
Pollution Prevention a
D.% Economic I
Business and Industry
Intellectual Property P
Financial Sector Overs
Industry Sector Incomé
D10 Community & *ma:lal *stnlltﬂ
Homeownership Promaotion
Community and Regional Development
Social Services
Postal Services
D11 Transportation
Ground Transportation
Water Transportation
Air Transportation
Space Operations
D.12 Education
Elementary, Secondary, and YVocational
Education
Higher Education
Cultural and Historic Preservation
Cultural and Historic Exhabition
D13 Workforee Management
Training and Employment
Labor Rights Management

AprieBhutdlrpercation and Senvicesture  Worker Safety

-] Disaster Monitoring and Prediction

D.4 Disaster Management

Tode of Delivery]

D24 Credit and Insurance
Direct Loans
Loan Guarantees

D.25 Transfers to State/ Local

Governments

Formula Grants

Project/Competitive Grants

Earmarked Grants

State Loans

D26 Direct Services for Citizens
Mulitary Operations
Civilian Operations

Disaster Preparedness and Planning |«
Disaster Repair and Restoration
Emeroency Response

Criminal Apprehemmn

Lo Putfiason 900,90 Vokms | Volume '}

Criminal Investigation and Surveillance

o : Guide for Mapping Types of
Citizen Protection N Information and Information
i ISI Systems to Security Categories

Leadership Pmtf.:::'tmn = ys rity Categ
Property Protection oSl hoaven Kevin Stine

. = 5. Deporiment of Commerce Rich Kissel

Substance Control Wilam C. Barker
Crime Prevention Jessica Gulick

Trade Law Enforcement
D.17 Litigation & Judicial Activities
Judicial Hearings

INFORMATION SECURITY

Legal Defense Ty oy
Legal Investigation S
Legal Prosecution and Litigation gt
Resolution Facilitation
D.18 Federal Correctional Activities P
Criminal Incarceration ‘a*/’
Criminal Rehabilitation e

D.19 General Sciences & Innovation
Scientific and Technological Research
and Innovation
Space Exploration and Innovation

NATIONAL INSTITUTE OF STANDARDS AND 1 9

TECHNOLOGY
James M. Turwer, Dvputy Direcior




IST Special Publication 800-60 Volume 11

Revisko 1 Volume II: Appendices to

ver s | ) Select Provisional Impact Levels for the

National Institute of

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

Process Inputs

ren, Identify Information
3 tems
gj?‘EFPARTISE:TDFCOHHERCE I____________________________________I
NA;;I;;:’J::;;:I';’T:"\:FSTANDARDSAHD @ E 1:—5:} M-UEH : Jﬁss' n
S identify Select Review =ifad : syatEm
Information Provisional FProvisional - information —-i—h Security
| ]
Types Impact Levels i Impact Levels (et Lavals i Category
: 1
Process ! l
____________________________________ 1
Process Outputs FIPS 200/ SP 800-53 s v _
Security Control ~ —— ecurity
Selection Categorization

Figure 2: 5P 8300-60 Security Categorization Process Execution
MIS5214 Security Architecture 20
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Rich Kissel
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Jim Fahlsing

INFORMATION SECURITY APPENDIX D: IMPACT DETERMINATION FOR MISSION-BASED
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CmpleSe tyDlsmn

National In: lltLIt o‘lSI drd EITI::I‘I ology
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D.2 Homeland Securify . imiimersnsssmsasssssmssmmmsssisssssassssmsasssssssssssmsssemsasasasassnnns 108

D.2.1 Border and Transportation Security Information TYPE ...oooviviviiiiiiiniiiiies e 108
D.2.2 Key Asset and Critical Infrastructure Protection Information Type.....ooocvevvieeiiiiinen, 110
D.2.3 Catastrophic Defense Information Type ............. e 111
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D.4.2 Disaster Preparedness and Planning Information Type ...oooovveviiiiiieiiicics e 117
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf

Disaster Management Information Impact

D.4 Disaster Management

Disaster management involves the activities required to prepare for. mitigate. respond to. and
repair the effects of all physical and humanitarian disasters whether natural or man-made,
Compromise of much information associated with any of the missions within the disaster

management mission area may seriously impact the security of a broad range of critical
infrastructures and key national assets.

MIS5214 Security Architecture 22



Can you use...

* NIST SP 800-60 V.2 R1 to determine the Impact Levels for the Disaster
Information Types ?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level

Disaster Monitoring and Prediction

Disaster Preparedness and Planning

Disaster Repair and Restoration

"V |V [V
R AL IN(LY)
R AL INLY)

Emergency Response Information Type

MIS5214 Security Architecture
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Disaster Management

Information

Identify Information
Systems

Types

Identify @

Information
Types

Select @

Provisional

Impact Levels

MIS5214 Security Architecture

D.4.1 Disaster Monitoring and Prediction Information Type

Disaster monitoring and prediction involves the actions taken to predict when and where a
disaster may take place and communicate that information to affected parties. [Some disaster
management information occurs in humanitarian aid systems under the International Affairs and
Commerce line of business (e.g.. State Department disaster preparedness and planning).] The
recommended provisional categorization of the disaster monitoring and protection information
type follows:

Security Category = {(confidentiality, Low), (integrity, High), (availability, High)}

D.4.2 Disaster Preparedness and Planning Information Type

Disaster preparedness and planming involves the development of response programs to be used in
case of a disaster. This involves the development of emergency management programs and
activities as well as staffing and equipping regional response centers. The recommended
provisional categorization of the disaster preparedness and planning information type follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)}

D.4.3 Disaster Repair and Restoration Information Type

Disaster repair and restoration involves the cleanup and restoration activities that take place after
a disaster. This involves the cleanup and rebuilding of any homes, buildings. roads.
environmental resources, or infrastructure that may be damaged due to a disaster. The
recommended provisional categorization of the disaster repair and restoration information type
follows:

Security Category = {(confidentiality, Low), (integrity, Low), (availability, Low)} 24



Disaster Management
Information Types

Identify Information

Systems
Identify @ Select @
Information | Provisional
Types Impact Levels

MIS5214 Security Architecture

D.4.4 Emergency Response Information Tvpe

Emergency Response involves the immediate actions taken to respond to a disaster (e g, wildfire
management). These actions include providing mobile telecommunications, operational support,
power generation, search and rescue, and medical life saving actions. Impacts to emergency
response information and the information systems that process and store emergency response
information could result in negative impacts on cross-junisdictional coordination within the
critical emergency services infrastructure and the general effectiveness of organizations tasked
with emergency response nussions. The recommended provisional categorization of the
emergency response information tvpe follows:

Security Category = {(confidentiality, Low). (integrity, High). {(availability, High)}

25



Question

* Can you determine Summary Impact Levels for Disaster Information Types ?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Awvailability Level
Disaster Monitoring and Prediction Low High High ?
Disaster Preparedness and Planning Low Low Low ?
Disaster Repair and Restoration Low Low Low ?
Emergency Response Information Type Low High High ?

MIS5214 Security Architecture 26



Answer...

« Summary Impact Levels for the Disaster Information Types

Disaster Management Information Systems

Information Types Confidentiality Integrity Availability
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High

MIS5214 Security Architecture 27



Question -

e Can you determine Overall Impact Levels for Disaster Information Types?

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: ? ? ?

MIS5214 Security Architecture 28



Answer

* Overall Impact Levels for the Disaster Information Types

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High

MIS5214 Security Architecture 29



Question

* Can you determine overall Impact Level of a system of Disaster Information
Systems ?

Disaster Management Information Systems

Summary
Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High ?

MIS5214 Security Architecture 30



Answer

e Overall Impact Level of Disaster Information Systems

Disaster Management Information Systems

Summary

Impact
Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High High

MIS5214 Security Architecture
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NIST Special Publication 800-60 Volume 11
Revision 1

NST

National Institute of
Standards and Technology
U.S. Department of Commerce

Volume II: Appendices to
Guide for Mapping Types of
Information and Information
Systems to Security Categories

Kevin Stine

Rich Kissel
William C. Barker
Annabelle Lee
Jim Fahlsing

INFORMATION SECURITY

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

August 2008
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U.S. DEPARTMENT OF COMMERCE
Cavlos M. Gutierrez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY
James M. Turner, Deputy Direcior

3. Adjust Information Impact Level

MIS5214 Security Architecture

Process Inputs

Identify Information

Systems

identify 0 Select @ Review ;:‘EL:;[; ;f::g;

Information | Provisional Provisional » N :
Types Impact Levels Impact Levels A Security
Impact Levels Category

.
Process

Process Outputs FIPS 200/ SP 800-53 v _

Security Control ~ €—— _ Security
Selection Categorization
Figure 2: 5P 8300-60 Security Categorization Process Execution
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To adjust preliminary impact levels...
Use NIST SP 800 60 V2R1

* ...looking at the “Special Factors” affecting CIA impact levels for each
Disaster Management information type

 How might we adjust the impact levels ?

Disaster Management Information Systems

Summary
Impact

Information Types Confidentiality Integrity Availability Level
Disaster Monitoring and Prediction Low High High High
Disaster Preparedness and Planning Low Low Low Low
Disaster Repair and Restoration Low Low Low Low
Emergency Response Information Type Low High High High
Information System Impact Ratings: Low High High High
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http://community.mis.temple.edu/mis5214sec001sp2017/files/2017/02/nistspecialpublication800-60v2r1.pdf

IST Special Publication 800-60 Volume 11

Revisko 1 Volume II: Appendices to

wer aeemwze |20 Select Provisional Impact Levels for

National Institute of
Standards and Technology L
LS. Depariment of Commerce Kevin Stine

the identified information system

Computer Security Division

Information Technology Laboratory

Mational Institute of Standards and Technology
Gaithersburg, MD 20899-8930

Process Inputs

August 2008

AN Identify Information
s Systems

‘b‘? I

— L] — = £l L] " - L] " " = - " " -

U.S. DEPARTMENT OF COMMERCE == s s s e e e e e e ———————
Cavlos M, Guiierrez, Secreiary

NATIONAL INSTITUTE OF STANDARDS AND I @ |-
[ Identify ® setect O | Review Ifd IL:'E”
Information | Provisional Frovisional naee
Types Impact Levels i |Impact Levels Information
I Impact Levels
1 |
Process !
Process Outputs FIPS 200/ SP 800-53 v _
Security Control <= Security
Selection Categorization

Figure 2: 5P 8300-60 Security Categorization Process Execution
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Exercise: How would you approach assessing the completeness
(breadth & depth) of the Generic Information Security Policy

example?

MANAGEMENT INFORMATION SYSTEMS

HOMEPAGE

INSTRUCTOR SYLLABUS

Unit 03 - Planning

Readings:

Exercise 1:

neric r

MIS5214 Security Architecture

SCHEDULE

First Half of the Semester

Second Half of the
Semester

DELIVERABLES

Security Architecture

HARVARD COURSEPACK GRADEBOOK

Unit o1 - Threat

Environment

EKLY DISCUSSIOMNS

Unit oz - System Security
Flan

Unit o3 - Planning and

Policy o1 - Tk

Unit 04 - Cryptography

Unit 05 - Secure
Networks

Unit 06 - Firewalls

Unit 7 - Mid-Term Bxam Fox School of Business

TEMPLE UNIVERSITY ®

Information Security Policy

Purpose:

The purpose of this Policy is to establish the requirements and management expectations for protecting
the organization's Confidential information systems and assets.

Applies to:

All computer and network systems, software, and paper files owned by and/or administered by the
Organization, (Computer and network systems include, but are not limited to, the following items owned
or leased by the Organization, and used by the Organization personnel for information access: servers,
storage systems, personal or laptop computers, network equipment, telecommunications systems and
mobile devices. Software includes operating systems, databases, and applications, whether developed by
then Organization or purchased from software vendors, or sharewareffreeware in use within production
systems), all Organization employees worldwide, except where compliance with this policy would violate
any law or regulation in the country where the subject is located, and components listed above that are
managed or administered by third parties for the organization. Third parties include consultants,
contractors, lemporary workers, service providers, or business partners who access company system
resources.

Definitions:

Please refer to Information Security Policies or Standards Definition, Organization for
applicable definitions

Policy:
L. Security Program Management:
A. Information Security Program

a. This Information Security Policy outlines the responsibilities and
expectations for security of information assets and information
owned, held or licensed by the Organization. The controls described
in this Policy are collectively known as the Organization's Information
Security Program, which is designed to reflect the Company's
business objectives, prevent the unauthorized use of or access to
our information and information systems, and maintain the
confidentiality, integrity, availability and resilience of information

b. The Policy is guided by business and regulatory requirements
specific to our business, and industry standards for information
security and privacy. Specific business projects may require
compliance with specific standards or direclives pertinent to special
categories, sensitive or classified information. A list of applicable
laws, directives, and standards is maintained by the Policy owner

c. The Information Security Policy describes the general controls and
requirements for all areas of the Program, but references and links to
other documents provide a greater level of detail. These documents,
and the Enterprise Policy Manual, are part of the terms and
conditions of employment with Organization and are acknowledged
at the time of initial employment and annually thereafter. External
parties, including contractors, consultants, or tempaorary personnel
working for the Organizaiton, must be provided with this Policy, and
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Teams in Breakout Rooms

* How would you approach assessing the completeness (breadth &
depth) of the Generic Information Security Policy example, assuming
it is the only such policy the firm has?
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Information Security Control Families of NIST SP 800-53/800-53A grouped within 3
classes of NIST SP 800-18 provide a good framework for assessing completeness of
Information Security Policies and controls
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Information Security Control Families of NIST SP 800-53/800-53A grouped within 3
classes of NIST SP 800-18 provide a good framework for assessing completeness of

Information Security Policies and controls

NIST Special Publication 800-18
Revision |

NIST

National Institute of
Standards and Technology
Technology Administration

U.S. Depariment of Commerce

Guide for Developing Security
Plans for Federal Information
Systems

Marianne Swanson
Joan Hash
Pauline Bowen

INFORMATION SECURITY

.:3‘3
ER=)
B
]

3
3=
§
55
2=
-3
o
2:
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|-}
5
2
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o
=

U.S. Department of Commerce
Cavlos M Gurierrez, Secretary

National Institute of Standards and Technology
William Jeffrey. Director

CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation, and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC

MIS5214 Security Architecture

Table 2: Security Control Class, Family, and Identifier

38



Information Security Control Families of NIST SP 800-53/800-53A grouped within 3
Control Classes of NIST SP 800-18 provide a framework for assessing completeness
of Information Security Policies and controls

Management Risk Asmsment 1 10
Management Planning 4 6
Management System & Service Acquisition 0 22 22
Management Security Assessments & Authorization 1 1 4 15
Technical Identification & Authentication 3 3 8 3 239 27
Technical Access Control 4 3 28 1 13 43 43
Technical Audit & Accountability 1 3 13 4 21 13
Technical System & Communication Protection 17 8 9 1 S 40 32
Operational Personnel Security 6 1 2 9 3
Operational Physical & Environmental Protection 19 13 1 20
Operational Contingency Planning 1 24 27 24
Operational Configuration Management 8 1 S 30 1 26
Operational Maintenance 0 1 1
Operational System & Information Integrity ) 16 8 33 28
Operational MediaProtection 2 3 S i 10
Operational Incident Response 0 18 1B
Operational Awareness & Training S S S

Total: 55 38 116 S 69 283 76 325
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Exercise

Using NIST SP 800-60, find a preliminary categorization for the following information system and adjust the
categorization based on your analysis — present justifications for both preliminary and adjusted categorizations

Purpose: The system has two overarching purposes:

1. Forclients itis a system intended to help understand sewage and storm water collection and treatment
systems (i.e. pipe networks, pump stations, and treatment plants) and their capacities, overflow
characteristics and controls

2. For the firm the system is intended to provide revenue through pay by clients for direct use of the service(s) of
the system

Users:

1. Municipal and regional water and sewer utilities and governmental organizations and the contractors that support them
will use the system to help plan capital improvement, operations, and maintenance of sewer systems (i.e. treatment
plants and sewage collection networks)



Below is a preliminary categorization for the information system based on NIST SP 800-60 Vol

Information Type | Sub-System System
Business Area Information Type ID Information Type Confidentiality | Integrity | Availabili e A e
ype YP B grity o Categorization |Categorization | Categorization
Environmental Management D.8.3 Pollution Prevention and Control Low Low Low Low
Public Goods Creation & Management D.22.3 Public Resources, Facility and Infrastructure Management Low Low Low Low Low
Tenant Data Low Low Low Low
Information & Technology Management C.3.5.5 Information Security Low Moderate Low Moderate Moderat
Information & Technology Management C.3.5.6 Record Retention Low Low Low Low
Information & Technology Management C.3.5.7 Information Management Low Moderate Low Moderate
Information & Technology Management C.3.5.8 System and Network Monitoring Moderate |Moderate Low Moderate
System Data| Moderate |Moderate Low Moderate
NIST Specal Publication 800-80 Velume | y/olyme | R enerocaveume it Volume I1: Appendices to F1PS PUB 195
Guide for Mapping Types of Guide fqr Mapping Types of
Information and Information NIST Information and Information
ler Systems to Security Categories Notone . Systems to Security Categories FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
. . ational Institute of
National Institute of Standards and Technology
Standards and Technology Kevin Stine L.5. Department of Commerce Kevin Stine
U.S. Depariment of Commerce Rich Kissel el arker Standards for Security Categorization of
‘[‘,"':";‘ll‘,' Barker Anmsbelie Lea Federal Information and Information Systems
:r::ic: (:II:E]. Jim Fahking
Computer Secunty Dinvion
Computer Security Division nlo
(Computer Security Division Information Technology Laboratory
Information Technology Laboratory National Institute of Standards and Technology
Naticnal Institute of Standards and Technology Gaithersburg, MD 208998030
Gaithersburg, MD 20899-8930
Febrmary Jood
August 2008
August 2008 e
PR TN
_\“ui 0‘% ‘d,‘(nr(% - '. r :
fYN A Nl
: é % | #
rares ot ¥ Orapgy o ¥
U.S. DEPARTMENT OF COMMERCE U.S. DEPARTMENT OF COMMERCE b ks Sty o e ol
Carfos M. Gunerrez. Secretary Carlas M Gutiervez, Secretary Narn FANBRS AN TOCHNOLOCY
NATIONAL INSTITUTE OF STANDARDS AND NATIONAL INSTITUTE OF STANDARDS AND
'J[EEHNDLOG\'x TECHNOLOGY
fames M. Twrner. Depury Direcior James M. Turner, Deputy Director
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Agenda

v'Risk Management Framework and IS Security Categorization
v'"Mapping Information Types to Security Categorizations

v Team Exercise — Determine Information and Information System Types
and provisional security categorization

e Security Control Baselines — review
* Minimum Security Controls and Security Control Baselines
e Security Control Families

* Risk Assessment Controls
e Team Exercise Find and assess risk assessment policy



Risk Management Framework

FIPS PUB 200

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Starting Point
FIPS 199/ SP 800-60 -----\
SP 800-37 / SP 800-53A r-kﬂ 200 ASP 80 Minimum Security Requirements for Federal
‘ CATEGORIZE -l Information and Information Systems
MONITOR Information System SELECT
Security Controls I| Security Controls

\
E—— RISK MANAGEMENT ~ SPRSITSPuindy

Information Technology Laboratory

AUTHORIZE FRAMEWORK S Nl st of Sty o Tkl
Security Life Cycle Sy S— s
B S - SP 800-18

SP 800-70
ASSESS DOCUMENT

LS. DEPARTMENT OF COMMERCE
Carlos M. Gutierrez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
William Jeffrey, Directar
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Minimum Security Control Requirements

W e

0 0 N o U

Access Control (AC)
Awareness and Training (AT)
Audit and Accountability (AU)

Certification, Accreditation, and Security
Assessment (CA)

Configuration Management (CM)
Contingency Planning
Identification and Authentication
Incident Response (IR)
Maintenance (MA)

10.
11.
12.
13.
14.
15.
16.
17.

Media Protection (MP)

Physical and Environmental Protection *PE)
Planning (PL)

Personal Security (PS)

Risk Assessment (RA)

System and Services Acquisition(SA)

System and Communications Protection (SC)

System and Information Integrity (Sl)



SP 800-37 / SP 800-53A
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NIST Special Publication 800-53
Revision 5

Security and Privacy Controls for
Information Systems and Organizations

Assessing Security and Privacy Controls

Jomes K. Oithoff, Performing the Non-Exclusive Functions and Duties of the Under Secretary of Commerce
for Stendords and Technology & Director, Notional institute of Stondords ond Technalogy

NIST Special Publication 800-53A

Revision 5 JOINT TASK FORCE

in Information Systems and pivereeorcrare ron.
Organizations

JOINT TASK FORCE
September 2020
DF 12-10-2020; SEE PAGE XVII

‘ﬂ“ UFQ%

& %
& %
This publication ks available free of charge from: * *
hittps:/ydol.ong/10. 6028/ NIST.5F BO0-534Ar5 - -
EN £
%, o
Tares of

January 2022

artment of Commerce
bur L. Ross, Ir., Secretary

dards and Technology
pndards and Technelogy

U5, Department of Commerce
Ging M. Raoimondo, Secretary

Matlonal Institute of Standards and Technology
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NIST Special Publication 800-53B

Control Baselines for Information
Systems and Organizations

JOINT TASK FORCE

This publication is available free of charge from:
hittps://doi.orgf10 G028/NIST 5P 800-538

October 2020
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE X|

U 5. Department of Commerce
Wilbur L. Ross, Ir., Secretary

National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology
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What kind of control is Planning ?

NIST Special Publication 800-18
Revision 1

NIST

National Institute of
Standards and Technelogy
Technology Administration
U.5. Department of Commerce

INFORMATION SECURITY

Guide for Developing Security
Plans for Federal Information

Systems

Marianne Swanson
Joan Hash
Pauline Bowen

Computer Security Division

L y L v
National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

February 2006

U.S. Department of Commerce
Carles M Gutierrez, Secretary

National Institute of Standards and Technology
William Jeffrey, Director
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Table 2: Security Control Class, Family, and Identifier

CLASS FAMILY IDENTIFIER

Management Risk Assessment RA

l Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation, and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC
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TABLE 3-12: PLANNING FAMILY

] ( SECURITY CONTROL )
NIST Special Publication 800-53B Eow
R CONTROL NAME g2 BASELINES
NUMBER §
CONTROL ENHANCEMENT NAME E 2
. . =
Control Baselines for Information E Low | MOD | HIGH
Systems and Organlzatlons PL-1 Policy and Procedures X X X X
PL-2 System Security and Privacy Plans X X X X
JOINT TASK FORCE
PL-4 Rules of Behavior X X X X
This publication is availabile free of charge fram: PL-4(1) SOCIAL MEDIA AND EXTEANAL SITE/APPLICATION USAGE RESTRICTIONS X X ® X
https:/fdoi.org/10.6028/MIST. 5P 800-538
October 2020 PL-7 Concept of Operations
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE XI PL—B Securitv and Pri'uaw Arch itectures x H x
PL-8(1) DEFENSE IN DEPTH
q.f"'@“ ~ cn“’«,,,% PL-8(2) SUPPLIER DIVERSITY
¢
* * PL-9 Central Management X
%‘«bs fy PL-10 Baseline Selection X X X
Targs OF
" PL-11 Baseline Tailoring X X X

U 5. Department of Commerce
Wilbur L. Ross, Ir., Secretary

MNational Institute of Standards and Technology
Wialter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
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POLICY AND PROCEDURES

ASSESSMENT OBJECTIVE:

Determine if:
PL-01_0DP[01]

PL-01_ODP[02]

personnel or roles to whom the planning policy Is to be disseminated Is/are
defined;

personnel or roles to whom the planning procedures are to be disseminated s/
are defined;

PL-01_ODP[03]

one or more of the following PARAMETER VALLES Is/are selected: {organization-
lewel: mission/business process-level; system-level];

PL-01_ODP[04]

an officiol to manoge the planning policy and procedures is defined;

PL-01_ODP[05]

the frequency with which the current planning policy is rewiewed and updated is
defined;

PL-01_ODP[DE]

PL-01_ODP[07F]

events that would require the current planning policy to be rewiewed and
updaoted ore defined;

the frequency with which the current planning procedures are reviewed and
updated is defined;

PL-01_ODP[0E]

events that would require procedures to be reviewed ond updoted are defined;

PL-01a.[01]

a planning palicy is developed and documented.

PL-01a.[02]

the planning policy ks disseminated to <FL-01_ODP[01] personnel or roles>;

PL-01a.[03]

planning proceduras to facilitate the implementation of the planning policy and
associated planning controls are developed and documented,

PL-01a.[04]
PL-01a.01(a}[01]

PL-01a.01(a}[02]

PL-01a.01(a}[03]

the planning procedures are disseminated to <PL-01_ODP[02] personnel or roles>;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
pUrpOE;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
SCOpE;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
robes;

PL-01a.01(a}[04]

PL-01a.01(a}[05]

PL-01a.01(a)[08]

PL-01a.01(a}[07]

the <PL-01_ODP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
respansibilites;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
management commitment;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
coordingtion among organizational entities;

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy addresses
compliance;

PL-01a.01{k)

the <PL-01_O0DP[03] SELECTED PARAMETER VALUE(S)> planning policy s
consistent with applicable laws, Executive Orders, directives, regulations, policies,
standards, and guidelines;

NIST Special Publication 800-53A SECURITY CONTROL
Revision 5 -
CONTROL CONTROL NAME z BASELINES
MBS CONTROL ENHANCEMENT NAME 9 g
Assessing Security and Privacy Controls § LOW | MOD | HIGH
in Information Systems and
Organizations PL-1 Policy and Procedures X X X X
8 PL-2 System Security and Privacy Plans X X X X
JOINT TASK FORCE
This publication is available free of charge from:
hitps://dol org/10 6028/NIST.SP BOO-53ArS PL-4 Rules of Behavior X X x X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X X
January 2022
PL-7 Concept of Operations
PL-8 Security and Privacy Architectures X X X
PL-8(1) DEFENSE IN DEPTH
PL-8(2) SUPPLIER DIVERSITY
U.S. Department of Commerce PL-9 Central Management X
Gina M. Raimondo, Secretary
National Institute of Standards and Technology Pl-lo Base"ne Selemon X X X
O R ancores on Technatogy & Dvacio,ationes sttt of s ot oemnoiogy PL-11 Baseline Tailoring X x X
POLICY AND PROCEDURES

PL-01b.

the «PL-01_O0DP[04d] officlal> is designated to manage the development,
documentation, and dissemination of the planning palicy and procedures;

PL-01c.01[01]

the current planning policy is reviewed and updated <PL-01_ ODP{05] frequency>;

PL-01c.01[02]

PL-01c.02[01]

PL-01c.02[02]

the current planning policy is reviewed and updated following <PL-01_ODP[O&]
EVERLE>]

the current planning procedures are reviewed and updated <PL-01_ODP[OF]
frequency,

the current planning procedures are reviewed and updated following
=PL-01_ODP[08] events>,

POTENTIAL ASSESS

MENT METHODS AND OBJECTS:

PL-01-Examine

PL-01-Interview

ODP = Organizational-defined parameters

[SELECT FROM: Planning policy and procedures: system security plan: privacy plan:
rther relewant darumeants ar recnreds]

[SELECT FROM: Organizational personnel with planning responsibilities;
organizational personnel with information security and privacy respansibilities].
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SYSTEM SECURITY AND PRIVACY PLANS

ASSESSMENT OBJECTIVE:
Determine if:
PL-0Z_ODP[0O1] Individuols or groups with whom security ond privacy-related activities affecting

the system that require planning and coordination Is/are assigned;

SYSTEM SECURITY AND PRIVACY PLANS

PL-02_ODP[02] personnel or roles to recieve distributed coples of the system security and privacy
pians is/are ossigned;

PL-02_ODP[03] frequency to review system security and privacy plons is defined;

PL-0Za.01[01] a security plan for the system is developed that is consistent with the organization's
enterprise architecture;

PL-02a.01[02] a privacy plan for the system s developed that is consistent with the organization's
enterprise architecture;

PL-02a.02[01] a security plan for the systemn ks developed that explicitly defines the constituent
ystem components;

PL-02a.02[02] a privacy plan for the system is developed that explicitly defines the constituent
ystem components;

PL-02a.03[01] a security plan for the system is developed that describes the operational context
of the system in terms of mission and business processes;

FL-ﬂZa.ﬂ![_OZJ a privavy Flan Fur Liwe splem |=d=w|u!.|=|J Lhal describes Uhie uFr-.-luLiurnI el ol
the system in terms of mission and business processes;

PL-02a.04[01] a security plan for the system ks developed that identifies the individuals that fulfill
systern roles and responsibilities;

PL-0Za.04[02] a privacy plan for the system is developed that identifies the individusls that fulfill

system robes and responsibilities;

PL-02a.14[02] a privacy plan for the system is developed that includes privacy-related activities
affecting the system that require planning and coordination with <PL-02 ODPf01]
individuals or groups>;

PL-02a.15[01] a security plan for the system is developed that is reviewed and approved by the
authorizing official or designated representative prior to plan implementation;

PL-025.15[02] & privacy plan for the mystem i@ devaloped that i3 reviswed snd spproved by the
authorizing official or designated representative prior to plan implementation.

PL-02b.[01] copies of the plans are distributed to <PL-02_0DP[02] personnel or roles>;

PL-0Zb.[02] subsaguent changes to the plans are communicated to <PL-02_ODP[02] personnel
or rofes»;

PL-02c. plans are reviewed <PL-02_ ODP[03] frequency=>;

PL-02d.[01] plans are updated to address changes to the system and environment of
operations;

PL-02d.[02] plans are updated to address problems identified during the plan implementation;

PL-02d.[03] plans are updated to addrass problems identified during control assessments;

PL-0Ze.[01] plans are protected from unauthorized disclosure;

PL-0Ze.[02] plans are protected from unauthorized modification.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

PL-02-Examine [SELECT FROM: Security and privacy planning policy; procedures addressing

systern security and privacy plan development and implementation; procedures
addressing security and privacy plan reviews and updates; enterprise architecture
documentation; system security plan; privacy plan; records of system security and
privacy plan reviews and updates; security and privacy architecture and design
documentation; risk assessments; rick assessment results; control assessment
documentation; other relevant documents or records).

g SECURITY CONTROL
CONTROL CONTROL NAME H BASELINES
UMEES CONTROL ENHANCEMENT NAME § §

g tow | mMop | HiGH
PLL olicy and Procedures I I .
PL-2 System Security and Privacy Plans X X X X
PL-4 Rules of Beh X X X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X x X
PL-7 Concept of Operations
PL-8 Security and Privacy Architectures X X X
PL-8(1) DEFENSE IN DEPTH
PL-8(2) SUPPLIER DIVERSITY
PL-9 Central Management x
PL-10 Baseline Selection X X X
PL-11 Baseline Tailoring X X X
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PL-02a.05[01] a security plan for the system s developed that identifies the information types
processed, stored, and transmitted by the system;

PL-02a.05[02] a privacy plan for the system is developed that identifies the information types
processed, stored, and transmitted by the system;

PL-02a.06[01] asecurity plan for the system s developed that provides the security categorization
of the system, including supporting rationale;

PL-02a.06[02] a privacy plan for the system ks developed that provides the security categorization
of the system, including supporting rationale;

PL-0Za.07[01] a security plan for the system s developed that describes any specific threats to the
system that are of concern to the organization;

PL-02a.07[02] a privacy plan for the system ks developed that describes any specific threats to the
systern that are of concern to the organization;

PL-0Z2a.08[01] a security plan for the system s developed that provides the results of a privacy risk
assassment for systems processing personally identifiable information;

PL-02a.08[02] a privacy plan for the system ks developed that provides the results of a privacy risk
assessment for systems processing personally identifiable information;

PL-02a.09{01] a security plan for the system s developed that describes the operational
emdronment for the system and any dependencies on or connections to other
ystems or system components;

PL-02a.09[02] a privacy plan for the system is developed that describes the operational
environment for the system and any dependencies on or connections to ather
ZYSLEMMS OF SyStam Components:

PL-0Za.10{01] a security plan for the system s developed that provides an overview of the
security requirements for the system;

PL-02a.10{02] a privacy plan for the system ks developed that provides an overview of the privacy
requirements for the system;

PL-0Za.11[01] a security plan for the system s developed that identifies any relevant control
baselines or overlays, if applicable;

PL-02a.11[02] a privacy plan for the system ks developed that identifies any relevant control
baselines or overlays, if applicable;

PL-02a.12[01] a security plan for the system ks developed that describes the controls in place or
planned for meeting the security requirements, including rationale for any tailoring
decisions;

PL-02a.12[02] a privacy plan for the system s developed that describes the controls in place or
planned for meeting the privacy requirements, including rationale for any talloring
decisions;

PL-02a.13[01] a security plan for the system s developed that includes risk determinations for
security architecture and design decisions;

PL-0Za.13[02] a privacy plan for the system is developed that includes risk determinadons for
privacy architecture and deskgn decisions;

PL-0Za.14[01] a security plan for the system s developed that includes sacurity-related activities

affecting the system that require planning and coordination with <PL-02_O0DP[01]
individuals or growps>;

PL-OZ-Intarviaw

PL-02-Test

[SELECT FROM: Organizational parsonnel with system sacurity and privacy planning
and plan implementation responsitilities; system developers; organizational
personnel with information security and privacy responsibilities].

[SELECT FROM: Organizational processas for system security and privacy plan
development, review, update, and approval; mechanksms supporting the system
security and privacy plan].
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RULES OF BEHAVIOR RULES OF BEHAVIOR | SOCIAL MEDIA AND EXTERMAL SITEfAPPLICATION USAGE

RESTRICTIONS

ASSESSMENT OBIECTIVE:
Determine if: ASSESSMENT OBIECTIVE:
Determine if:
PL-04_ODP[01] [frequency for reviewing ond updoting the rules of behowlor is defined; If
PL-0a(01){a) the rules of behavior include restrictions on the use of social media, social
PL-04_ODP[02Z] more of the following PARAMETER VALUES isfare selected:
- ?‘fﬁ; ﬂﬂ;[iaj f : when the rules are revised or updated); networking sites, and external sites/applications;
FL-0a|01) () The rules of behavior include restrictions on posTing organizational information on
PL-D4_ODP[03] frequency individuals to read and re-ecknowledge the rules of behawvior is .
- w”‘f';amd}; of public websites;
PL-04a.[01) rubes that describe responsibilities and expected behavior for information and PL-04{01)(c) the rules of behavior Indude restrictions on the use of organtzation-provided

identifiers |e.g., email addresses) and authentication secrets (e.g., passwords) for

ystem usage, security, and privacy are established for individuals requiring access } .
creating accounts on external sites/applications.

to the system;

PL-0da.[02]) rules that describe responsibilites and expectad behavior for information and POTENTIAL ASSESSMENT METHODS AND OBJECTS:

system usage, security, and privacy are provided to individuals requiring access to

the system:; FL-04({01)-Examine [SELECT FROM: Security and privacy planning policy; procedures addressing rules

of behawior for system users; rules of behavior; training policy; other relevant
documents or records).

PL-04b. before authorizing access to information and the system, 3 documented
acknowledgement from such individuals indicating that they hawve read,

PL-04|01}-Intervi SELECT FROM: O izational | with bility fi tablishing,
understand, and agree to abide by the rnules of behavior is recaived; 01)-Interview | [ rganizational personnel with responsihility for establishing

reviewing, and updating rules of behzvior; organizational personnel with

PL-D4C. rules of behavior are reviewed and updated <PL-04_ODP[01] frequency>; responsibility for literacy training and awareness and role-based training;
organizational personnel who are authorized users of the system and have signed
PL-Dad. individuals who have acknowledged a previous version of the rules of behawvior rules of behavior; organizational personnel with information security and privacy
are required to read and reacknowledge <PL-04_ODP{02] SELECTED PARAMETER responsibilities].
WALl >,
55l PL-04|01)-Test [SELECT FROM: Organizational processas for establishing rules of behavior;
POTENTIAL ASSESSMENT METHODS AND OBJECTS: mechanisms supporting and/or implementing the establishment of rules of
behavior].
PL-04-Exarmine [SELECT FROM: Security and privacy planning policy; procedures addressing rules of
behavior for system wusers; rules of behavior; signed acknowledgements; records for
rules of behavior rewiews and updates; other relevant documents or records]. E SECURITY CONTROL
CONTROL £ BASELINES
PL-Dd-Interview [SELECT FROM: Organizational personnel with responsibility for establishing, NUMBER Slodbedl Ll 3
. . ) CONTROL ENHANCEMENT NAME § a
reviewing, and updating rules of behavior; organizational personnel with g
responsibility for literacy training and awareness and role-based training; g Lol O b
c-rganuchmunal personnel who are auth ur!zed users of the sq.-stgm and h.a\-e signed Y Policy and e , " " "
and resigned rules of behavior; organizational personmel with information security = =
. . PL-2 System Security and Privacy Plans X % H X
and privacy responsibilities].
PL-D4-Test [SELECT FROM: Organizational processes for establishing, reviewing, disseminating,
and updating rules of behavior; mechanisms supporting and/or implementing the
establishment, review, dissemination, and update of rules of behavior].
PL-4 Rules of Behavior x x X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X X
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RULES OF BEHAVIOR RULES OF BEHAVIOR | SOCIAL MEDIA AND EXTERMAL SITEfAPPLICATION USAGE

RESTRICTIONS

ASSESSMENT OBIECTIVE:
Determine if: ASSESSMENT OBIECTIVE:
Determine if:
PL-04_ODP[01] [frequency for reviewing ond updoting the rules of behowlor is defined; If
PL-0a(01){a) the rules of behavior include restrictions on the use of social media, social
PL-04_ODP[02Z] more of the following PARAMETER VALUES isfare selected:
- ?‘fﬁ; ﬂﬂ;[iaj f : when the rules are revised or updated); networking sites, and external sites/applications;
FL-0a|01) () The rules of behavior include restrictions on posTing organizational information on
PL-D4_ODP[03] frequency individuals to read and re-ecknowledge the rules of behawvior is .
- w”‘f';amd}; of public websites;
PL-04a.[01) rubes that describe responsibilities and expected behavior for information and PL-04{01)(c) the rules of behavior Indude restrictions on the use of organtzation-provided

identifiers |e.g., email addresses) and authentication secrets (e.g., passwords) for

ystem usage, security, and privacy are established for individuals requiring access } .
creating accounts on external sites/applications.

to the system;

PL-0da.[02]) rules that describe responsibilites and expectad behavior for information and POTENTIAL ASSESSMENT METHODS AND OBJECTS:

system usage, security, and privacy are provided to individuals requiring access to

the system:; FL-04({01)-Examine [SELECT FROM: Security and privacy planning policy; procedures addressing rules

of behawior for system users; rules of behavior; training policy; other relevant
documents or records).

PL-04b. before authorizing access to information and the system, 3 documented
acknowledgement from such individuals indicating that they hawve read,

PL-04|01}-Intervi SELECT FROM: O izational | with bility fi tablishing,
understand, and agree to abide by the rnules of behavior is recaived; 01)-Interview | [ rganizational personnel with responsihility for establishing

reviewing, and updating rules of behzvior; organizational personnel with

PL-D4C. rules of behavior are reviewed and updated <PL-04_ODP[01] frequency>; responsibility for literacy training and awareness and role-based training;
organizational personnel who are authorized users of the system and have signed
PL-Dad. individuals who have acknowledged a previous version of the rules of behawvior rules of behavior; organizational personnel with information security and privacy
are required to read and reacknowledge <PL-04_ODP{02] SELECTED PARAMETER responsibilities].
WALl >,
55l PL-04|01)-Test [SELECT FROM: Organizational processas for establishing rules of behavior;
POTENTIAL ASSESSMENT METHODS AND OBJECTS: mechanisms supporting and/or implementing the establishment of rules of
behavior].
PL-04-Exarmine [SELECT FROM: Security and privacy planning policy; procedures addressing rules of
behavior for system wusers; rules of behavior; signed acknowledgements; records for
rules of behavior rewiews and updates; other relevant documents or records]. E SECURITY CONTROL
CONTROL £ BASELINES
PL-Dd-Interview [SELECT FROM: Organizational personnel with responsibility for establishing, NUMBER Slodbedl Ll 3
. . ) CONTROL ENHANCEMENT NAME § a
reviewing, and updating rules of behavior; organizational personnel with g
responsibility for literacy training and awareness and role-based training; g Lol O b
c-rganuchmunal personnel who are auth ur!zed users of the sq.-stgm and h.a\-e signed Y Policy and e , " " "
and resigned rules of behavior; organizational personmel with information security = =
. . PL-2 System Security and Privacy Plans X % H X
and privacy responsibilities].
PL-D4-Test [SELECT FROM: Organizational processes for establishing, reviewing, disseminating,
and updating rules of behavior; mechanisms supporting and/or implementing the
establishment, review, dissemination, and update of rules of behavior].
PL-4 Rules of Behavior x x X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X X
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SECURITY AND PRIVACY ARCHITECTURES

g SECURITY CONTROL
CONTROL CONTROL NAME H BASELINES
BUMEER CONTROL ENHANCEMENT NAME § g
g tow | mMop | HiGH

PL-1 Policy and Procedures X X X X
PL-2 System Security and Privacy Plans X X X
PL-4 Rules of X X X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X X
PL-7 Concept of Operations
PL-8 Security and Privacy Architectures X X X

- DEFENSE IN DEPTH
PL-8(2) SUPPLIER DIVERSITY
PL-9 Central Management X
PL-10 Baseline Selection X X X
PL-11 Baseline Tailoring X X X

ASSESSMENT OBIECTIVE:

Determine if:

PL-08_ODP [frequency for review and update to reflect changes in the enterprise architecture;

PL-08a.01 a security architecture for the system describes the requirements and approach
to be taken for protecting the confidentiality, integrity, and availability of
organizational information;

PL-08a.02 a privacy architecture describes the requirements and approach to be taken
for processing personally identifiable information to minimize privacy risk to
individuals;

PL-DBa.03[D1] a security architecture for the systermn describes how the architecture is integrated
inta and supports the enterprise architecture;

PL-D8a.03[02] a privacy architecture for the system describes how the architecture is integrated
into and supports the enterprise architecture;

PL-D8a.04[01] a security architecture for the systern describes any assumptions about and
dependencies on external systems and services;

PL-D8a.04[02] a privacy architecture for the system describes any assumptions about and
dependencies on external systems and services;

PL-08b. changes in the enterprise architecture are reviewed and updated <PL-08_O0DP
frequency> to reflect changes in the emterprise architecture;

PL-D8c.[01) planned architecture changes are reflected in the security plan;

PL-D8c.[02]) planned architecture changes are reflected in the privacy plan;

PL-08¢.[03]) planned architecture changes are reflected in the Concept of Operations (CONOPS);

PL-DBc.[04) planned architecture changes are reflected in criticality analysis;

PL-D8¢.[05) planned architecture changes are reflected in organizational procedures;

PL-D8¢.[06) planned architecture changes are reflected in procurements and acquisitions.

SECURITY AND PRIVACY ARCHITECTURES
POTENTIAL ASSESSMENT METHODS AND OBJECTS:

MIS5214 Security Architecture

PL-DB-Examine

[SELECT FROM: Security and privacy planning policy; procedures addressing
information security and privacy architecture development; procedures addressing
information security and privacy architecture reviews and updates; enterprise
architecture documentation; information security and privacy architecture
docurmentation; system security plan; privacy plan; security and privacy CONOPS
for the system; records of information security and privacy architecture reviews
and updates; other relevant documents or records].

PL-DB-Interview

[SELECT FROM: Organizational personnel with security and privacy planning and
plan implementation responsibilities; organizational personnel with infermation
security and privacy architecture development responsibilities; organizational
personnel with information security and privacy responsibilities].

PL-DB-Test

[SELECT FROM: Organizational processes for developing, reviewing, and updating
the information security and privacy architecture; mechanisms supporting and/or
implementing the development, review, and update of the infermation security and
privacy architecture].
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PL-08(01) SECURITY AND PRIVACY ARCHITECTURES | DEFENSE IN DEPTH

ASSESSMENT OBIECTIVE:

Determine if:

PL-0B{01)_ODP[01] | controls to be allocated are defined;

PL-08(01)_oDP[02] locations and architectural layers are defined;

PL-08{01){a)[01] the security architecture for the systern is designed using a defense-in-depth
approach that allocates <PL-08(01) ODP[01] controls> to <PL-08(01) ODF{02]
locations and architectural layers:,

PL-0B8{01){a)[02] the privacy architecture for the system is designed using a defense-in-depth
approach that allocates <PL-D8(01)_ODP[01] contrals> to <PL-08(01) ODF{02]
locations and architectural layerss;

PL-08{01){b)[01] the security architecture for the system is designed uwsing a defense-in-depth
approach that ensures the allocated controls operate in a coordinated and mutually
reinfarcing manner;

PL-08{01){b)[0Z2] the privacy architecture for the systemn is designed using a defense-in-depth

approach that ensures the allocated controls operate in a coordinated and mutwally
reinfarcing manner.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

PL-0B-Examine

PL-0B-Interview

[SELECT FROM: Security and privacy planning policy; procedures addressing
information security and privacy architecture development; enterprise architecture
documentation; information security and privacy architecture documentation;
system security plan; privacy plan; security and privacy CONOPS for the system;
other relevant documents or records).

[SELECT FROM: Organizational personnel with security and privacy planning and
plan implementation responsibilities; organizational personnel with information
security and privacy architecture development responsibilities; organizational
personnel with information security and privacy responsibilities).

PL-DB-Test

MIS5214 Security Architecture

[SELECT FROM: Organizational processes for designing the information security and
privacy architecture; mechanisms supporting and/or implementing the design of
the information security and privacy architecture].

g SECURITY CONTROL
CONTROL CONTROL NAME H BASELINES
BUMEER CONTROL ENHANCEMENT NAME § g
g tow | mMop | HiGH

PL-1 Policy and Procedures X X X X
PL-2 System Security and Privacy Plans X X X X
PL-4 Rules of X X X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X x
PL-7 Concept of Operations
PL-8 Security and Privacy Architectures X X X
PL-8(1) DEFENSE IN DEPTH

~ ["SUPPLIER DIVERSITY
PL-9 Central Management X
PL-10 Baseline Selection X X X
PL-11 Baseline Tailoring X X X
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PL-10 BASELINE SELECTION
S|
OBIECTIVE:
ASSESSMENT CONTROL CONTROL NAME H
Determine if: Lok CONTROL ENHANCEMENT NAME g g
. ) F ow | Mop | HiGH
PL-10 a control baseline for the system is selected.
PL-1 Policy and Procedures X X X X
POTENTIAL ASSESSMENT METHODS AND OBJECTS: PL-2 System Security and Privacy Plans x X x x
PL-10-Examine [SELECT FROM: Security and privacy planning policy; procedures addressing
system security and privacy plan development and implementation; procedures
addressing system security and privacy plan reviews and updates; system design y
documentation; system architecture and configuration documentation; system P4 Rules of Behavior X X x X
categorization decision; information types stored, transmitted, and processed by REA1) SOCIAL MEDIA AND EXTERNAL SITE/APPUICATION USAGE RESTRICTIONS & & X 2
the system; system element/component infarmation; stakeholder needs analysis; -
Ius.tdnl' se_cu rity ar;:l prrrwac-gr ;equ..uln.'etrm:nt_r. e:llactateld to the s.-,rs.h:rn, IT.y_r.tpErnﬂetlements. —~ P s
and environ rr!en of operation; list of contractual requ |re:men .s allocate a. =i SGCUNY S Py AN COES x : =
external providers of the system or system element; business impact analysis or PL8(1) SaaRE
criticality analysis; risk assessments; risk management strategy; organizational PL8(2) R Y
security and privacy policy; federal or organization-approved or mandated PL9 Central Management %
baselines or overlays; system security plan; privacy plan; other relevant documents PL-10 Baseline Selection x x x
or records). PL-11 Baseline Tailoring X X X
PL-10-Interview [SELECT FROM: Organizational personnel with security and privacy planning and Process Inputs
plan implementation responsibilities; organizational personnel with infarmation
security and privacy responsibilities; organizational personnel with responsibility Identify Information
for organizational risk management activities]. Systems
1_ i""""""""(:D ------ H
- ! ~
igentity J seiect @ | [ Review == S
Information »| Provisional »{ Provisional g = —> .
formath Sub-Sy Types Impact Levels i |Impact Levels ! Securlty
Business Area Information Type ID Information Type Confidentiality| Integrity |Availability lonTyps O Yoo e e Impact Levels| | Category
Catego Categ Catego A i | i
Environmental Management D.8.3 Pollution Prevention and Control Low Low Low Low ; Process i :
Public Goods Creation & Management D.22.3 Public Resources, Facility and Infrastructure Management Low Low Low le Low O —— |
Yenan!Datai Low Low Low Low — . e . e s emmm . e s emmm o emmm o e o e o s a o g—
Information & Technology Management C.3.5.5 Information Security Low Moderate| Low Moderate Mod 800.
Information & Technology Management C.3.5.6 Record Retention Low Low Low Low = Process ou"pm FIPSS Zoqll Scin"ol 53 ¢ semy
Information & Technology Management C.3.5.7 Information Management Low d Low d Selecti Categorization
Information & Technology Management C.3.5.8 System and Network Monitoring Moderate |Moderate Low Moderate o
System Data| Moderate |Moderate|  low Moderate s

Figure 2: SP 800-60 Security Categorization Process Execution
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PL-11-Examinge

the selected control bazeline is tailored by applying specified tailoring actions.

[SELECT FROM: Security and privacy planning policy; procedures addressing
system security and privacy plan development and implementation; system
design documentation; system categorization decision; information types
stored, transmitted, and processed by the system; system element/com ponent
information; stakeholder needs analysis; list of security and privacy requirements
allocated to the system, system elements, and emvironment of operation; list

of contractual requirements allocated to external providers of the system or
system element; business impact analysis or criticality analysis; risk assessments;
risk management strategy; organizational security and privacy policy; federal

of arganization-approved or mandated baselines or overlays; baseline tailoring
rationale; system security plan; privacy plan; records of system security and privacy
plan reviews and updates: ather relevant documents or records].

MIS5214 Security Architecture

PL-11-Interview

[SELECT FROM: Organizational personnel with security and privacy planning and
plan implementation responsibilities; organizational personnel with information
security and privacy responsibilities).

SECURITY CONTROL

CONTROL CONTROL NAME H BASELINES
BUNIEER CONTROL ENHANCEMENT NAME gg

g | w [ moo
PL-1 Policy and Procedures X X X
PL-2 System Security and Privacy Plans X X X
PL-3 System Security Plan Update V:Ir 2
PL-4 Rules of Behavior X X X
PL-4(1) SOCIAL MEDIA AND EXTERNAL SITE/APPLICATION USAGE RESTRICTIONS X X X
PL-5 Privacy Impact Assessment W: Inc te RA-8
PL-6 Security-Related Activity Planning
PL-7 Concept of Operations
PL-8 Security and Privacy Architectures X X
PL-8(1) DEFENSE IN DEPTH
PL-8(2) SUPPLIER DIVERSITY
PL-9 Central Management X
PL-10 Baseline Selection X X
PL-11 Baseline Tailoring X X
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Agenda

v'In the News

v Teams

v'NIST Risk Management Framework and FIPS 199

v'Use of NIST SP 800-60 Volume 1 and Volume 2

v Exercise: How to assess and information security policy?

v Exercise — Determine Information and Information System Types and
provisional security categorization

v'Security Control Baselines — review
v'FIPS 200 and NIST 800-53 Security Control Baselines
v'Security Control Families

v'Planning Controls
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