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Midterm Exam
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The security team is attempting to identify the source of a malicious SQL injection transaction that involves
the use of a symmetric key shared by multiple servers. Under the STRIDE threat model, what type of attack

took place?
Elevation of privilege 9 respondents 32%
Tampering 4 respondents 14 %
Repudiation 9 respondents 32%
Spoofing 6 respondents 21%

Threat Desired property |
| Spoofing | Authenticity |
Tampering | Integrity
| Repudiation | Non-repudiability

Information disclosure | Confidentiality
Denial of Service Availability

Elevation of Privilege | Authorization



Which of the following architectures would BEST protect a network for an Internet attack?

Dynamic packet-filtering firewall architecture

Circuit proxy firewall architecture
Screened subnet firewall architecture

Dual-homed firewall architecture
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Firewall
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Screened-Subnet Firewall Architecture



What does it mean when we say: "systems built on the OSI| framework are considered open systems"?

They do not have authentication mechanisms configured by default. 0% I
They have interoperability issues. 3 respondents il .
They are built with international protocols and standards so they can choose =

. . . 4 respondents i 1 e -
what types of systems they will communicate with.

They are built with internationally accepted protocols and standards so they o
can easily communicate with other systems.

The Open Systems Interconnection model (OSI model) is a conceptual model that characterizes and
standardizes the communication functions of a telecommunication or computing system without
regard to its underlying internal structure and technology.

* Itis a product of the Open Systems Interconnection group at the International Organization for
Standardization (ISO).

* |ts goal is the interoperability of diverse communication systems with standard communication
protocols.




In reviewing the intrusion detection logs, data packet traffic coming into the network from the Internet
appears to originate from the internal IP address of the company's payroll server. Which of the following
malicious activities would most likely be the cause of this finding?

Port scanning 1 respondent 4% I
Spoofing 23 respondents 82 % _ v
A man-in-the middle attack 1 respondent 4% I
A denial-of-service (Do5) attack 3 respondents 11 % .
DMZ Internal network Payroll Server

Screened subnet

Packet, packet, _ | . /
packet... P . : ]n
..with source IP “‘@—%— . & "T‘ m | ‘
addresses of the | DNs mz ‘

Screenin

device '
! -

internal Payroll Server

Mail

FirerlI
Server

“Two-tiered configuration”




Which is the best description of the IP protocol?

A connectionless protocol that deals with dialog establishment, maintenance,
and destruction

A connectionless protocol that deals with the addressing and routing of
packets

A connection-oriented protocol that deals with the addressing and routing of
packets

A connection-oriented protocol that deals with sequencing, error detection,
and flow control

1 respondent

24 respondents

3 respondents

Layer 7
Application

Layer 6 :
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2
Data link

Layer 1
Physical




Which of the following is not a characteristic of a conceptual model of an information system:

Categories of components making up the system
Implementation details

Relationships between components

General contents or properties of system components

No Answer

0% |
2 respondents F % l

o* |
1 respondent 4% I
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The MOST effective biometric access control system is the one with:

the lowest equal-error rate. 25 respondents
a false-rejection rate equal to the failure-to-enroll rate 2 respondents
the highest equal-error rate.

a false-rejection rate equal to the false-acceptance rate. 1 respondent

Equal-Error Rate (ERR) is where

False Rejection Rate (FRR) = False Acceptance Rate (FAR)

-—-I
<



Team Project SSP Deliverable Sections to Fill out: 1, 2, 7, 8, 9, 10.1, 11, 13 (one technical control

1. INFORMATION SYSTEM NAME/TITLE _ Attachment 1 Information Security Policies and Procedures ... eecccecesnrrsssssssssssesssss s s sssnas

2. INFORMATION SYSTEM m"‘[ﬁﬂ“m""UN______________________________________________ ATEAChMENT 2 USET GUILR e rsss e s s s e s n e s s s s mn e s s e s me e an pan s e mmanns
2.1. INFOrMAtION TYPES ceueeeeeeeececerascaessassaereaeseesaseseressanessneasesensssaersssanens Attachment 3  Digital Identity Worksheet............... _
2.2, Security Objectives Categorization (FIPS 199) .....ooo...eevuereeeueseeeen INErOQUCTION BN PUMDOSE coiriiresisessessiesssmsssssmsssassss s sasssvs e s srmssnss srss st sassssmss sass sassssssssssase ssssnmsanes

2.3, Digital Identity DetermiNation ........ ... weueeeeeeseeemesseseemseeeeseseeens Information System Name/ TIIE ... s e e s e s s s s e e san s mne s ne e annsnmne,

INEORMATION SYSTEM OWNER oo Digital Identity Level Definitions ... s s s s s e s s s s s

Review Maximum Potential ImMpact LEVEIS ... e s sssssmns e e sas s s ne s ams s,
AUTHORIZING OFFICIALS ..cvversrarasssassmsssmsmsasssasssasssnsssnsssans sunssanssansnsnsnsnsnss smnsmmnass

OTHER DESIGNATED CONTACTS Digital Identity Level Selection .. i e s s e e s s s s
Attachment 4 PTMPIA”

ASSIGNMENT OF SECURITY RESPONSIBILITY oot Privacy Overview and Point of Contact [POC) ... e cesre s s s ssmse s sees e eessessss s s snssnmssnns
INFORMATION SYSTEM OPERATIONAL STATUS -..... A lCEEIE LaWS B BB BT OIS oo e ee e eee e e eee e s e e e e ee e e eeem e eeneenanne
INFORMATIOM SYSTEM TYPE_ Applicable Stan[:_lards and G”idE,"EE

. Perzonally ldentifiable Inform@tiom (P . e e e m e s
8.1. Cloud Service MOdels ... cceesrsesssss s s sesssssssss sesssees senssnnnas

Privacy Threshold ANSIYSis ... sses s s srns e s e msssm s s s s sasassmss s sa s sansssmns sanssesansssnne,
8.2. Cloud Deployment Models ... eveecsiersssnsssssmsssesssssssssmssssmsssnssss QUBIFYING QUESTIOMNS 1o

S A

8.3. Leveraged AUthorizations ... remssmensmeesssesssnsssssssssssssssmssnssmnses Designation ...
9. GENERAL SYSTEM DESCRIPTION .. ________________________________________________ Attachment 5 Rules Df BEhﬂ\ﬂﬂr... S
9.1. System Function or purpﬂs,e Attachment & Information System Contingency Plan .-.

9.2, Information System Components and B{]undaneg Attachment 7 Configuration Management Plan ... sss s ssss s s
9.3. Types of USers ...ceeeeeeeereesas Attachment 8 Incident Response Plan. ... sssss s ass s sssnms s s s ssns s s s s sans s s s sssmnns

9.4, N O AT CRIERCIUINE e cees e s e s s s s e s eresssen s s sre s see s ennnns Attachment 9  CIS WOIrKBOOK.....cc.ceeeeereeeressesssessnssn s s sssssesssesssssssnssenssmssmnssmsssmnnmssnnsnn sansssnnsnnsns
10. SYSTEM ENVIRONMENT AND INVENT ORY oo e e Attachment 10 FIPS 199.......eeeirceeaee ....................._.................................... R
10.1. Data FIOW oo ___ INErOdUCTION BNO PUMDOSE tuiiiisisssrssssss s assssssnss vans vass s sinns or s ermssss o sa s s sam e mm s sa e s samsssnns st s sansssnns,
10.2. Ports, Protocols and ServiCes ... eresemmmssresssnsmsssssssssssssnssnssmsees Scope 408
11. SYSTEM INTERCONNECTIONS oo Bt It Y

' 0L gL oL
12. LAWS, REGULATIONS, STANDARDS AND GUIDANCE ..o iieresisanensea s sasmsmmmsnnnns

. . Attachment 11 Separation of Duties MatriX......... s e s
12.1. Applicable Laws and Regulations.......cccceeevreevnemnne Attachment 12 FedRAMP Laws and Regulations
12.2. Applicable Standards and Guidance.......cccccceeeeneeee. eBY
Attachment 13 FedRAMP Inventory WorkbDook ... s s s s

O O

13. MINIMUM SECURITY CONTROLS....ocee e snennmnssnnssnnssnsnnnes



Team Project Guidance

Instructions for diagrams for sections:
* 9.2 (Information System Components and Boundaries)
e 9.4 (Network Architecture)
e 10.1 (Data Flow)

These can all be based on the high-level logical network diagram you
create for section 9.4 (Network Architecture)

Be sure to include the locations of the users in your diagram

In addition to including them in your SSP, you should include and label
this diagrams in a separate PDF file document that you deliver along
with your SSP



Team Project Guidance

Instructions for Section 11’s Table 11-1,
only identify:

e External System (column 2)
* Connection Security (column 4)
* Data Direction (column 5)

Information Being Transmitted (column 6)

MIS 5214 Security Architecture

11 SYSTEM INTERCONNECTIONS

Instruction: List all interconnected systems. Provide the IP address and interface identifier (eth0, ethli, eth2) for the CSP system that
provides the connection. Name the external organization and the IP address of the external system. Indicate how the connection is
being secured. For Connection Security indicate how the connection is being secured. For Data Direction, indicate which direction
the packets are flowing. For Information Being Transmitted, describe what tvpe of data is being transmitted. If a dedicated telecom
line is used, indicate the circuit number. Add additional rows as needed. This table must be consistent with Table 13-3 CA-3
Authorized Connections.

Delete this and all other instructions firom your final version of this document.

KX

The Table 11-1 System Interconnections below is consistent with Table 13-3 CA-3 Authorized Connections.
Table 11-1 System Interconnections

Exte.rna_l Connection Security | pata Direction .
Organization (IPSec VPN, SSL, Toonlir Inforn:iatlon
Name . X Being

Certificates, Secure outgoing, or .
Transmitted
File Transfer, etc.)** both)
<External Org/IP> <Enter Connection Choose an item. | <Information
Security> Transmitted:>
<External Org/IP> <Enter Connection Choose anitem. | <Information
Security=> Transmitted=>
<External Org/IP> <Enter Connection Choose anitem. | <Information
Security> Transmitted:
<External Org/IP> <Enter Connection Choose anitem. | <Information
Security=> Transmitted>»
<External Org/IP> <Enter Connection Choose anitem. | <Information
Security= Transmitted>
<External Org/IP> <Enter Connection Choose anitem. | <Information
Security> Transmitted>

13



Team Project Guidance

Instructions for Section 13: Only select and complete one technical

control family

From NIST SP 800-18r1 Guide for Developing
Security Plans for Federal Information Systems

MIS 5214 Security Architecture

CLASS FAMILY IDENTIFIER
Management Risk Assessment RA
Management Planning PL
Management System and Services Acquisition SA
Management Certification, Accreditation, and Security Assessments CA
Operational Personnel Security PS
Operational Physical and Environmental Protection PE
Operational Contingency Planning CP
Operational Configuration Management CM
Operational Maintenance MA
Operational System and Information Integrity SI
Operational Media Protection MP
Operational Incident Response IR
Operational Awareness and Training AT
Technical Identification and Authentication IA
Technical Access Control AC
Technical Audit and Accountability AU
Technical System and Communications Protection SC




Team Project Guidance

e Attachment 6 - Information System Contingency Plan: Only provide a
plan (include a schedule tasks with labor estimate in person-hours)
for completing Attachment 6 which is an Information System
Contingency Plan (ISCP) based on FedRAMP ISCP Template

Project Management Gantt Chart

eeeeeeeeee

xxxxxxxxxxx

eeeeeeeeee

MIS 5214 Security Architecture

15


http://community.mis.temple.edu/mis5214sec004spring2020/files/2020/03/SSP-A06-FedRAMP-ISCP-Template-6.docx

Questions...?

As far Team Project Deliverables go the System Security Plan document is one of the documentation hand-ins
after you make your Team presentation. Each student will be responsible for handing in the Team’s
documentation set via Canvas i.e. all 3 documents: 1) PowerPoint Slide Deck, 2) Diagrams (network, boundary,
data flow) as PDF, and 3) System Security Plan

With respect to the PowerPoint Presentation they deliver in-class they should be sure to include:

Nk, WN R

9.

Information System Name (SSP section 1)

System Function/Purpose (SSP section 9.1)

Information System Categorization (SSP Section 2 — all subsections)

Information System Operational Status (Section 7)

Types of Users (SSP section 9.3)

Network Architecture with Boundaries ( i.e. Boundary Diagram)

System Interconnections (i.e. Use the Boundary Diagram — logical network diagram with boundaries to
identify the system interconnections)

Minimum Security Controls (i.e. Indicate which technical control family you focused on and describe
interesting controls when presenting 6 & 7)

... anything else they wish to cover

Ideally, when you cover 1-5 you also introduce 6-8. If your presentation is put together well, you will quickly
cover 1-5, and then present one diagram to quickly discuss 6 — 8.
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File Server architecture

File server: a device that manages
file operations and is shared by
each client PC attached to a LAN

* The simplest configuration

* Applications and data control take
place on the client computers.

* The file server simply holds shared

data

Client

Cr—

File Server
* File storage
* Record locking
* Acts like extra
hard disk to client
* Not very busy
» Significant LAN traffic

Client Client

. Procgss{scan tables
* Application program
— user interface
— database processing

— generate queries
* Handle integrity and security
* Full DBMS

Client

| —]
Local Area
Network

* Requests for * Entire file
data of data

* Requests * Lock status
to lock data D
< > Data
File server



Limitations of File Server Architecture

e Excessive data movement
* Entire dataset must be transferred, instead of individual data records

* Need for powerful client workstations

* Each client workstation must devote memory and computational resources to
run a complete standalone application

e Decentralized data control
» Data file concurrency control, recovery, and security are complicated

File Server Architecture

. Server
Client

g =
' Entire file sent to client l T

Client request for data




File Server Architecture

) Server
Client

Client-Server Architecture -

LAN-based computing environment in which

* A central database server or engine performs all database commands sent to
it from client workstations

* Application programs on each client concentrate on user interface functions

Application processing is divided between client and server
Client manages the user interface

Client/Server Architecture

Server
Client Database server is responsible for data storage and query
— processing
Increased efficiency and control over File server
T * Server only sends specific data, not entire files,
. om S which saves on network bandwidth
Client request for data | * Computing load is carried out by the server

* Increasing security
* Decreasing computing demand on the clients



N-Tier Architecture

Presentation

L

Application

i

Database

CLIENT
TIER

THREE-TIER ARGHITEGTURE

APPLICATION
TIER

Client Computer

O e §—

Application Server

DATABASE
TIER

DataBase Server

Presentation tier

The top-most level of the application

is the user interface. The main function
of the interface is to translate tasks
and results to something the user can
understand.

Logic tier

This layer coordinates the
application, processes commands,
makes logical decisions and
evaluations, and performs
calculations. It also moves and
processes data between the two
surrounding layers.

Data tier

Here information is stored and retrieved
from a database or file system. The
information is then passed back to the
logic tier for processing, and then
eventually back to the user.

>GET SALES

TOTAL

GET LIST OF ALL
SALES MADE
LAST YEAR ®

QUERY

Database

4 TOTAL SALES

ADD ALLSALES
TOGETHER

A

SALE 1
SALE 2
SALE 3
SALE 4

Storage



N-Tier Applications

PRESENTATION

DATA ACCESS
{C#, VB, NHibernate, CodeSmith, DLINQ)

DATA STORAGE
(SQL Server, Oracle, MySQL)

| Presentation Layer

Ul Components Ul Process components

Business Layer

Business Workflow | Exception Handling | Records Handling Utilities

J

Security

[ Data Access Layer

Communication

Data Access components Service Gateways

Operational Management

'Database Layer

Stored Procedures

Where’s the programming code?



N-Tier Applications

Service-oriented application

Web
application

|

|
Intexgration
sanvice
T 1
' '
Busi_nnss Busi_ncrss
service sanice
I 1 J 1
: ' I
Data-access Data-access Data-access
service Service sarvice
T Fy

1
I

3 3 o

:

Add to Cart button. M

User clicks on :
| ! can't be added to
i | the shopping cart.
I |
Y ﬁ A
E |
v A

Presentation Tier
Md this produ The product
b shopping wt] t \zs unavalhble./
s
v kS
| |
I Business Tier ' P 3\
How many units " , | 0
do we have in sbck? Y




Service Oriented Architecture (SOA)

A software architecture

] ] Services Applications
« Business processes broken down into
Individual components (services) Flooess
. . . E-commerce
« Designed to achieve desired results for Card Web site
the service consumer -~
. . Point-of-Sal
« Application Product ogysct}emae
« Another service
Displa
« Person (user) Product
. . Display Executive
Principles: Inventory Dashboard
* Reusability Display
Sales

* Interoperability
] ] Using SOA, multiple applications can invoke multiple
* Componentization services



N-Tier Applications using SOA in the cloud

[ S

Service-oriented application
I 1
} '
1 I 1
! ! }




IWEIS PMMT System Architecture
Version 0.1

Presentation Presentation

Service Oriented Architecture e wAN R
Application Architecture example '
for cloud-based

; Service, D0la. L
Software as a Service cuts "pon Language

Legend
(no security architecture in example)
Authentication

Object
Repository

SNq JuaAs ajew

MXML
ActionScript

000

SQL

ActionScript
B — Service Calls and
Mapping Layer Data Types

C#
Service Calls and
Data Types

Relational Database Tables

| ) listen. think. deliver.




—Browser N

[ ) Presentation

System Architecture

Version 0.1 Layer

- .‘ )
,—Servers e B ~ o . .
Semice Pl e Defines the visual aspects of
Culls T’"'.:’{;:’ T"":{';' Calls W Language .
e ' ey the Graphical User Interface
Legend

Aeto oot * Organized using views,
components, renderers, and
controls

* Defines layouts, colors, fonts,
sizing, etc.

Services Windows Forms
Authentication

Object

Domain :
Repository

SQL

ActionScript
S — Service Calls and
- Mapping Layer Data Types

C#
Service Calls and
Data Types

Relational Database Tables




~——Browser =

~—Flash ~
~——Flex ~N 4 [
System Architecture A p p I I Ca tl On Layer
Version 0.1
A s )JI
~—Servers m = ) . ‘ [
I . Defines the underlying
Calls, e ecrs  Clls W Lanquage . . .
Sl '- Legeng application logic that runs

= within the browser (“client”)

ActionScript

WebOrb

* Contains a client-side object
model and object managers

* Organizes and handles
interactive events resulting
from the user’s clicks on the
browser screens

Services Windows Forms
Authentication

Object
Repository

Domain

SQL

* Makes and manages service
ActionSeript operation calls to exchange

Service Calls and

~ Mapping Layer Data Types data with the server

C#
Service Calls and
Data Types

Relational Database Tables




—Browser N

~—Flash ~
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I
Service Data Data Servlce -"‘

Transfer Transj'er
8 Objects Objects j

WebOrb
Services Windows Forms
Authentication

Object

Domain :
Repository

Mappmg Layer

Relational Database Tables

System Architecture S e r Vi C e Layer

Version 0.1

- * Defined in terms of service
legard operations (“services”) and
data transfer objects (DTOs)

MXML
— Services provide, derive,
o and persist data objects

— DTOs

* Package data into bundles
as inputs and outputs of
service operations

* Allow client-side software
to be loosely coupled to
the server-side software

ActionScri, .
Service Gully nd * Some DTOs have multiple
Data Types . o“_ . ”
versions to support “rich
C# “uj: ”
il vs. “lite” data transfers
Data Types




—Browser
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IWEIS
- ~ Presentation )
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{ Presentation o .7
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_ Application 5 =32
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Data Data ’
Service . afer Transfer Service SIS
Calls 3 Calls
Objects

WebOrb
Windows Forms
Authentication

Services

Object
Repository

 apping Layr

Relational Database Tables

System Architecture

Version 0.1

Language
Legend

MXML
ActionScript

SQL

ActionScript
Service Calls and
Data Types

C#
Service Calls and
Data Types

Domain / Repository
Layer

* Contains logic for
creating. retrieving and
updating objects
exchanged with the
database and client
application

* Loosely coupled to client

apps via service layer
interface

* Loosely coupled to
database via the mapping
layer
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Data Data ’
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Windows Forms
Authentication
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Object
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Relational Database Tables

System Architecture

Version 0.1

Language
Legend

MXML
ActionScript

ActionScript
Service Calls and
Data Types

C#
Service Calls and
Data Types

Mapping Layer

* Contains bidirectional

mapping between the
objects in domain layer and
data records stored in
database’s tables

Exchange of data between
application’s objects <->
database table rows
implemented with
nHibernate

Exposes the database to the
domain layer with
repositories supporting
object queries via HQL
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Services Windows Forms
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Object
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System Architecture

Version 0.1

Language
Legend

MXML
ActionScript

SQL

ActionScript
Service Calls and
Data Types

C#
Service Calls and
Data Types

Database Layer

* Provides permanent
storage of datain a
relational model

* Implemented using
Microsoft SQL Server
relational database
management system



Development Infrastructure Example...

Examples of supporting systems

Collaboration Fr

Confluence
Document
Sharing Wiki

Nexus+Mavin
App Packaging
Deployment

Jira
Issue Tracking &
Task Planning

Jenkens
Integration &
Build Automation &
FishEve

Development Collaboration Framework

Confluence

Document Sharing
Wiki Jenkens
Integration &
Stash-Git Build Automation
Source Control
FishEye
Change Tracking
Jira

Issue Tracking &
Task Planning

Nexus+Mavin
App Packaging
& Deployment

EQ |
Database Server
ORACLE' c

o 12
| with Spatial and Groph




Source Control V o

jf Confluence \
Document ;
\_ Sharing Wiki ,,/

Stash-Git
Source Control

Jenkens /" Nexus+Mavin
Integration & - App Packaging
Build Automation \

& Deployment /
FishEye
Change Tracking

* Web-based hosting of repository service
for distributed access and version

control of programming code

f Jira \
'\ Issue Tracking &

Task Planning

* Enables maintaining versioned
shareable software code and design

artifacts with check-in/check-out and
maintenance capabilities




Issue Tracking System

* Enables organization, prioritization, triage, planning
anc?(tracking resolution of issues, bugs, and project
tasks

. Provides”vigibility of issues and tasks on “To Do”, “In

Progress”, “For Review”, and “Done lists”

* Integration of Issue Tracking and Source Control
Systems enables end-to end traceability of issue and
tasks through resolution to source code
implementation and issue to source code resolution

* Change tracking and control enables visualizing and
reporting on revisions and changes made to source
code and documents by project teammates

* Enables linking software issue documentation to code
differences, sets of changes, full source code and
provides a visual audit trail of changes over time in
Source Control

Development Collaboration Framework

/ Confluence
{ Document __
Sharing Wiki _ / / Jenkens " Nexus+Mavin

Integration & —»{  App Packaging
Stash-Git
Source Control

N~

Build Automation / \ & Deployment /

FishEye
Change Tracking

Jira
Issue Tracking &
Task Planning

{




Continuous Integration &
Continuous Deployment

Helps development team make system builds,
triggered by either

* A commit of updated source code to the version
control system

* Scheduling directive

* A dependency on the completion of another
component’s build

* Developer kicking off the build using a URL to make
the request

amazon
webservices™

|;
=

Formation, C rail and CloudWat
VeC —

Application Server

Geospatial Server




Development Infrastructure Example...

VPC = virtual private cloud

File server

T o=

EC2 w/EBS

Database Server

e 12"

With Spatial and Graph




App

Arch

ication 3+ Tier
itecture example

Browser Client

o Angulorssia
o JovaScript ECMA-262 Stondard (ECMA Scripe 5.1)

.'.--@
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Information System Development Control Stages

Control over applications is conducted at every stage and begins at the
start of the development of the information system

This takes 2 basic forms:
1. Control over the development process itself

2. Ensuring adequate business controls are built into the finished
product

Major control stages would include:
e System design
e System development <=
* System operation
e System utilization



Control Objectives for Business Information Systems

Information System

Process Data

1. Input control objectives
2. Processing control objectives
3. Output control objectives



Control Objectives for Business Information Systems

Information System

Input control objectives
e All transactions are
o initially and completely recorded
o completely and accurately entered into the system f
o entered only once

Process

e Controls in this area may include:
o Pre-numbered documents
Control total reconciliation
Data validation
Activity logging
Document scanning and retention for checking
Access authorization
Document cancellation (e.g. after entry)

O O O O O O



Control Objectives for Business Information Systems

Processing control objectives
* Approved transactions are accepted by the system and processed
* All rejected transactions are reported, corrected, and re-input
» All accepted transactions are processed only once
e All transactions are accurately processed
* All transactions are completely processed

* Controls over processing may include:
* Control totals
* Programmed balancing
e Reasonableness tests Information System
* Segregation of duties
* Restricted access
* File labels Process
* Exception reports
* Errorlogs
e Concurrent update control f




Control Objectives for Business Information Systems

Output control objectives focus on
* Hardcopy
* File outputs and output record sets stored in tables
* Online query files and outputs stored in tables

* Controls over output may include:

* Assurance that the results of input and processing are output
* Qutput is available to only authorized personnel

 Complete audit trail

e Qutput distribution logs

Information System

Process




Control Objectives for Business Information Systems

Computer program control objectives focus on Information System
* Integrity of programs and processing
* Prevention of unwanted changes Process

Typical computer program controls include:
* Ensuring adequate design and development
* Ensuring adequate testing
* Controlled transfer of programs (among machines, from version control, ...)
* Ongoing maintainability of systems
e Use of formal SDLC
e User involvement
* Adequate documentation
* Formalized testing plan
* Planned conversion
* Use of post-implementation reviews (see CISA chapter)
* Establishment of a quality assurance (QA) function
* Involvement of internal auditors

Testing of these controls require IT auditors to seek evidence
regarding their adequacy and effectiveness....



PPTM - People, Processes, Tools, and Measures

A brainstorming framework for examining security of an application from the macro-level, based on
People — describes every aspect of the application that deals with a human

* Make sulre ;cjhe right people are involved in planning, design, implementation or operations, and the right stakeholders
are involve

* E.g.If the application involves end users, ensure:
* The application has controls around providing and removing access
* End users have been involved with the planning and design of components they will (to ensure usability)

P]Eocess — Describes every aspect of the application that is involved in a policy, procedure, method, or course
of action

* Review the interaction of the application with interfacing systems and verify compliance with security models
* E.g. Ensure that firewalls are in place to protect the application from external applications, users, business partners, ...
* Policies and procedures should be written to support how the application is intended to be used
* Adequate documentation should exist to support technicians who need to maintain the application

Tools — Describe every aspect of the application that deals with concrete technology or product
* Ensure appropriate hardware and environment exist to support the application

. Ensurc(e]| the application interfaces with recommended technologies appropriate for your intended policies and
procedures

* \Verify that the application and infrastructure are tested and audited appropriately

Measures — Describe every aspect of the application that is quantifiable conceptually, such as the business
purpose or application performance

e E.g. verify that the application meets well-documented and well-thought out acceptance criteria

* E.g.if the application is intended to solve a quantifiable business problem verify that it does indeed solve the problem
* \Verify that the logs are meaningful and that you can measure the performance of the application



Threat Desired property

STRI D E Spoofing Authenticity
Tampering Integrity

Repudiation Non-repudiability
A “simplified threat-risk model” which is easy to remember Information disclosure | Confidentiality
Spoofing Identity Denial of Service Availability

* Is a key risk for applications with many users and a single execution context at the application and database tiers | Elevation of Privilege | Authorization
* Users should not be able to become any other user or assume the attributes of another user

Tampering with Data
* Data should be stored in a secure location, with access appropriately controlled

* The application should carefully check data received from the user and validate that it is “sane” (i.e. relevant and valid) and applicable before
storing or using it

* Data entgred ihn the client (e.g. browser) should be checked and validated on the server and not in the client where the validation checks might be
tampered wit

* Application should not send and calculate data in the client where the user can manipulate the data, but in the server-side code
Repudiation

. De'tc)ermine if the application requires nonrepudiation controls, such as web access logs, audit trails at each tier, or the same user context from top
to bottom

* Users may dispute transactions if there is insufficient auditing or record-keeping of their activity
Denial of Service
* Application designers should be aware that their applications are at risk of denial of service attacks

* Use of expensive resources (e.g. large files, heavy-duty searches, long queries) should be reserved for authenticated and authorized users and
should not be available to anonymous users.

* Every facet of the application should be engineered to perform as little work as possible, to use fast and few database queries, and to avaoid
exposing large files or unique links per user to per user to prevent simple denial-of-service attacks

Elevation of Privilege

* If an application provides distinct user and administrative roles, ensure that the user cannot elevate his or her role to a more highly privileged
one

* All actions should be controlled through an authorization matrix to ensure that only the permitted roles can access privileged functionality. It is
not sufficient, for example, to not display privileged-role links



* Vulnerabilities

APl Abuse

» Authentication Vulnerability

» Authorization Vulnerability
Availability Vulnerability
Code Permission Vulnerability
Code Quality Vulnerability
Configuration Vulnerability
Cryptographic Vulnerability
Encoding Vulnerability
Environmental Vulnerability
Error Handling Vulnerability
General Logic Ermor Vulnerability
Input Validation Vulnerability
Logging and Auditing Vulnerability
Fassword Management Vulnerability
Fath Vulnerability
Sensitive Data Protection Vulnerability
Session Management Vulnerability
Unsafe Mobile Code
Use of Dangerous AP

MIS 5214 Security Architecture

* Principles

« Apply defense in depth (complete mediation)

+ Use a positive security model (fail-safe defaults, minimize attack surface)
» Fail securely

« Run with least privilege

« Avoid security by obscurity (open design)

» Keep security simple (verifiable, economy of mechanism)

+ Detect intrusions (compromise recording)

« Don't trust infrastructure

« Don't trust services

« Establish secure defaults {psychological acceptability)

OWAS P (Open Web Application Security Project) F a meworks

* Top 10 Web Application

Security Risks

A1: 2017 - Injection ...
A2:2017 - Broken Authentication ...
A3:2017 - Sensitive Data Exposure ...
Ad:2017 - XML External Entities (XXE) .................
AS5:2017 - Broken Access Control ...
AB:2017 - Security Misconfiguration .....................
AT:2017 - Cross-Site Scripting (XS3) ...

AB:2017 - Insecure Deserialization ........................

A9:2017 - Using Components with Known

_L
o o e |~
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s
o

Vulnerabilities .................................... 15

A10:2017 - Insufficient Logging & Monitoring.............
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Application Security Testing

Static application security testing (SAST)
* Can be thought of as testing the application from the inside out

* By examining its source code, byte code or application binaries for
conditions indicative of a security vulnerability

Dynamic application security testing (DAST)

* Can be thought of as testing the application from the outside in

* By examining the application in its running state, and trying to poke
it and prod it in unexpected ways in order to discover security
vulnerabilities

Interactive application security testing (IAST)

e Can be thought of as testing the application from the outside in

* By examining the application in its running state, and trying to poke
it and prod it in unexpected ways in order to discover security
vulnerabilities

Software Composition Analysis (SCA)

* Software Composition (or Component) Analysis is the process of
identifying potential areas of risk from the use of third-party and
open-source software components

e SCA is a form of Cyber Supply Chain Risk Management

MIS 5214 Security Architecture

7
(
|
[
]
|

SAST vs. DAST

Static application security testing (SAST) and dynamic application security testing (DAST)
are both methods of testing for security vulnerabilities, but they’re used very differently.

Here are some key differences between the two:

White box security testing l

* The tester has access to the
underlying framework, design, and
implementation

* The application is tested from the
inside out,

« This type of testing represents the
developer approach.

Requires source code |
* SAST doesn't require a deployed
application,

* It analyzes the source code or binary
without executing the application.

Finds vulnerabilities ¢
earlier in the SDLC

+ The scan can be executed as soon as
code is deemed feature-complete J

Less expensive to fix '
vulnerabilities
* Since vulnerabilities are found earlier

in the SDLC, it's easier and faster to
remediate them.

* Findings can often be fixed before the
code enters the QA cycle.

Can't discover run-time I
and environment-related
issues

* Since the tool scans static code, it
can't discover run-time vulnerabilities. J

Typically supports all
kinds of software

+ Examples include web applications,
web services, and thick clients.

)

SAST and DAST
techniques complement
each other.

&

7S

Black box security testing

* The tester has no knowledge of the
technologies or frameworks that the
application is built on.

* The application is tested from the
outside in,

* This type of testing represents the

hacker approach.

Requires a running

application

* DAST doesn't require source code or
binaries.

* It analyzes by executing the

application.

Finds vulnerabilities toward
the end of the SDLC

+ Vulnerabilities can be discovered after
the development cycle is complete.

More expensive to fix
vulnerabilities
+ Since vulnerabilities are found toward

the end of the SDLC, remediation often
gets pushed into the next cycle.

« Critical vulnerabilities may be fixed as
an emergency release.

Can discover run-time and
environment-related issues

« Since the tool uses dynamic analysis
on an application, it is able to find
run-time vulnerabilities.

Typically scans only apps
like web applications and
web services

+ DAST is not useful for other types of
software.

Both need to be carried
out for comprehensive
testing.
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Automated application security testing tools

ABILITY TO EXECUTE

2021 Magic Quadrant =

WhiteHat Security @

® Synopsys
@ Veracode o

@ Checkmanx

@ HCL Software

° @ Micro Focus
Contrast Security
" @ Giilab
Onapsis @ _ @ snyk
invici @ °® @ Rapid7
Data Theorem
GitHub @
COMPLETENESS OF VISION As of Apr 2021 © Gartner, Inc

MIS 5214 Security Architecture

Some vendors provide SAST tools, others provide
DAST tools, others provide SCA tools

Some vendors provide combinations of these tools
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Automated application security testing tools provide

vulnerability reports

(2 Checkmarx

WebGoat
Code Security Report

cx-na WebGoat - Standard Cx North America Nov 24, 2020

MIS 5214 Security Architecture

Executive Summary

Total Vulnerabilities

279 141 171% 79 157%
1 —

Vulnerabilities per Engine

120
100
90
60 58
b5
30
0
SAST
Scan Information
Application name: WebGoat - Standard
Project name: WebGoat
Project type: Web App, Mobile, Desktop, Services, Default-Other
Risk level:
Result triage: SAST:
100% To Verify
SCA:

100% Not Ignored

W High

59 198%

41

SCA

Med

Low

Scan Results Overview

File name:

Scan 1D;

Hashcode:

Origin:

Languages:
Number of engines:
Total LOC:
Completed date:

SAST

SCA

7 4

1
abd227d568dc64e3206d86fec6898026
null

Java, JavaScript

2

0

10/11/2020

Risk level: m

Packages: 749 |  Risk level: m

1




SAS

OWASP Top 10 2013

Vulnerabilities: 152

PCI DSSv3.2

Vulnerabilities: 126

Compliance Report Examples

@ownrsp OWASP Top 10 2017
Top 10 vulnerability types: Vulnerabilities: 154 Top 10 vulnerability types:
Bl Rreflected_x55_All_Clients (29) Bl reflected_xsS_All_Clients (39)
H 5QL_Injection (23) ﬂ SQL_Injection (23)
H Client_DOM_Open_Redirect (16) B Use_Of_Hardcoded_Password (13)
B stored_xss (10) [} stored_xss (10)
B srF () B} use_of Hard_coded_Cryptographic_Key (8)
B use_of_Cryptographically_Weak_PRNG (8) B use_of Cryptographically Weak_PRNG (8)
ﬂ Heap_lnspection (8) n Heap_Inspection (8)
ﬂ Use_of_Hard_coded_Cryptographic_Key (8) n Use_Of_Hardcoded_Password (7)
] client_JQuery_Deprecated_Symbols (7) Bl Log Forging 7)
m Use_Of_Hardcoded_Password (7) m Client_JQuery_Deprecated_Symbols (7)

wp—‘ﬁ OWASP Mobile Top 10 2016

Top 10 vulnerability types: Vulnerabilities: 66 Top 10 vulnerability types:

EJ Reflected_XSS_All_Clients (39) B s0L_injection (23)

B sQL_injection (23) B side Channel_Data_Leakage (17)

n Stored_XSS (10) B} Use_of Hard_coded_Cryptographic_Key (8)
Bl xsrF (9) B wog Forging (1)

B Use_of_Hard_coded_Cryptographic_Key (8) ﬂ Use_Of_Hardcoded_Password (7)

B uUse_of Cryptographically_Weak_PRNG (8) B inadequate_Encryption_Strength (2)

n Log Forging (7) Deserialization_of_Untrusted_Data (2)

u Use_Of_Hardcoded_Password (7)
Bl diient_Potential_XsS (3)

[} Httponlycookies (3)

@ownasp
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SAS

FISMA 2014

Vulnerabilities: 161

Compliance

Top 10 vulnerability types:

Bl Reflected_xs5_All_Clients (39)

E3 sQLinjection (23)

EJ client_DOM_Open_Redirect (16)

n Use_Of_Hardcoded_Password (13)

Bl stored_xss (10)

B Use_of_Cryptographically_Weak_PRNG (8)
Use_of_Hard_coded_Cryptographic_Key (8)
) Heap_inspection (8)

B Log Forging (7)

Use_Of_Hardcoded_Password (7)

MIS 5214 Security Architecture

EismA

Report Examples

NIST SP 800-53

Vulnerabilities: 172

Top 10 vulnerability types:

B reflected_x55_All_Clients (39)

B3 soL_injection (23)

H Client_DOM_Open_Redirect (16)

u Use Of Hardcoded_Password (13)

B stored_xss (10)

B sskF (9)

n Use_of_Cryptographically_Weak_PRNG (8)
u Use_of_Hard_coded_Cryptographic_Key (8)
u Heap_Inspection (8)

m Use Of Hardcoded_Password (7)

53

NIST



SAST Report Details

JavaScript

Client_DOM_XSS (1)

A successful XSS exploit would allow an attacker to rewrite web pages and insert malicious scripts which would alter the intended
output. This could incdlude HTML fragments, CSS styling rules, arbitrary JavaScript, or references to third party code. An attacker could
use this to steal users’ passwords, collect personal data such as credit card details, provide false information, or run malware. From the
victim's point of view, this is performed by the genuine website, and the victim would blame the site forincurred damage. An
additional risk with DOM XS5 is that, unlike reflected or stored XSS, tainted values do not have to go through the server. Since the
server is not involved in sanitization of these inputs, server-side validation is not likely to not be aware XS5 attacks have been
occurring, and any server-side security solutions, such as a WAF, are likely to be ineffective in DOM XS5 mitigation.

w New | 244648 | Row 1

State: To Verify
Source node: location
Source file: MWebGoat-develop/webgoat-container/src/main/resources/static/js/libs/backbone-min.js
Sink node: location
Sink file: MWebGoat-develop/webgoat-container/sro/main/resources/static/js/libs/backbone-min.js
Compliances: OWASF Top 10 2013, OWASP Top 10 2017, PCI D55 v3.2, FISMA 2014, NIST SP 800-53
CWE CWE-79

Notes: -

MIS 5214 Security Architecture

Nature Type ID  Name

ChildOf o 74 Improper Neutralization of S

ParentOf O 80  Improper Neutralization of

ParentOf O 81 Improper Neytralization of

ParentOf © 83  Improper Neutralization of

ParentOf O 84 Improper Neutralization of

ParentOf O 85  Doubled Character XSS Manipulations
NPNEAPUQS a3 pIosenctNom . =

Common Weakness Enumeration
A Commuonty-Developed List of Software & Hardware Weakness Types

QU

Mome > CWE List > CWE- Individual Dictionary Definition (4.3)

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Weakness 1D: 79

Structure: Srote
Presentation Fier: [Compiete ]

¥ Description

The software does not neutralize or incorrectly neutralizes user-controllable input before It Is placed in output that Is used as a web page that is served to other users.
v

Cross-site scripting (XSS) vulnerabilities occur when:

« 1. Untrusted data enters a web application, typically from a web request.

« 2. The web application dynamically generates a web page that contains this untrusted data.

« 3. During page generation, the application does not prevent the data from containing content that is executable by a web browser, such as JavaScript, HTML tags, HTML attributes, mouse events, Flash, ActiveX, etc.
« 4. A victim visits the generated web page through a web browser, which contalns malicious script that was Injected using the untrusted data.

5. Since the script comes from a web page that was sent by the web server, the victim's web browser executes the malicious script in the context of the web server’s domain.
6. This effectively violates the lnlen!km of the web browser's same-origin policy, which states that scripts in one domain should not be able to access resources or run code in a different domain.

There are three main kinds of XSS:

+ Type 1: Reflected XSS (or Non-! nersnsxem) The server reads data directly from the HTTP request and reflects It back in the HTTP response. Reflected XSS exploits occur when an attacker causes a vlcnm m supply,

content to a which is then reflected back to the victim and executed by the web browser. The most common mechanism for delivering malicious content is to include il
parameter in a URL that Is posted Dubllcly or e-mailed directly to the victim. URLs constructed in this manner constitute the core of many phishing schemes, whereby an attacker convinces a victim to visit a URL that
refers to a vulnerable site. After the site reflects the attacker's content back to the victim, the content is executed by the victim's browser.
« Type 2: Stored XSS (or ) - The ion stores data in a database, message forum, visitor log, or other trusted data store. At a later time, the dangerous data is subsequently read back into
the application and included In dynamic content. From an attacker's perspective, the optimal place to inject malicious content is in an area that is displayed to either many users or particularly interesting users.
Interesting users typically have elevated privileges in the application or interact with sensitive data that is valuable to the attacker. If one of these users executes malicious content, the attacker may be able to perform
privileged operations on behalf of the user or gain access to sensitive data belonging to the user. For example, the attacker might Inject XSS into a log message, which might not be handled properly when an
administrator views the logs.
« Type 0: DOM-Based XSS - In DOM-based XSS, the client performs the injection of XSS into the page; in the other types, the server performs the injection. DOM-based XSS generally invalves server-controlled, trusted;
script that is sent to the client, such as Javascript that performs sanity checks on a form before the user submits it. If the server-supplied script processes user-supplied data and then injects it back into the web page
(such as with dynamic HTML), then DOM-based XSS is possible.

Once the malicious script is injected, the attacker can perform a variety of malicious activities. The attacker could transfer private information, such as cookies that may include session information, from the victim's machine
the attacker. The attacker could send malicious requests to a web site on behalf of the victim, which could be especially dangerous to the site if the victim has administrator privileges to manage that site. Phishing attacks cou}
be used to emulate trusted web sites and trick the victim into entering a password, allowing the attacker to compromise the victim's account on that web site. Finally, the script could exploit a vulnerabllity in the web browser
itself possibly taking over the victim's machine, sometimes referred to as “drive-by hacking.
In many cases, the attack can be launched without the victim even being aware of it. Even with careful users, attackers frequently use a variety of methods to encode the malicious portion of the attack, such as URL encoding’
or Unicode, so the request looks less suspicious.

¥ Alternate Terms
XSS: *XSS" is a common abbreviation for Cross-Site Scripting.
HTML Injection: "HTML injection” is used as a synonym of stored (Type 2) XSS.
css: In the early years after initial discovery of XSS, "CSS" was a commonly-used acronym. However, this would cause confusion with "Cascading Style Sheets,” so usage of this acronym has declined
significantly.
O —_

The table(s) below shows the weaknesses and high level categories that are related to this weakness. These relationships are defined as ChildOf, ParentOf, MemberOf and give insight to similar items that may exist at higher
and lower levels of abstraction. In addition, relationships such as PeerOf and CanAlsoBe are defined to show similar weaknesses that the user may want to explore.

¥ Relevant to the view "Research Concepts" (CWE-1000)



https://cwe.mitre.org/data/definitions/79.html

DAS

TINF®IL

SHCURITY

SCAN SUMMARY

June 17, 2020
httpe//demo.testfire.net

This site was checked for 65 classes of vulnerabilities, with up to hundreds of tests for each
wulnerability class. This site is considered to be Very Unsafe as of June 17, 2020.

VULNERABILITY CLASSES
The ing types of
sean.

Allowed HTTP methods

Blind SQL Injection (timing attack)
Clickjacking

Credit card number disclosure
Cross-Site Seripting in attribute of HTML
element

Cross-Site Seripting in HTML "script” tag
Cross-Site Seripting in HTML "vbscript” tag
Cross-Site Seripting (XSS) in path
Directory listing is enabled.

Disclosed US Social Security Mumber
File Inclusion

Found an HTML object

Found Stacktrace

HTTP PUT i enabled

LDAP Injection

Missing Subresource Integrity Protection
Non HTTP-Only Cookies

Operating system command injection
Password field with autocomplete
Path Traversal

Persistent Cross-Site Scripting (XSS)
Remote file inclusion

Scriptless Cross-Site Scripting in attribute
of HTML element

Session Cookie Expiration

Session ID Entropy

Spammable contact form

S5Lv3 Enabled

The TRACE HTTP method is enabled
TLS Vulnerable to POODLE
Unencrypted password form
WebDAV

¥Path Injection

YAML Injection (timing)

were looked for over the 27 URLs found during this security

ASPMNET DEBUG Method Enabled
Buffer Overflow

Code Injection

Cross-Site Request Forgery
Cross-Site Scripting in event attribute of
HTML element

Cross-Site Scripting in HTML tag
Cross-Site Scripting [(XS5)

CVS/SVN user disclosure

Disclosed e-mail address

DOM Based Cross-Site Scripting
Found a CAPTCHA protected form
Found Robots tx

FrontPage Extensions Enabled
Insecure Cookies

Misconfiguration in LIMIT directive of
htaccess file

Mixed Resource

OpenSSL Heartbeat Extension Memory
Leak (Heartbleed)

Outdated TLS Supported

Password Submission via GET
Permissive CORS Policy

Private IP address disclosure
Response splitting

Server-Side Include Injection

Session Fixation

Shellshock

SAL Injection

Strutshock (CVE-2017-5638)

TLS Fallback is not Supported
Unencrypted HTTP Basic Authentication
Unvalidated redirect

XML External Entity Injection

YAML Injection

SCAN OVERVIEW
STATUS ON 06/17/2020

NUMBER OF VULMNERABILITIES

- 8

@ HIGH

VULNERABILITY: CROSS-SITE REQUEST FORGERY

DETAILS

Severity High

URL http://demo.testfire.net/'admin/admin jsp
Variable addAccount

Element form

INJECTION

Matched by Regular Expression  <form id="addAccount” name="addAccount”

£ {’? 'y 3

Your website is

Very Unsafe

Total Vulnerabilities

'WHAT'S THE WORST THAT COULD HAPPENT

With your current vulnerabilities a hacker could potentially infiltrate your website, steal your
user's cookies, log the keys they type, and pretend to be them on your website. And that's

just the tip of the iceberg. Data breaches like this, once disclosed, can often lead to a 20%

laes in your custamer base. We highly recommend you fix these vulnerabilities quickly and

with much vengeance.

LOGIN STATUS

Login Successful: Yes

SITEMAP

hMitpidemo testfire net/

http2idemo testfire net/admin/admin_jsp
hitp/demo testlire net/bank/applyjsp
hitpidemo testfire.net/bankiccApply
hitp/demo testlire net/bank/customize jsp
hMttp2fdemo testfire net/bank/doTransfer
hitpidemo testlire nel/bank/main jsp
hitpidemo testiire netbank/queryxpath jsp
hitp/demo testfire net/bank/shawAccount
hitp/demo testfire. net/bank/showTransactions
hitpidemo testlire nelbank/transaction jsp
nhitpfdemo testfire net/bank/transfer jsp
hitpyidema testfire net/default jsp
hitpsidemo testfire net/disclaimer.htm
hitpidemo testfire. net/doSubscribe
hitpidemo testfire. net/feedback. jsp
hitpyidema testfire nel/index jsp

hitpidemao testfire net/search jsp
hitpidemo testfire nel/sendFeedback

hitpzidemo testfire net/status_check jsp

action="" method="post"> <tr> <td colspan="4">
<h2>Add an account to an existing user</h2>
<ftd> </tr> <tr> <th> Users: </th> <th> Account
Types: </th> <th> </th> <th> </th> </tr> <tr> <td>
<select name="username" id="usernams"
size="1"> <option value="admin">admin</option>
<option value="jdoe">jdoe</option> <option
value="jsmith">jsmith</option> <option
value="sspeed">sspeed</option> <option
value="tuser">tuser</option> </select> </td> <td>
<select name="accttypes"> <option
value="Checking">Checking</option> <option
value="Savings" selected>Savings</option=>
<option value="IRA">|RA</option> </select> </td>
<td></td> <td><input type="submit" value="Add
Account"></td> </tr> </form>

DESCRIPTION

Cross-Site Request Forgery (CSRF) allows an attacker to execute actions on behalf of an unwitting
user who is already authenticated with your web application. If successful, user data and user actions
can be compromised. If the user who is attacked with CSRF happens to be an administrator, the entire
web application should be considered compromised. CSRF occurs when a user submits datato a
form or input he/she did not intend; usually an attacker will accomplish this by sending them a link or
convincing them to input to a different form that looks similar and posts to the same place.

HOW TO FIX
A unigue token that guarantees freshness of submitted data must be added to all web application

elements that can affect business logic.

REFERENCES

Wikipedia - http://en.wikipedia.org/wiki/Cross-site_request_forgery

CGl Security - http:/fwww.cgisecurity.com/csrf-fag.html

OWASP - httpsi//wiki.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
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Application Security Assessment and Recommendations

Issue Types &) ToC Fix Recommendations @ TOC

Issue Type Number of Issues Remediation Task Number of Issues

L B - I3l Review possible solutions for hazardous character injection 2
20l Authentication Bypass Using HTTP Verb Tampering 3 | m — thef’secure‘ Sl i j 2 |I
Cross-Site Request Forgery 23
m - — - m Change server's supported ciphersuites 2 |
m Cross-Site Scripting | m Configure your server to allow only required HTTP methods 3 I
m Microsoft FrontPage Extensions Site Defacement I m Set proper permissions to the FrontPage extension files 3 I
m Missing Secure Atiribute in Encrypted Session (SSL) Cookie I H Validate the value of the "Referer” header, and use a one-time-nonce 23 [ |
m RC4 cipher suites were detected 1 for each submitted form
. ) Always use SSL and POST (body) parameters when sending 185
m Alternate Version of File Detected 45 - sensitive information.
m Body Parameters Accepted in Query 9 I Apply configuration changes according to Q218180 1
m Browser Exploit Against SSL/TLS (a.k.a. BEAST) Apply proper authorization to administration scripts 1
m Cacheable SSL Page Found 67 _ Config your server to use the "Content-Security-Policy” header 5
m Direct Access to Administration Pages 1 Config your server to use the "X-Frame-Options" header 4
m Drupal "keys" Path Disclosure 1 Contact the vendor of your product to see if a patch or a fix has been 1
made available recently
m Insecure "OPTIONS™ HTTP Method Enabled 1 Disable WebDAYV, or disallow unneeded HTTP methods
m Microsoft FrontPage Server Extensions Vital Information Leakage 2 | Do not accept body parameters that are sent in the query string 9
m Microsoft 1IS Missing Host Header Information Leakage 1 Modify FrontPage extension file permissions to avoid information 2
— - - leakage
m Missing "Content-Security-Policy” header o [ Modify your Web Config file to encrypt the VIEWSTATE parameter 20
m Missing Cross-Frame Scripting Defence 4 I Prevent caching of SSL pages by adding "Cache-Control: no-store” 67
m Query Parameter in SSL Request 185 _ and "Pragma: no-cache" headers to their responses.
m Temporary File Download 3 I Remove old versions of files from the virtual directory 48
Remove source code files from your web-server and apply any 1
L Unencrypted __VIEWSTATE Parameter 20 [ relevant patches
m Web Application Source Code Disclosure Pattern Found 1
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This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

High severity issues: 79

Medium severity issues: 198
Total security issues included in the report: 277
Total security issues discovered in the scan: 308

Application Security
Vulnerability
Assessment Report

MIS 5214 Security Architecture

Issues Sorted by Issue Type

Authentication Bypass Using SQL Injection El

Blind SQL Injection A

Cross-Site Request Forgery EX

Cross-Site Scripting Ei

HTTP PUT Method Site Defacement IEXl

Inadequate Account Lockout KN

Microsoft FrontPage Extensions Site Defacement El

Missing Secure Attribute in Encrypted Session (SSL) Cookie KN
Phishing Through URL Redirection KN

WebDAV MKCOL Method Site Defacement IEl

Alternate Version of File Detected IEl

Cacheable SSL Page Found EX

Hidden Directory Detected K&

Microsoft FrontPage Configuration Information Leakage Kl
Microsoft FrontPage Server Extensions Vital Information Leakage EHi
Microsoft IIS Missing Host Header Information Leakage Kl
Query Parameter in SSL Request IEA

Temporary File Download E3

Unencrypted _ VIEWSTATE Parameter Kill

Web Application Source Code Disclosure Pattern Found Els-



AppScan example

Advisories

* Authentication Bypass Using SQL Injection _

* Blind SQL Injection

* Cross-Site Request Forgery

* Cross-Site Scripting

* HTTP PUT Method Site Defacement

* Inadequate Account Lockout

* Microsoft FrontPage Extensions Site Defacement

* Missing Secure Attribute in Encrypted Session (SSL) Cookie
* Phishing Through URL Redirection

* WebDAV MKCOL Method Site Defacement

* Alternate Version of File Detected

= Cacheable SSL Page Found

* Hidden Directory Detected

* Microsoft FrontPage Configuration Information Leakage

* Microsoft FrontPage Server Extensions Vital Information Leaka
* Microsoft IIS Missing Host Header Information Leakage

* Query Parameter in SSL Request

* Temporary File Download

* Unencrypted __ VIEWSTATE Parameter

= Web Application Source Code Disclosure Pattern Found
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Authentication Bypass Using SQL Injection EJ

Issue 1 of 2 Toc

Authentication Bypass Using SQL Injection
Severity:

URL: hitps:/iwww.r,, ..
Entity: UserName (Parameter)
Risk:

[ i ~mrpnrt ?
ey s N s

-

It may be possible to bypass the web application’s authentication mechanism
Causes:
Fix:

Sanitation of hazardous characters was not performed correctly on user input

Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because when four types of request were sent - a valid login, an invalid
login, an SQL attack, and another invalid login - the responses to the two invalid logins were the same, while the response
to the SQL attack seems similar the response to the valid login.

Issue 2 of 2 TOC

Authentication Bypass Using SQL Injection

Severity:

URL: https:/iwww. ~~=- e e e e Ve o e A e S s O

Entity:  Password (Parameter)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because when four types of request were sent - a valid login, an invalid
login, an SQL attack, and another invalid login - the responses to the two invalid logins were the same, while the response
to the SQL attack seems similar the response to the valid login.
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Authentication Bypass Using SQL Injection ToC

Test Type:

Application-level test

Threat Classification:
Insufficient Authentication

Causes:
Sanitation of hazardous characters was not performed commectly on user input

Security Risks:

It may be possible to bypass the web application's authentication mechanism
Affected Products:

CWE:

References:

"Web Application Disassembly with ODBC Error Messages” (By David Litchfield)
SQL Injection Training Module

Technical Description:

The application uses a protection mechanism that relies on the existence or values of an input. but the input can be modified by an untrusted user
in @ way that bypasses the protection mechanism.

When security decisions such as authentication and authorization are made based on the values of user mput, attackers can bypass the security of
the software.

Suppose the guery in guestion is:

EELECT ODUNT(*] FROM accosuts WHERE usarmemes"Suscr” AND possword-'$pass’

Where Suser and Spass are user mput (collected from the HTTP request which invoked the script that constructs the query - either from a GET
request query parameters. or from a POST request body parameters). A regular usage of this query would be with values Juser=john,
Spassword=secret123. The query formed would be:

CELECT OOONT(*) FROM accoswts WHERE usormame-"john' AND pessword- 'scoroblil”

The expected guery result is 0 if no such user+password pair exists in the database, and =0 if such pair exists (i.e. there is a user named John' in
the database, whose pasMS 5‘2&4t§5ﬁ”ﬂﬁi§‘#&lﬁ£ihﬁ€ﬁ§u B&sic authentication mechanism for the application. But an attacker can
bypass this mechanism by submitting the following walues: Juser=john, Spassword="0R "1"="1.
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Technical Description:
The application uses a protection mechanism that relies on the existence or values of an input, but the input can be modified by an untrusted user
in a way that bypasses the protection mechanism.

When security decisions such as authentication and authorization are made based on the values of user input, attackers can bypass the security of
the software.

Suppose the query in question is:

SELECT COUNT(*) FROM accounts WHERE username='Suser' AND password='Spass'

Where $user and $pass are user input (collected from the HTTP request which invoked the script that constructs the query - either from a GET
request query parameters, or from a POST request body parameters). A regular usage of this query would be with values $user=john,
$password=secret123. The query formed would be:

SELECT COUNT(*) FROM accounts WHERE username='jchn' AND password='secretlz23?

The expected query result is 0 if no such user+password pair exists in the database, and =0 if such pair exists (i.e. there is a user named 'john’ in
the database, whose password is 'secret123’). This would serve as a basic authentication mechanism for the application. But an attacker can
bypass this mechanism by submitting the following values: $user=john, $password="OR "1'="1.

The resulting query is:

SELECT COUNT (*)}) FROM accounts WHERE username='john' AND password='' QR "1'="'1"

This means that the query (in the SQL database) will return TRUE for the user 'john’, since the expression 1=1 is always true. Therefore, the query
will return a positive number, and thus the user (attacker) will be considered valid without having to know the password.
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Additional best practices for secure application development

1.

O 0 N O U B WD

Defense-in-Depth

Positive Security Model Characteristics which can help in
] quickly spotting common weaknesses
Fail Safely and poor controls

Run with Least Privilege

Avoid Security by Obscurity

Keep Security Simple

Use Open Standards

Keep, manage and analyze logs to detect Intrusions
Never Trust External Infrastructure and Services

10. Establish Secure Defaults



Defense In Depth

Layered approaches provide more security over the long term than one
complicated mass of security architecture

» Sequences of routers, firewalls and intrusion detection/protection monitoring devices
used to examine data packets, reduce undesired traffic and protect the inner
information systems

* Access Control Lists (ACLs), for example, on the networking routers and firewall
equipment to allow only necessary traffic to reach the different system components (i.e.
web servers, application servers, file servers, database servers...)

* Quickly eliminating access to services, ports, and protocols significantly lowers the
attack surface and overall risk of compromise to the system on which the application
Is running



Positive Security Model

Positive security models use “whitelist” to allow only what is on the list,
excluding everything else by default

* “Deny by default”

* In contrast with negative (blacklist) security models that allow
everything by default, eliminating only the items known to be bad

* Problems:

* Blacklist must be kept up to date
* Even if blacklist is updated, an unknown vulnerability can still exist
* Attack surface is much larger than with a positive security model



Fail Safely

* An application failure can be dealt with in one of 3 ways:

1. Allow
2. Block
3. Error

* In general, application errors should all fail in the same way:

 Disallow the operation (as viewed by the user) and provide no or minimal
information on the failure

* Do not provide the end user with additional information that may help in
compromising the system

e Put the error information in the logs, but do not provide to the user to use in
compromising the system



Run with Least Privilege

* Principle of Least Privilege mandates that accounts have the least
amount of privilege possible to perform their activity

e This includes:

e User rights: file system access permissions, application process access
permissions, and database permissions

* Resource permissions: CPU limits, memory capacity, network bandwidth



Avoid Security by Obscurity

e Obfuscating data (hiding it) instead of encrypting it is a very weak
security mechanism
* |If a human can figure out how to hide the data a human can learn how to
recover the data

* Never obfuscate critical data that can be encrypted or never stored in
the first place



Keep Security Simple

e Simple security mechanisms are easy to verify and easy to implement
correctly

* Avoid complex security mechanisms if possible
* “The quickest method to break a cryptographic algorithm is to go around it”

* Do not confuse complexity with layers: Layers are good; complexity isn’t



Use Open Standards

* Open security standards provide increased portability and
interoperability

* IT infrastructure is often a heterogeneous mix of platforms, open
standards helps ensure compatibility between systems as the
application grows

* Open standards are often well known and scrutinized by peers in the
security industry to ensure they remain secure



Keep, manage and analyze logs to help detect intrusions

* Applications should have built-in logging that is protected and easily
read

* Logs help you troubleshoot issues, and just as important — help you to
track down when or how an application might have been
compromised



Never Trust External Infrastructure and Services

* Many organizations use the processing capabilities of third-party

partners t
postures t

e It is unlike

nat more than likely have differing security policies and
nan your organization

y that you can influence or control an external third party

* Implicitly trusting externally run systems is dangerous!



Establish Secure Defaults

* New applications should arrive or be presented to users with the
most secure default settings possible that still allow business to
function

* This may require training end users or communications messages

* End result is a significantly reduced attack surface
» Especially when application is pushed out across a large population



Test Areas for Auditing Applications

1. Input Controls, Process Controls, and Output Controls
e Review and evaluate controls built into system transactions for i data

* Determine the need for error/exception reports related to data integrity and evaluate
whether this need has been filled

2. Interface Controls

* Review and evaluate the controls in place over data feeds to and from interfacing
systems

* If the same data is kept in multiple databases and/or systems, ensure that periodic
sync processes are executed to detect any inconsistencies in the data

3. Audit Trails

* Review and evaluate the audit trails present in the system and the controls over those
audit trails

* Ensure that the system provides a means of tracing a transaction or piece of data
from the beginning to the end of the process enabled by the system



Test Areas for Auditing Applications

4. Software Change Controls

* Ensure that the application software cannot be changed without going through a
standard checkout/staging/testing/approval process after it is placed into
production

* Evaluate controls regarding code checkout and versioning

* Evaluate controls regarding the testing of application code before it is placed into a
production environment

e Evaluate controls regarding batch scheduling

5. Backup and Recovery

* Determine whether a Business Impact Analysis (BIA) has been performed on the
application to establish backup and recovery needs

* Ensure that appropriate backup and recovery controls are in place
* Ensure appropriate recovery controls are in place



Test Areas for Auditing Applications

6. Data Retention and User Involvement
* Evaluate controls regarding the application’s data retention
* Evaluate overall user involvement and support for the Application

7. ldentity, Authentication, and Access Controls...
8. Host Hardening...
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