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Course Goals — Security Architecture

Learn about how organizations
* Align their IT security capabilities with their business goals and strategy

* Plan, design and develop enterprise security architectures
* Assess IT system security architectures and capabilities

Objectives
1. Learn key Enterprise Security Architecture concepts

2. Develop an understanding of contextual, conceptual, logical, component, and
physical levels of security architectures and how they relate to one another

3. Learn how security architectures are planned, desighed and documented
4. Gain an overview of how security architectures are evaluated and assessed

5. Gain experience working as part of a team, developing and delivering a
professional presentation
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Course Web Site

Class MIS Community Web Site:

https://community.mis.temple.edu/mis5214sec951spring2025/welco
me-to-security-architecture/

Class Canvas Web Site:
https://templeu.instructure.com/courses/156069
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Instructor

Instructor: Paul Warner
Email: paul.warner@temple.edu


http://community.mis.temple.edu/dlanter/

Syllabus
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MIS 5214 - Security Architecture
Spring 2022

Instructor
David Lanter. Ph.D. GISP CISA CISSP
Office Hours: Via Zoom by appointment
Email: David Lonter@templeedy
e-profile: http://community.mis temple.cdu/dlanter/

Class Format: Online
‘ebruary 27- March 6,8:00 AM - 1.
Class Location: Zoom link (click here]

0 PM Beijing Time

Website:
security-architecture/
Canvas: https://templeu.instructure.com/courses/110308
Description
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Required Textbook and Readings

+ Corporate Computer Security, 5th Edition, 2021 Boyle, Randall | and Panko,
Raymond R., Pearson, ISBN-13: 0780135623248

HEDULE
websie including:

Nationl Institute of Standards and Technology (NIST) Speci
Publication 800 Series documents describing federal govnm\\en!
security policies, procedures and guidelines
Federal Information Processing Standards (FIPS)

Federal Risk and Authorization Management Progrars (FedRAMP)
documents and templates
o Articles from OWASP. Microsof:. and other sources

Harvard Business Publishing available at:

httpe://hbsp harvard.ed import /97080

Class Schedule
unit Topics
| ntroduction
b [ The Threat Environment
5[ System Securiy Plan
5[ Planning and Policy
3| Case Stucy 17 igh-Performance Computing Cluster Under Aftack:
The Titan ncident”
5[ Cryptography
5[ secure Networ
b Firewalls, ntrusion
b | Case Study 27
o[ Access Control
b | Host Hard
s [ Application Secury
5[ Dsts protection
5[ Incdent and Disster Response
b [ Team Project Presentations
& [ Team Projec Presentations / Review
Final Exam

MIS 5214 Security Architecture
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Assignments
The readi N
concepts.
1 pleting.Complete

] before the first class:

Unit Readings

b « Boyie and Panko: Chapter 1 The Thieal Environment
+ Ross, JW, Weil P, and Robertson D.C. (2008), “Implement the
‘Operaing Model Via Enterprise Archiecture” (in the Harvard

Business Publshing course pack)
NS S 500-100 nfomaton Secunty Handboole A G fr
inagers”, Chapter 10 Risk Management pp.3:

) = NIST SP 800-1811 “Guide for Developing Securty Plans for
Edera omaon Systens’
+ "FoRAMP System Security Plan (SSP) Low Moderate High

Baseline Master Template
+ FIPS 199 "Standarcs for Securty Caleqorizalion of Federal
nformation and Information Systems”

i = Boyle and Panko, Chapter 2 Planning and Foic
+ ST SP 500-100 nfomation Secrt Handboole A Guidefr

apter 8 - S

o L 00 b0V iR st M epesof omtion
‘and Information Systems o Security Caleqores'. pp. 1-34

oS 200 Winmum Securs Reurements or Federal Inomaton
‘and Information Svstems’”. pp.

Reference
« NIST SP 800-60V2R1 “Appendices to Guide for Mapping Types of

% + Case Siudy 1 “A High-performance compuing cluster under
attackc The Titan Incident’ (in the Harvard Business Publishing
‘course pack)

MIS5214 Section 951 Syllabus Page -
Fublc Kex Infrastuclure and PKI Elements
ED + ol andPanko Chapter s Fievale
« Basle.C._Malteo. MC. and ot
s e Seruy Foleee Vo o Gt

e ok Toc E ke Che B
781799

b " Gase Sty 2 Dot Breae ot Equfo (e s
Business Publishing course pack

5 = Boyie and Panko, Chapler 5 Access Conlrol

ST 57 800633 Datal ety Gudelnes

NIST SP 800-63A 1 Enrol

\dentiy Proofing”

« NIST SP 800-638 “Diaita Identt Guidelines Authentication and
Litecycle Managerhent

g Chapter
« NIST SP 800-123 Guide fo General Server Securiy

Boyle and Panko. Chapler 8 Appicalion Securt
YASP

How10 use the OWASP Top 10 s a standard

Boyle and Panko, Chapler 9 Data Proleciion

7 = Boyle and Panko, Chapler 10 Incdent & Disaster Response
NIST SP 800 34r1 Contingency Planning Guide for Federal
Information Systems

2 Questions: Questions for
under "READING & CASE STUDY QUESTIONS". Post your answer to each of the questions as

‘midnight

To do so,click “Leave a Comment', Provide a paragraph or two of thoughtful analysis as
i issi i for th

assignment.

+ One Key Point Taken from Each Assigned Reading: "
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‘understanding of the facts of the case and have your own ideas, Studying the

case, doing your

‘wha thers say. This s how welear
ted

and take. C Leave with
. g your own analysis.

i I is also helpt
in large classes to express their views and gain feedback.
Casaes " s

Rather it helps develop your understanding why you need to gain more

b
you develop in class and apply in practice.

You will find the questions for each case study posted on the class website under
READING & CASE STUDY QUESTIONS. You will not post your answers to the case studs
questions on the class website. Instead you will upload two files to Canvas: One file will
contain your anstwers to Case Study 1's questions, and the second ile will contain your
answers to Case Study

‘Upload your answers to the case study questions to Canvas 1o later than the Saturday
efore our first face to face class together at Midnight.

Your

itten answers to the case study hould

imes New Roman font with one-inch mareins. Be sure to mclude

each question (including number) along with the answers in your document. Do not
prepare a separate cover page, instead put your name, the class section number

(MIS5214 BN

), 2nd the case name in the top-left comer of the header.

Name your submitted document file and upload it to Canvas using the following file

naming convention: class section number (MIS5214-
).l

D) ollowed by an nderscore
jowed by your name (lastfirso), followed by an underscore (*.”), followed by

the Case for the assignment.
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Participation

L

t basedan\\hanml
contribute. The frequency and quality of your contributions are equally important.

Team Project Presentation
Durng Ut 1 destswil becrganized st prjectteams Ech tem il denty

(SSP) for the informat pr Uait Tt
{eam il resent iSSP i 13 mimates nd aer qoetons posed  te mebersof e
other teams during 2 question and answer (Q&A) session.

Below i the schedule for the Team Projects:
Units Team Project Schedule
1 Draft System Security Plan (SSP) review
279 Draft 55P Review

37 Draft 5P Review

7b_| Presentation of Final Deliverables

8| Presentation of Final Deliverables

Drat Systs i : 3 3 should
achedule time and meet with your instructor to review and gain feedback on your

" . e e
https://app.diagrams net/, PowerPoint, Microsoft Visio,etc.)

class section
ofthe header of the

document. A

(
Followed by a dash (). followed by your name (frst-last), followed by an underscare
(“dash’). ollowed by the name of the assignment. For example: MIS5214-David.
Lanter_2ndDraft-SSP.pdf.

Exams.
There will be ring the Mid-Term and Final exams. Together
these exams are weighted 20% alyaur fins grade.

Below is the Exam schedule:

—r—
[ea | wiatem |
——Tr—

Mid-Term Exam will occur during class on March 4, and Final Exam will be made available
in Canvas and must be completed on March 9. In general, the final exam will be cumulative.

MANAGEMENT INFORMATION SYSTEMS
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emergency-situation. No make-up is possible for Final Exam.

Evaluation and Grading

Grading Critel
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the course.
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TEMPLE AND COVID-19

ipl

CovID p: resilience. y ol
eventualities. Working together as a community to deliver a meaningful learning expe
ether

Attendance Protocol and Your Health

The ps

whom you have had close
contact tests positive for COVID-19, the university can contact you. Recording of attendance

come il
work tual fexibiliy. i be
honest in representing class attendance,
Video Recording and Sharing Policy
educational pe to copy, publish, video
y portion i
course or. of
any students who are recorded,
educational privacy law k FERPA as well v
y y of thi property of
istributi  the Dean's off
o ommittee. iving an F in the

course. i i not limited to;

recorded), breakout session meetings, and more.

Code of Conduct Statement for Online Classes Online Behavior

online
discussions. The goal is to foster a safe learning environment where students feel

clase, you will be asked to illbe
that class. Please iversity policy i
behavior:
learning
physic The
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Online Classroom Etiquette

d

ehavir. Speciclly your

flecta clean and ional -

3 live ci We exp ill not disrupt

other people in the
istracting the class in In addit

mething in
eanng large
ot sying o zm.mmpmr] You xl\nuld arrive on time and leave when the class i over.
‘email or the chat

B
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Online exam proctoring

be quizzes in this
course. ity and record dings. It

3 P v to have the 41D, a laptop or

a he Google Chrome and Exgetatia
extension, d microph e

ora similar ps 8
scan of the room in which you are taking the exam.

Student and Faculty Academic Rights & Responsibilities
Freedom to teach and freedom to learn are inseparable facets of academic freedom.
licy on Student and Faculty Academic Rights and Responsibilities
(Policy #03.70.02) which can be accessed at policies.temple.cd.

Inclement Weather Policy
i Temple

P ill expected to meet.
will i Y g
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MIS 5214 - Security Architecture
Spring 2022

Instructor
David Lanter, Ph.D. GISP CISA CISSP
Office Hours: Via Zoom by appointment

Email: David Lanter@temple.edu

e-profile: http.//community.mis.temple.edu/dlanter,

Class Format: Online

Class Meetings: February 27- March 6, 8:00 AM - 12:00 PM Beljing Time
Class Location: Zoom link (click here

Website: https://community.mis.temple.edu/mis5214sec951spring2022 fwelcome-!
security-architecture/

Canvas: https://templew.instructure.com/courses/110308

Description
In this course you will study and learn about how: erganizations plan, design and
develop enterprise security architecture, IT security capabilities are aligned with
business goals and strategy, and IT system security architectures and capabilities
are assessed.

Objectives

1. Learn key Enterprise Security Architecture concepts

2. Develop an understanding of contextual, conceptual, logical, physical and
component levels or security architectures and how they relate to one another

3. Learn how security architectures are planned, designed and documented

4. Gain an overview of how security architectures are evaluated and assessed

5. Gain experience working as part of team, developing and delivering a professional
presentation

MIS 5214 Security Architecture
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Required Textbook and Readings

» Corporate Computer Security. 5th Edition. 2021, Boyle, Randall |. and Panko,
Raymond R., Pearson, ISBN-13: 5780135823248

* Weekly readings will also be found under the SCHEDULE menu on the class
website, including:
o National Institute of Standards and Technology (NIST) Special
Publication 800 Series documents describing federal government
security policies, procedures and guidelines
o Federal Information Processing Standards (FIPS)
o Federal Risk and Authorization Management Program (FedRAMP)
documents and templates
o Articles from OWASP, Microsoft, and ather sources

s Case studies and a reading are available as a course pack for purchase from
Harvard Business Publishing available at:
https:/ /hbsp.harvard.edu /import/897 080

Class Schedule
Unit # Topics
Oa Introduction

0Ob The Threat Environment

la System Security Plan

1b Planning and Policy

2a Case Study 1 “A High-Performance Computing Cluster Under Attack:
The Titan incident”

2b Cryptography

3a Secure Networks

3b Firewalls, Intrusion Detection and Protection Systems
4a Mid-Term Exam

ab Case Study 2 “Data Breach at Equifax”

5a Access Control

5h Host Hardening

6a Application Security

60 Data Protection

7a Incident and Disaster Response

7b Team Project Presentations

8 Team Project Presentations / Review
Final Exam

SCHEDULE

DELIVERABLES

HARVARD COURSEPACK
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Assignments +  Public Key Infrastructure and PKI Elements
The readings, questions, and case study assignments have been chosen to bring the real —
world into class discussion while illustrating fundamental concepts, 3b + Boyle and Panko, Chaper 6 Firewalls
« Basile C . Matteo M.C . 5. and I 5. "Detection

of Conflicts in Security Policies”, in Vacca J.R. (2017) Computer

1. Readings: Below is the reading schedule you are responsible for completing, Complete and Information Security Handbook Third Edition. Chapter 55 pp.

each reading and answer reading discussion questions posted to the class website 781-799
“+| before the first class:
Unit # Readings 4b + Case Study 2 “Data Breach at Equifax’, (in the Harvard
- . i ishing pack)
ob = Boyle and Panko: Chapter 1 The Threat Environment Business Publishing course pack)
* Ross, JW., Weill P, and Robertson D.C. (2008}, “Implement the
Operating Model Via Enterprise Architecture” (in the Harvard 5a *  Boyle and Panko, Chapter 5 Access Control
Business Publishing course pack) = NIST SP 800-63-3 “Digital Identity Guidelines”
+ NIST SF 800-100 “Information Security Handbook: A Guide for + NIST 5P 800-63A “Digital Identity Guidelines Enroliment and
Managers™, Chapter 10 Risk Management pp.&84-95 Identity Proofing” _ e )
+ NIST 5P 800-63B “Digital Identity Guidelines Authentication and
“Gui i i Lifecvcle Management”
1a +  NIST SP 800-18r1 "Guide for Developing Security Plans for Lifecvcle Management
Federal Information Systems” _
* ‘FedRAMP System Security Plan (SSP) Low Moderate High 5h + Boyle and Panko, Chapter 7 Host Hardening
Baseline Master Template = NIST SF 800-123 Guide to General Server Security
« FIPS 199 "Standards for Security Categorization of Federal

Information and Information Systems” Ga Boyle and Panko, Chapter & Application Security
OWASF Top 10, Introduction

1b + Boyle and Panko, Chapter 2 Planning and Policy + How to use the OWASP Top 10 as a standard

+ NIST SP 800-100 “Information Security Handbook: A Guide for How to start an Sec program with OWASF Top 10
Managers”, Chapter 8 — Security Planning, pp. 67-77 OWASF Attack Surface Cheat Sheet

« NIST SP 800-60V1R1 “Guide for Mapping Types of Information &b + Boyle and Panko, Chapter 9 Data Protection
and Information Systems to Security Cateqories™ pp_ 1-34

+ EIPS 200 "Minimum Security Requirements for Federal Information Ta » Boyle and Panko, Chapter 10 Incident & Disaster Response
and Information Systems”, pp. 1-9 »  NIST SP 800 34r1 Contingency Planning Guide for Federal

Information Systems
Reference

= NIST SP 800-60V2R1 "Appendices to Guide for Mapping Types of
Information and Information Systems to Security Categories”

2. Answer Questions: Questions for each topical unit are available on the class website,
under “READING & CASE STUDY QUESTIONS". Post your answer to each of the questions as

2a = Case Study 1: “A High-performance compufing cluster under B .
attack: The Titan Incident’, (in the Harvard Business Publishin ymc-iL:l:iorktthrough the readings by the Saturday before our first face to face class at
course pack) ght.

b ~ Boyle and Panko, Chapiar 3 Cryptography To do so, click “Leave a Comment”, Provide a paragraph or two of thoughtful analysis as

. NIST SP 800-53r4 "Security and Privacy Confrols for Federal your answer to each question. Late submissions of answers will result in lost credit for the

Informafion Systems and Organizations™, pp. 1-44 assignment.

+  NIST SP 800 53Ar4 *Assessing Security and Privacy Controls for
Federal Information and Information Systems™. pp. 1-28 * One Key Point Taken from Each Assigned Reading: To facilitate preparation and

active participation in class you are required to summarize and discuss one key
3a +  Boyle and Panko, Module A “Metworking Concepts” and Chapter point you took from each assigned reading.

4 "Security Networks

= NIST SP 800-145 “The NIST Definition of Cloud Computing” Case Studies: Case study analysis will be conducted in three phases:

= An Introdyction to DDoS — Distributed Denial of Service Affack | i Individual preparation is done as homework assignment questions you

answer that will prepare you to contribute in group discussion meetings. It will

MIS 5214 Security Architecture 8
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prepare you to learn from what others say. To fully benefit from the interchange
ofideas about a case’s problem, however, you must possess a good
understanding of the facts of the case and have your own ideas. Studying the
case, doing your homework and answering the questions readies you to react to
what others say. This is how we learn.

ii. Group discussions will be conducted during class as informal sessions of give
and take. Come with your own ideas and leave with better understanding, By
pooling your insights with the group you advance your own analysis.
Discussions within small groups is also helpful for those uncomfortable talking
in large classes to express their views and gain feedback.

(Class discussion advances learning from the case but does not solve the case.

Rather it helps develop your understanding why you need to gain mere

knowledge and learn concepts that provide the basis of your intellectual toolkit

you develop in class and apply in practice.

You will find the questions for each case study posted on the class website under
READING & CASE STUDY QUESTIONS. You will not post your answers to the case study
questions on the class website. Instead you will upload two files to Canvas: One file will
contain your answers to Case Study 1's questions. and the second file will contain your
answers to Case Study 2.

Upload your answers to the case study questions to Canvas no later than the Saturday
before our first face to face class together at Midnight.

Your written answers to the case study questions should not exceed one single-spaced
page using 11 point Times New Roman font with one-inch margins. Be sure to include
each question (including number) along with the answers in your document. Do not
prepare a separate cover page, instead put your name, the class section number
(MIS5214 BNAI), and the case name in the top-left corner of the header.

Name your submitted document file and upload it to Canvas using the following file
naming convention: class section number (MIS3214-BNAI), followed by an underscore
(“_"), followed by your name (last-first), followed by an underscore (*_"), followed by
the Case for the assignment.

For example: MIS5214-BNAI Lanter-David Casel pdf for the first case study, and
MIS3214-BNAI Lanter-David_Case 2. pdf for the second case study.

Below is the schedule for the Case Studies:
Unit Case Study

1c | Case Study 1: A High-performaonce computing cluster under
attack: the Titan incident
3b | Case Study 2: “Cyberattack: The Moersk Global Supply-Chain
Meltdawn”

MIS 5214 Security Architecture
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Participation

Your participation in class discussions is critical. Evaluation is based on you consistently
demonstrating your thoughtful engagement with the material. Assessment is based on what you
contribute. The frequency and quality of your contributions are equally important

Team Project Presentation

During Unit #1b students will be organized into project teams. Each team will identify an
information system and follow up throughout the week by developing a system security plan
(S5P) for the information system which they will present to the class during Units #7b/28. Each
team will present their SSP in 15 minutes and answer questions posed by the members of the
other teams during a question and answer (Q&A) session.

Below is the schedule for the Team Projects:
Unit # Team Project Schedule
2 1% Draft System Security Plan (SSP) review
3 2" Draft SSP Review
4 3™ Draft SSP Review
7b Presentation of Final Deliverables
8 Presentation of Final Deliverables

Draft System Security Plans: For these assignments you and your team should
schedule time and meet with your instructor to review and gain feedback on your
security architecture solution. You may produce system and security architecture
diagrams using a graphic drawing software tool of your choosing, (e.g.

https:/ /app.diagrams.net/, PowerPoint, Microsoft Visio, etc.)

Final deliverable document submission instructions: Put your name, class section
number and the week of the assignment in the top-left corner of the header of the
document. Name your submitted document file using the following naming convention
and upload it to your Canvas. File naming convention: course number (MIS5214),
Sfollowed by a dash (™"}, followed by your name (first-last), followed by an underscore
(“dash”), followed by the name of the assignment. For example: MIS3214-David-
Lanter_2ndDraft-55F.pdf.

Exams
There will be two exams given during the semester: Mid-Term and Final exams. Together
these exams are weighted 20% of your final grade.

Below is the Exam schedule:

Unit # Exam
4a Mid-Term
Final

Mid-Term Exam will oceur during class on March 4, and Final Exam will be made available
in Canvas and must be completed on March 9. In general, the final exam will be cumulative.

SCHEDULE

DELIVERABLES

HARVARD COURSEPACK
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Amissed exam can only be made up in the case of documented and verifiable extreme
emergency-situation. No make-up is possible for Final Exam.

Evaluation and Grading

Item Weight Grading Scale
5% ca-100 [A [73-7 3
Participation 25% 90-93 A 70-72 [
Team Project 25% 87 -89 B+ | 67-68 De
Exams. 25% 8386 B 6366 [
100% 8082 B | 60-62 0
T7-78 €+ | Belowsd |

Grading Criteria
The following criteria are used for evaluating assignments. You can roughly translate a
letter grade as the midpoint in the scale (for example, an A- equates ta a 91.5).

Criteria Grade

The assignment const exceeds It lity of A-ora

concepts and ideas ave detailed that transcend general discussions along similar tnplc

areas. There are no mechanical, issues that detract from

the ideas.

The assignment consi m fons. It contains all the B-B,B+
prescribed for the assignment and acommand of the

There is sufficiens detail to cover the subject completely but not too much as to be.
distracting There may be some proceduralissues, such as grammar or organizational
hallenges, but these do not detract from the intended assignment goals.

The assignment fails to consistently meet expectations. That is, the assignment is
complete but contains problems that detract from the intended goals. These issues may
be relating to content detail, be grammatical. or be a general lack of dlarity. Othe
problems might include not fully following assignment directions.

c-CC+

The assignment constantly fails to meet expectations. It is incomplete or in some other | Below C-
way consistently fails to demonstrate a firm grasp of the assigned material.

Late Assignment Policy
An assignment is considered late ifit is turned in after the assignment deadlines stated
above. No late assignments will be accepted without penalty unless arrangements for
vshdsted unusual or unforeseen situations have been made.
and case study cannot be turned in late. If you miss
l:ontnbntmg priorto the deadlines for class that week you will receive no credit for
»  Assignments will be assessed 2 20% penalty each day they are late. No credit is
en for assignments turned in over five calendar days past the due date.

MIS 5214 Security Architecture
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®  Youmust submit all assignments, even if no credit is given. If you skip an
assignment, an additional 10 points will be subtracted from your final grade in
the course.

and backup your work. Equipment failure is not an acceptable reason
for turning in an assignment late.

TEMPLE AND COVID-19

Temple University’s motto is Perseverance Conquers. and we will meet the challenges of the

COVID pandemic with flexibility and resilience. The university has made plans for multiple
Working together as a o deliver a ing

is a responsibility we all share: we're in this bng:lher sowe canbe tug:thm

Attendance Protocol and Your Health

Instructors are required to ensure that attendance is recorded for each in-person

or synchronous class session. The primary reason for documentation of attendance is to
facilitate contact tra . so that if a student or instructor with whom you have had close
contact tests positive for COVID-19, the university can contact you. Recording of attendance
will alse provide an opportunity for outreach from student services and for academic
support units to support students should they become ill. Faculty and students agree to act
in good faith and work with mutual flexibility. The expectation is that students will be
honest in representing class attendance.

Video Recording and Sharing Policy

Any recordings permitted in this class can only be used for the student's personal
educational use. Students are not permitted to copy, publish, or red: orvideo
recordings of any portion of the class session to individuals who are notstudents in the
course or academic program without the express permission of the faculty member and of
any students who are recorded. Distribution without permission may be a viclation of
educational privacy law, known as FERPA as well as certain copyright laws. Any recordings
made by the Instructor or university of this course are the property of Temple University.
Any unauthorized redistribution of video content is subject to review by the Dean's office,
and the University Disciplinary Committee. Penalties can include receiving an F in the
course and possible expulsion from the university. This includes but is not limited to;
assignment video submissions, faculty recorded Lectures or reviews, class meetings (live or
recorded), breakout session meetings, and more.

Code of Conduct Statement for Online Classes Online Behavior
Students are expected to be respectful of one another and the instructor in online
discussions. The goal is to foster a safe learning environment where students feel
comfortable in discussing concepts and in applying them in class. If for any reason your
behavior is viewed as disruptive to the class, you will be asked to leave and you will be
marked absent from that class. Please read the university policy concerning disruptive
behavior:
The disruptive student is one who persistently makes inordinate demands for
time and attention from faculty and staff, ham:ualry interferes with the learning
by disruptive verbal or fons, verbally threatens
or abuses college personnel, willfully damages L‘oﬂ'ege property, misuses drugs
or alcohol on college premises, or physically threatens or assaults others. The

MANAGEMENT INFORMATION SYSTEMS
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result is the disruption of academic, ini: ive, social, or i
activities on campus.

Online Classroom Etiquette

The expectation is that students attending online courses will behave in the same manner as
if they were in a live classroom. Be courteous and professional in your location, attire and
behavior. Specifically. your location should reflect a clean and professional appearance -
not a bedroom, crowded conference room, loud restaurant/bar, etc. Your attire should
mirror what you might wear to a live classroom. We expect tt dents will not disrupt
class through visuals or verbal outbursts, such as but not limited to, conversations with
other people in the room, engaging in inappropriate behavior while you are in class or
distracting the class in any other way. In addition, students should refrain from doing
something in their online class that they would not do in 2 live classroom. which includes
eating large meals, drinking alcohol, vaping, getting up often and leaving the online class
(ot staying at their computer]. You should arrive on time and leave when the class is over.
If there is an emergency of some kind, notify your faculty member via email or the chat
funetion in Zoom.

Online exam proctoring

Pregtorip or a similar proctoring tool may be used to proctor exams or quizzes in this
course. These tools verify your identity and record online actions and surroundings. It is
your responsibility to have the necessary government or school issued ID, a laptop or
desktop computer with a reliable internet connection, the Google Chrome and Proctoria.
extension, a webcam /built-in camera and microphone, and system requirements for using
Proctorip or a similar proctoring tool. Before the exam begins, the proctor may require a
scan of the room in which you are taking the exam,

Student and Faculty Academic Rights & Responsibilities

Freedom to teach and freedom to learn are inseparable facets of academic freedom.
The University has a policy on Student and Faculty Academic Rights and Responsibllities
(Policy #03.70.02) which can be accessed at policies.temple.edu.

Inclement Weather Policy

Please be advised that while Temple University campuses may close for inclement weather,
online courses are not on-campus and therefore are still expected to meet. Your instructor
will contact you regarding any adjustments needed in the event of a power outage or severe
circumstances. Should you have any questions. please contact the professor.

Academic Honesty

Learning is both an individual and a cooperative undertaking, Asking for and giving help
freely in all appropriate setting helps you ta learn. You should represent only your own
work as your own. Personal integrity is the basis for intellectual and academic integrity.
Academic integrity is the basis for academic freedom and the University's position of
influence and trust in our society. University and school rules and standards define and
prohibit "academic misconduct’ by all members of the academic community including
students. You are asked and expected to be familiar with these standards and to abide by
them. A link to Temple's Policy on Academic Dishonesty can be found at the following link:
hitps://grad.temple.edu//resources/policies-p

SCHEDULE DELIVERABLES HARVARD COURSEPACK

MIS5214 Section 951 Syllabus
Disability Statement

Any student who has a need for accommodations based on the impact of a documented
disability or medical condition should contact Disability Resources and Services (DRS) in
100 Ritter Annex (drs@temple.edu; 215-204-1280) to request accommodations and learn
more about the resources available to you. If you have a DRS accommedation letter to share
with me. or you would like to discuss your accommodations, please contact me as soon as
practical. [will work with you and with DRS to coordinate reasonable accommodations for
all students with 1l discussions related to your

will be confidential

Temple University’'s Technology Usage Policy
‘This site ineludes information on unauthorized access, disclosure of passwords, and sharing
of accounts. htps:/, edu/sites, /policies/04.71.11.pdf
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Readings - Textbook and

NIST Special Publication 800-18
Revision |

NIST

National Institute of
Standards and Technology
Technology

eadings

Guide for Developing Security
Plans for Federal Information
Systems

NIST S Pulicaion S00-100

Information Security
Handbook: A Guide for
Managers

Marianne Swanson
Joan Hash

USS. Department of

NIST Special Fublication 830-50 Volume |
Revizen |

NIST Special Publication 800-53A
Revison 4

Volume I
Guide for Mapping Types of

Assessing Security and Privacy

Security and Privacy Controls for
Federal Information Systems

INFO NIST Information and Information Controls in Federal Information
Systems to Security Categories Q and O P
Nobional Institute of Y !
Standards and Technology Kevin Stine
UUS. Deperiment of Commerce Rich Kissel
NIST Special Publication 800-53
Revision 4
NIST Special Publication 800-145
INH National Institute of

FIPS PUB 200

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Minimum Security Requirements for Federal
Information and Information Systems

Standards and Technology
US. Department of Commerce

The NIST Definition of Cloud
Computing

FIPS PUB 199

FEDRAMP SYSTEM
SECURITY PLAN (SSP)
HIGH BASELINE

Computer Secunty Division
Information Technology Labo
National Institute of Standard:|
Gaithershurz, MD 20899-893(

Atarch 2008

POrcy,

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

TEMPLATE

Cloud Service Provider Name
Information System Name
Version #

Version Date

",

Lo

o0 * og,
o
iy

>~ &
areg of

U.S. DEPARTAENT 0F CoamazR(
Carloz M. Gutierres, Secretary

ALINSTITUTE OF STAND)

FedRAMP

Unit # Readings
ob Boyle and Panko: Chapter 1 The Threat Environment
Ross, J.W., Weill P, and Robertson D.C. (2008), “Implement the
Operating Model Via Enterprise Architecture” (in the Harvard
Business Publishing course pack)
NIST SP 800-100 “Information Security Handbook: A Guide for
Managers”, Chapter 10 Risk Management pp.84-95
la « NIST SP 800-18r1 “Guide for Developing Security Plans for
Federal Information Systems”
* ‘FedRAMP System Security Plan (S5P) Low Moderate High
Baseline Master Template
= FIPS 199 “Standards for Security Cateqorization of Federal
Information and Information Systems”
1b * Boyle and Panko, Chapter 2 Flanning and Policy
+ NIST SP 800-100 “Information Security Handbook: A Guide for
Managers”, Chapter & — Security Planning, pp. 67-77
= NIST SP 800-60V1R1 *Guide for Mapping Types of Information
and Information Systems to Security Categories”. pp. 1-34
* FIPS 200 “*Minimum Security Requirements for Federal Information
and Information Systems”, pp. 1-9
Reference
+ NIST SP 800-60V2R1 “Appendices to Guide for Mapping Types of
Information and Information Systems to Security Categories™
1c Case Study 1: “A High-performance computing cluster under
attack: The Titan Incident’, {in the Harvard Business Publishing
course pack)
23 Boyle and Panko, Chapter 3 Cryptography
NIST SP 800-53r4 “Security and Privacy Controls for Federal
Information Systems and Organizations™, pp. 1-44
NIST SP 800 53Ard4 “Assessing Security and Privacy Controls for
Federal Information and Information Systems”, pp. 1-28
2b Boyle and Panko, Module 1 *Networking Concepts” and Chapter 4
“Security Networks
NIST SP 800-145 “The NIST Definition of Cloud Computing”
An Introduction to DDoS — Distributed Denial of Service Attack
Public Key Infrastructure and PKI Elements
2c Boyle and Panko, Chapter 6 Firewalls
Basile, C., Matteo, M.C.. L. S and i. S, "Detection
of Conflicts in Security Policies”. in Vacca, J.R. (2017) Computer
and Information Security Handbook, Third Edition. Chapter 55. pp.
781-799.
3b Case Study 2 “Cyberattack: The Moersk Global Supply-Chain
Meltdown”, {in the Harvard Business Publishing course pack)
3c Boyle and Panko, Chapter 5 Access Confrol
NIST SP 800-63-3 “Digital Identity Guidelines”
NIST SP 800-63A "“Digital Identity Guidelines Enroliment and
Identity Proofing”
NIST SP 800-63B "Diqital Identity Guidelines Authentication and
Lifecycle Management”
da Boyle and Panko, Chapter 7 Host Hardening
NIST SP 800-123 Guide to General Server Security
4b Boyle and Panko, Chapter 8 Application Security
OWASF Top 10
OWASP Attack Surface Analysis Cheat Sheet
Ac Boyle and Panko, Chapter 9 Data Protection
5a Boyle and Panko, Chapter 10 Incident & Disaster Response

NIST SP 800 34r1 Contingency Planning Guide for Federal
Information Systems




Readings - Listed under SCHEDULE

Security Architecture

MANAGEMENT INFORMATIOM SYSTEMS

HOMEPAGE INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES HARVARD COURSEPACK

First Half of the Course Unit oa - Introduction

. READINGS & CASE STUDY QUESTIONS
Unlt 1a - System E Second Half of the Unit ob - The Threat ) )
Course Environment
Readings 0a - Introduction (1
ob - The Threat Environment (5

Unit 1a - System Security Plan

Readings

= s . - ™ - -~ s - £ r - -~ . R ¥ R -3 -
5 oD R = Guids I I'-\. 3 . - - _-\.rld- - nforma i S - i
L = o SUL-100 L2 T e LTI oL ! Flans 1 2L Al [ T 2yl T
= )
- e | | I ,___I-.ii:,__ rit -~ OO i Bl ] = icth Baseline TR N R ~mblate
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oc oy tandards for Sec n ~tenorization of Eederal Information anc
* > FUD 10 Slandards 1ol elUrity watedornZaiicn o Federa ormatio 117
“formation Svstem
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Readings - Organization of textbook

Corporate Computer Security,
5th Edition, 2021, Boyle, Randall
J. and Panko, Raymond R.,
Pearson, ISBN-13:
9780135823248

MIS 5214 Security Architecture

How is this book organized?

o

Cryptography
Chapter 3

olm
1010 -
010101

Plan Respond
Planning & Incident
Policy Response
Chapter 2 Chapter 10
Threat (,. -
Environment
Chapter 1
Protect
Secure Access Host Application Data
Networks Control Firewalls Hardening Security Protection
Chapter 4 Chapter5  Chapter 6 Ghapter 7 Chapter 8 Chapter 9
(1)EZ)3)

§—-O—Ba

N




Harvard Business Publishing Course Pack

INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES HARVARD COURSEPACK

(i) student View of Coursepack x ) )
Purchase required lo access your malerials
M MIS 5214
o 1 I {ead I ng DAVID LANTER
Jan 03, 2022 - May 04, 2022 PURCHASE COURSEPACK

o 2 Ca se St u d ie S MIS5214 Security Architecture - $1275

Spring 2022

Jeanne W. Ross, Peter Weill, David C. Robertson 27 page(s)

R . Chapter Required
htt PS //h bS P. h arva I’d .€ d U/| mpo rt/89 7080 Implement the Operating Model Via Enterprise Architecture q$4.25

Expiration Date: July 3, 2022

Main Case Required
B A High Performance Computing Cluster Under Attack: The Titan $4.25
Incident 7 page(s)

Mark-David J McLaughlin, W Alec Cram, Janis L. Gogan

Expiration Date: July 3, 2022

Main Case Required
B Data Breach at Equifax $4.25

Suraj Srinivasan, Quinn Pitcher, Jonah S. Goldberg 28 page(s)

Expiration Date: July 3, 2022

MIS 5214 Security Architecture


https://hbsp.harvard.edu/import/897080

Class Schedule

Class Schedule

MIS 5214 Security Architectul

Unit # Topics
Oa Introduction
Ob The Threat Environment
1a System Security Plan
1b Planning and Policy
1c Case Study 1 “A High-Performance Computing Cluster Under Attack:
The Titan Incident”
23 Cryptography
2b Secure Networks
2c Firewalls, Intrusion Detection and Protection Systems
3a Mid-Term Exam
3b Case Study 2 “Cyberattack: The Maersk Global Supply-Chain Meltdown”
3c Access Control
43 Host Hardening
4b Application Security
4c Data Protection
Sa Incident and Disaster Response
5b Team Project Presentations
5¢ Team Project Presentations / Review
Final Exam

15



Grading

Item Weight
Assignments 25%
Participation 25%
Team Project 25%
Exams 25%
100%

MIS 5214 Security Architecture
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Grading - Assignments

One Key Point Taken from Each Assigned Reading

Post one or two sentences of
thoughtful analysis about one key point
you took from each assigned reading
by Saturday before our first class at
Midnight

MIS 5214 Security Architecture

HOMEPAGE INSTRUCTOR SYLLABUS SCHEDULE DELIVERABLES HARVARD COURSEPACK

ob - The Threat Environment

Boyle and Panko: Chapter 1 "The Threat
Environment”

NIST 800 100 Information Security 3 - Firewalls and IDS and IPS 3
Handbook Chapter 8 b ety

Ross, JW., Weill P,, and Robertson D.C. S
(2008), “Implement the Operating Model
Via Enterprise Architecture”

NIST SP 800-100, Chapter 10 “Risk
Management”




Grading - Participation

Your participation in class discussions is critical

* Evaluation is based on you consistently demonstrating your
thoughtful engagement with the material. Assessment is based on
what you contribute

* The frequency and quality of your contributions are equally
important

MIS 5214 Security Architecture
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rading - Case Studies

o ndorma foa Technaloy Teaching Cases 2015) 5, 17 o
2015 JITTC Al Ngﬂﬁi %
ol e foumas. comy R nToT1

Teaching Case

A high performance computing cluster
under attack: the Titan incident
Mark-David J McLaughlin'2, W Alec Cram, Janis L Gogan'

VBentiey Universty, Waltham, LIS
“(istn Systeme, San Jee, USA

Cormespondence:

MO, w1
Tk + 578 306 018

Fax + 7810891 2049

Sl Techmology Caier, Wallkam MA 0H52, USA.

Abstract

At the Uriversity of Oslo (UIQ), GERT manager Margrets Aasum ksamed of a netwark attack
on Tian, a high-paformance computing cluster that supported research conductad by
scisntists at GEAT and other ressarch natitutions across Euwrops. The cass describes the

incident resporss, investigaon, and o of the i

events that took

place. As foon as Rasum leamed of the attack, she ordered that the system be
disconnected from the Infamet to contain the damags. Next, she launched en invesfigation,
which ower a few days pisoed together logs from previous wesks 1o dertify suspicous
activiy and lbeate the attack vector. Fiasum hopes to soan retum Tilan to its prior safe
condifon. In order 10 do so, she must dacids what tasks sfil need to be complated B
validats the systems and detering if it i safe to reconnect it 10 the Infemat. Sha must also
considar further staps to improve her taam's abiity to prevert, detect, and respond to sirmilar
incidants in the future. This cass ks designed for an undergraduats or graduate information
ssourty (infossc) ciass that includes students with verisd tachnical and business back-

TG EEUSE in inter-

in major case e s

graunds. The cass supparts de iaon of and
onganizational systems - atopic that is
Journal of information Teaching Casﬁ(ZO'IS)S 'I-i" doi:10.1057/jittc. 201 5.1;

published onfine 17 March 2015
i information aecumy Lm:ldmt P risk

inter T

Keywords:
collaboration; IT gy i

P puting

Onﬂnmhgm’u August, Margrete Rasum, Comput-

Team (CERT) manager at the
Un!veﬁhyn’;{xh 1mhraaitete‘t i Ode, UIO)?;M down

1o drink a cup of strong coffee and reflect on the events of the
previows two anda half days. Around 5 odock in the evening
on 9 August, Rasum had returned to Norway afier attending
the sl DefCon security conference in Las Vegas' with
several colleagues She was drowsy from jet-lag when her
phone had rung and ngineer in UHY's research

Titan was ementis]l to mdecular biolegy resesrch, DNA
sequencing analysls, and petroleum reservolr sinmulations.
Many sclentists took advantage of Titan's extersive computa-
tomal power by writing their own custom applications for

research. Ensuring the security of the Titan duster was
oneof Raum'’s many responabilities, and she was well aware
of 2 troubling worldwide trend: cybercriminas frequently
broke into variows d: ks to steal

¥

operations group told ber, 'lhnlmhnkﬂmmigmhwebm
2 break-in on the Titan duster.”

Rasum now thought, That may have been the under-
statement of the year,” & she took another sip of coffee. THO
w3 meber of the Nordie DataGrd Facility (NDGF) of the
EBuropean Grid Infrastructure (EGT). Titan, 3 high- performmance

uting duster, was a shared resource that
:mnpwa research and other sclentific initiatives am
by NDGF and/or EGL The computational power supplied by

and p 4 combimations (credentials) and then (capitaliz -
hqm the knowledge that rany wsers re-used their passwonds
on other sites) used the stolen credentials to attack higher
value targets So, instead of catching up on her sleep the
evendng of & August, Margrete Rasum was jolted into com-
riand mmode

Newa of the attack kad triggered 2 mselstrom of interma-
tomal activity a8 Rasum and her team tried to deterrmine what
happened, contain the damage, and plan an ordedy return to
full operation. At Raaum’s direction, the Titan master node

This document b muthorized for educator review use oaly by David Lanter, Temple Universiy untl August 2017. Copying or posting b an infringement of copyright.
Femelssionssan harand_sdu or £17_783.7850
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Seheol of Buginess

D’Amore-McKim

Northeastern University
W19132

FIVEY | Publishing

CYBERATTACK: THE MAERSK GLOBAL SUPPLY-CHAIN
MELTDOWN'

David Wesisy and Professors Luls DS and Alerand's Rofh wiofe this case seiely i provide matensl for ciass discussion. The
auhors oo RO! intend to Mustate efther afecive or Ineffectve handing of & managensl SRustion. The aUthors may have dispuissd
CEYtain NamES End GHEr antying Information 5 profect confientiaily.

This may L 1, igitz=d, or oEhErwise FEDIDOUCEd I Ny dvm o By any MEans WENoUT the
_mmumwm.mwmmrsw:mmmmnyw@mmm
organization. To order o FEqUEST OSSN ID BEOGUGE MSterals, CORECT hey PUBIShing, ey Business Schoot, Westem

Ui London, Onfang, Canads, NGG ONT; (11 510.661.3 L, W sescom our Is i putdsh
mmﬁwsdmmwﬂmwrkawm!a }Mﬂ. ey g P

Copyright © 2019, Nomheastem Lnkersty, CRATGE-MERIm School of Business Version: 2010-04-10

Omn Fune 26, 2017, Jum Hagemonn Spabe had just arrived in California, where e was scheduled to speak
&ewdmmngmglubﬂlnslﬁaudunﬁahmh at Stanford University's Dhrectors’ College. As he
skimmed the parficipants’ handout, he took note of the usmal suspects: inflation, frade, energy price
fluctuations, monetary policies, ma.cmecunnmlch!uds and strained markets. Un.l:dmuwn::tmﬁnabe an
mmmfoldinghaﬂmymsﬂnglobemabmlmdsﬂmge&meemvmﬁmlmﬁmeﬁkk

That night, while fast asleep m hiz Pale Alto hotel room, Snabe was suddenty jolted from his shunber by
an incoming call on his cellphome. The Maersk chamman glanced at the 1Phone dock on s bedside,
which read “4-:00 a.m " in a dim blue digital font. Who could be calling at this hour, he wondered *

“We've suffered 2 major cyberattack!” exclaimed the caller. “The network is down for the entive
conpany—every system, in every location around the globe.” Mot even the telephone lines were spared.
Maer=k, which accoumted for 18 per cent of zlobal contamer shipping, had zone dark

JIM HAGEMANN SNABE

Jim Hagerarm Snabe was bom i the small Danich conmmme of Egedal | approcamately 30 kalometres from
the Swedish bordsr but spent lis early cildhood m Mk, a remote outpost in Greenland where his father
was a helicopter pilot. It was a lonely and isolated edstence in 2 place where it took 2 week or longer to
mﬁaﬁanﬁsagaﬁmﬁemﬂm&kmﬁRﬁmmgh[humrk&&h;hgb’d}wledlmﬁmmm
easy, but he found solace m the “cold logic” of computers, on which he programmmed simple games *

A self deseribed “nerd” Snabe attended Azhus University in the late 1980s, where he sindied mathematical
proofs. However, lis main love continued to be computers, and he secured part-time work in the busmess
school's mformation technology department. “Mathematics 15 a lonaly enfeprise” explaned Snabe. “My
thesis was only read by three people, inchuding oy mother, and she did it out of cowtesy. ™

Upon receiving his master’s degree incl990, Snzbe became a trainee at software glant SAP, Gemmany's
second-largest company after Siemens.” In the nud-1990s, Snabe left SAP for [BM, but retwned less than
‘two years later after being offered a postion as reponal manager for SAPs Nordic region. “Af that time.

This document | aUTorzed for sclCalor review Lse onky by Faul Wames, Other (University nof Isted) unttl Jan 307, Cogying of posting i an Ifringement of copyright.
Permissionsi hivsp hanvandedu of 617 7837850

INSTRUCTOR

SYLLABUS

Case Studies

SCHEDULE

DELIVERABLES

HARVARD COURSEPACK

Assignments

Case Studies Case Study 1 - A High

Performance Computing

Participation Chariadeciticc™e. BN
Titan Incident 5

Team Project

Case Study 2 - Data Thre
Breach at Equifax

Case study analysis

Individual preparation
Group discussion
Class discussion

— BU-MIS-5214-951-39509-202203 > Assignments

Home
Assignments
Discussions
Grades

People
Syllabus
Quizzes
Collaborations
Library
Attendance

Zoom

* Upcoming Assignments

£ Case Study 1: “A High-performance computing cluster under attack: The Titan Incident”
Available until Feb 26 at 11:59pm | Due Feb 25 at 10:5%pm | -/10 pts

B Case Study 2 "Data Breach at Equifax”
Available until Feb 26 at 11:59pm | Due Feb 25 at 11:59pm | -/10 pts

£ Team Project

Not available until Feb 26 at 12:00am | Due Mar é at 11:59am | -/20 pts
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Grading - Team Project

Students will be organized into teams that
work together on case studies and on the
Team Project

Each team will be responsible for
researching, developing and presenting a
system security plan (SSP) for a cloud
based enterprise information system

Unit #

Team Project Schedule

15 Draft System Security Plan (SSP) review

2" Draft SSP Review

3™ Draft S5P Review

Presentation of Final Deliverables

Presentation of Final Deliverables

e SSP will include technical specifications and diagrams illustrating the security

architecture of an information system

 Teams will develop and deliver a 15-minute presentation on the system’s
security architecture, followed by questioning by the other project teams

MIS 5214 Security Architecture
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Grading - Exams

Unit # Exam
3a Mid-Term
Final

MIS 5214 Security Architecture
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Agenda

* Welcome

* Course Goals

* Course Web Site

* |[nstructor

* Syllabus

* Textbook and readings
* Class Schedule

* Grading

MIS 5214 Security Architecture
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