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Services of cryptosystems

* Confidentiality — Renders information unintelligible except by
authorized entities

* Authentication — Verifies the identity of the user or system that
created, requested or provided the information

* Nonrepudiation — Ensure the sender cannot deny sending the
information

* Integrity — Data has not been altered in an unauthorized manner since
it was created, transmitted, or stored



Key Cryptographic Terms and Their Relationships

Text-Based Relationship and Explanation
1. Plaintext - The original, readable data or message before encryption.
1. The sender has a plaintext message.

2. Algorithm - A set of rules or mathematical functions used to encrypt and decrypt data.
2. The plaintext is passed through an encryption algorithm with a key.

3. Cipher - The specific method or algorithm used to transform plaintext into ciphertext.
P P 9 P P 3. The encryption algorithm produces ciphertext (unreadable data).

4. Encryption - The process of converting plaintext into ciphertext using a key and a cipher. 4. The receiver uses a decryption algorithm with a key to convert ciphertext back into plaintext.

5. Decryption — The process of converting ciphertext back into plaintext using a key and a cipher. 5. Cryptanalysis is performed by attackers trying to break the encryption.

6. Cryptanalysis - The study and practice of analyzing ciphers and encrypted data to break the

encryption or discover weaknesses.

Visualizing the Relationship

Process Input Operation Output
Plaintext "Hello World" Input message "Hello World"
Encryption "Hello World" + Key Apply encryption algorithm "Xj2ERLmeS ! "
Ciphertext "Xj2@ELmas! " Data in transit (secure) "% 2ERLmES 1"
Decryption "HI2EELMAS!" + Key Apply decryption algorithm "Hello World"

Cryptanalysis "Ki2@ELmES! " Attack to find plaintext or key Possible key discovery



Attack Scenario (Cryptanalysis)

e |f an attacker intercepts the ciphertext ( Xj2@&Lm#5! ), they will attempt to reverse the encryption
process using cryptanalysis techniques such as brute force, frequency analysis, or differential

cryptanalysis.

Visualizing the Relationship

Process Input Operation Output

Plaintext "Hello World" Input message "Hello World"
Encryption "Hello World" + Key Apply encryption algorithm "Xj2E&Lm#s ! "
Ciphertext "X 2@ELm#5 ! " Data in transit (secure) "Xj2@ELmas ! "
Decryption "Mi2@ELm#S!" + Key Apply decryption algorithm "Hello World"
Cryptanalysis "¥j2@ELm#s!" Attack to find plaintext or key Possible key discovery

This model represents how cryptography ensures secure communication and how cryptanalysis tries to

break the encryption.



Cipher = encryption algorithm
2 main attributes combined in a cypher

Confusion:
 Makes the relationship between the plaintext, ciphertext, and key as complex as possible.
*  Prevents attackers from deducing the key from ciphertext.
* Typically implemented using substitution ciphers (e.g., replacing one character with another).
Example: AES uses a substitution-permutation network where confusion is introduced using the
SubBytes step (S-Box transformation).

Diffusion:

» Spreads out the influence of each plaintext bit across multiple ciphertext bits.

» Ensures that altering a single bit of plaintext affects multiple ciphertext bits, making statistical attacks
difficult.

« Typically implemented using transposition ciphers (e.g., rearranging characters).

+ Example: AES uses the MixColumns step to distribute bits across the block.

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Substitution
Method Using Bit
Shifting

Keyspace is
the number
of possible

keys

Key Entry: Caesar / ROT-13 X ‘

Description
Here you can enter the key for the Caesar cipher.
Caesar iz a mono-alphabetic substitution, where the characters of the cleartest
alphabet are mapped to the ciphertext alphabet by shifting. This shifting value is the key.
You can enter the key as a number or as a single character of the alphabet.
Rot-13 is a special variant, where the key has the fixed value of half the length
of the cleartext alphabet. This vanant is only selectable if the lenath of the alphabet
is an even number.

Select vanant Options ta interpret the alphabet characters
s Caesar ' ‘Value of the first alphabet character = 0 [e.g. "4"=0)
" Rot-13 " Walue of the first alphabet character = 1 [e.g. "4"=1)
Key entry as

(" Alphabet character E
* Number value 4

Properties of the chosen enciyption
Shift of 4

Mapping of the alphabet [26 characters)

from: | ABCDEFGHIJKLMNOPQRSTUVWXYZ

to: |EFGHIJKLHI\TOPQRSTMKYZABCE4

Encrypt Decrypt Text options

Cancel |

Substitution Cipher Example (Caesar Cipher)
*The Caesar Cipher is a simple substitution
cipher where each letter in the plaintext is
shifted by a fixed number of places in the
alphabet.

*Example:
* Plaintext: HELLO
e Shift: 3

* Ciphertext: KHOOR
(H>K,E->H L->0,L->0,0->R)

Task 1: Encrypt a Message using Caesar
Cipher

1.Choose a plaintext message: "SECURITY"
2.Use a shift of 3.

3.Convert each letter by shifting forward in the
alphabet.

4.Write down the ciphertext.

Expected Answer:



Key Entry: Scytale / Rail Fence

~Description

Transpositions scramble the order of the letters in the deartext. Two
well-known dassical variants are known as Scytale and Rail Fence.

Transpositio

Choose the transposition variant

@ Scytale
" Rail Fence

[~ Choose the key
Number of edges:

Offset:

Encrypt |

o
,D—

Decrypt | Text options | Cancel

Key Entry: Scytale / Rail Fence s

[~ Description
Transpositions scramble the order of the letters in the cleartext. Two
well-known dassical variants are known as Scytale and Rail Fence.

~Choose the transposition variant

" scytale
% Rail Fence
[~ Choose the key
Number of rows: 2
Offset: |

Encrypt |

Move up to Row 1 -» Place "0".

Move down to Row

Place "R™.
Place "L".

Move up to Row 2
Move up to Row 1
Move down to Row

>
2 » Place "W".

Move down to Row 3 - Place "0".
>
>
2

- Place "D".

Hriting the Text in the 7Zigzag Order
We move down the rows, then up in a repeating sequence:

Start at the top rail (Row 1) » Place "H".

Move down to Row 2 » Place "E".

Move down to Row 3 - Place "L".

Reverse direction (start moving up) to Row 2 -» Place "L".

Task 3

&0 File Edit View Encrypt/Decrypt

D|ef (0S| &|%(@ &
Ihello world

Bald — o m = e e P

‘Ei" File Edit View Encrypt/Decrypt
Do @S| %[%|e| &
Iholel wrdlo

Encrypt "HACKINGTOOLS" using Rail Fence
(Depth 2).



Linguistic cryptanalysis uses knowledge of the English language, for
example: Remember the prior scenario

Attack Scenario (Cryptanalysis) - Common English Letter Frequencies:

s If an attacker intercepts the ciphertext ( xj2@&Lm#5! ), they will attempt to reverse the encryption

process using cryptanalysis techniques such as brute force, frequency analysis, or differential ¢ The most common letter in Er‘lglish is E, followed by TA OLN,S,R
cryptanalysis.

Frequency analysis recognizes that different letters have different probabilities of frequencies of use in words

What is N-grams

199
114
43 ) 47 | 30 | 37 | 34
26 | 24 | 23 |
...----I---_-—ﬁnL 3|2
6 | 5% 4% |6.4% | 6% | 6% [4.1%|3.4%[3.3%|2.7%|2.6% |2 2% |1.8%|1.7%[1.6%[1.5% 1.1%0.8%]0.5%|0.29% ] 0.1%]0.1%
5 G|IW|O F{B|VI|II|Q|Z|T|R|KJU|D|A|PIM|J]|Y|X|[E|LIN
E|T|IA|O] I |IN|S|H|IR|ID|L|JU|JCIM|IW|F|Y|G|P|B|VI|K|X]|J]|Q]|Z
The second row of letters represent the frequency of letters in plaintext form
Order by: | Frequency v | Replace A v with [a v || Swap Letters
HVS QOSGOF QWDVSF WG BOASR OTHSF XIZWIG ~ | |HVS QOSGOF QWOVSF WG BOASR OTHSF XIZWIG -

QO300F, KNC, OQOCFRWBU HC QISHCEMWIG, IGSR WH QOSGOF, KVC, OQQCFRWBU HC GISHCBWIG, IGSR WH
KWV O GVWTH CT MVESS HC DFCHSQH ASGGOUSG CT KWHV O GWMTH CT HVFSS HC DFCHSQM ASGGOUSG CT

AWZWHOEM GUUBWTWOOBOS. KVIZS QOSGOF'G KOG AWIWHOFM GRUBWTWOOB(S . KVWIS QO0SGOF'G KOG
HVS TWFGH FSOCFRSR IG5 CT HVKG GOVSAS, CHVSF HVS TWFGH FSQCFRSR IG5 CT HVWG GQVSAS, CHVSF
GIPGHWHIHWCE QUOVSEG OFS YBCKE HC VOIS PSSB GIPGHWHIHWCE QWOVSFS OFS YBCKE HC VOIS PSSE
IGSR SOFZWSF. IGSR SOFZWSF.

WT VS YOR OBMHVWBY QCETWRSEHWOZ HC GOM, VS WT ¥S VOR QBMHVWEL QCBTWRSBHWOZ HC GOM, VS
KFCHS WH WE QMDVSF, HVOH WG, PM GC OVOBUWEU KECHS WH WB QWDVSE, HVOH WG, PM GC QVOBUWEL
HVS CFRSF CT HVS ZSHHSFG CT HVS OZDVOPSH, HVS CFRSF CT HVS ZSHHSFG CT HVS OZDVOPSH,

HVOH BCH O KCFR QCIZR PS AORS CIH. WT QBMCBS ™ ||HVOH BCH O KCFR QCIZR PS AORS CIH. WT OBNCBS 7

KWGVSG HC RSOWDVSF HVSGS, OBR USH OH HWSWE . KWGVSG HC RSQWDVSF HVSGS, OBR USH OH HVSWF



Polyalphabetic Cipher

Vigenére Cipher (Polyalphabetic Substitution)
Description: Uses multiple shifting alphabets based on a keyword.

Example (Keyword = KEY):
*Plaintext: HELLO
*Key Repeated: KEYKE
*Ciphertext: RIJVS

Ciphers can be made stronger, and frequency analysis made more difficult
when more than one cipher alphabet is used

* For example, encrypt the plaintext message “SEND MONEY”

* Using the word “SECURITY” as the key, but repeat its use in the key to make it have as many letters as
the plaintext:

Plaintext: SEND MONEY (10 characters including the space “_”)
Key: SECURITYSE (10 characters)



[E] CrypTocd 1441 - Vigeniére encryption of <Unnamed! >, key < secuity>

a

x

Fle Edit View Encrpt/Decrypt  Degial SegnatumesPE]l  Indn. Prodcedunes  Analyi  Opliond  Window Help
D ck|of eS| 4|06 & 2
P = |[= =
send_money
P
57 Vigeniére encryption of <Unnamed] >, ey < security> || == E

nporprffea

Press Fl to obten help,

L1 G a2

Use the following to understand how to crack the code:

https://www.youtube.com/watch?v=E3521]8xv48

AlB|CcC]D]JE]JF]G][H ] K L M M o] P Q R 5 T 0] v o[ w [ X ¥ z - ]
o |1 |2]z3]a]s]e |7 o 10| 11121z e as] | 17|18 18| 202122 23] 2a] 25| 26 ] 27
Key = Security

5 e u r i t Y

15 4q 20 17 8 19 24
Encrypt
Increment 18 a 20 17 8 19 24 18
WValue
Plain Text 5 = d _ m o n =
Cipher )
value i i o o] u f i w




Random Polyalphabetic Cipher

What if we use a random polyalphabetic key
that is as long as the message?

For example, let’s say our plaintext is:

We intend to begin on the first of February
unrestricted submarine warfare.

And the polyalphabetic key is a string of random
characters as long as the message:

ackwulsjwkblogbzcukn.kqubpnnefjvcebuy
hmaclzvzmzwfbxpmmzqwmm.tejzfutjcqrsf_
q

How could an attacker attempt to crack this message?
Is an attack possible?

Key Entry: Vigenére

Enter the key.

The maximurn key length is 1024 characters!

|Security
Encrypt Decrypt Text options Cancel
Text Options X

Formatting options for cleartext and ciphertest

Iv Keep characters not present in the alphabet unchanged

Upper/lower case in cleartest and ciphertext

I If possible, retain case information for encryption/deciyption

| Distinguish between uppercase and lowercase

Define the alphabet used in text ciphers

¥ Uppercase letters
|~ Space

I Numerals

I™ Lowercase letters

Iv Special characters
[ Umlauts

Alphabet to use [55 characters):

|ABCDEFEHIJKLMNDF‘G RSTUMWRYZ. - 1?()-+/[[H@_> <H~=\"%$8

Reference file for statistical applications

C:\Program Files (x86)5CrypT colvreferenceenglish. tst

| English reference file

Apply |

Restore default

=l

Find...

Cancel




Translating what we type, into ASCII, and then into binary... which is what is sent as data packets across the network to other
computers...

Binary — Decimal ASCII - Decimal

Dec Hex Name Char Ctri-char |Dec Hex Char |Dec Hex Char |Dec Hex Char
O O O O O O O O —_ O 0 0 Nul NUL CTRL-@ |32 20 Gpace [6% 40 @ |96 60
- 1 1 Start of heachng SOH CTRL-A |33 21 1 65 41 A 97 61 2
- e Start of text STX CTRL-B |34 22 " 66 42 B 98 62 b
1 1 1 1 1 — 3 3 Endoftext ETX CTRLC |38 23 # [67 43 Cc |89 63 ¢
1 1 1 - 255 4 4  Endof xmit EOT CTRL-D |36 24 ¢ 68 4 D 100 64 d
5 5 Enquiry ENQ CTRL-E 325 % 69 45 E 101 65 @
8 bits supports 256 numbers ASCII Character Table
Hame Hex | Dec Hame | Hex | Dec Hamwe | Hex | Dec Hame | Hex | Dec
7 6 5 4 3 2 ] C . (petiod) | 2E 046 A H 0ES L 4iZ 0o7e iy 57 0ay
2 2 2 2 2 2 2 2 0 30 nasg B 42 DEE M 40 ory b 58 0aa
1 Ky D449 C 43 0eT il 4E ora \d 59 029
128 2432 12 8 4 2 I 2 32 nan D 44 0ES o 4F ora z oa, 0an
3 33 03 E 435 oEa P a0 oaa
4 34 naz F 46 oFa 21 1 (If5y|
o 35 033 ] 47 0 R 22 02
Fio G 36 ns4 H 43 o7 = 53 023
-
7 Kr (13 | 49 073 T o4 024
Cups [A_[S[DIFIG[HIJ K g 38 0a6 J 4.4 074 Il 25 a5
sit_[z[xJc[V][B]N[mM]s][~]7] : 3 s |os7 | |k a8 |ors | |v 56 | 0s6

Nuklzd




XOR — Exclusive OR

Creating “confusion” (i.e. substitution) through a binary mathematical function called “exclusive OR”,

abbreviated as XOR

Step 1: Convert "HELLO" into Binary

To encrypt "HELLO™ , we first convert each letter into its ASCII binary representation.

Character

H

E

L

L

0

Step 2: Choose a Key and Convert It to Binary

o Let'suse a 1-byte key: "K"

ASCIl (Decimal)

72

69

76

76

79

Binary Equivalent
21091800
01000191
010891100
91091100

81881111

e "K" has an ASCII decimal value of 75, which in binary is:

E =

75 - Binary:

Step 3: Apply XOR Operation

We apply XOR ( @ ) between each character's binary and the key's binary ( @1ee1e11 ),

Character

H (72)
E (69)
L (76)
L (76)

0 (79)

Binary (ASCII)

a1aaleaa

@1aea1al

@1a8l11aa

@1aellaa

81881111

XOR Key « (01001011)

alealell

alealell

alealell

2lealell

2lealell

XOR Result (Cipher)

eeaseell (Decimal 3 — ETX )
eea21118 (Decimal 14 — s0)
eeeee111 (Decimal 7 — BEL )
20800111 (Decimal 7 — BEL )

aeeee1@d (Decimal 4 — EOT )

Ciphertext (Encrypted Data) in Binary:

880608011 eagellle coesalll

g8e68111 oabeslos
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Symmetric versus asymmetric algorithms

* Symmetric cryptography
* Use a copied pair of symmetric (identical) secret keys

* The sender and the receive use the same key for encryption and
decryption functions

* Confidentiality, but no integrity, authentication nor non-repudiation

* Asymmetric cryptography
* Also know as “public key cryptography”
» Use different (“asymmetric”) keys for encryption and decryption
* One is called the “private key” and the other is the “public key”
* Confidentiality, but also want authenticity and non-repudiation

MIS 4596
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Symmetric cryptography

hs:
Strengths Symmetric cryptography is

1,000 times faster than
o Hard to break if using a large key size. Asymmetric cryptography

o Much faster (less compurationally intensive) than asymmetric systems.

Weaknesses:
s Requires a secure mechanism to deliver keys properly.

o Each pair of users needs a unique key, so as the number of individuals increases,
so does the number of keys, possibly making key management overwhelming.

o Provides confidentiality but not authenticity or nonrepudiation.

Symmetric encryption uses the same keys.

Two types: Stream and Block Ciphers ”
* Stream Ciphers treat the message a stream of g

bits and performs mathematical functions on

each bit individually a\ &
* Block Ciphers divide a message into blocks of bits . o

and transforms the blocks one at a time Message | b Message | Message



Symmetric Stream Ciphers

Keystream
generator

Pseudo-random
number generator
(PRNG)

e Easytoimplement in hardware
e Used in cell phones and Voice Over Internet Protocol

1
0
1
1
0
1
0
0

|
v i

Plaintext message

Ciphertext message

Keystream

Keystream

Key generator generator
Wi-Fi access points (like the one on v
the classroom ceiling) and cell phone Keystream | Keystream |
use stream ciphers to Plaintext /f\ Ciphertext A'\ Plaintot
encrypt/decrypt data they send and U/ Y 2
receive Encrypt Decryp

The sender and receiver must have the same key to generate the same keystream.

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




2 main attributes combined in a cypher

0101010101010101
1. Confusion: usually carried 010101010101 0101
out through substitution
2. Diffusion: Usually carried
out through transposition
¥ L 4 \ / A ¥ A Y Y Y Y Y r Y \
0 1 01 00 1 1 0
Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide,
0100100111101001

McGraw Hill Education



Columnar Transposition Cipher

Description: The message is written into a grid column-wise and then read in a different order.

Write in Columns (Key = 3124)

Example (Key = 3124):

«Plaintext: HELLO WORLD We assume 4 columns based on the key length ( 3124 ):
1st Column 2nd Column 3rd Column 4th Column
H E L L
0 W 0 R
L D

Step 2: Reordering the Columns Based on Key

The key = 3124 means that columns will be read in this order:

Key Order Column Number
3 1st Column
1 2nd Column
2 3rd Column

4 4th Column

Thus, the columns will be rearranged as follows:

1.

2.

3rd column (L 0) — 1st in order

Istcolumn (H 0 L) — 2nd in order

. 2nd column (E W D) — 3rd in order

4th column (L R) — 4th in order Ciphertext:

" LOHOWLDERL"™



Block Cyphers (“Cipher”)

* Message is divided into blocks of bits

* Blocks are put through encryption functions 1 block at a time

Suppose you are encrypting a 640-bit long
message to send using a block cypher that
uses 64 bits

Your message would be chopped up into
10 blocks each 64 bits long

Each block, in turn, would be run through
a series of encryption functions
(substitution and transposition)

Ending up with 10 blocks of ciphertext

Message

»

MIS 4596

110011
001011

l

‘ Encryption ‘

110101

101000

1%t block of
ciphertext

110101
111010

l

‘ Encryption ‘

001010
101000

2" block of
ciphertext

111100
110101

l

‘ Encryption ‘

01101 0|

110101

3 block of
ciphertext



Block Ciphers

* Message is divided into blocks of bits

* Blocks are put through mathematical functions 1 block at a time

You send the message. Receiver

uses the same block cipher and key

(symmetric) to decipher the

message

* The 10 ciphertext blocks go back
through the algorithm in the
reverse sequence

* Resulting in original plaintext
message

Message

.

110011
001011

I

110101
111010

Decryption

I

111100
110101

f

Decryption

!

110101
101000

f

Decryption

1%t block of
ciphertext

MIS 4596

001010
101000

f

2" block of
ciphertext

011010
110101

3" block of
ciphertext

22




Block Ciphers versus Stream Ciphers

In contrast, block ciphers encrypt a block of bits at a time
In this example, each Substitution Box (S-box) contains a

canoss s N
. . . ( Message (plaintext}—YX |
lookup table used by the algorithm as instructions on s el
how the bits are substituted 1011 1001 1011 0001 ’i Lookup table
|
1. XOR bit with
Key determines H’*}i i viu ¢} u/ 1 thenIOW|
_ - which S-boxes > S-box | [ S-box } 5-box ' | Sbox | 2. XOR result
Plaintext Ciphertext Ciphertext Plaintext are used : . ' \ with 01,1
0 T : and how. | ] ! TTT\ | 3 x0Rresult
, : ‘ vith 1,0
0000 1110 0000 1110 || ‘ b g
0001 0100 0001 5011 . | with C,0
0010 1101 0010 _ 0100 : !
0011 0001 0011 ; 1000 : ‘ ' H
0100 0010 01D I nop et T 1L
0101 1111 0101 1100 ,
0110 1011 0110 1010 i ' ;
0111 1000 0111 1111 vyvy %  YYW Y vvy
1000 0011 1000 0111 | Sbox S-box | S-box S-box
1001 1010 1001 1101 T
vy vy
st
1011 1100 1011 0110
1100 0101 1100 1011 =
1101 1001 1101 0010 -\ Encrypted message (ciphertext}—B9 >
1110 0000 1110 0000
1111 0111 1111 0101
MIS 4596 ...followed by transposition... 23

Encryption table Decryption table



Block Cipher Modes of Operation

 Block ciphers (e.g., AES, DES, 3DES) encrypt data in fixed-size blocks (e.g.,
128-bit blocks for AES). However, real-world applications require flexibility,
so modes of operation modify how blocks are processed.

The five major modes are:
1.ECB — Electronic Code Book
2.CBC — Cipher Block Chaining
3.CFB — Cipher Feedback
4.0FB — Output Feedback
5.CTR — Counter Mode



ECB — Electronic Code Book mode

» A data block of a certain size (e.g. 64 bits or 128 bits or...) is entered
into the algorithm with the key, and a block of cipher text is produced

Ci = Encrypt(Key, Pi)
fori=1, ...,k

Where:
» Ciis block i of ciphertext
» P, is a block of plaintext

* Encrypts every block the same way every time for a given key
 Why is this a problem?
» This is a problem because frequency analysis of the encrypted text
can reveal a lot of information
» Not enough randomness

MIS 4596 25



CBC — Cipher Block Chaining mode

* |s much more secure

* Does not reveal a pattern of encryption for frequency analysis

* Each block of text, the key, and the value based on the previous block
are processed in the algorithm and applied to the next block of text

Plaintext Plaintext Plaintext

HEREEERERREEE HEREEEEREREEE LIt rrrrrrretd
Initialization Vector (1V)

Urrrrrririfrtr)——- >

K block cipher K block cipher K block cipher
ey encryption €y encryption ey encryption
(ENEEEEEEEEEE (HENEEEEEEREEE HENEEEENEREEE
Ciphertext Ciphertext Ciphertext

XORs a plaintext with the last encrypted block before encrypting it. This ensures that the same plaintext
is encrypted differently every time.

Requires an initialization vector (or IV) to get started, since the first block doesn’t have a previous
encrypted block to XOR against.
MIS 4596



Visa

Original Image

Block cipher with ECB
(Electronic Code Book)
encryption

Not good!

MIS 4596

Block cipher with CBC
(Cipher Block Chaining) or any
of the other modes of
encryption

These are good!

27



Cryptanalysis Attacks

* Brute force ¢ Random Number Generator (RNG) Attack
* Trying all key values in the keyspace * Predict initialization vector used by an algorithm
* Frequency Analysis * Social Engineering

* Humans are the weakest link
* Guess values based on frequency of occurrence

Dictionary Attack
* Find plaintext based on common words

Known Plaintext
* Format or content of plaintext available

Chosen Plaintext
» Attack can encrypt chosen plaintext

Chosen Ciphertext
* Decrypt known ciphertext to discover key



Modern Block Ciphers

Use block sizes of 128-bits or

greater

Key Entry: DES (ECB)

Enter the key using hexadecimal characters (0.9, A F).

Key Entry: DES (CBC)

POMM .4 bits (effectively 56 bits)

-l Key length: | 64 bits [effectively 56 bits)

* Examples of Block Ciphers

that can be used are:
* AES
e Blowfish
* Twofish
* Serpent

Do not use these examples of
block ciphers which use 64-bit
blocks, which are too small to be

secure include:
e DES
* 3DES

o0 00 OO0 OO0 OO0 00 00

=

Enter the key using hexadecimal characters (0.9, A.F].

|jj 00 00 00 00 OO0 00 0O

Key Entry: Triple DES (CBC)

Enter the key using hexadecimal characters (0.9, &.F).

Key length: |123 bits (effectively 112 bits) j

00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 GG|

Key Entry: Rijndael (AES)

Enter the key using hexadecimal characters (0.9, A_F).

MIS 4596

Key length: I12B bits LI
00 00 0[192bits 0O 00 00 00 00 00 0O
256 bits
Key Entry: Twofish
Enter the key using hexadecimal characters [0..9, A_F).
Key length: I123 bits LI
00 00 0]192bits 0 00 00 00 00 00 00
256 bits
Key Entry: Serpent
Enter the key using hexadecimal characters (0.9, A.F).
Key length: I128 bits LI
00 00 0]192bits 0 00 00 00 00 00 0O
256 bits
29



DES Cracker:
e A DES key search machine
Contains 1,536 chips
Cost: $250,000
Searches 88 billion keys per second

Won RSA Laboratory’s “DES Challenge 11-2” by successfully finding a DES key
in 56 hours
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Sharing cryptographic keys has been a problem throughout history

* The number of pairs of keys (“secure network connections”) grows at a
near exponential rate (i.e. geometric rate) as the number of users
increases
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Key sharing problem BTN
* The number of pairs of keys needed for “n” users is determined by an
equation known as Metcalf’s Law

* Number of key pairs needed for n users = (n*(n-1))/2
* The reason for the n-1 is that you do not need to communicate with yourself

* For 22 students how many keys would we need:

(22 *21)/2 = 231 keys
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Asymmetric cryptography

Asymmetric systems use two different keys
for encryption and decryption purposes.

* Public and Private keys are
mathematically related
e Public keys are generated -

from private key \ T
. X
* Private keys cannot be e o
. . g SEEE =/ Private

derived from the associated g \7“-& key
public key (if it falls into the \| Encryet DEeTpE miessaye

hand ) \message with different key /
wrong hands — y

| Message l»—‘;wsage
* Public key can be known by — '
everyone

* Private key must be known and

used only by the owner
Asymmetric cryptography is computationally

intensive and much slower (1,000 times slower)
Examples: RSA (Rivest-Shamir-Adleman), ECC (Elliptic Curve than symmetric cryptography

Cryptography), Diffie-Hellman, DSA (Digital Signature
Algorithm).

Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide
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Diffie-Hellman

The Diffie-Hellman (DH) algorithm is a cryptographic protocol used to establish a shared secret key between two
parties over an insecure channel without transmitting the key itself. It is primarily used for secure key exchange rather
than encryption or decryption of data

. Diffie-Hellman is an asymmetric key exchange algorithm, meaning it does not encrypt or decrypt messages but
securely generates a shared secret key.

Once the shared key is established, symmetric encryption (e.g., AES, DES) can be used for secure communication.

It is based on modular arithmetic and discrete logarithms, making it computationally difficult to reverse-engineer the
key.

Alone, it does not provide authentication, integrity, or non-repudiation, but these can be added with digital signatures
and hashing.

Used in TLS, VPNSs, encrypted messaging, and secure communications.
Vulnerable to MITM attacks without authentication.

Elliptic Curve Diffie-Hellman (ECDH) is a more secure modern variant



D |ﬂ:| e- H e | | Man A | gO I’It h M. Secret symmetric key derivation through public key sharing

Assumptions:

A prime number is a positive whole number whose only factors (i.e. integer divisors) are 1 and the number
itself (e.g. 2, 3,5,7,11, 13,17, 19, 23, ...). Bob & Alice want to compute a shared secret key to protect
confidentiality of their conversation. Eve eavesdrops...

Algorithm:

* Alice and Bob agree on public values: A large prime number (p) and a base (g).
e Example: p=23,g=5

* Each selects a private key:
* Alice picks a = 6, Bob picks b = 15.

* Each computes and exchanges public keys:
* Alice sends A=g”"amodp=5"6mod23=8
* Bob sends B =g"b mod p =5"15mod 23 =19

* Each computes the shared secret:
* Alice computes S =B”*a mod p =196 mod 23 =2
* Bob computes S =A*b mod p =8215mod 23 =2

* Now, both parties have the shared secret key S = 2, which they can use for secure communication.

* Eve cannot calculate Bob& Alice’s shared symmetric secret key from their public keys, p and g alone — even
though she knows they are using the Diffie-Hellman algorithm!

let’s use WolframAlpha online calculator




Diffie-Hellman Demaonstration - Visualization of the Diffie-Hellman Key Exchange Protocol x




Diffie-Hellman was vulnerable to man-in-the-middle attack, because
no authentication occurs before public keys are exchanged

1.  Tanya sends her public key to Erika, but Lance grabs the key during transmission so it never
makes it to Erika

2. Lance spoofs Tanya’s identity and sends over his public key to Erika. Erika now thinks she has
Tanya’s public key

3. Erika sends her public key to Tanya, but Lance grabs the key during transmission so it never
makes it to Tanya

4, Lance spoofs Erika’s identity and sends over his public key to Tanya. Tanya now thinks she has
Erika’s public key

Tanya combines her private key and Lance’s public key and creates a symmetric key S1
Lance combines his private key and Tanya’s public key and creates symmetric key S1

5
6
7. Erika combines her private key and Lance’s public key and creates symmetric key S2
8 Lance combines his private key and Erika’s public key and creates symmetric key S2
9

Now Tanya and Lance share a symmetric key (S1) and Eriak and Lance share a different
symmetric key (S2). Tanya and Erika think they are sharing a key between themselves and od
not realize Lance is involved

10. Tanya writes a message to Erika, and uses her symmetric key (S1) to encrypt the message,
and sends it

11. Lance grabs the message and decrypts it with symmetric key S1, reads or modifies the
message and re-encrypts it with symmetric key S2, and then sends it to Erika

12. Erika take symmetric key S2 and uses it to decrypt and read the message....

MIS 4596 Harris, S. and Maymi, F. (2019) All-In-One CISSP Exam Guide




Agenda

v'Cryptography terminology
v'Symmetric key cryptography
v'Symmetric stream cryptography
v'Symmetric block cryptography
v'Key sharing problem

* Public Key Cryptography
 Diffie-Hellman algorithm: symmetric key generation through asynchronous cryptography
* RSA algorithm

* Hybrid-cryptography

» Perfect Forward Secrecy
* Hashing revisited



Quick review

1. If a symmetric key is encrypted with a receiver’s public key, what
security service is provided?

* Confidentiality: only the receiver’s private key can be used to decrypt the
symmetric key, and only the receiver should have access to this private key



Quick review

2. If data is encrypted with the sender’s private key, what
security services are provided?
* Authenticity of the sender and nonrepudiation. If the receiver can

decrypt the encrypted data with the sender’s public key, then
receiver knows the data was encrypted with the sender’s private key



Quick review

3. Why do we encrypt the message with the
symmetric key rather than the asymmetric key?

* Because the asymmetric key algorithm is too slow






Public Key algorithms

Public Key Algorithms, also known as asymmetric encryption algorithms, use two mathematically linked keys:
* Public Key: Shared openly and used for encryption or signature verification.

* Private Key: Kept secret and used for decryption or signing.

Common public key algorithms:

RSA (Rivest-Shamir-Adleman)

ECC (Elliptic Curve Cryptography)

DSA (Digital Signature Algorithm)

Diffie-Hellman Key Exchange

ElGamal Encryption

LW e

* Fundamental security elements in cryptosystems, applications and protocols
* Assure confidentiality, authenticity and non-repudiation of electronic communications and data storage

* Provide:
» Key distribution and secrecy (e.g. Diffie—Hellman key exchange)
 Digital signatures (e.g. Digital Signature Algorithm)
» Both: key distribution and secrecy and digital signatures (e.g., RSA, ECC)



RSA Public Key Algorithm

RSA (Rivest-Shamir-Adleman) is a widely used asymmetric cryptographic algorithm that relies on the mathematical
difficulty of factoring large prime numbers. It is primarily used for secure data transmission, encryption, and digital
signatures. The RSA algorithm is based on a public key and a private key, where the public key is used for encryption
and the private key is used for decryption.

* Most popular worldwide standard, that can be used for:

* Asymmetric encryption/decryption
* Key exchange (i.e. used to encrypt AES symmetric key)
 Digital signatures

* In one direction, RSA provides:

* Confidentiality through encryption
e Authentication and non-repudiation through signature verification

* In the inverse direction, RSA provides:

* Confidentiality through decryption
e Authentication and non-repudiation through signature generation




RSA Demonstration X ’—

L] L]
R S A P u b | | C Ke A | O r' I t h m RS54 using the private and public key - or using only the public key
% Choose two prime numbers p and q. The compasite number N = pg is the public RSA modulus, and phi{N) =
[p-11a-11is the Euler totient. The public key & is freely chosen but must be coprime to the totient. The private

key d is then calculated such that d = &”[-1) [mad philN]].

" For data encryption or certificate verification, you will only need the public RSA parameters: the modulus N
and the public key e,

* Based on factoring large numbers T
IntO thelr prlme numbers Prime number p |211 Generate prime numbers...
* A prime number is atpositive'whole Pienmbarq 233
number whose only factors (i.e. RSA parametes
integer divisors) are 1 and the RsAmoddusN  [i5163 (pubic)
number itself Pl =(p1al)  [48720 fsecie]
® E.g. 2, 3, 5’ 7, 11’ 13, 17, 19, Public key e |2A1E+1
23 ) oo e e | 14273 |Jpdate parameters |

* Prime number factoring is

* Easy when you know the result
and one of the factors

RS54 encryption using e / decryption using d [alphabet size: 256)

Inputas ( tet € numbers Alphabet and number system options... |

Input bext
i 6,700,283 = 1889 * 3547 |ThisisaTeslolHSAEhcryption
. leflCL”t When you dO not knOW The Input text will be separated into segments of Size 1 [the symbol *#' is used as separator).
the factorS' and the result |S ITﬂhﬂiﬂsﬂ BificH Hat HTHelHsHtHE HoHiH HRUSHAH HEHUnHcHiHyHpHLHII
I d rge Mumbers input in base 10 format.
° 6’700’283 - prlme1 %k |084¢1104H105#‘|15ﬂ032¢t10511115ﬂ032ﬂ09?ﬂ032ﬂ084ﬂ101ﬂ115ﬁ118ﬁ032ﬂ111IHDZﬁ
p rrme 2 Encryption into ciphertest cfi] = m{i]"e (mod N)

|00500 # 23366 # 20714 # 06205 # 09334 # 20714 # 06205 # 03394 # 15504 # 09394 # 00500 # 07428 # 01

Encrypt | Decrypt Close
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Elliptic-curve cryptography (ECC)

* Alternate approach to public-key cryptography based on
algebraic structure of elliptic curves (based on Galois fields)

13
* Provides much the same security functionality as Diffie-Hellman 2 <y
and RSA:
* Encryption/decryption (confidentiality)
» Secure key distribution (authenticity, confidentiality) 2
 Digital signatures (authenticity, non-repudiation) %

@y = x> -

Examples of an elliptic curves

* ECC’s is much more efficient than RSA and the other asymmetric algorithms

* Requires less bits and smaller keys than RSA for achieving the same level of security in
its calculations and other algorithms

» ECC’s efficiency makes it very good for wireless devices and cellular phones with limited
processing capacity, storage, power supply and bandwidth

Harris, S. and Maymi F. (2019) All-In-One CISSP Exam Guide
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Elliptic-curve cryptography (ECC)

Elliptic-curve Diffie—Hellman (ECDH) is a variant of the Diffie—
Hellman protocol using elliptic-curve cryptography

* A key agreement protocol that allows two parties, each having an
elliptic-curve public—private key pair, to establish a shared secret
over an insecure channel

* The shared secret may be directly used as a key, or to derive

Example of an elliptic curve
another key

* The key, or the derived key, can then be used to encrypt
subsequent communications using a symmetric-key cipher



Public Key Infrastructure

What is PKI (Public Key Infrastructure)?

Public Key Infrastructure (PKI) is a framework that enables secure digital communications by using
asymmetric cryptography. PKI provides mechanisms for creating, distributing, managing, and
revoking digital certificates that link public keys to entities (such as people, organizations, or
devices). It is widely used for ensuring confidentiality, integrity, authentication, and non-repudiation
in digital communications.

PKI relies on:

1. Public and Private Key Pair — Each entity has a unique public-private key pair.

2. Certificate Authority (CA) — Issues and verifies digital certificates.

3. Registration Authority (RA) — Validates entity requests before the CA issues certificates.

4. Certificate Revocation List (CRL) / Online Certificate Status Protocol (OCSP) — Used to check if a
certificate is revoked.



Public Key Management

Bobs's

Joy

Mike Alice

PU, | Alice's public

T

PR, Alice's private

key key
Transmitted
® ciphertext < S
i i,
Plaintext i
input Encryption algorithm Decryption algorithm P‘l:]]tn t:::t
(e.a., RSA) P
Bob (a) Encryption with public key Alice

T

PR; | Bob's private

Alice's
public key

PU, | Bob's public

key
X =
Transmitted D[PU,, Y| =
L ciphertext "
€ > —
i, Y = E[PR;, X] ;
Plaintext i
ianu;u : Encryption algorithm Decryption algorithm P(]:::l tzft
(e.g., RSA) %
Bob (b) Encryption with private key Alice

Figure 9.1 Public-Key Cryptography
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Agenda

v'Cryptography terminology

v'Symmetric Key Cryptography
v Symmetric stream cryptography
v'Symmetric block cryptography

v'Key sharing problem
v'Public Key Cryptography

v Diffie-Hellman algorithm: symmetric key generation through asynchronous cryptography
v'RSA algorithm

* Hybrid-Cryptography

e Perfect Forward Secrecy

* Where do cryptographic controls go in the FedRAMP System Security Plan
* If we have time: Brief review of Hashing & Digital Signatures



Hybrid Encryption (a.k.a. “digital envelope”)

Hybrid encryption is a cryptographic method that combines the strengths of symmetric encryption (fast and efficient)
and asymmetric encryption (secure key exchange). This approach is commonly used in real-world applications like
TLS/SSL, PGP, and secure messaging protocols.

Hybrid Encryption with RSA-AES - Visualization with a Flow Chart

How Hybrid Encryption Works
Hybrid encryption follows a two-step process: ‘ - -
1.Asymmetric Encryption (Key Exchange)
1. A sender generates a random 4 \4 \4
symmetric key (called the session key). @ - -.
2. The session key is encrypted using the
recipient’s public key. 'l' l’
3. The encrypted session key is sent to the I-I I-I
recipient.
2.Symmetric Encryption (Data Encryption) "' "'
1. The sender uses the session key to - -
encrypt the actual data.
2. The recipient decrypts the session key l l
using their private key. —ca” -
3. The decrypted session key is then used
to decrypt the actual data.

MIS 4596 52
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Session keys

Single-use symmetric keys used to encrypt messages between
two users in an individual communication session
1.

I
5 o
3.
session key This is how secure web
client applications
Encrypted with communicate with
Tanya's public server-side services
key
Lance

e > R
4. 5 i Appiicalion Layer e i Data Unit | Application Layer
SE’.‘ES]GH key Presentalion Layer il |  DataUnit Presentation Layer
Transport Layer m | LA Data Unit Transport Layer
1] Ta F'I}-’El Sends LHHCE' hEr pub!i{ kEjiI" Network Layer | r!l‘l e Data Unit Network Layer
2) Lance generates a random session key and encrypts it using Tanya's public key. pa i iaer e ]e] et e bt LinkLayer
3) Lance sends the session key, encrypted with Tanya's public key, to Tanya, D ol I b ] Physial Lajer

4) Tanya decrypts Lance’s message with her private key and now has a copy of the session key.
5)Tanya and Lance use this session key to encrypt and decrypt messages to each other.

MIS 4596 53
Harris, S. and Maymi, F. (2016) All-In-One CISSP Exam Guide, McGraw Hill Education




Perfect Forward Secrecy (PFS) or Forward Secrecy (FS)

Designed to prevent the compromise of a long-term secret key from
affecting the confidentiality of past conversations

* Protects encrypted data recorded in past sessions against future attacks and
compromises of private or secret keys

* Diffie-Hellman and RSA are used together to protect encrypted
communications and sessions recorded in the past from being retrieved
and decrypted in the future if long-term secret or private keys are
compromised in the future

https://www.wired.com/2016/11/what-is-perfect-forward-secrecy/




Example of a simple instant messaging protocol employing
forward secrecy:

1.  Alice and Bob each generate a pair of long-term, asymmetric public and private keys, verification
establishes confidence that the claimed owner of a public key is the actual owner

2. Alice and Bob use a key exchange algorithm such as Diffie-Hellman, to securely agree on a short-term
symmetric session key
* They use the asymmetric keys from step 1 only to authenticate one another during this process

3. AIicezsends Bob a message, encrypting it with a symmetric cipher using the session key negotiated in
step

4. Bob decrypts Alice's message using the key negotiated in step 2
5. The symmetric session key exchange process repeats for each new message sent, starting from step 2

(switching Alice and Bob's roles as sender/receiver as appropriate)
» Step 1 is never repeated

* Forward secrecy is achieved by generating new session keys for each message

* It ensures that past communications cannot be decrypted if one of the keys generated in an iteration of step 2 is
compromised, since such a key is only used to encrypt a single message

* |t also ensures that past communications cannot be decrypted if the long-term private keys from step 1 are
compromised

* However, masquerading as Alice or Bob would be possible going forward if this occurred, possibly
compromising all future messages

https://en.wikipedia.org/wiki/Forward secrecy




Perfect Forward Secrecy

* Forward secrecy is present in several major protocol implementations:

* IPsec (RFC 2412) as an optional feature
Transport Layer Security (TLS)
Cipher suites based on Diffie—Hellman key exchange (DHE-RSA, DHE-DSA)
Elliptic curve Diffie—Hellman key exchange (ECDHE-RSA, ECDHE-ECDSA)
OpenSSL supports forward secrecy using elliptic curve Diffie—Hellman since V1.0

Off-the-Record Messaging, a cryptography protocol and library for many instant
messaging clients
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Ctrl+)
»
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authenticated using TLS 1.2, ECDHE_RSA with P-256, and
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Insecure detection of the use of a static RSA encryption
key

B &) Privacyerer x =
& C A Notsecure | Bitps//wwww.static-rsa.badssl.com
- X I
* 0 B 6O :
le  Sources  Network  Security  » X B Connection - obsolete connection settings

SRR E The connection to this site is encrypted and
& authenticated using TLS 1.2, R5A, and AE5_256_GCM.
This page is secure (valid HTTES), = RS54 Ky E:-:-::hange is obsolete. Enable an ECOHE-

based cipher suite.
B Certificate - valid and trusted

The connection to this site is using a valid, trusted server m wwww.static-rsa.badssl.com (for

certificate issusd by DigiCert SHAZ Secure Server CA

View certificate
MET=ERR_CERT_AUTHORITY_INVALID

B Respurces - all served securely

All resources on this page are served securely,

B Connection - chsolete connection settings

The connection to this site is encrypted and
authenticated using TLS 1.2, RSA, and AES_256_GCM.

* RSA key exchange is obsoclete. Enable an ECDHE-
based cipher suite.
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Viewing Digital Certificate

Microsoft Edge
1. Click the padlock on the URL bar
2. Click View certificate link

[ ‘ Temple University e ‘ b )

é

)] {r W Temple University [U¢

Website identification

GlobalSign Root CA - R3
has identified this site as
fim.temple.edu

Temple University
Philadelphia, Pennsylvania
us

Your connection to the server is encrypted.
View certificate

Should | trust this site?

Website permissions

You haven't set any permissions for this site yet.

Allow Adobe Flash

‘ Temple University > ‘ SR g

)] n @ Temple University [U

Website identification

GlobalSign Root CA - R3
has identified this site as
fim.temple.edu

Temple University
Philadelphia, Pennsylvania
us

Your connection to the server is encrypted.
View certificate

Should | trust thl. site?

Website permissions

You haven't set any permissions for this site yet,

Allow Adobe Flash

MIS 4596

Certificate Information 4=

~ GlobalSign
~ GlobalSign Extended Validation CA - Sl

fim.temple.edu

——] fim.temple.edu
valid Certificate @

Issued by
GlobalSign Extended Validation CA - SHA256
- G3

Valid from
Tuesday, February 07, 2017 3:26:03 PM

Valid to
Thursday, March 28, 2019 4:45:03 PM

Subject organization
Temple University

Subject locality
Philadelphia, Pennsylvania

Subject country
us

Serial number
34:4AA9AFAR16:92:E8:A1:3D:7B:5D

SHA-256 fingerprint
79:17:DA:34:5A:E4BF:C4:42:29:DE:3%:8E:40:AB
:12:8B:09:06:70:C7:92:1F:80:99:DA:10:69:38:B5:
T1:EE

SHA1 fingerprint
FD:6E:42:77:11:05:88:FD:9C:8A:DE:CE:69:B0:45
:DC:E3:53:5A:06

Subject public key

RSA
30:82:01:0A:02:82:01:01:00:E1:39:85:B7:29:E9:
28:EEAB:82:0A:8F:47:B6:C0:2F:F0:28:08:05:F2:
BF:69:79:EA:3F:27:B5:79:38:9E:22:C8:99:F 1:88:7
AFES53:F2:57:9B:2C:B9:DE:3E:54:FA:D 1:75:5A:1
T:AE:7B:3A:FB:FF:71:90:8A:D2:B5:A3:FE:80:9E:B
5:ED:4D:41:41:9A:C4:76:B0:A6:AC:49:63:5E:98:
Co:ED:BA:9D:AS:34:92:E1:3D:C0:5F:86:3E:09:64
:SD:BR.CC:E0:12:77:C6:53:5B:CC:9C:BC:92:16:1

Export to file
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Services of cryptosystems

v'Confidentiality — Renders information unintelligible except by
authorized entities

v Authentication — Verifies the identity of the user or system that
created, requested or provided the information

v'"Nonrepudiation — Ensure the sender cannot deny sending the
information

* Integrity — Data has not been altered in an unauthorized manner since
it was created, transmitted, or stored



Agenda

v'Cryptography terminology

v'Symmetric Key Cryptography
v Symmetric stream cryptography
v'Symmetric block cryptography

v'Key sharing problem
v'Public Key Cryptography

v Diffie-Hellman algorithm: symmetric key generation through asynchronous cryptography
v'RSA algorithm

v'Hybrid-Cryptography

v'Perfect Forward Secrecy

* Where do cryptographic controls go in the FedRAMP System Security Plan
* If we have time: Brief review of Hashing & Digital Signatures



Where in the FedRAMP System Security Plan would you look for information to
help you assess the security of the Titan Information System?

FedRAMP 55P Section Relevant Cryptographic Contrals | Purpose
Section % Information System Diata encryption methods for Spedfies encryption reguiremenis for
Components storage and transmizsion data protection in system
COMponents
Section 13: System Seoun SC-12 (Cryphographic Key Emsures proper key management
FEDRAMP SYSTEM o o e et PR e
rols golizhment an NJEMEn procedures
SECURITY PLAN (SSP)
HIGH BASELINE 5C-13 (Cryptographic Protection) Defines encryption machanizmes for
TEMPLATE =ystem securty
SC-17 (Public Beay Infrastructure Mamages digital certificates and
Cloud Service Provider Name
Certificates] authentication

Information System Name

Version # - . - . . - .
een 5C-28 [Protection of Information  Requires encryption for stored

Version Date

at Rast) sensitive data
5C-29 (Protection of Information andates encryption for data
in Tramsit) tramsmitted over networks
Section 14: Identification and 1A4-T (Cryptographic Module Ensures cryptographic modulss
futhentication (LA) Authantication] cormply with FIPS 140-2140-3
E Section 15; Risk Aszessment [RA) Azzezzsment and validation of Ensures ongoing compliance and
and Continuous Monitoring (CM) cryptographic implermentations seourty effectivensss

FedRAMP

This table helps identify where cryptographic measures should be documented in 3 FedRAMP System

Security Plan (55P). S
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ere do you document this information in your SSP?

FEDRAMP SYSTEM
SECURITY PLAN (SSP)
HIGH BASELINE
TEMPLATE

Cloud Service Provider Name
Information System Name
Version #

Version Date

FedRAMP

TABLE OF CONTENTS

NN AR

INFORMATION SYSTEM MAME/TITLE

AC-2 {5) Cantral E E{H)

INFORMATION SYSTEM CATEGORIZATION 1
1. ion Types 1
2.2, Security Objectives Categorization [FIPS 159), 3
2.3. Digital Identity Deter 3
INFORMATION SYSTEM OWNER 4
AUTHORIZING OFFICIALS 1
OTHER DESIGNATED CONTACTS 4
ASSIGNMENT OF SECURITY RESPONSIBILITY 5
INFORMATION 5¥STEM OPERATIONAL STATUS. 6
INFORMATION 5¥STEM TYPE 7
8.1 Cloud Service Model! 7
8.2 Cloud Deploy Models. 2
8.3. Leveraged Aut 2

GENERAL SYSTEM DESCRIPTION
9.1 System Function or Purpose, ]
9.2, ion System C and B di ]
9.3. Types of Users 10
9.4. Network Architecture 11
SYSTEM ENVIRONMENT AND INVENTORY. 12
10.1. Data Flow 12
10.2. Ports, Protocols and Services 14
SYSTEM INTERCONNECTIONS. 15
LAWS, REGULATIONS, STANDARDS AND GUIDAMNCE. 17
12.1. Applicable Laws and Regulations 17
12.2. Applicable 5tandards and Guidance 17
MINIMUM SECURITY CONTROLS 18
13.1. Access Control [AC) 25
AC-1 Access Control Policy 2nd Procedures Requirements [H) 25
AC-2 Account Management [H) 26
AC-2 {1) Cantral Enk t (M 27
AC-2 (2] Cantrol Enk it {H) 28
AC-2 {3) Cantrol Enk it {H) 29
AC-2 {4) Cantral Enk it {H) 30

;

AC-2 {7) Contral E E{H)

AC-2 {9) Contral Enk t{H)
AC-2 {10) Contral Enhancement (M) (H}

AC-2 {11) Contral Enhancement

AC-2 {12) Contral Enhancement (H)

MIS5214 Securily Arcinteciure
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FEDRAMP SYSTEM
SECURITY PLAN (SS
HIGH BASELINE
TEMPLATE

Cloud Service Provider Name
Information System Name
Version #

Version Date

FedRAMP

ll

5A-9 (5] Control Enhancement (M} {H)....
5A-10 Developer Configuration Management (MHH
2A-10 {1) Contral Enhancement (M} {H)....
SA-11 Developer Security Testing and Evaluation (M) (H)
SA-11 {1) Cantral Enhanesment (M) {H)
SA-11 (2) Cantral Enhanesment M) {H)
2A-11 {8) Contral Enhancement (M} {H),
SA-12 Supply Chain Protection (H) .
5A-15 Development Process, Standards, 2nd Tools [H)

SA-16 Developer-Provided Training (H) -3

5A-17 Developer Security Architecture and Design (H).... _324
13.16. System and Communications Protection (SC)... . . 325
5C-1 System and Communications Protection Policy and Procedures [H) ... 325

5C-2 Application Partitioning (M) (H)
5C-3 Secuwrity Function Isolation (H)
5C-4 Information in Shared Resources [M) (H] e 328
5C-5 Denizl of Service Protection (L) (M) (H)
5C-E Resource Availability (M) (H) ..
5C-7 Boundary Protection (L) (M) (H)
5C-7{3) Contral Enhancement (M) (+
5C-7 {4) Control Enhancement (H)
5C-7{5) Control Enhancement (M) (+
5C-7(7) Control Enhancement (M) (F
5C-7 (8) Control Enhancement (M) (F
SC-7 {10y Central Enhancement (H
SC-7{12) Central Enhancement (H
SC-7{13) Contral Enhancement (H
SC-7 {18) Contral Enhancement (M) [H).
SC-7 {20) Central Enhancement (H
SC-7 {21) Contral Enhancement {H
5C-8 Transmission confidentiality and Integrity (M) (H)
SC-8 (1) Contral Enhancament (M) (H....
5C-10 Network Disconnect (H) .......
5C-12 Cryptographic Key Establishrment & Management (L) (M) (H] oo 343
SC-12 (1) Contral Enhancement (H) ..
5C-12 (2) Control Enhancement (W) [H).
5C-12 (3) Control Enhancement (W) [H).

5C-13 Use of Cryptagraphy (L) (M) {H)
5C-15 Collaborative Computing Devices (M) (H)
5C-17 Public Key Infrastructure Certificates (M) (H)
5C-18 Mobile Code (M) (H]
5C-19 Voice Over Internet Protocal {I\-"I] [H)
5C-20 Securz Name [ Address Resolution Service (.&uthorltatwe Source) (L) (M) (H) e
5C-21 Secure Name [ Address Rezolution Service (Recursive or Caching Resotver] (L) [M] (H)
5C-22 Architecture and Provisioning for Name [ Address Resolution Service (L) (M) (H) .....

5C-23 Session Authenticity (M) [H).

MIS5214 Security Architecture

SC-12 Cryptographic Key Establishment & Management (L) (M) (H)

The organization establishes and manages cryptographic keys for required cryptography employed
within the information system in accordance with [Assignment: organization-defined requirements for
key generation, distribution, storoge, access, and destruction).

5C-12 Add

al FedRAMP Requirements and Guidance:

Guidance: Federally approved and validated cryptography.

5C-12

Summary Information

Responsible Role:

Parameter 3C-12:

Implemeantation Status (check all that apply):
O implemented

O Partially implementad

O Planned

O atternative implementation

O Mot applicable

control Qrigination [check all that apply):

[ service Provider Corparats

O service Provider System Specific

O service Provider Hybrid [Corporate and System Specific)
O configured by Customer [Customer System Specific)

O Provided by Customer (Customer System Spacific)
[ shared (Service Provider and Customer Responsibility)
O Inheritad from pre-existing FedRAMP Autherization for Click hers to enter

Datz of Authorization

12 What is the seluton and how i
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FEDRAMP SYSTEM
SECURITY PLAN (SSP)
HIGH BASELINE
TEMPLATE

Cloud Service Provider Name
Information System Name
Version #

Version Date

FedRAMP

—
—

13.16. System and Communications Protection (SC).....

5A-9 (5] Control Enhancement (M) {H)...........
54-10 Developer Configuration Management (M) (H)
2A4-10 {1) Contral Enhancement (M} {H)..ccoceoe...
SA-11 Developer Security Testing and Evaluation (M) (H)
SA-11 [1) Cantral Enhanesment |M] i
SA-11 [2) Cantral Enhanesment |M] i
2A-11 {8) Contral Enhancement (M} {k
SA-12 Supply Chain Protection (H) .
5A-15 Development Process, Standards, and Tools (H).........

SA-18 Developer-Provided Training (H)......
5A-17 Developer Security Architecture and Design (H)....

5C-1 System and Communications Protection Policy and Procedu
5C-2 Application Partitioning (M) (H)......... e 326

5C-3 Security Function |solation (H) ...
5C-4 Information in Shared Resources [M) (H]
5C-5 Denizl of Service Protection (L) (M) (H)
5C-6 Resource Availability (M
5C-7 Boundary Protection (L) (M) (H] ..
5C-7 {3) Contral Enhancement (M) (H
SC-7 (4] Control Enhancement (H)
5C-7 {5) Control Enhancement (M
3C-7 {7) Contral Enhancement (M
SC-7 (8) Contral Enhancemant (M) (H
EC-7 {10) Central Enhancement (H}
EC-7 {12) Central Enhancement (f
SC-7 {13) Cantral Enhancement (H) ...
SC-7 {18) Cantral Enhancement (M) [H}..
EC-7 {20) Central Enhancement (H} ...
SC-7 |21) Contral Enhancement (Hf ...
5C-8 Tranzmission confidentiality and Integrity
SC-E{1) Contral Enhancement (M) (H
5C-10 Network Disconnect (H) .......
SC-TE ryptographic Key Estsblishment & Management

5C-12 (1) Control Enhancement (H) ....
5C-12 (2) Control Enhancement (i
SC-12 (3) Control Enhancement (i
5C-13 Use of Cryptagraphy (L) (M) {H)
5C-15 Collaborative Computing Devices (M) [H)

5C-17 Public Key Infrastructure Certificates (M) (H)
5C-18 Mobile Code (M) (H] cewrvererercreeerreee
5C-19 Voice Over Internet Protocal (M) [H) reeneeen 350
5C-20 Securz Name [ Address Resolution Service (Authoritative Source) (L) (M) [H)

}H].
5C-22 Architecture and Provisioning for Name [ Address Resolution Service (L) (M) (H) .....
5C-23 Session Authenticity (M) [H) e - -+

5C-21 Secure Name [ Address Resolution Service (Recursive or Caching Resolver) (L

MIS5214 Security Architecture

SC-12 (1) CONTROL ENHANCEMENT (H)
The organization maintains availability of information
in the event of the loss of cryptographic keys by users.

SC-12 (2) CONTROL ENHANCEMENT (M) (H)

The organization produces, controls, and distributes
symmetric cryptographic keys using [FedRAMP
Selection: NIST FIPS-compliant] key management
technology and processes.

SC-12 (3) CONTROL ENHANCEMENT (M) (H)

The organization produces, controls, and distributes
asymmetric cryptographic keys using [Selection: NSA-
approved key management technology and processes;
approved PKI Class 3 certificates or prepositioned
keying material; approved PKI Class 3 or Class 4
certificates and hardware security tokens that protect
the user’s private key].

SC-13 Use of Cryptography (L) (M) (H)

The information system implements [FedRAMP
Assignment: FIPS-validated or NSA-approved
cryptography] in accordance with applicable federal
laws, Executive Orders, directives, policies,
regulations, and standards.
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NIST Special Publication 800-53
Revision 5

Security and Privacy Controls for
Information Systems and Organizations

JOINT TASK FORCE

‘This publication is available free of charge from:

https://dol.org/10.6028/NIST.SP.800-53r5

September 2020
INCLUDES UPDATES AS OF 12-10-2020; SEE PAGE XVII
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National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary of Commerce for Standards and Technology

4

MIS5214 Security Architecture

NIST 800-53 Control
Family

Access Control (AC)

Audit and
Accountability {AU)

Identification and
Authentication {1A)

System and
Communications
Pratection (5C)

System and
Information Integrity
(50

Control

19(5)

Al-
03

1A-07

SC-12

5C-13

57

SC-28

SC-29

SC-3

51-07

Control Mame

Remaote Access —
Protection of
Confidentizlity and
Inzegrity

coess Control for
Mohile Devices -
Emcryption
Protection of Audit
Information —
Cryptographic Protection
Cryptographic Moduls
Authentication

Cryptographic Key
Establichment and
anagement

Cryptographic Protection

Public Key Infrastructure
(P Certificatas
Protection of Information
at Rest

Protection of Information
in Transit

Cowert Channe| Analysis

Software, Firmware, and

Information Integrity

Control
Category

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Technical

Purpose

Raquiras encryption for
r2mote access ConnEctions

Ensures mohile device data
is encrypted

Encrypts audit reconds to
prevent tampsring

Reguiras authentication
using cryptographic
madules (FIPS 140-2/140-3)
Defines key generation,
distribution, and lifecycle
management

Specifies encryption for
system s2curity and data
protection

anages issuance and
ravocation of PK cartificates
Requiras encryption for
stored sensitive data
Ensures encrypiion for data
transmitted ovar networks
Analyzes covert channels

that could bypass
encryption

Uses cryptographic methods
o verify integrity

Im MIST SP 800-53, cryptographic controls primarily fall under the Technical control category, as they

involve encryption, cryptographic key management, data protection, and authentication mechanisms.

Where do you look for encryption related controls
that could help Titan?
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Agenda

v Cryptography terminology

v'Symmetric Key Cryptography
v’ Symmetric stream cryptography
v'Symmetric block cryptography

v'Key sharing problem
v'Public Key Cryptography

v Diffie-Hellman algorithm: symmetric key generation through asynchronous cryptography
v'RSA algorithm

v'Hybrid-Cryptography

v'Perfect Forward Secrecy
v'"Where do cryptographic controls go in the FedRAMP System Security Plan
* If we have time: Brief review of Hashing & Digital Signatures



Sender puts message through hashing

Message digest generated
Message digest appended to the

Sender sends message to receiver
Receiver puts message through hashing

Receiver generates message digest
Receiver compares the two message

digests values. If they are the same, the
message has not been altered

1.
: k R : . O I_l h function
UIC eview: une-way mnas 2.
3.
o o message
e Assures message integrity " 8
* Afunction that takes a variable-length >. _
string (i.e. message) and produces a fixed- ) function
length value called a hash value e
* Does not use keys 7.
r 1
Hashing
Hashing [/
algorithm|
I
MESS&QE Message
| P,
4. e
; : 6.
Message [ d'g?ff[ }
digest [ Message || 7.
' i MIS 4596 df?‘?“ |

Message
digest 68




Note: Hashing results in fixed-sized output

* Names for the output of a hashing functions include “hash” and a
message digest (md), because a hash “digests” an input of any size
down to a fixed-sized output

* No matter the size of the input, the out put is the same, for example the md5
hash function’s output:
* Letter ‘@’ in binary: 01000001 => md5 hash => 32-character string
* Blu-ray disk digest => md5 hash => 32-character string
* 6 TB hard drive digest => md5 hash => 32-character string



One-way hash example...

Testing the integrity of a file (e.g. program) downloaded from the
internet

Secure

https://www.kali.org/downloads/

KALI

Blog Downloads Training

Kali Linux Downloads

Download Kali Linux Images

links to download Kali Linux in its latest official release. For a rel
note: You can find unofficial, untested weekly releases at http://cdimage.kali.org/kali-v

e generate fresh Kali Linux image files every few months, which we make available for download. This page provides the

ease history, check our Kali Linux Releases page. Please

Documentation

Image Name Download Size = Version sha256sum
Kali 64 bit HTTP | Torrent | 2.8G 2017.2 45567750Fb981ae64a3ch]9aalb7 3eddcachednas 2431 cabc14c9137099725d
Kali 32 bit HTTP | Torrent 2.5G 2017.2 7f5000d8T35469264399aBbb7356Fc22bec87fo1dcBa51b8726876634e3effC
Kali 64 bit Light HTTP | Torrent | 0.8G 2017.2 369a29defF4AdFF FAF53FD47a68]15041d4ada8833a006e 15965702 2236787 ED
Kali 32 bit Light HTTP | Torrent 0.8¢ 2017.2 f6e2e21b288@501cacaiaadvocResfs Sfaelal d45152bacdad
Kali 64 bit e17 HTTP | Torrent | 2.6G 2017.2 209de=81d9691aa6dc 585568692 F98F981043514234d1 849008237 3d60Bab
Kali 64 bit Mate HTTP | Torrent 2.86 2017.2 9c99a2cc52b1d48875681d12e1f cFEDODBA3d44T7 cebbl@438b5bealdE414318
Kali 64 bit Xfce HTTR | Torrent | 2.7G 2017.2 9ecEan54deleIadeddaa63e3d347e 0313260760 104ec 26 78ab456Fc4d2a578
Kali 64 bit LXDE HTTP | Torrent | 2.76 2017.2 CB320f6b7a8e707435d7F5a502450840a3072F fdd4d19a5d1F647beebbdf 293
Kali armhf HTTP | Torrent | 0.6G 2017.2 87326480297845809245C18dB4227 3eb1 f4ec1b78244a20 6044657 374409198

MHS-4596

Community AboutUs Q

Follow us on Twitter

E L il 155K followers |

W Follow @ofiseciraining MEFEE ATl

f in

v O A

Ready for the OSCP?

quu_rlij

(e )

Join the ever growing group of well trained
and highly skilled Offensive Security
Certified Professionals. Learn hands-on,
real world penetration testing from the
creators of Kali Linux.
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One-way hash example...

Image Name

Kali 64 bit HTTP

Download Size

rrent 2.8G

Version sha256sum

2017.2

4556775bfb981lae64a3cbl9aabb73e8dcacbedbas24¥31c4bc14c9137b9972

5

d

Algorithm :
Hash
Path

PS5 CihUsershtuelB7168

d Downloads

wnloads> dir *.1iso

Ytued7168% Downloads

w64 _dwd_69
_ _dwvd_6962
64-23-10.1s50

| Format-List

F1CABCI4CS137B997 25D

wnloads>

6
1
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One-way hash example...

E Windows Powershell

DwUsersytues7168Down loads=

Directory: C:\Users'\tued7168%Downloads

LastWriteTime Length Name

15 MIS5206-IsGood. txt

» type MISS206-IsGood. txt

» Get-FileHash MIS5206-IsGood.txt | Format-List

Algorithm :
Hash

[
7168 Download=s= Get-FileHash MI5S3206-IsGood. txt | Format-List

Algorithm : SHAZ256
Hash : B45SEASDA0D9EFFEDIABDS]I9ELS4F446FEALI] 387 DEELSDDEE4A4BF9932928A5
Path 3 Usersitued7168% DownloadsYMIS55206-I=sGood. txt

PS5 C:h\Usershtued7les'Downloads>
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Cryptanalysis Attack

Collisions
* Two different messages with the same hash value
* Based on the “birthday paradox”
* Hash algorithms should be resistant to this attack

The birthday paradox, also known as the birthday
problem, states that in a random group of 23 people,

there is about a 50 percent chance that two people
have the same birthday.

MIS 4596



Is the Birthday Attack Real?

» There are multiple reasons why this seems like a paradox

10 20° 30 40 50 60 70 80 90 T
. . ] ] Number of people
* One is that when in a room with 22 other people, if a person compares

his or her birthday with the birthdays of the other people it would make

for only 22 comparisons—only 22 chances for people to share the same
birthday.

When all 23 birthdays are compared against each other, it makes for
much more than 22 comparisons. How much more? Well, the first
person has 22 comparisons to make, but the second person was
already compared to the first person, so there are only 21 comparisons

to make. The third person then has 20 comparisons, the fourth person
has 19 and so on. If you add up all possible comparisons (22 + 21 + 20
+19 + ... +1) the sum is 253 comparisons, or combinations.
Consequently, each group of 23 people involves 253 comparisons, or
253 chances for matching birthdays.

MIS 4596



Mame

8| ProgramA

B! ProgramB

Hello, world! ‘This program is evill!!!
Erasing hard drive...1Gb...2Gb... just kidding!
(press enter to quit) Nothing was erased.

(press enter to quit)g

PS5 C:\Users\Dave\Desktop\MD5-Hash-Collision-Example> get-filehash Programé.exe

Algorithm Hash

MD5 CDCA7DE7B150EEFE0016CABIA0DIARET

P5 C:\Users\Dave\Desktop\MD5-Hash-Collision-Example> get-filehash ProgramB.exe

Algorithm Hash

MD5 CDC47D678159EEF68916CAB3ASDAABET

MD5

Path

C:\Users\Dave\Desktop\MD5-Hash-Collision-Example’\Programi.exe

C:\Users\Dave\Desktop\MD5-Hash-Collision-ExamplelProgramB.exe



In 2012 malware Flame used a MD5 hash collision to hijack Microsoft Windows Update
and spread itself across networks

* Flame collected audio, keystrokes, screenshots which it sent to a malicious server

* Found a collision within a single millisecond
* Cost ~$200k computing time just for 1ms

Attributed to advanced persistent threat group Equation Group

* Used in espionage attacks on countries
o @) 8
‘C)\‘:ﬁ"‘“‘ &1 » Control Panel » System and Security » Windows Update vP,H Search Con P‘
©

Control Panel Home

Windows Update
Check for updates

i Change settings g

' Nicwupeate history g+ D Installing updates...
- —

Restore hidden updates

Installing update 2 of 8...

Upd;!es: fiequenthasked ATI Technologies Inc. driver update for ATl Radeon HD 3450

7Stop installation 7]

Most recent check for updates: Today at 2:42 PM

Updates were installed: Never
You receive updates: Managed by your system administrator
l © You checked online for updates from Microsoft Update.

I Installed Updates
. =
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SHA -1 (Security Hash Algorithm 1)

* A 160-bit hash algorithm, still in common use

* Has been broken

e 160-bit hash, but only need 2% = 28%t0 find a collision
* No longer strong enough for modern computers

SHA-2 uses 224, 256, 384, and 512-bit hashes
e But... it is built using the design of SHA-1, and prone to the same weaknesses
* It’s believed to be a matter of time before SHA-2 is also exploited

SHA-3 was recently ratified by NIST, the U.S. National Institute of Standards and
Technology

* It was the result of a six-year hashing competition. Also uses 224-, 256-, 384-, 512-bit
hashes

Why does this matter for businesses?

Business needs a reliable way to prove integrity of data, files,
programs, that can be trusted



Digital Signature

The act of signing means encrypting the message’s hash value with the private key

Step by Step Signature Generation *

[

e LR E LT

Signature

| SHA-1 signature of <shal sum.tet>

00000 53 69 67 BE K1 74 75 72 65 34 20 20 20 20 20 20 20 13  Signature: .
00012 93 D6 1E 92 43 7C FD 73 0A 1A B3 F6 58 BE 86 93 FE 27 0. Clys. *OE%..b'
00024 52 E9 F5 EC 8B DF 5A 74 C4 F4 OF 5D 90 EB 61 73 8D 00 RéSi RZtdd.] Eas. .
00036 E7 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2D 20 53 ¢ S
00048 69 67 6E 61 74 75 72 65 20 6C 65 BE 67 74 68 34 20 20 ignature length:
0005& 33 30 34 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 304

0006C 20 41 6C 67 BF 72 69 74 68 6D 34 20 20 20 20 20 20 52 Algorithm: R
0D07E 53 41 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Sa

00090 48 61 73 68 20 66 75 6E 63 74 69 BF 6E 3A 20 20 20 53 Hash function: ]
00042 48 41 2D 31 20 20 20 20 20 20 20 20 20 20 20 20 20 20 HA-1

0D0D0OB4 20 20 4B 65 79 3A 20 20 20 20 20 20 5B 74 65 73 74 5D Key: [test] "
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Services of cryptosystems

v'Confidentiality — Renders information unintelligible except by
authorized entities

v Authentication — Verifies the identity of the user or system that
created, requested or provided the information

v'"Nonrepudiation — Ensure the sender cannot deny sending the
information

v'Integrity — Data has not been altered in an unauthorized manner since
it was created, transmitted, or stored



Summary of some characteristics of cryptographic
algorithms

Feature / Algorithm Hash Symmetric Asymmetric
No. of Keys 0 1 2
R Ot Ky 256 bits 128 bits 2048 bits
length
Commonly used SHA AES RSA
:::nagamant[Sharing N/A Big issue Easy & Secure
Effect of Key N/A Loss of both sender & Only loss for owner of
compromise receiver Asymmetric key
Speed Fast Fast Relatively slow
Complexity Medium Medium High
Examples SHA-224, SHA-256, AES, Blowfish, Serpent, RSA, DSA, ECC,
SHA-384 or SHA-512 Twofish, 3DES, and RC4 Diffie-Hellman

SHA — Secure Hash Algorithm
AES — Advanced Encryption Standard
RSA — Public key cryptosystem named after Ron Rivest, Adi Shamir and Leonard Adleman

https://www.cryptomathic.com/news-events/blog/differences-between-hash-functions-symmetric-asymmetric-algorithms




Agenda

v'Team Project — It is not too early to get started...
v'Case Study 1
v'Cryptography terminology

v'Symmetric Key Cryptography
v Symmetric stream cryptography
v'Symmetric block cryptography

v'Key sharing problem
v'Public Key Cryptography

v Diffie-Hellman algorithm: symmetric key generation through asynchronous cryptography
v'RSA algorithm

v'Hybrid-Cryptography

v'Perfect Forward Secrecy
v'"Where do cryptographic controls go in the FedRAMP System Security Plan
v'Brief review: Hashing & Digital Signatures



Quiz

Which control is the BEST way to ensure that the data in a file have not been changed during transmission?

a)
b)
c)
d)

Reasonableness check
Parity bits

Hash values

Check digits

The PRIMARY reason for using digital signatures is to ensure data:

a)
b)
c)
d)

confidentiality
integrity
availability
Timeliness

Which of the following provides the GREATEST assurance for database password encryption?

a)
b)
c)
d)

Secure hash algorithm-256 (SHA-256)
Advanced encryption standard (AES)
Secure Shell (SSH)

Triple data encryption standard (3DES)

Email message authenticity and confidentiality is BEST achieved by signing the message using the:

a)
b)
c)
d)

Sender’s private key and encrypting the message using the receiver’s public key
Sender’s public key and encrypting the message using the receiver’s private key
Receiver’s private key and encrypting the message using the sender’s public key
Receiver’s public key and encrypting the message using the sender’s private key

MIS5214 Security Architecture
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Quiz

Which control is the BEST way to ensure that the data in a file have not been changed during transmission?

a)
b)
c)
d)

Reasonableness check
Parity bits

Hash values

Check digits

The PRIMARY reason for using digital signatures is to ensure data:

a)
b)
c)
d)

confidentiality
integrity
availability
Timeliness

Which of the following provides the GREATEST assurance for database password encryption?

a)
b)
c)
d)

Secure hash algorithm-256 (SHA-256)
Advanced encryption standard (AES)
Secure Shell (SSH)

Triple data encryption standard (3DES)

Email message authenticity and confidentiality is BEST achieved by signing the message using the:

a)
b)
c)
d)

Sender’s private key and encrypting the message using the receiver’s public key
Sender’s public key and encrypting the message using the receiver’s private key
Receiver’s private key and encrypting the message using the sender’s public key
Receiver’s public key and encrypting the message using the sender’s private key

MIS5214 Security Architecture
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