FEDRAMP SYSTEM
SECURITY PLAN (SSP)
LOW BASELINE
TEMPLATE

Cloud Service Provider Name

Information System Name

FedRAMP




FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE
CSP Name | Information System Name Version #.#, Date

TABLE OF CONTENTS

INFORMATION SYSTEM NAME/TITLE ....oeeiiiieeeiiiineeeeciseeeeessnessessseesessseessesssesssssssssssssesssssssessssssesssssnsens 13

2.  INFORMATION SYSTEM CATEGORIZATION .....cccetiiiiiiiiiiiienissssssssssssssnsssssnssssssessessssssssssssssssssssssssssssssss 13
2.1, INTOIMAtION TYPES.cieeeureneceeererrereeerenanssseeeseseseeereennssssssscssssesesssnsnnssssssssssesesssssnnssssssssssssssssssnnnnsnne 14

2.2. Security Objectives Categorization (FIPS 199)......c.ccceceeeierirereeeennnencseseesereeeeennnsssssesesesssesssssnnnsnes 15

2.3. Digital Identity Determination.......ccccceceeeeererrrereeneneneeeeesereeereennnnsssssesesseseeesesnnsssssssesssssssssssnnnsnns 16

3.  INFORMATION SYSTEM OWNER.......ccceetttitiiiiiiiiiiiniieiiesisssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssss 17
4. AUTHORIZING OFFICIAL ...uceiierirrrrrerrsssnenssnnsensseessessesssessasssssesssssssssssssssssssssssssssssssssssssnssssssssssssassassssses 17
5. OTHER DESIGNATED CONTACTS ...ciiiiiiiiiiiiiiiesiessssesssssssnsssnssnssssssessesssessassssssssssssssssssssssssssssssssssssnssnnnnes 18
6.  ASSIGNMENT OF SECURITY RESPONSIBILITY ...cceiiiiiiiiiesiiessssssssssssssssnsennsnssnsssessssssasssssssssssssssssssssssssssss 20
7. INFORMATION SYSTEM OPERATIONAL STATUS....ccitiiiiiiieiiissnsssssssssssensenssnssseessesssssssssssssssssssssssssssssses 22
8. INFORMATION SYSTEM TYPE .....ccceerreereereeeiieiniieiiisiisisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 23
8.1. Cloud Service MOAEIS......ccuueerreeieeiiiiiiiiiiiiiiiiiiiiiiiiiesiesssssssssssssssssssnssssssessssssssssssssssssssssssssssssssssss 23

8.2. Cloud Deployment IMOAEIS........ccceeueueneeeierererereenenenseeeeeererereensnnsssssesesseseessssnnsssssssssssssssssnnnansnns 24

8.3. Leveraged AUthOrizations........ccccceeeeueeeeeiereriieeeenenensceceeereeeeeennnnssssesesseseeeessnnsssssssesassssssssnnnnnnns 25

9. GENERAL SYSTEM DESCRIPTION.....ccccttttttttiieiiiiiiieniiniiesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 26
9.1. System FUNCLION OF PUFPOSE.....cccuuiiiieineiiiriennieriennncetrennsssereensessssnssssssennsssssssnsssssssnssssssssnnssssnas 26

9.2. Information System Components and BOUNAAries.......ccccceeerereeennenececeerenieeeeennnnnseseseseeeeeennnnnnnes 26

9.3, TYPES Of USEIS...ciiieeeeeuueneeeeieereeeeeeenanssneeeseseseeersennssssssssssesesesesssnsssssssssssesssssssnnssssssssesssssssnnnnnsnne 27

9.4. NetWOrk ArCRItECIUIE ...eeeeeeerieeiieiiiiiiiiiiiiiiisiieiiesisesssssssssssssssssssssnsssssresssessesssssssssssssssssssssssssass 30

10. SYSTEM ENVIRONMENT AND INVENTORY ......cuuutetiirccrrsnneeesreccssnnneeesssessssnseesssssssssnsessssssssnssessssssssnnnens 32
0T T 0 T - T oY N 32
10.2. POrts, ProtoCOIS @nd SEIVICES......ccuuuiierireniiriieneiierieeniettesnsereeesssereessssseseessssssessssssesssnssssssesnnanns 35

11. SYSTEM INTERCONNECTIONS......cciieeierrrrrrrrnnnennnnnreesreessessssssessssssssssssssssssssssssssssssssssssnssssssssssssassassssses 36
12. LAWS, REGULATIONS, STANDARDS AND GUIDANCE........ccccetecerrrnmeeeereccssnneesssecsssnnseesssssssnnsessssssssnnnens 37
12.1. Applicable Laws and REGUIALIONS.....cccceeuuuueeeierrrireeeeeennnsieceseeeeeeeenennnsssscesesesseesesnnnansssssssesssasenes 37
12.2. Applicable Standards and GUIdANCE .........eucceieeieiiieeeeennnrieiereneeereenenanssseeseseeeeesesnnnssssssessesssesenns 37

13. MINIMUM SECURITY CONTROLS ......cceerrrrrrnnnenmennnmeereessensesnsessssssssssssssssssssssssssssssssssssnssnsssssssssasssssasses 38
13.1. ACCESS CONTIOI (AC) ..cieeeeenneneceeieeeeeeeernnensssesesesseeeeesesnnsssssssesssseesessnnnnsssssssssesssssssnnnnnsssssssasssssanns 46
AC-1 Access Control Policy and Procedures Requirements (L) (M) ....cooovvereeeeiieeeeeiieee e 46

AC-2 Account ManagemeENnt (L) (IM) coeecueee ettt ettt ee e e e e earre e e eeaaraeeeenbaeeeeensneeeean 47

AC-3 Access ENforcement (L) (IM) (H).oouveeeeeeieee ettt et e e e earae e e enrae e e senaneeeean 48

AC-7 Unsuccessful Login ATEEMPLS (L) (M) .couveiiiieiiiee ettt e et earee e e earre e e e eaaneee e 49

AC-8 System Use NOLIfication (L) (IM) (H) .eeeeeveeee ettt et e e e e eaareee e 50

AC-14 Permitted Actions without Identification or Authentication (L) (M) (H) ...coovvveeieiiiieeeeeineenen. 53

AC-17 RemMOte ACCESS (L) (IM) (H) cureeeeeereee ettt ettt e e e e et e e e eara e e e eenbaeeesenanaeeean 53
FedRAMP 100 100 0001000101 100 001 010 100111 v

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE
CSP Name | Information System Name Version #.#, Date

TABLE OF CONTENTS

INFORMATION SYSTEM NAME/TITLE ....oeeiiiieeeiiiineeeeciseeeeessnessessseesessseessesssesssssssssssssesssssssessssssesssssnsens 13

2.  INFORMATION SYSTEM CATEGORIZATION .....cccetiiiiiiiiiiiienissssssssssssssnsssssnssssssessessssssssssssssssssssssssssssssss 13
2.1, INTOIMAtION TYPES.cieeeureneceeererrereeerenanssseeeseseseeereennssssssscssssesesssnsnnssssssssssesesssssnnssssssssssssssssssnnnnsnne 14

2.2. Security Objectives Categorization (FIPS 199)......c.ccceceeeierirereeeennnencseseesereeeeennnsssssesesesssesssssnnnsnes 15

2.3. Digital Identity Determination.......ccccceceeeeererrrereeneneneeeeesereeereennnnsssssesesseseeesesnnsssssssesssssssssssnnnsnns 16

3.  INFORMATION SYSTEM OWNER.......ccceetttitiiiiiiiiiiiniieiiesisssssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssss 17
4. AUTHORIZING OFFICIAL ...uceiierirrrrrerrsssnenssnnsensseessessesssessasssssesssssssssssssssssssssssssssssssssssssnssssssssssssassassssses 17
5. OTHER DESIGNATED CONTACTS ...ciiiiiiiiiiiiiiiesiessssesssssssnsssnssnssssssessesssessassssssssssssssssssssssssssssssssssssnssnnnnes 18
6.  ASSIGNMENT OF SECURITY RESPONSIBILITY ...cceiiiiiiiiiesiiessssssssssssssssnsennsnssnsssessssssasssssssssssssssssssssssssssss 20
7. INFORMATION SYSTEM OPERATIONAL STATUS....ccitiiiiiiieiiissnsssssssssssensenssnssseessesssssssssssssssssssssssssssssses 22
8. INFORMATION SYSTEM TYPE .....ccceerreereereeeiieiniieiiisiisisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 23
8.1. Cloud Service MOAEIS......ccuueerreeieeiiiiiiiiiiiiiiiiiiiiiiiiiesiesssssssssssssssssssnssssssessssssssssssssssssssssssssssssssssss 23

8.2. Cloud Deployment IMOAEIS........ccceeueueneeeierererereenenenseeeeeererereensnnsssssesesseseessssnnsssssssssssssssssnnnansnns 24

8.3. Leveraged AUthOrizations........ccccceeeeueeeeeiereriieeeenenensceceeereeeeeennnnssssesesseseeeessnnsssssssesassssssssnnnnnnns 25

9. GENERAL SYSTEM DESCRIPTION.....ccccttttttttiieiiiiiiieniiniiesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 26
9.1. System FUNCLION OF PUFPOSE.....cccuuiiiieineiiiriennieriennncetrennsssereensessssnssssssennsssssssnsssssssnssssssssnnssssnas 26

9.2. Information System Components and BOUNAAries.......ccccceeerereeennenececeerenieeeeennnnnseseseseeeeeennnnnnnes 26

9.3, TYPES Of USEIS...ciiieeeeeuueneeeeieereeeeeeenanssneeeseseseeersennssssssssssesesesesssnsssssssssssesssssssnnssssssssesssssssnnnnnsnne 27

9.4. NetWOrk ArCRItECIUIE ...eeeeeeerieeiieiiiiiiiiiiiiiiisiieiiesisesssssssssssssssssssssnsssssresssessesssssssssssssssssssssssssass 30

10. SYSTEM ENVIRONMENT AND INVENTORY ......cuuutetiirccrrsnneeesreccssnnneeesssessssnseesssssssssnsessssssssnssessssssssnnnens 32
0T T 0 T - T oY N 32
10.2. POrts, ProtoCOIS @nd SEIVICES......ccuuuiierireniiriieneiierieeniettesnsereeesssereessssseseessssssessssssesssnssssssesnnanns 35

11. SYSTEM INTERCONNECTIONS......cciieeierrrrrrrrnnnennnnnreesreessessssssessssssssssssssssssssssssssssssssssssnssssssssssssassassssses 36
12. LAWS, REGULATIONS, STANDARDS AND GUIDANCE........ccccetecerrrnmeeeereccssnneesssecsssnnseesssssssnnsessssssssnnnens 37
12.1. Applicable Laws and REGUIALIONS.....cccceeuuuueeeierrrireeeeeennnsieceseeeeeeeenennnsssscesesesseesesnnnansssssssesssasenes 37
12.2. Applicable Standards and GUIdANCE .........eucceieeieiiieeeeennnrieiereneeereenenanssseeseseeeeesesnnnssssssessesssesenns 37

13. MINIMUM SECURITY CONTROLS ......cceerrrrrrnnnenmennnmeereessensesnsessssssssssssssssssssssssssssssssssssnssnsssssssssasssssasses 38
13.1. ACCESS CONTIOI (AC) ..cieeeeenneneceeieeeeeeeernnensssesesesseeeeesesnnsssssssesssseesessnnnnsssssssssesssssssnnnnnsssssssasssssanns 46
AC-1 Access Control Policy and Procedures Requirements (L) (M) ....cooovvereeeeiieeeeeiieee e 46

AC-2 Account ManagemeENnt (L) (IM) coeecueee ettt ettt ee e e e e earre e e eeaaraeeeenbaeeeeensneeeean 47

AC-3 Access ENforcement (L) (IM) (H).oouveeeeeeieee ettt et e e e earae e e enrae e e senaneeeean 48

AC-7 Unsuccessful Login ATEEMPLS (L) (M) .couveiiiieiiiee ettt e et earee e e earre e e e eaaneee e 49

AC-8 System Use NOLIfication (L) (IM) (H) .eeeeeveeee ettt et e e e e eaareee e 50

AC-14 Permitted Actions without Identification or Authentication (L) (M) (H) ...coovvveeieiiiieeeeeineenen. 53

AC-17 RemMOte ACCESS (L) (IM) (H) cureeeeeereee ettt ettt e e e e et e e e eara e e e eenbaeeesenanaeeean 53
FedRAMP 100 100 0001000101 100 001 010 100111 v

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
AC-18 Wireless Access Restrictions (L) (IM) (H) ..ooeveeeeeeiieee et eeaaree e 54
AC-19 Access Control for Portable and Mobile Systems (L) (M) (H) .eeeooeveeeeeeiiieeeeeieee e 55
AC-20 Use of External Information Systems (L) (M) (H)...eeeoooueeeeieiieee e 56
AC-22 Publicly Accessible Content (L) (IM) (H) veeoeeereeee ettt e 57

13.2. Awareness and TraiNiNG (AT)..cccceeeeeeeeeeeennnreeererrereeeeesansssssesesssssesesnnnassssssssesssssesssnnnsssssssssessssssnes 58
AT-1 Security Awareness and Training Policy and Procedures (L) (M) ..c.eeeeveiveeeeeeiveee e, 58
AT-2 Security AWareness (L) (IM) (H) .ooooveee oottt eearae e e e enareaeean 59
AT-3 Role-Based Security Training (L) (M) (H) coeoooouieee ettt e eaaneee e 59

AT-4 Security TrainiNg RECOTAS (L) (M) cueiiuiiiiieeiie ettt ettt et et e e e e esteesta e e s e estaesssasnseessaesaseenseessaesaseeseessnas 60

13.3. Audit and Accountability (AU) .....ccccceeeeeeunreeeienieieeeeeemnnnsieeesereeeeeenennnsssssssesesseesesnassssssssssssesasenes 62
AU-1 Audit and Accountability Policy and Procedures (L) (M) ...cocoveeeeeeieeeeeeiiee e 62
AU-2 AUIt EVENTS (L) (IM) (H) oeeeieireee ettt ettt et e e et e e e e eatae e e eeaaraeeeenbaeeeeennneeeean 63
AU-3 Content of Audit Records (L) (M) (H) coouveeeeieiiiee ettt et e eearae e e eaane e 64
AU-4 Audit Storage Capacity (L) (M) (H) veeeeeoreeee ettt eearae e e eaareae e 65
AU-5 Response to Audit Processing Failures (L) (M) (H) ..eeeeoeueeeeocieeee et 65
AU-6 Audit Review, Analysis, and Reporting (L) (M) (H) ...eeoooueeeiieiieee et 66
AU-8 Time STamPS (L) (IM) (H) eeeeeereeee ettt ettt et ee e e e e eabae e e e eaaraeeeennbaeeesensneeeean 67
AU-9 Protection of Audit INformation (L) (M) (H) c.eeeeeeeoreeeeeeieee et 68
AU-11 Audit Record ReteNtion (L) (IM)...ueeeeicieeeeicieee ettt e eetvae e e e earae e e eenbae e e eenareeeeas 69
AU-12 Audit GENEration (L) (IM) (H) eeeeeeeeee ettt ettt etvae e e e e e e e eenrae e e eenaaeeeean 70

13.4. Security Assessment and AUthorization (CA) ......cccceeeeueeeceiererieeeeenennnsseceseseeeeeeesnanssssesessesesesenes 72
CA-1 Certification, Authorization, Security Assessment Policy and Procedures (L) (M) ................... 72
CA-2 Security AsseSSMENTS (L) (M) (H) .eoeeverieeeieee ettt e et e e e e e nrae e e enneeas 73

CA-2 (1) Control ENhancement (L) (IM) (H)eooveeoueeeieere ettt ettt et saeebeesraesaseevaesnaeensaenneessaeenneans 74
CA-3 System Interconne@ctions (L) (M) (H) veeeeeeueeeieeiieee ettt et 75
CA-5 Plan of Action and Milestones (L) (IM) (H) ..eeeeereee e e 76
CA-6 Security AUthorization (L) (IM) (H) coocveeeeeeieee ettt et et 77
CA-7 Continuous Monitoring (L) (M) (H)ueee oottt e e e e e 78
CA-9 Internal System Connections (L) (M) (H) cueeeeeeiieeeieiieee et 80

13.5. Configuration Management (CIM)......ccceeuuereeeeereeteeeeennnsnnsieseseseeereennnansssssssesesseesssnansssssssssesssssenes 81
CM-1 Configuration Management Policies and Procedures (L) (M) .c....coovvveeeeiiieeeeeciieee e 81
CM-2 Baseline Configuration (L) (M) (H)...ueeeeooeeec ettt 82
CM-4 Security Impact ANAlYSis (L) (M) (H) veeeeeereeeieeieee ettt 83
CM-6 Configuration SEttings (L) (IM) (H) coveeeeeeieee ettt 84
CM-7 Least FUNCTIONANTY (L) (IM) (H) wvereeeereee ettt ettt e e e e e e e enneeas 85
CM-8 Information System Component Inventory (L) (M) (H) ..covereeeireeeeeiieeee e 86
CM-10 Software Usage Restrictions (L) (M) (H) ..eeoooiueeeeeeiiee et 87
CM-11 User-Installed SOftware (L) (M) (H) ...cocoureeieeieeee ettt ettt e 88

13.6. ContingencCy PlanNing (CP)......cccieeiirieeeeeuunnrecerereereeeeenanssssesesesseeeesnnnansssssssesesssssssnnnsssssssssasssasenes 89
CP-1 Contingency Planning Policy and Procedures (L) (M) ....ccccveeeieiieee e 89

FedRAMP 100 100 0001000101 100 001 010 100111 Vi

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
CP-2 Contingency PIan (L) (IM) (H).ooouveee oottt e et e e e ara e e e e e e e e enneeas 90
CP-3 Contingency Training (L) (M) (H) cooecoeee et ettt s e e e nbae e e e 92
CP-4 Contingency Plan TESEING (L) covveeeieiieeeeecieee et ceetee et eetre e e e etrae e et e e e aree e e enbaeeeenneeas 93
CP-9 Information System Backup (L) (M) (H) ceouveeieeiieee ettt e 94
CP-10 Information System Recovery and Reconstitution (L) (M) (H) ..eeeeeeiieeeieiieeeeeiieee e, 95
13.7. Identification and Authentication (IA) ......cccccieeiriiieeereunreieeeierineeeeeenansseeeseseeeeeseenansnssssessesseesenes 96
IA-1 Identification and Authentication Policy and Procedures (L) (M) ....ccouvveeviveeeeeiiieeeeeireee e, 96
IA-2 User Identification and Authentication (L) (IM) (H) cooveeeeeeiieee e 97
1A-2 (1) Control ENhancemMent (L) (IM) (H) .oouveoreeoreeiee ettt ettt ete et saeevaesaaesaaeebaesnseenseessaesnneenne
IA-2 (12) Control Enhancement (L) (M) (H)
IA-4 Identifier Management (L) (IM) ... ettt eree e e tre e e et e e e aaee e e enreeeeenneeas
IA-5 Authenticator Management (L) (IM) ....c.cooviiieiiiiiieienicecceeeese e 100
1A-5 (1) Control ENhAnCemMENT (L) (IM) .euvieieeiie ettt ettt et ste e s eveesae e e saeebeesaeesaaeebeessaesnseeseesnseenseesaens
IA-5 (11) Control Enhancement (L) (M) (H)
IA-6 Authenticator FEedback (L) (M) (H)..ueeiioueeee ettt e 104
IA-7 Cryptographic Module Authentication (L) (IM) (H) couveeeeiereeeeeeeeee e 104
IA-8 Identification and Authentication (Non-Organizational Users) (L) (M) (H) ..ccoovvereeeiveeeeenneee. 105
IA-8 (1) Control Enhancement (L) (M) (H)
IA-8 (2) Control Enhancement (L) (M) (H)
IA-8 (3) Control Enhancement (L) (M) (H)
IA-8 (4) Control Enhancement (L) (M) (H)
13.8. INnCident RESPONSE (IR).ceerureeeeeeeerererereennneneeeeseeeeeeeenansssssesssesesesesnnnnsssssesesssssssssnnnsssssssesssssssssnnns
IR-1 Incident Response Policy and Procedures (L) (M) .....oeeeeereeeeieiieee et 108
IR-2 Incident Response TraiNing (L) (IM)...ueeceueee ettt e e e e e e 109
IR-4 Incident HaNdlNG (L) (M) (H) cvveeeeeiieee ettt et e e ettee e e s e e e s nbe e e e enneeas 110
IR-5 Incident Monitoring (L) (M) (H) ceeeecveee ettt ettt s e e e e e e nneeas 111
IR-6 Incident Reporting (L) (IM) (H) weeeeeeireee ettt e e et e e s e e e e nre e e e enneeas 112
IR-7 Incident Response AsSiStance (L) (M) (H) veeeeecrreee oottt e 113
IR-8 Incident Response Plan (L) (IM) (H) c.veeeeeoreeeeicieee ettt 113
13.9. MaiNtE@NANCE (IMIA) ....ceeeerereceeeeererereenennnsseeseseeseeesennnsssssssssasesesssnssssssssssssssssssssnansssssssssesssesssnnnn 115
MA-1 System Maintenance Policy and Procedures (L) (M) ...ccueeeeeeiieeeeiiieee e 115
MA-2 Controlled Maintenance (L) (M) (H) ..oooueeee ittt e 116
MA-4 Remote Maintenance (L) (M) (H) cveeeoooreeee ettt st 117
MA-5 Maintenance Personnel (L) (M) (H)...oooueeee oottt et 118
13.10.Media Protection (IVIP)........cccceereiereeeennnnncceseeeereeeeenansssssesesesesesesnnsssssssesesssssssssnnnsssssssssesssssssnnns 119
MP-1 Media Protection Policy and Procedures (L) (M) .....oeooeveeeeeeiieee et 119
MP-2 MEdia ACCESS (L) (IM) cuureeeeieieiee et eetee ettt eeettee e et e e e e etr e e e e eab e e e e seabeeeeseasseeeesnbeeeesnneens 120
MP-6 Media Sanitization and DispoSal (L) (IM)....cocurieeieiiiee et 121
MP-7 Media USE (L) (IM) (H) curreeeeeiieee ettt ettt e et e e e e e e eab e e e stbeeeesennaaeeesnnreeeesnneeas 122
13.11.Physical and Environmental Protection (PE) ........c.ceeueuueceeeeerererernnnnnsceeseseeeeeeeenansssssssesessseseennns 123
PE-1 Physical and Environmental Protection Policy and Procedures (L) (M) .....ccccoevvveeeecreeeeenneen. 123
FedRAMP 100 100 0001000101 100 001 010 100111 vii

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
PE-2 Physical Access AUThorizations (L) (IM) co.ueeeeicueeee ittt e 124

PE-3 Physical Access CONTIol (L) (M) (H) wueeeeeoiieee ettt e e e 125

PE-6 Monitoring Physical ACCESS (L) (M) (H) cuvveeeieiiiee ettt et 126

PE-8 Visitor Access ReCOrds (L) (M) (H).uveeeeieueeee ittt ettt e e e 127
PE-12 Emergency LIhting (L) (M) (H) coooveee oottt s e e e 128
PE-13 Fire Protection (L) (IM) (H)..ooueee oottt ettt e e e e et e e s eanae e e e e abeeeeenneeas 129
PE-14 Temperature and Humidity Controls (L) (M) (H) cccuveeeierieeeeeieee e 129
PE-15 Water Damage Protection (L) (IM) (H) veeeeeeoireee ettt e 130
PE-16 Delivery and Removal (L) (M) (H).uveee oottt e e 131
13.12.PlaNNiNG (PL) cuueceeeerrieeeemnennceceeeeeeereenennsssssesesseseessssnnsssssssssssesesssnnnssssssssssssssssssnnnsssssssssesssasssnnne 132
PL-1 Security Planning Policy and Procedures (L) (IM) ..ccueeeeeereeee ettt 132

PL-2 System Security Plan (L) (M) (H) coooveee oottt e 133

PL-4 Rules of BENAVIOT (L) (IM)..eiiieuriee ettt ettt ettt e e e eabee e e s ettreeeseanaaeeeeabeeeesnneeas 134
13.13.Personnel SECUNITY (PS) ceueuueeeeeereiereeeeumnnreeieeeereeeeenanssssseseseseeesesnnsnsssssesesssssssssnnnsssssssesssssssssnnns 135
PS-1 Personnel Security Policy and Procedures (L) (IM) .....eeeecveeeeeeiieee ettt 135

PS-2 Position Categorization (L) (IM) ..ccccveeeieeieee ettt e e e e e e e eare e e e e abe e e e enneeas 136

PS-3 Personnel Screening (L) (IM) (H) .ooooveee oottt e e e 137

PS-4 Personnel Termination (L) (M) ....cccueeeiooieee ettt ee et ettee e e e enae e e e s nbe e e e enneeas 138

PS-5 Personnel Transfer (L) (IM) ..ocuueeeoeireee ettt eetee ettt e et e e e e abr e e e s eaaaaeaeeabeeeesnneeas 139

PS-6 Access AZreemeNnts (L) (M) cuueeee ittt et e e e et e e e s eaaee e e enbeeeeenneeas 140

PS-7 Third-Party Personnel SECUTITY (L) (M) ..cuueeiiiieiee ettt e 141

PS-8 Personnel SANCLIONS (L) (IM) c.uvvieeieireee ettt ettt e e e et e e e e etba e e e s eanaeeeeenbeeeesnneeas 142
13.14. Risk ASSESSIMENT (RA) ..ceerurureeirererereenennnsneeeseesereeeeeransssssesssesesesssnnssssssssssssssssssnansssssssssssssesssnnne 143
RA-1 Risk Assessment Policy and Procedures (L) (IM) ...ccvveeeeeveeeeeeieeee et 143

RA-2 Security Categorization (L) (IM) (H) ..eeeoooueee ettt ettt et 144

RA-3 RiSK ASSESSMENT (L) (IM).reeeeieuireeeieiireee ettt e ettt eeeettee e e eettee e e eetr e e e e e eabaeeesetbeeeesennseeesennbeeeesnneeas 145

RA-5 Vulnerability SCAnning (L) (M) (H) uveee oottt ettt s e e are e e e nneeas 147
13.15.System and Services ACQUISITION (SA) c.euuueceieererreeeereneneeeeerereeereennnnsssssesesseeeessenansssssssesesssesssnnns 148
SA-1 System and Services Acquisition Policy and Procedures (L) (M) c...eeeeveveeeeeeiieeeeciieee e, 148

SA-2 Allocation of RESOUICES (L) (M) (H).eovouveeeeieieee ettt et eetree e e e e e arae e e eeabneeeean 149

SA-3 System Development Life Cycle (L) (IM) (H) vveeeeooreeeeeeieee et 150
SA-4 Acquisitions Process (L) (IM) (H) .eeeeeeooreee ettt eetree e e e e e enrae e e eenbaeeeean 151

SA-5 Information System Documentation (L) (M) ...coccveeeieiieee et 152

SA-9 External Information System Services (L) (M) (H)..oeeoeoreeeeieeeeeeeieee e 154
13.16.System and Communications Protection (SC) .......cceueuceeeerererereennnnnsceeseeeeereeeenansssscsseseesseseennns 155
SC-1 System and Communications Protection Policy and Procedures (L) (M).....ccoveeeveiveeeecvnenenn. 155

SC-5 Denial of Service Protection (L) (IM) (H) ...oocveeeeeeeee ettt e e 156

SC-7 Boundary Protection (L) (M) (H) .eeeeeeeoreee ettt ettt et eeare e e e nrae e e eearaeeeean 157
SC-12 Cryptographic Key Establishment & Management (L) (M) (H) cccvvveeveiieeeeeciieee e 158
FedRAMP 100 100 0001000101 100 001 010 100111 viii

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
SC-13 Use of Cryptography (L) (M) (H).ueeeeooreee ettt ettt e e e e earae e e eeanneeeenn 159
SC-15 Collaborative Computing Devices (L) (M) (H) cooouveeeeiiieeee ettt 159
SC-20 Secure Name / Address Resolution Service (Authoritative Source) (L) (M) (H) cveeeevvveeneennns 161
SC-21 Secure Name / Address Resolution Service (Recursive or Caching Resolver) (L) (M) (H) ..... 162
SC-22 Architecture and Provisioning for Name / Address Resolution Service (L) (M) (H) .............. 162
SC-39 Process 1S0lation (L) (IM) (H).eeeooueeee ettt et eetree e et e e e arae e e e eabneeeean 163
13.17.System and INformation INTEZIILY (S1)..uuucceeerrrreerrerenenreieeerereeereennnnnsseesesseereeeennnsssssssesesssesssnnns 164
SI-1 System and Information Integrity Policy and Procedures (L) (M) .......coovveeeeeiveeeeeiieeecceieeeeen, 164
SI-2 Flaw Remediation (L) (M) (H) .eeeocoeee ettt et eetrae e e e araeeeenbae e e eennaeeeenn 165
SI-3 Malicious Code Protection (L) (M) .eeeecceeeeeiereee e ettt e eeavee e e eeare e e e e nrae e e eeabaeeeenn 166
SI-4 Information System Monitoring (L) (M) (H) c.eeeeeocoreee ettt 167
SI-5 Security Alerts & AdVIiSOries (L) (IM) (H) veeeeeereeeeeeeeee ettt e e e eearaea e 169
SI-12 Information Output Handling and Retention (L) (M) (H) .cooovereeeiieee e 170
SI-16 Memory Protection (L) (IM) (H) cveeeeeeoree ettt et eettee e et e e e arae e e eenbneeeenn 170
14, ACRONYIMS.....ccoetiiiiiiiiiiiiiiiiieiiesisssssssssssssssssssssssssnssssssssssssessasssssssssssssssessssssssssssssssssssssssssnnnnnnnnnssansans 172
SYSTEMS SECURITY PLAN ATTACHIMIENTS ....ccccetiiiiiiiiiiiiiiiiiinississssssssssssssssssssssssssssssssssssssessessssssssssssssssssss 173
15, ATTACHIMMENTS ...cciiiiiiiiiiiiiiiiiiiiiiieiiessesssssssssssssssssnssssssssssssessssssssssssssssssesssssssssssssssssssssssnssnnnanssnnssansans 173
Attachment 1 Information Security Policies and Procedures ........cccceeeeeerreeeerenenneecereneneeeeeenansnnnnnes 175
ALtachmeNnt 2 USEr GUITE.......ccevvrcuemnnenneeeetetteeiieniiiieiiesiisiisssssssssssssssssssssssssssnsssssssssesssssssssssssssesses 176
Attachment 3 Digital Identity WOrksh@et .........cceeeueuececiiiiiiiieiieienccecceeeneeeeerenensseeceseseseeeesenassnsnnnns 177
INtrOdUCLION AN PUMPOSE ...ttt ettt e e e e e e e e e e e e e e e e e s e nabareeeeeeeeeesanssranaeeeens 177
INformation SystemM NAME/TItIE ...ccouviiiiie ettt ettt eeaee e ere e eeteeeearee s 177
Digital Identity Level DefinitioNns.........cccueee ittt e e e e are e e e e aneeas 177
Review Maximum Potential IMPact LEVEIS .........cocuvieiieiiiee ettt 178
Digital Identity LeVel SEIECTION........uvii ittt e e e eare e e e e abe e e e eaneeas 179
ATEACHMENT 4 PTA / PIA .oeeeenneeeeeeereeeeieeeeeeeeeseeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssessssessses 180
Privacy Overview and Point of CONtaCt (POC) .....cccveeiiiiiiieeceieee ettt e 180

Applicable Laws and REGUIGTIONS........coiiiiiieiie et e et e e e e sbe e e staeeeabeeeeabeeesstaaesnnes

Applicable Standards and Guidance

Personally Identifiable INfOrmMation (PI1)........cueecuieieeiie ettt ettt s a e e sre et e s aaeenbeesaaeesseereens 181
Privacy ThreShold ANGIYSiS.......ieiueiiiieeiiie ettt ste e e ire e et e e ssseeeaaeesnseeentneesssee s 182
QUAITTYING QUESTIONS. . cuveectieciie et ettt e st e e e eteeste e e ebeesteeeaseebeestaesaseeseessaesaseanseesssesaseenseesssesaseeseessseenseenseesses 182
DI T =g =1 A [ ] o O P OSSP TRRTPPPPPRRRRPIOt 182
Attachment 5 Rules of BERAVIOF........uueeeeeeiieiiiiiiiiiiiiiiiiiiiniiiniensissssssssssssessssssressesssesssessessssesses 183
Attachment 6 Information System Contingency Plan.........c.ceeeeeeeuencceieienineeeeeenensseceseneeeeeeeennnsnsnnnns 184
Attachment 7 Configuration Management Plan .........ccccceieiiieeeeemnnnceieeeeneeeeenensnssesesessseseesesassnsnnnns 185
Attachment 8 Incident RESPONSE Plan ......cccceiiiieeeereneceeiiererieeeeeennsneeseeseeeeeeesnnsnsssssesesssssesssnansnsnnnns 186
Attachment 9  CIS WOIKDOOK ........cuueeueemmeeeiieriiiiiiiiiiiiiiniiiniiiniensisssssssssssssssnsessessssessesssessssssssessessses 187
Atachment 10 FIPS 199 ........viviicennrennenerieniennieniiiieiissiessssssssssssssssssssssssssssssnssssssessssssssssssssssssessss 188
FedRAMP 100 100 0001000101 100 001 010 100111 ix

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
INtrOdUCLION AN PUMPOSE .. .uiiiiiiiiiieee ettt e e e e e e e e e e e e e e e e e s s abaaareeeeaeeeessnnsraneeaeeas 188

S0P ittt ———————————————————aeeeeeeeeeeeeeeeeeetetateeateetetttttttttaa—————————————————————————— 188

SYSTEM DESCIIPTION 1iiiiiiiiiiiiiiiititeii e e s s e e s s s e e e e e e eeeeeeeaaaaaaaaaaaeeeeeeeeeeneeeeseesssesasnssssrensnnnn 188
IMEENOUOIOZY .ottt ettt e e e et e e e e etb e e e e seaaaeeeseabaeeestbeeeeseasseeeeasbeeeeenneeas 189
Attachment 11 Separation of DUti€S IMatriX ......cceeueuereeieerereeeeeennnnneeeeeeeeneeeeerensnssesesesssssessennssnsnnnns 192
Attachment 12 FedRAMP Laws and REGUIALIONS .........cceeereriieeeeenneniccieeeeneeeeeeenenssseseseseseeeenennnsnsnnnns 193
Attachment 13 FedRAMP Inventory WOorkbooK..........cccceereriieeeeemnnncccieeeeneeenenenensseceseneseseesennnsnnnnnns 194

LIST OF FIGURES

Figure 9-1. Authorization BoUNdary DIGgIam ........cceicuveeeiiiieeeeeeieeeeeeitee e e eeteeeeeetraeeeeettaeeesenseeesesnraeeeeesseeeesnnns 27
FIZUIE 9-2. NETWOIK DIagIam....uveeeieiireieeeeiieeeeecieee e eette e e e et e e e eetaeeeeeetaeeeesetteeeeeasbaeeeeasbaeeesessseesenssaseeeasreneennnns 31
Figure 10-1. Data FIOW Diaglram.....cccueeeeeeirreeeeeireeeeeeitreeeeeitteeeeeeaaeeeeeeabeeeeseaaaeeesessaeeesastaeeesassssesesssaseeessrenesannns 34
LIST OF TABLES

Table 1-1. Information System Name and TItlE ....ccccuveiieiiiiee e et eeare e e e et e e e e 13
Table 2-1. SeCUrity Cat@BONIZATION ....uiiiicieiieeecreee ettt ettt eete e e et e e e etbe e e e e etaeeeestbeeeestbeeeesansseeeeesreeeesnnneeas 13
Table 2-2. Sensitivity Categorization of INfOrmation TYPES .....c.veviieiiiiiei et 15
Table 2-3. SECUNItY IMPACE LEVE ......vviiieieee ettt et e e e e e eta e e e e s bt e e e e staeeeeseanaaeeeesreeeesnreeas 16
Table 2-4. Baseline Security CONTIGUIAtioN .....c..ueiiiiiiiii ettt s e e e etr e e e e earae e e enreeeesaneeas 16
Table 3-1. INfOrmation SYSTEM OWNET ........cciiiuieeeeeereee ettt e e ettt e e eetre e e e etteeeeesbaeeeeatbeeeestseeeesassaeeessreeeesnnneeas 17
Table 5-1. Information System Management Point of CONTACT .......ccvvieeiiiiieeiiiieee et 18
Table 5-2. Information System Technical POint 0f CONTACT......ccueiiiiiiiiiiiiieee et e 19
Table 6-1. CSP Name Internal ISSO (or Equivalent) Point of CONTaCT........cceeeeeiiiieeeiiieeee e 20
Table 6-2. AD POINT Of CONTACE ...uviiiiiiieitie ittt ettt sttt ettt esbe e satesate e bt e beesbeesbeesanenas 20
TabIE 7-1. SYSTEIM STATUS ..eiiiiiieiee ettt ettt e e et e e e et e e e e etaeeeeeebreeeeebaeeeeeaasaeeeeasbeeeesnseeeesanssaeesasreeeesnnneeas 22
Table 8-1. Service Layers Represented in thiS SSP .........cccuiiiiiiiiie ettt et eetree e e eabe e e e 24
Table 8-2. Cloud Deployment Model Represented in ThisS SSP ........ccvviiiiiiieeeeiiiee et 24
Table 8-3. Leveraged AUTNOTIZAtIONS .......c.vviiiiiiiee ettt e e e e et e e et e e e etbe e e e s tbeeeeseanseeeeesreeeesnneeas 25
Table 9-1. Personnel ROIES @and PriVIEZES.........uuviieireiei ettt e ette e e e e e aae e e e e aree e e eaaeeas 28
Table 10-1. POrts, ProtOCOIS @Nd SEIVICES ....uuueeiieii ittt ettt e e e e e e e e e e e s e e abbaa e e e e e e eeeesaabrsreeeeeas 35
FedRAMP 100 100 0001000101 100 001 010 100111 X

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOVV BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date
Table 11-1. System INTEICONNECTIONS. ......vviieeeiiiee ettt e ettt e e et e e e etbe e e e e staeeeeetbeeeesetseeeesansseeeeesreeeesnnneeas 36
Table 12-1. Information System Name Laws and REgUIATIONS.........ccvvieiiiiiiee e e 37
Table 12-2. Information System Name Standards and GUIdANCE ..........coecuveeeeeiiieeeeiiieee e e 37
Table 13-1. Summary of Required SECUrTY CONTIOIS ......ccuviieiiiieie ettt et e e e e etre e e e eaaeeas 38
Table 13-2. Control Origination and DefiNitioNS ......c.uviieiciiee ettt e e e e e e are e e e sanneas 45
Table 13-3. CA-3 AUthOriZed CONNECLIONS ....eoiuiiiiiiiieieerte ettt ettt sttt e st e e sbeesbeesaneeas 75
Table 15-1. Names of Provided AttaChMENTS .......coiiiiiiriiiiieieeee ettt 173
Table 15-2. Information System Name and Titl ....ccveiiiiiiiee e e e erae e e e ebre e e e eanns 177
Table 15-3. Mapping FedRAMP Levels to NIST SP 800-63-3 LEVEIS ......cccecvvieieereeeeeerieeeeeireee e e e 178
Table 15-4. Potential IMpPacts for ASSUrANCE LEVEIS .......cvveeeiieiieee ettt e et e e erae e e e ebaeeeeeanns 179
Table 15-5. Digital IdENTITY LEVE .....vveiiiiieee ettt e ettt e et e e e e et e e e e s eatreeeeesnraeeeeeabaeeeeennns 179
Table 15-6. Information System Name Privacy POC .........ueeeiiiuveeeeiiieee e eeieee e e e e eeree e eevreeeeesvaeeeeebaeeeeennns 180
Table 15-7. Information System Name Laws and ReGUIATIONS........cccvvieeiiieieeiciiiee et 181
Table 15-8. Information System Name Standards and GUIANCE ..........cocvuveeeeciieeeeeiiriee et eeree e 181
Table 15-9. CSP Applicable Information Types with Security Impact Levels Using NIST SP 800-60 V2 R1 ...... 190
Table 15-10. FedRAMP Templates that Reference FedRAMP Laws and Regulations Standards and Guidance

......................................................................................................................................................................... 193
FedRAMP 100 100 0001000101 100 001 010 100111 xi

Controlled Unclassified Information



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOW BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date

I. INFORMATION SYSTEM NAME/TITLE

This System Security Plan provides an overview of the security requirements for the Information System Name (Enter Information System
Abbreviation) and describes the controls in place or planned for implementation to provide a level of security appropriate for the
information to be transmitted, processed or stored by the system. Information security is vital to our critical infrastructure and its
effective performance and protection is a key component of our national security program. Proper management of information
technology systems is essential to ensure the confidentiality, integrity and availability of the data transmitted, processed or stored by the
Enter Information System Abbreviation information system.

The security safeguards implemented for the Enter Information System Abbreviation system meet the policy and control requirements
set forth in this System Security Plan. All systems are subject to monitoring consistent with applicable laws, regulations, agency policies,
procedures and practices.

Table I-1. Information System Name and Title

Unique Identifier Information System Name Information System

A ——
233333 FAKE supply chain system FAKE SCS

2. INFORMATION SYSTEM CATEGORIZATION

The overall information system sensitivity categorization is recorded in Table 2-1. Security Categorization that follows. Directions for
attaching the FIPS 199 document may be found in the following section: Attachment 10, FIPS 199.

Table 2-1. Security Categorization

System Sensitivity Level: ‘ Low (L)
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2.1. Information Types

This section describes how the information types used by the information system are categorized for confidentiality, integrity and
availability sensitivity levels.

The following tables identify the information types that are input, stored, processed and/or output from Enter Information System
Abbreviation. The selection of the information types is based on guidance provided by Office of Management and Budget (OMB) Federal
Enterprise Architecture Program Management Office Business Reference Model 2.0 and FIPS Pub 199, Standards for Security
Categorization of Federal Information and Information Systems which is based on NIST Special Publication (SP) 800-60, Guide for
Mapping Types of Information and Information Systems to Security Categories.

The tables also identify the security impact levels for confidentiality, integrity and availability for each of the information types expressed
as low, moderate, or high. The security impact levels are based on the potential impact definitions for each of the security objectives
(i.e., confidentiality, integrity and availability) discussed in NIST SP 800-60 and FIPS Pub 199.

The potential impact is low if —

e The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational
operations, organizational assets, or individuals.

e Alimited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a
degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the
effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor
financial loss; or (iv) result in minor harm to individuals.

The potential impact is moderate if—

e The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational
operations, organizational assets, or individuals.

e A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant
degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the
effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in
significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening
injuries.
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The potential impact is high if—

e The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on
organizational operations, organizational assets, or individuals.

e Asevere or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i)
cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform
one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv)
result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries.

Table 2-2. Sensitivity Categorization of Information Types

Information Type NIST 800-60 identifier Confidentiality Integrity Availability
(Use only information types from NIST for Associated
SP 800-60, Volumes | and Il Information Type
as amended)
Goods Acquisition Information Type C34.1 Low (L) Low (L) Low (L)
Inventory Control Information Type C3.4.2 Low (L) Low (L) Low (L)
Logistics Management Information Type C3.43 Low (L) Low (L) Low (L)
Services Acquisition Information Type C3.4.4 Low (L) Low (L) Low (L)

2.2. Security Objectives Categorization (FIPS 199)

Based on the information provided in Table 2-2. Sensitivity Categorization of Information Types, for the Enter Information System
Abbreviation, default to the high-water mark for the Information Types as identified in Table 2-3. Security Impact Level below.
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Table 2-3. Security Impact Level

Security Objective Low, Moderate or High
Confidentiality Low (L)
Integrity Low (L)
Availability Low (L)

Through review and analysis, it has been determined that the baseline security categorization for the Enter Information System
Abbreviation system is listed in the Table 2-4. Baseline Security Configuration that follows.

Table 2-4. Baseline Security Configuration

Enter Information System Abbreviation Security Categorization Low (L)

Using this categorization, in conjunction with the risk assessment and any unique security requirements, we have established the security
controls for this system, as detailed in this SSP.

2.3. Digital Identity Determination
The digital identity information may be found in Attachment 3, Digital Identity Worksheet.

Note: NIST SP 800-63-3, Digital Identity Guidelines, does not recognize the four Levels of Assurance model previously used by federal
agencies and described in OMB M-04-04, instead requiring agencies to individually select levels corresponding to each function being
performed.

The digital identity level is Level 2: AAL2, IAL2, FAL2

Additional digital identity information can be found in Section 15 Attachments Digital Identity Level Selection.
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7. INFORMATION SYSTEM OPERATIONAL STATUS

The system is currently in the life-cycle phase shown in Table 7-1. System Status that follows. (Only operational systems can be granted
an ATO).

Table 7-1. System Status

System Status

| Operational The system is operating and in production.

Under Development The system is being designed, developed, or implemented

| Major Modification The system is undergoing a major change, development, or transition.
| Other Explain: Click here to enter text.
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8. INFORMATION SYSTEM TYPE

The Enter Information System Abbreviation makes use of unique managed service provider architecture layer(s).

8.1. Cloud Service Models

Information systems, particularly those based on cloud architecture models, are made up of different service layers. Below are some
questions that help the system owner determine if their system is a cloud followed by specific questions to help the system owner
determine the type of cloud.

Question (Yes/No .~ Conclusion |

Does the system use virtual machines? A no response means that system is most likely not a cloud.
Does the system have the ability to expand its A no response means that the system is most likely not a cloud.
capacity to meet customer demand?

Does the system allow the consumer to build A no response, means that the system is an 1aaS. A yes
anything other than servers? response means that the system is either a PaaS or a SaaS.

Does the system offer the ability to create databases? | A yes response means that the system is a PaaS.
Does the system offer various developer toolkits and | A yes response means that the system is a PaaS.

APIs?
Does the system offer only applications that are A yes response means that system is a SaaS. A no response
available by obtaining a login? means that the system is either a Paa$S or an laaS.

The layers of the Enter Information System Abbreviation defined in this SSP are indicated in Table 8-1. Service Layers Represented in this
SSP that follows.

FedRAMP | 23



FEDRAMP SYSTEM SECURITY PLAN (SSP) LOW BASELINE TEMPLATE

CSP Name | Information System Name Version #.#, Date

Table 8-1. Service Layers Represented in this SSP

Service Provider Architecture Layers

W Major Application

| Platform as a Service (PaaS) Major Application

| Infrastructure as a Service (laaS) General Support System

O] Other Explain: Click here to enter text.

Note: Refer to NIST SP 800-145 for information on cloud computing architecture models.

8.2. Cloud Deployment Models

Information systems are made up of different deployment models. The deployment models of the Enter Information System
Abbreviation that are defined in this SSP and are not leveraged by any other FedRAMP Authorizations, are indicated in Table 8-2. Cloud
Deployment Model Represented in this SSP that follows.

Table 8-2. Cloud Deployment Model Represented in this SSP

Service Provider Cloud Deployment Model
O

Public Cloud services and infrastructure supporting multiple organizations and agency clients

] Private Cloud services and infrastructure dedicated to a specific organization/agency and no other clients

O Government Only Cloud services and infrastructure shared by several organizations/agencies with same policy and compliance
Community considerations

Hybrid Explain: (e.g., cloud services and infrastructure that provides private cloud for secured applications and data

where required and public cloud for other applications and data)
Click here to enter text.
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9. GENERAL SYSTEM DESCRIPTION

This section includes a general description of the Enter Information System Abbreviation.

9.1. System Function or Purpose

All SCM or central planning processes created to manage an organization’s demand/supply network consists of three primary activities:
Demand Management, Supply Planning or Matching Assets with Demand , Analytics Workbench.

9.2. Information System Components and Boundaries

A detailed and explicit definition of the system authorization boundary diagram is represented in Figure 9-1. Authorization Boundary
Diagram below.
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9.3. Types of Users

Figure 9-1. Authorization Boundary Diagram

All personnel have their status categorized with a sensitivity level in accordance with PS-2. Personnel (employees or contractors) of
service providers are considered Internal Users. All other users are considered External Users. User privileges (authorization permission
after authentication takes place) are described in Table 9-1. Personnel Roles and Privileges that follows.
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Table 9-1. Personnel Roles and Privileges

Internal
or
External

Privileged | Sensitivity | Authorized
(P), Non-
Privileged
(NP), or

No
Logical
Access
(NLA)

Privileges

Functions Performed

System Administrator Internal P Moderate Full Add/remove users and
administrative | hardware, install and
access (root) | configure software, OS

updates, patches and
hotfixes, perform backups

Client Administrator External NP N/A Portal Add/remote client users.
administration | Create, modify and delete

client applications

Web server administrators Internal NLA Moderate N/A Maintaining software and

security updates,
monitoring server activity
and ensuring the
availability of client/server
applications, auditing
server security.
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Internal | Privileged | Sensitivity | Authorized | Functions Performed
or (P), Non- Privileges
External | Privileged
(NP), or
No
Logical
Access
(NLA)

Network administrators Internal NLA Moderate N/A Network administrators
are responsible for making
sure that computer
hardware
and network infrastructure
related to an
organization's data
network are effectively
maintained.

Firewall administrators Internal NLA Moderate N/A Responsible for
configuring, installing,
maintaining, and
monitoring of firewalls.

Program Director Internal NLA Limited N/A Reviews, approves and
enforces policy.

Developing team Internal P High-Risk Developing Develop and program the

system system.

Testing team Internal NP Severe Testing Test the confidentiality,

administration | integrity and availability of
system.

Database administrator Internal NP High-Risk Database Manage the databases.

management
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Internal
or
External

Privileged | Sensitivity
(P), Non-
Privileged
(NP), or

No
Logical
Access
(NLA)

Authorized
Privileges

Functions Performed

Sales / warehouse clerks

Production / Procurement / External NP Moderate Add and Approve data from clerks
Sales / warehouse managers approve data | and submit requirements
to system administrator to
change the data.
Production / Procurement / External NP Limited Read and Read and write data into
write data the system.

There are currently <number> internal personnel and <number> external personnel. Within one year, it is anticipated that there will be
<number> internal personnel and <number> external personnel.

9.4. Network Architecture

Assessors should be able to easily map hardware, software and network inventories back to this diagram.

The logical network topology is shown in Figure 9-2. Network Diagram mapping the data flow between components.

The following Figure 9-2. Network Diagram(s) provides a visual depiction of the system network components that constitute Enter

Information System Abbreviation.
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10. SYSTEM ENVIRONMENT AND INVENTORY
Directions for attaching the FedRAMP Inventory Workbook may be found in the following section: Attachment 13, FedRAMP Inventory

Workbook. Data Flow
The data flow in and out of the system boundaries is represented in Figure 10-1. Data Flow Diagram below.
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1. SYSTEM INTERCONNECTIONS

Table 11-1. System Interconnections below is consistent with Table 13-3. CA-3 Authorized Connections.

Table I I-1. System Interconnections

SP* |IP Address and

Interface

External
Organization
Name and IP

Address of

System

External Point of

Contact and Phone

Number

Connection

Security (IPSec

VPN, SSL,
Certificates,
Secure File

Transfer, etc.)**

Data

Direction
(incoming,
outgoing, or

both)

Information
Being
Transmitted

Port or Circuit

Numbers

N/A Human resources | Kira SSL outgoing Personal info N/A
system 888-888-8888 (eg: KPI)
N/A Finance system Elva SSL Incoming and Financial info N/A
666-666-6666 outgoing (eg: budget,
production cost)
N/A Administrative Alonna SSL Incoming and Administrative N/A
system 111-111-1111 outgoing info
N/A Information & Fyo SSL Outgoing IT info N/A
Technology 777-777-7777
Management
N/A Backup system Zero SSL Outgoing All production N/A
222-222-2222 info
<SP IP <External Org/IP> | <External Org POC> <Enter Connection Choose an <Information <Port/Circuit
Address/Interface> <Phone 555-555-5555> | Security> item. Transmitted> Numbers>

*Service Processor

**Internet Protocol Security (IPSec), Virtual Private Network (VPN), Secure Sockets Layer (SSL)

FedRAMP
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13. MINIMUM SECURITY CONTROLS

Security controls must meet minimum security control baseline requirements. Upon categorizing a
system as Low, Moderate, or High sensitivity in accordance with FIPS 199, the corresponding security
control baseline standards apply. Some of the control baselines have enhanced controls which are
indicated in parentheses.

Security controls that are representative of the sensitivity of Enter Information System Abbreviation are
described in the sections that follow. Security controls that are designated as “Not Selected” or
“Withdrawn by NIST” are not described unless they have additional FedRAMP controls. Guidance on
how to describe the implemented standard can be found in NIST 800-53, Rev 4. Control enhancements
are marked in parentheses in the sensitivity columns.

Systems that are categorized as FIPS 199 Low use the controls designated as Low, systems categorized
as FIPS 199 Moderate use the controls designated as Moderate and systems categorized as FIPS 199
High use the controls designated as High. A summary of which security standards pertain to which
sensitivity level is found in Table 13-1. Summary of Required Security Controls that follows.

Table |3-1. Summary of Required Security Controls
Sensitivity Level

Control Description
—“\

Access Control
AC-1 Access Control Policy and AC-1 AC-1 AC-1
Procedures
AC-2 Account Management AC-2 AC-2 (1) (2) (3) (4) (5) AC-2 (1) (2) (3) (4) (5) (7)
(7) (9) (10) (12) (9) (10) (11) (12) (13)
AC-3 Access Enforcement AC-3 AC-3 AC-3
AC-4 Information Flow Enforcement Not Selected AC-4 (21) AC-4 (8) (21)
AC-5 Separation of Duties Not Selected AC-5 AC-5
AC-6 Least Privilege Not Selected AC-6 (1) (2) (5)(9) (10) | AC-6(1)(2) (3)(5)(7)(8)
(9) (10)
AC-7 Unsuccessful Logon Attempts AC-7 AC-7 AC-7 (2)
AC-8 System Use Notification AC-8 AC-8 AC-8
AC-10 | Concurrent Session Control Not Selected AC-10 AC-10
AC-11 | Session Lock Not Selected AC-11 (1) AC-11 (1)
AC-12 | Session Termination Not Selected AC-12 AC-12 (1)
AC-14 | Permitted Actions Without AC-14 AC-14 AC-14
Identification or Authentication
AC-17 | Remote Access AC-17 AC-17 (1) (2) (3)(4)(9) | AC-17 (1) (2)(3)(4) (9)
AC-18 | Wireless Access AC-18 AC-18 (1) AC-18 (1) (3) (4) (5)
AC-19 | Access Control for Mobile Devices | AC-19 AC-19 (5) AC-19 (5)
AC-20 | Use of External Information AC-20 AC-20(1) (2) AC-20(1) (2)
Systems
AC-21 | Information Sharing Not Selected AC-21 AC-21

FedRAMP
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CSP Name | Information System Name Version #.#, Date

Control Description Sensitivity Level
___low | Moderate | High

AC-22 | Publicly Accessible Content AC-22 AC-22 AC-22
AT Awareness and Training
AT-1 Security Awareness and Training AT-1 AT-1 AT-1
Policy and Procedures
AT-2 Security Awareness Training AT-2 AT-2 (2) AT-2 (2)
AT-3 Role-Based Security Training AT-3 AT-3 AT-3 (3) (4)
AT-4 Security Training Records AT-4 AT-4 AT-4
AU Audit and Accountability
AU-1 Audit and Accountability Policy AU-1 AU-1 AU-1
and Procedures
AU-2 | Audit Events AU-2 AU-2 (3) AU-2 (3)
AU-3 Content of Audit Records AU-3 AU-3 (1) AU-3 (1) (2)
AU-4 Audit Storage Capacity AU-4 AU-4 AU-4
AU-5 Response to Audit Processing AU-5 AU-5 AU-5 (1) (2)
Failures
AU-6 Audit Review, Analysis and AU-6 AU-6 (1) (3) AU-6 (1) (3) (4) (5) (6) (7)
Reporting (10)
AU-7 Audit Reduction and Report Not Selected AU-7 (1) AU-7 (1)
Generation
AU-8 Time Stamps AU-8 AU-8 (1) AU-8 (1)
AU-9 Protection of Audit Information AU-9 AU-9 (2) (4) AU-9 (2) (3) (4)
AU-10 | Non-repudiation Not Selected Not Selected AU-10
AU-11 | Audit Record Retention AU-11 AU-11 AU-11
AU-12 | Audit Generation AU-12 AU-12 AU-12 (1) (3)
CA Security Assessment and Authorization
CA-1 Security Assessment and CA-1 CA-1 CA-1
Authorization Policies and
Procedures
CA-2 Security Assessments CA-2(1) CA-2 (1) (2) (3) CA-2 (1) (2) (3)
CA-3 System Interconnections CA-3 CA-3(3) (5) CA-3(3) (5)
CA-5 Plan of Action and Milestones CA-5 CA-5 CA-5
CA-6 Security Authorization CA-6 CA-6 CA-6
CA-7 Continuous Monitoring CA-7 CA-7 (1) CA-7 (1) (3)
CA-8 Penetration Testing Not Selected CA-8(1) CA-8(1)
CA-9 Internal System Connections CA-9 CA-9 CA-9
cM Configuration Management
CM-1 Configuration Management Policy | CM-1 CM-1 CM-1
and Procedures
CM-2 Baseline Configuration CM-2 CM-2(1) (2) (3) (7) CM-2(1) (2) (3) (7)
CM-3 Configuration Change Control Not Selected CM-3(2) CM-3 (1) (2) (4) (6)
CcM-4 Security Impact Analysis CM-4 CM-4 CM-4 (1)
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CSP Name

| Information System Name

Version #.#, Date

“ Control Description

CM-5
CM-6
CcMm-7
CM-8

CcM-9
CM-10
CMm-11

Access Restrictions for Change
Configuration Settings
Least Functionality

Information System Component
Inventory

Configuration Management Plan
Software Usage Restrictions
User-Installed Software

Sensitivity Level

___low | Moderate | High

Not Selected
CM-6
CM-7
CM-8

Not Selected
CM-10
CM-11

CM-5 (1) (3) (5)
CM-6 (1)

CM-7 (1) (2) (5)*
CM-8(1) (3) (5)

cM-9
CM-10 (1)
cm-11

CM-5(1) (2) (3) (5)
CM-6 (1) (2)

CM-7 (1) (2) (5)

CM-8 (1) (2) (3) (4) (5)

CM-9
CM-10 (1)
CM-11 (1)

*FedRAMP does not include CM-7 (4) in the Moderate Baseline. NIST supplemental guidance states that CM-7 (4) is not
required if (5) is implemented.

cp
cP-1

CP-2
CP-3
CP-4
CP-6
CP-7
CP-8
CP-9
CP-10

1A
1A-1

1A-2

I1A-3

1A-4
1A-5

IA-6
1A-7

IA-8

IR-1

IR-2

Contingency Planning

Contingency Planning Policy and
Procedures

Contingency Plan
Contingency Training
Contingency Plan Testing
Alternate Storage Site
Alternate Processing Site
Telecommunications Services
Information System Backup

Information System Recovery and
Reconstitution

Identification and Authentication

Identification and Authentication
Policy and Procedures

Identification and Authentication
(Organizational Users)

Device Identification and
Authentication

Identifier Management
Authenticator Management

Authenticator Feedback

Cryptographic Module
Authentication

Identification and Authentication
(Non-Organizational Users)

Incident Response

Incident Response Policy and
Procedures

Incident Response Training

CP-1

CP-2

CP-3

CP-4

Not Selected
Not Selected
Not Selected
CP-9

CP-10

IA-1

1A-2 (1) (12)

Not Selected

IA-4
IA-5 (1) (12)

IA-6
IA-7

1A-8 (1) (2) (3) (4)

IR-1

IR-2

CP-1

CP-2 (1) (2) (3) (8)
CP-3

CP-4 (1)
CP-6(1) (3
CP-7 (1) (2
CP-8 (1) (2
CP-9(1) (3
CP-10 (2)

(3)

—_—=—_= =

I1A-1

1A-2 (1) (2) (3) (5) (8)
(11)(12)

IA-3

IA-4 (4)

IA-5 (1) (2) (3) (4) (6)
(7)(12)

IA6

IA-7

1A-8 (1) (2) (3) (4)

IR-1

IR-2

CP-1

CP-2(1)(2)(3)(4) (5) (8)
CP-3 (1)

CP-4 (1) (2)

CP-6 (1) (2) (3)
CP-7(1)(2)(3) (4)
CP-8(1)(2) (3) (4)
CP-9(1)(2) (3) (5)
CP-10(2) (4)

IA-1

1A-2 (1) (2) (3) (4) (5) (8)
(9)(11) (12)

IA-3

I1A-4 (4)

IA-5 (1) (2) (3) (4) (6) (7)
(8) (11) (13)

IA-6

I1A-7

1A-8 (1) (2) (3) (4)

IR-1

IR-2 (1) (2)
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Version #.#, Date

“ Control Description

IR-3
IR-4
IR-5
IR-6
IR-7
IR-8
IR-9
MA
MA-1

MA-2
MA-3
MA-4
MA-5
MA-6
MP

MP-1

MP-2
MP-3
MP-4
MP-5
MP-6
MP-7
PE
PE-1

PE-2
PE-3
PE-4

PE-5
PE-6
PE-8
PE-9
PE-10
PE-11
PE-12
PE-13
PE-14

Incident Response Testing
Incident Handling
Incident Monitoring
Incident Reporting

Incident Response Assistance

Incident Response Plan

Information Spillage Response

Maintenance

System Maintenance Policy and

Procedures

Controlled Maintenance
Maintenance Tools
Nonlocal Maintenance
Maintenance Personnel
Timely Maintenance
Media Protection

Media Protection Policy and
Procedures

Media Access
Media Marking
Media Storage
Media Transport
Media Sanitization
Media Use

Sensitivity Level

___low | Moderate | High

Not Selected
IR-4
IR-5
IR-6
IR-7
IR-8
Not Selected

MA-1

MA-2
Not Selected
MA-4
MA-5
Not Selected

MP-1

MP-2
Not Selected
Not Selected
Not Selected
MP-6
MP-7

Physical and Environmental Protection

Physical and Environmental

Protection Policy and Procedures
Physical Access Authorizations

Physical Access Control

Access Control for Transmission

Medium

Access Control for Output Devices

Monitoring Physical Access
Visitor Access Records

Power Equipment and Cabling

Emergency Shutoff
Emergency Power
Emergency Lighting

Fire Protection
Temperature and Humidity

PE-1

PE-2
PE-3
Not Selected

Not Selected
PE-6

PE-8

Not Selected
Not Selected
Not Selected
PE-12

PE-13

PE-14

IR-3(2)

IR-4 (1)

IR-5

IR-6 (1)

IR-7 (1) (2)

IR-8

IR-9 (1) (2) (3) (4)

MA-1

MA-2
MA-3 (1) (2) (3)
MA-4 (2)

MA-5 (1)

MA-6

MP-1

MP-2
MP-3
MP-4
MP-5 (4)
MP-6 (2)
MP-7 (1)

PE-1

PE-2
PE-3
PE-4

PE-5
PE-6 (1)
PE-8

PE-9

PE-10

PE-11

PE-12

PE-13 (2) (3)
PE-14 (2)

IR-6 (1
IR-7 (1) (2)

IR-8

IR-9 (1) (2) (3) (4)

(2)
(1)
IR-5 (1)
(1)
(1)

MA-1

MA:-2 (2
MA-3 (1
MA-4 (2
MA-5 (1
MA-6

(2)3)

)
)
) (3)(6)
)

MP-1

MP-2
MP-3

MP-4

MP-5 (4)

MP-6 (1) (2) (3)
MP-7 (1)

PE-1

PE-2
PE-3 (1)
PE-4

PE-5
PE-6 (1) (4)
PE-8 (1)

PE-9

PE-10

PE-11 (1)

PE-12

PE-13 (1) (2) (3)
PE-14 (2)
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Version #.#, Date

“ Control Description

PE-15
PE-16
PE-17
PE-18

PL
PL-1

PL-2
PL-4
PL-8
PS

PS-1

PS-2
PS-3
PS-4
PS-5
PS-6
PS-7
PS-8
RA

RA-1

RA-2
RA-3
RA-5

SA
SA-1

SA-2
SA-3
SA-4
SA-5

SA-8
SA-9

SA-10

Controls

Water Damage Protection
Delivery and Removal
Alternate Work Site

Location of Information System
Components

Planning

Security Planning Policy and
Procedures

System Security Plan

Rules of Behavior

Information Security Architecture
Personnel Security

Personnel Security Policy and
Procedures

Position Risk Designation
Personnel Screening
Personnel Termination
Personnel Transfer

Access Agreements
Third-Party Personnel Security
Personnel Sanctions

Risk Assessment

Risk Assessment Policy and
Procedures

Security Categorization
Risk Assessment
Vulnerability Scanning

System and Services Acquisition

System and Services Acquisition
Policy and Procedures

Allocation of Resources
System Development Life Cycle
Acquisition Process

Information System
Documentation

Security Engineering Principles

External Information System
Services

Developer Configuration

Sensitivity Level

___low | Moderate | High

PE-15
PE-16
Not Selected
Not Selected

PL-1

PL-2
PL-4
Not Selected

PS-1

PS-2
PS-3
PS-4
PS-5
PS-6
PS-7
PS-8

RA-1
RA-2
RA-3
RA-5
SA-1
SA-2
SA-3
SA-4 (10)

SA-5

Not Selected
SA-9

Not Selected

PE-15
PE-16
PE-17
Not Selected

PL-2 (3)
PL-4 (1)
PL8

PS-1

PS-2
PS-3(3)
PS-4
PS-5
PS-6
PS-7
PS-8

RA-1

RA-2

RA-3

RA-5(1) (2) (3) (5) (6)
(8)

SA-1
SA-2
SA-3
SA-4(1) (2) (8) (9) (10)
SA-5

SA-8
SA9 (1) (2) (4) (5)

SA-10 (1)

PE-15 (1)
PE-16
PE-17
PE-18

PL-2 (3)
PL-4 (1)
PL8

PS-1

PS-2
PS-3(3)
PS-4 (2)
PS-5
PS-6
PS-7
PS-8

RA-1

RA-2

RA-3

RA-5(1) (2) (3) (4) (5) (6)
(8) (10)

SA-1
SA-2
SA-3
SA-4(1) (2) (8) (9) (10)
SA-5

SA-8
SA9 (1) (2) (4) (5)

SA-10 (1)
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“ Control Description

SA-11

SA-12
SA-15

SA-16
SA-17

SC
SC-1

SC-2
SC-3
SC-4
SC-5
SC-6
SC-7

SC-8

SC-10
SC-12

SC-13
SC-15
SC-17

SC-18
SC-19
SC-20

SC-21

SC-22

SC-23
SC-24
SC-28
SC-39

Management

Developer Security Testing and
Evaluation

Supply Chain Protection

Development Process, Standards
and Tools

Developer-Provided Training

Developer Security Architecture
and Design

Sensitivity Level

___low | Moderate | High

Not Selected

Not Selected
Not Selected

Not Selected
Not Selected

System and Communications Protection

System and Communications
Protection Policy and Procedures

Application Partitioning

Security Function Isolation
Information in Shared Resources
Denial of Service Protection
Resource Availability

Boundary Protection

Transmission Confidentiality and
Integrity
Network Disconnect

Cryptographic Key Establishment
and Management

Cryptographic Protection
Collaborative Computing Devices

Public Key Infrastructure
Certificates

Mobile Code
Voice Over Internet Protocol

Secure Name / Address Resolution
Service (Authoritative Source)

Secure Name / Address Resolution
Service (Recursive or Caching
Resolver)

Architecture and Provisioning for
Name / Address Resolution
Service

Session Authenticity

Fail in Known State

Protection of Information at Rest
Process Isolation

SC-1

Not Selected
Not Selected
Not Selected
SC-5
Not Selected
SC-7

Not Selected

Not Selected
SC-12

SC-13
SC-15
Not Selected

Not Selected
Not Selected
SC-20

SC-21

SC-22

Not Selected
Not Selected
Not Selected
SC-39

SA-11(1) (2) (8)

Not Selected
Not Selected

Not Selected
Not Selected

SC-1

SC-2

Not Selected

SC-4

SC-5

SC-6
SC-7(3) (4) (5) (7) (8)
(12) (13) (18)

SC-8 (1)

SC-10
sC-12(2) (3)

SC-13
SC-15
SC-17

SC-18
SC-19
SC-20

SC-21

SC-22

SC-23

Not Selected
SC-28 (1)
SC-39

SA-11(1) (2) (8)

SA-12
SA-15

SA-16
SA-17

SC-1

SC-2
sc-3

SC-4

SC-5

SC-6
SC-7(3) (4)(5) (7) (8) (10)
(12) (13) (18) (20) (21)
SC-8(1)

SC-10
SC-12 (1) (2) (3)

SC-13
SC-15
SC-17

SC-18
SC-19
SC-20

SC-21

SC-22

SC-23 (1)
SC-24
SC-28 (1)
SC-39
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CSP Name | Information System Name Version #.#, Date
Control Description Sensitivity Level ‘
“_“
SI System and Information Integrity
SI-1 System and Information Integrity SI-1 SI-1 SI-1
Policy and Procedures
SI-2 Flaw Remediation SI-2 SI-2(2) (3) SI-2 (1) (2) (3)
SI-3 Malicious Code Protection SI-3 SI-3(1) (2) (7) SI-3(1) (2) (7)
SI-4 Information System Monitoring Sl-4 SI-4 (1) (2) (4) (5) (14) SI-4 (1) (2) (4) (5) (11)
(16) (23) (14) (16) (18) (19) (20)
(22) (23) (24)
SI-5 Security Alerts, Advisories and SI-5 SI-5 SI-5 (1)
Directives
SI-6 Security Function Verification Not Selected SI-6 SI-6
SI-7 Software, Firmware and Not Selected SI-7 (1) (7) SI-7 (1) (2) (5) (7) (14)
Information Integrity
SI-8 Spam Protection Not Selected SI-8 (1) (2) SI-8 (1) (2)
SI-10 Information Input Validation Not Selected SI-10 SI-10
SI-11 Error Handling Not Selected SI-11 SI-11
SI-12 Information Handling and SI-12 SI-12 SI-12
Retention
SI-16 Memory Protection SI-16 SI-16 SI-16

Note: The -1 Controls (AC-1, AU-1, SC-1, etc.) cannot be inherited and must be provided in some way by
the service provider.

Instruction: In the sections that follow, describe the information security control as it is implemented on
the system. All controls originate from a system or from a business process. It is important to describe
where the control originates from so that it is clear whose responsibility it is to implement, manage and
monitor the control. In some cases, the responsibility is shared by a CSP and by the customer. Use the
definitions in the table that follows to indicate where each security control originates from.

Throughout this SSP, policies and procedures must be explicitly referenced (title and date or version) so
that it is clear which document is being referred to. Section numbers or similar mechanisms should allow
the reviewer to easily find the reference.

For Saa$ and Paas$ systems that are inheriting controls from an laa$ (or anything lower in the stack), the
“inherited” check box must be checked and the implementation description must simply say “inherited.”
FedRAMP reviewers will determine whether the control-set is appropriate or not.

In Section 13, the NIST term "organization defined" must be interpreted as being the CSP's responsibility
unless otherwise indicated. In some cases, the JAB has chosen to define or provide parameters, in others
they have left the decision up to the CSP.

Please note: CSPs should not modify the control requirement text, including the parameter assignment
instructions and additional FedRAMP requirements. CSP responses must be documented in the “Control
Summary Information” and “What is the solution and how is it implemented?” tables.
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Delete this and all other instructions from your final version of this document.

The definitions in Table 13-2. Control Origination and Definitions indicate where each security control

originates.

Service Provider
Corporate

Service Provider System

Specific

Service Provider Hybrid

Configured by Customer

Provided by Customer

Shared

Inherited from pre-
existing FedRAMP
Authorization

Table 13-2. Control Origination and Definitions

A control that originates from the CSP
Name corporate network.

A control specific to a particular system at
the CSP Name and the control is not part
of the standard corporate controls.

A control that makes use of both
corporate controls and additional
controls specific to a particular system at
the CSP Name.

A control where the customer needs to
apply a configuration in order to meet
the control requirement.

A control where the customer needs to
provide additional hardware or software
in order to meet the control
requirement.

A control that is managed and
implemented partially by the CSP Name
and partially by the customer.

A control that is inherited from another
CSP Name system that has already
received a FedRAMP Authorization.

*Hyper Text Transport Protocol (http)

DNS from the corporate network provides
address resolution services for the
information system and the service offering.

A unique host-based intrusion detection
system (HIDs) is available on the service
offering platform but is not available on the
corporate network.

There are scans of the corporate network
infrastructure; scans of databases and web-
based application are system specific.

User profiles, policy/audit configurations,
enabling/disabling key switches (e.g.,
enable/disable http* or https, etc.), entering
an IP range specific to their organization are
configurable by the customer.

The customer provides a SAML SSO solution
to implement two-factor authentication.

Security awareness training must be
conducted by both the CSPN and the
customer.

A PaaS or SaaS provider inherits PE controls
from an laa$ provider.

Responsible Role indicates the role of CSP employee who can best respond to questions about the
particular control that is described.
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13.3. Audit and Accountability (AU)

AU-| Audit and Accountability Policy and Procedures (L) (M)

The organization:

(a) Develops, documents, and disseminates to [Assignment: organization-defined personnel or
roles]:

(1) An audit and accountability policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational
entities, and compliance; and

(2) Procedures to facilitate the implementation of the audit and accountability policy and
associated audit and accountability controls; and

(b) Reviews and updates the current:

(1) Audit and accountability policy [FedRAMP Assignment: at every 3 years]; and
(2) Audit and accountability procedures [FedRAMP Assignment: at least annually].

AU-I1 Control Summary Information
Responsible Role: CISO

Parameter AU-1(a): system manager

Parameter AU-1(b)(1): at every 3 years

Parameter AU-1(b)(2): at least annually

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

Service Provider Corporate

[] Service Provider System Specific

[] Service Provider Hybrid (Corporate and System Specific)

AU-1 What is the solution and how is it imp
Part a NIST.SP-800-53r4

Partb NIST.SP-800-53r4
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AU-2 Audit Events (L) (M) (H)

The organization:

(a) Determines that the information system is capable of auditing the following events:
[FedRAMP Assignment: [Successful and unsuccessful account logon events, account
management events, object access, policy change, privilege functions, process tracking, and
system events. For Web applications: all administrator activity, authentication checks,
authorization checks, data deletions, data access, data changes, and permission changes];

(b) Coordinates the security audit function with other organizational entities requiring audit-
related information to enhance mutual support and to help guide the selection of auditable
events;

(c) Provides a rationale for why the auditable events are deemed to be adequate to support
after-the-fact investigations of security incidents; and

(d) Determines that the following events are to be audited within the information system:
[FedRAMP Assignment: organization-defined subset of the auditable events defined in AU-2
a. to be audited continually for each identified event].

AU-2 Additional FedRAMP Requirements and Guidance:

Requirement: Coordination between service provider and consumer shall be
documented and accepted by the JAB/AO.

AU-2 Control Summary Information

Responsible Role: System manager

Parameter AU-2(a): Database server: logging onto/off a system, data deletions, data access, data changes, use of
administrator commands, permission changes, capture all security and administrative actions, as well as user activity
relative to system

Web server: Multiple attempts to log in failed, use of administrator commands, capture all security and administrative
actions, as well as user activity relative to system

App sever: Multiple attempts to log in failed, use of administrator commands, capture all security and administrative
actions, as well as user activity relative to system.

Parameter AU-2(d): Database server: logging onto/off a system, data deletions, data access, data changes, use of
administrator commands, permission changes.

Web server: Multiple attempts to log in failed, use of administrator commands

App sever: Multiple attempts to log in failed, use of administrator commands

Implementation Status (check all that apply):
L] Implemented

] Partially implemented

Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):
] Service Provider Corporate
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Control Summary Information

] Service Provider System Specific

] Service Provider Hybrid (Corporate and System Specific)

] Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-2 What is the solution and how is it imp

Part a Determine what audit functions of the system include, and provide complete audit contents of the system
to the customer

Partb | Agree with third party regulators, auditors on the events about what to be audited.

Part c Because the system is low-level of sensitivity, the audit events we set up are sufficient to detect the impact
on system security.

Partd | Negotiated with the client on the events to be audited, referring to principles.

AU-3 Content of Audit Records (L) (M) (H)

The information system generates audit records containing information that establishes what type of
event occurred, when the event occurred, where the event occurred, the source of the event, the
outcome of the event, and the identity of any individuals or subjects associated with the event.

AU-3 Control Summary Information

Responsible Role: system administrator

Implementation Status (check all that apply):
L] Implemented

L] Partially implemented

Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

[] Service Provider System Specific

[] Service Provider Hybrid (Corporate and System Specific)

] Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization
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AU-3 What is the solution and how is it implemented?
Summary system log containing information that establishes what type of event occurred, when the event
occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of
any individuals or subjects associated with the event by system admin every day.

AU-4 Audit Storage Capacity (L) (M) (H)

The organization allocates audit record storage capacity in accordance with [Assignment: organization-
defined audit record storage requirements].

AU-4 Control Summary Information

Responsible Role: Database administrator

Parameter AU-4: Allocates audit record to another storage capacity at every 3 months. Keep in the storage for 5 years.

Implementation Status (check all that apply):
L] Implemented

L] Partially implemented

Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

] Service Provider System Specific

[ Service Provider Hybrid (Corporate and System Specific)

Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-4 What is the solution and how is it implemented?

Comply with the policy and procedures of clients for the disposition of historically significant and routine IT
management records by system administrators.

AU-5 Response to Audit Processing Failures (L) (M) (H)

The information system:

(a) Alerts [Assignment: organization-defined personnel or roles] in the event of an audit
processing failure; and
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(b) Takes the following additional actions: [FedRAMP Assignment: organization-defined actions
to be taken; (overwrite oldest record)].

Control Summary Information

Responsible Role: system administrator

Parameter AU-5(a): system administrator

Parameter AU-5(b): overwrite the oldest audit records or automatically shut down

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

Service Provider System Specific

[ Service Provider Hybrid (Corporate and System Specific)

] Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-5 What is the solution and how is it implemented?

Parta | Send an alert to system administrators within 2 minutes by system admin.

Partb | Overwrite the oldest audit records or automatically shut down; procedures should reflect
escalation of priority resolution actions after 3 days.

AU-6 Audit Review, Analysis, and Reporting (L) (M) (H)

The organization:

(a) Reviews and analyzes information system audit records [FedRAMP Assignment: at least
weekly] for indications of [Assignment: organization-defined inappropriate or unusual
activity]; and

(b) Reports findings to [Assignment: organization-defined personnel or roles].
AU-6 Additional FedRAMP Requirements and Guidance:

Requirement: Coordination between service provider and consumer shall be
documented and accepted by the Authorizing Official. In multi-tenant environments,
capability and means for providing review, analysis, and reporting to consumer for data
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pertaining to consumer shall be documented.

Control Summary Information

Responsible Role: IT auditors

Parameter AU-6(a)-1: at least monthly

Parameter AU-6(a)-2: Login in abnormal time, abnormal shutdown, a failed attempt to overstep one's authority,
attack firewalls, virus, malware

Parameter AU-6(b): Information Security Officers

Implementation Status (check all that apply):
Implemented

[ Partially implemented

I Planned

I Alternative implementation

[ Not applicable

Control Origination (check all that apply):

[ Service Provider Corporate

Service Provider System Specific

[ Service Provider Hybrid (Corporate and System Specific)

[ Configured by Customer (Customer System Specific)

I Provided by Customer (Customer System Specific)

[ Shared (Service Provider and Customer Responsibility)

O Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-6 What is the solution and how is it imp

Parta | Review logs on critical systems every month. Examine logs for firewalls, routers, and other
network devices shall be time-correlated (to within 1 hour) with logs of other critical systems to
determine if any incidents have occurred. Review audit logs for information systems containing
Pll to determine what data extracts shall be deleted monthly.

Partb | Reports findings to Information Security Officers. Anomalies shall be reported in accordance with
incident reporting requirements and procedures.

AU-8 Time Stamps (L) (M) (H)

The information system:
(a) Uses internal system clocks to generate time stamps for audit records; and

(b) Records time stamps for audit records that can be mapped to Coordinated Universal Time
(UTC) or Greenwich Mean Time (GMT) and meets [Assignment: one second granularity of
time measurement].
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Control Summary Information

Responsible Role: system

Parameter AU-8(b): 30 second

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

Service Provider System Specific

[] Service Provider Hybrid (Corporate and System Specific)

] Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-8 What is the solution and how is it imp
Parta | Time stamps generated by the information system shall include both the date and time.

Partb | Configure information systems to synchronize the internal system clocks to the authoritative time
source when the time difference is greater than 30 seconds.

AU-9 Protection of Audit Information (L) (M) (H)

The information system protects audit information and audit tools from unauthorized access,
modification, and deletion.

AU-9 Control Summary Information

Responsible Role: system admin

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):
] Service Provider Corporate
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AU-9 Control Summary Information

Service Provider System Specific

] Service Provider Hybrid (Corporate and System Specific)

] Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization

AU-9 What is the solution and how is it implemented?

Rotate log files to a system other than their source system. Implement cryptographic mechanisms on
information systems to protect the integrity of audit information and audit tools. Backup weekly.

AU-I | Audit Record Retention (L) (M)

The organization retains audit records for [FedRAMP Assignment: at least ninety (90) days] to provide
support for after-the-fact investigations of security incidents and to meet regulatory and organizational
information retention requirements.

AU-11 Additional FedRAMP Requirements and Guidance:

Requirement: The service provider retains audit records on-line for at least ninety days
and further preserves audit records off-line for a period that is in accordance with NARA
requirements

AU-11 Control Summary Information
Responsible Role: Database admin

Parameter AU-11: 90 days

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

[] Service Provider System Specific

[ Service Provider Hybrid (Corporate and System Specific)

Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization
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AU-11 What is the solution and how is it implemented?

Archive audit records for a period of no less than one year with 90 days online and the remaining time
stored offline. Transfer audit records for remote access devices from the devices to a central log server
where they are retained for up to three years.

AU-12 Audit Generation (L) (M) (H)

The information system:

(a) Provides audit record generation capability for the auditable events defined in AU-2 a. at
[FedRAMP Assignment: all information system components where audit capability is
deployed/available];

(b) Allows [Assignment: organization-defined personnel or roles] to select which auditable
events are to be audited by specific components of the information system; and

(c) Generates audit records for the events defined in AU-2 d. with the content defined in
AU-3.

AU-12 Control Summary Information

Responsible Role: system manager

Parameter AU-12(a): Desktop and laptop computers (end-user environment), Servers (e.g., file and print, web, firewalls,
terminal), Network components (e.g., switches, routers wireless)

Parameter AU-12(b): Information system owner

Implementation Status (check all that apply):
Implemented

L] Partially implemented

L1 Planned

] Alternative implementation

] Not applicable

Control Origination (check all that apply):

] Service Provider Corporate

[] Service Provider System Specific

[] Service Provider Hybrid (Corporate and System Specific)

Configured by Customer (Customer System Specific)

] Provided by Customer (Customer System Specific)

[] Shared (Service Provider and Customer Responsibility)

[ Inherited from pre-existing FedRAMP Authorization for Click here to enter text., Date of Authorization
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AU-12 What is the solution and how is it implemented?

Part a Audit records are to be compiled into a system-wide (logical or physical) audit trail in information system
components.

Partb | Information system owner select which auditable events are to be audited by specific components of the

information system.

Part c Generates audit records for the events.
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ATTACHMENT 3 DIGITAL IDENTITY WORKSHEET

This Attachment Section has been revised to include the Digital Identity template. Therefore, a separate
attachment is not needed. Delete this note and all other instructions from your final version of this
document.

The Digital Identity section explains the objective for selecting the appropriate Digital Identity levels for
the candidate system. Guidance on selecting the system authentication technology solution is available
in NIST SP 800-63, Revision 3, Digital Identity Guidelines.

Introduction and Purpose

This document provides guidance on digital identity services (Digital Identity, which is the process of
establishing confidence in user identities electronically presented to an information system).
Authentication focuses on the identity proofing process (IAL), the authentication process (AAL), and the
assertion protocol used in a federated environment to communicate authentication and attribute
information (if applicable) (FAL). NIST SP 800-63-3, Digital Identity Guidelines, does not recognize the
four Level of Assurance model previously used by federal agencies and described in OMB M-04-04,
instead requiring agencies to individually select levels corresponding to each function being performed.

NIST SP 800-63-3 can be found at the following URL: NIST SP 800-63-3

Information System Name/Title

This Digital Identity Plan provides an overview of the security requirements for the Information System
Name (Enter Information System Abbreviation) in accordance with NIST SP 800-63-3.

Table 15-2. Information System Name and Title

Unique Identifier Information System Name Information System

A ——
233333 FAKE supply chain system FAKE SCS

Digital Identity Level Definitions

NIST SP 800-63-3 defines three levels in each of the components of identity assurance to categorize a
federal information system’s Digital Identity posture. NIST SP 800-63-3 defines the Digital Identity levels
as:

e |AL—refers to the identity proofing process.

e AAL—refers to the authentication process.

e FAL —refers to the strength of an assertion in a federated environment, used to communicate
authentication and attribute information (if applicable) to a relying party (RP).
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FedRAMP maps its system categorization levels to NIST 800-63-3’s levels as shown in Table 15-3:

Table 15-3. Mapping FedRAMP Levels to NIST SP 800-63-3 Levels

FedRAMP Identity Authenticator F .
ederation Assurance Level
System Assurance Level Assurance Level (FAL)

Categorization (IAL) (AAL)

High IAL3: In-person, or AAL3: Multi-factor FAL3: The subscriber (user) must
supervised remote required based on provide proof of possession of a
identity proofing hardware-based cryptographic key, which is referenced

cryptographic by the assertion. The assertion is
authenticator and signed and encrypted by the identity
approved cryptographic | provider, such that only the relying
techniques party can decrypt it

Moderate IAL2: In-person or AAL2: Multi-factor FAL2: Assertion is signed and
remote, potentially | required, using encrypted by the identity provider,
involving a “trusted | approved cryptographic | such that only the relying party can
referee” techniques decrypt it

Low IAL1: Self-asserted AAL1: Single-factor or FAL1: Assertion is digitally signed by

multi-factor the identity provider

FedRAMP Tailored | IAL1: Self-asserted AAL1: Single-factor or FAL1: Assertion is digitally signed by

LI-Saa$S multi-factor the identity provider

Selecting the appropriate Digital Identity level for a system enables the system owner to determine the
right system authentication technology solution for the selected Digital Identity levels. Guidance on
selecting the system authentication technology solution is available in NIST SP 800-63-3.

Review Maximum Potential Impact Levels

CSP Name has assessed the potential risk from Digital Identity errors, or Digital Identity misuse, related
to a user’s asserted identity. CSP Name has taken into consideration the potential for harm (impact) and
the likelihood of the occurrence of the harm and has identified an impact profile as found in Table 15-4.
Potential Impacts for Assurance Levels.

Assurance is defined as 1) the degree of confidence in the vetting process used to establish the identity
of the individual to whom the credential was issued, and 2) the degree of confidence that the individual
who uses the credential is the individual to whom the credential was issued.
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Table 15-4. Potential Impacts for Assurance Levels

Assurance Level Impact Profile

Potential Impact Categories 1 2 3
Inconvenience, distress or damage to standing or reputation Low Mod High
Financial loss or agency liability Low Mod High
Harm to agency programs or public interests N/A Low/Mod High
Unauthorized release of sensitive information N/A Low/Mod High
Personal Safety N/A Low Mod/High
Civil or criminal violations N/A Low/Mod High

Digital Identity Level Selection

The CSP Name has identified that they support the Digital Identity Level that has been selected for the
Information System Name as noted in Table 15-5. Digital Identity Level. The selected Digital Identity
Level indicated is supported for federal agency consumers of the cloud service offering. Implementation
details of the Digital Identity mechanisms are provided in the System Security Plan under control I1A-2.

Table 15-5. Digital Identity Level

Digital Identity Level ’ Maximum Impact Profile ’ Selection
Level 1: AALL, IALL, FAL1 Low Ul
Level 2: AAL2, IAL2, FAL2 Moderate
Level 3: AAL3, IAL3, FAL3 High Ul
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ATTACHMENT 10 FIPS 199

This Attachment Section has been revised to include the FIPS 199 Template. Therefore, a separate PTA
attachment is not needed. Delete this note and all other instructions from your final version of this
document.

All Authorization Packages must include a Federal Information Processing Standard (FIPS) 199 Section,
which will be reviewed for quality.

The FIPS-199 Categorization report includes the determination of the security impact level for the cloud
environment that may host any or all of the service models: [aaS, PaaS and SaaS. The ultimate goal of
the security categorization is for the CSP to be able to select and implement the FedRAMP security
controls applicable to its environment.

Introduction and Purpose

This section is intended to be used by service providers who are applying for an Authorization through
the U.S. federal government FedRAMP program.

The Federal Information Processing Standard 199 (FIPS 199) Categorization (Security Categorization)
report is a key document in the security authorization package developed for submission to the Federal
Risk and Authorization Management Program (FedRAMP) authorizing officials. The FIPS199
Categorization report includes the determination of the security impact level for the cloud environment
that may host any or all of the service models (Information as a Service (laaS), Platform as a Service
(PaaS), and Software as a Service (SaaS). The ultimate goal of the security categorization is for the cloud
service provider (CSP) to be able to select and implement the FedRAMP security controls applicable to
its environment.

The purpose of the FIPS199 Categorization report is for the CSP to assess and complete the
categorization of their cloud environment, to provide the categorization to the System Owner/Certifier
and the FedRAMP Joint Authorization Board (JAB) and in helping them to make a determination of the
CSP’s ability to host systems at that level. The completed security categorization report will aid the CSP
in selection and implementation of FedRAMP security controls at the determined categorization level.

Scope
The scope of the FIPS199 Categorization report includes the assessment of the information type

categories as defined in the NIST Special Publication 800-60 Volume Il Revision 1 Appendices to Guide
for Mapping Types of Information and Information Systems to Security Categories.

System Description

The Information System Name system has been determined to have a security categorization of Choose
level.
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Instruction: Insert a brief high-level description of the system, the system environment and the purpose
of the system. The description should be consistent with the description found in the System Security Plan
(SSP).

Delete this instruction from your final version of this document.

Methodology

Instruction: The CSP should review the NIST Special Publication 800-60 Volume 2 Revision 1 Appendix C
Management and Support Information and Information System Impact Levels and Appendix D Impact
Determination for Mission-Based Information and Information Systems to assess the recommended
impact level for each of the information types. For more information, the CSP should also consult
Appendix D.2. After reviewing the NIST guidance on Information Types, the CSP should fill out Table 15-9.
CSP Applicable Information Types with Security Impact Levels Using NIST SP 800-60 V2 R1.

Delete this instruction from your final version of this document.

Impact levels are determined for each information type based on the security objectives (confidentiality,
integrity, availability). The confidentiality, integrity, and availability impact levels define the security
sensitivity category of each information type. The FIPS PUB 199 is the high watermark for the impact
level of all the applicable information types.

The FIPS PUB 199 analysis represents the information type and sensitivity levels of the CSP’s cloud
service offering (and is not intended to include sensitivity levels of agency data). Customer agencies will
be expected to perform a separate FIPS 199 Categorization report analysis for their own data hosted on
the CSP’s cloud environment. The analysis must be added as an appendix to the SSP and drive the
results for the Categorization section.
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Instruction: In the first three columns, put the NIST SP-60 V2 R1 recommended impact level. In the next
three columns, put in the CSP determined recommended impact level. If the CSP determined
recommended impact level does not match the level recommended by NIST, put in an explanation in the
last column as to why this decision was made.

Delete this instruction from your final version of this document.

The Table 15-9. CSP Applicable Information Types with Security Impact Levels Using NIST SP 800-60 V2
R1lbelow uses the NIST SP 800-60 V2 R1 Volume Il Appendices to Guide for Mapping Types of
Information and Information Systems to Security Categories to identify information types with the
security impacts.

Table 15-9. CSP Applicable Information Types with Security Impact Levels Using NIST SP 800-60 V2 R

NIST SP 800- | NIST SP 800-60 | NIST SP 800- | CSP Selected CSP CSP Statement
I 60 V2 R \ZAN 60 V2 R Confidentiality Selectfed Sel'ect'e.d e e
Type Recommended | Recommended | Recommended Impact Level Ir|1tegr|ty A‘Ilallablhty Adjustment
Confidentiality | Integrity Impact Auvailability TPaCt mpact Justification
Impact Level Level Impact Level evel Level
Goods Low (L) Low (L) Low (L) Moderate (M) | Low (L) Low (L) Conf'identiality
Acquisition is moderate to
Information protect from
Type unfair access to
procurement
information
before publicly.
Inventory Low (L) Low (L) Low (L) Low (L) Low (L) Moderate | Availability is
Control (M) moderate when
Information emergency
Type requirements
to access and
distribute
materials is
necessary for
disaster
management.
Logistics Low (L) Low (L) Low (L) Low (L) Low (L) Low (L) Enter text.
Management
Information
Type
Services Low (L) Low (L) Low (L) Low (L) Moderate | Low (L) Unauthorized
Acquisition (M) modification
Information or destruction
Type of information
relating to
procurement
actions
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CSP Name | Information System Name Version #.#, Date

NIST SP 800- | NIST SP 800-60 | NIST SP 800- | CSP Selected CSP CSP Statement
; 60 V2RI V2RI 60 V2RI Confidentiality | Selected | Selected
Information Impact Level | Integrity | Availability

for Impact
Adjustment
Justification

Recommended | Recommended | Recommended
Confidentiality | Integrity Impact Availability
Impact Level Level Impact Level

Type Impact Impact

Level Level

(particularly
proposal
information)
can result in
serious
disruption of
procurement
processes and
loss of
availability of
services that
can be
important or
even critical to
agency
operations.
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